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0001 Relocation info stripped from file

0002 File is executable

0004 Line numbers stripped from file

0008 Local symbols striooed from file

0010 Lets OS aggressively trim working set

0020 App can handle >2Gb addresses

0080 Low bytes of machine word are reversed

0100 requires 32-bit WORD machine

0200 Debugging info stripped from file into .DBG file
0400 If image is on removable media, copy and run from swap file
0800 If image is on a network, copy and run from swap file
1000 System file

2000 File is DLL

4000 File should only be run on a single-processor machine
8000 High bytes of machine word are reversed
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MajorLinkerversion
MinorLinkerVersion
SizeOfCode
SizeOfInitializedData
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AddressOfEntryPoint
BaseOfCode
BaseOfData
ImageBase
SectionAlignment
FileAlignment

WORD ?

BYTE 7
BYTE ?
DWORD 7
DWORD ?
DWORD ?
DWORD ?
DWORD ?
DWORD ?
DWORD ?
DWORD ?

DWORD ?

MajorOperatingSystemVersion WORD ?
MinorOperatingSystemVersion WORD ?

MajorlmageVersion
MinorlmageVersion
MajorSubsystemVersion
MinorSubsystemVersion
Win32VersionValue
SizeOflmage
SizeOfHeaders
Check3Sum

Subsystem
DlICharacteristics
SizeOfStackReserve
SizeOfStackCommit
SizeOfHeapReserve
SizeOfHeapCommit
LoaderFlags
NMumberOfRvaAndSizes
DataDirectory

WORD ?
WORD 7
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DWORD ?
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DWORD 7
DWORD ?
DWORD ?
DWORD ?
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IMAGE_DATA DIRECTORY

IMAGE_MNUMBEROF_DIRECTORY_ENTRIES dup(<=)
IMAGE_OPTIOMAL_HEADER32 EMNDS



-2 Ll dally J) sall aad S0 Ca g

el Ul s s el ) A83Ua3) ddads sas3 A1) o3 1 AddressOfEntryPoint
Led 3LEY) a3 g Memory-) (& o) sie e 3 ke (oo Adadill a2 5 02l oy (o gu
e (e Ay Jeaniidll el ) fa s (RVA) Relative Virtual Address—

O sl

Jaa g Memory_‘\ Q_g G..AU)._J\ Ll o) sie ‘A\ Al s i ImageBase
2 (e %89 b 43 Ladll o385 400000h s () sin)

= gl ) Al il gina (B ) i dal s3a : SectionAlignment
13 JUiall dasas Ao 5 (1000h) A 028 da () 5S35 ale ) 8 s Memory-)
Clielian 8 Ty o) asg and JS 2axic (1000h) 4096 41l s2a dad CuilS
05 Cogas S il Xnie 4010000 die 1ay J5Y) axsdl) S 138 4096 2221

.402000h

el (Ao el pall Gl gine Gands I pds 1Al o2a ¢ FileAlignment
e S 1Y) JU) Jies e 5 (200h) A1) o328 da ) 585 le V) i 5 caliall
IALE 512 sanl) clicliae b oy Of cang awd J< 2xie (200h) 512 Alall o34
vie aaay of caay SUN awdll Miaie 200h st 5Y) anill Offsetdl LS

.400h Offsetd)

Memoryd & JSS zali il aas 98 1 SizeOfImage

o2 5 el pall aLudl daid ) 4Lyl Headers! US aaa @ SizeOfHeaders
el ALl il Calal) ol 2 hose Aal

Lo Aald diy Ll g paie 16 (w0 585 A hins (e 8 e 1 DataDirectory
O—e L 128 S 2 s IMAGE DATA DIRECTORY —2



LS A a4 5 L Lala 2 L DataDirectory-) s OptionalHeader-)
Sl g

IMAGE DATA DIRECTORY STRUCT
VirtualAddress DWORD ?
isize DWORD ?
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IMAGE_DIRECTORY_ENTRY_EXPORT equ 0
IMAGE_DIRECTORY_ENTRY_IMPORT equ 1
IMAGE_DIRECTORY EMTRY RESOURCE equ 2
IMAGE_DIRECTORY_EMTRY_EXCEPTION Su
IMAGE_DIRECTORY_EMTRY_SECURITY equ 4
IMAGE_DIRECTORY_EMTRY_ BASERELOC equ b5
IMAGE_DIRECTORY EMTRY DEBUG equ b
IMAGE_DIRECTORY EMTRY_ COPYRIGHT equ 7
IMAGE_DIRECTORY_EMTRY_GLOBALPTR equ 8
IMAGE_DIRECTORY_EMTRY_TLS CLERE
IMAGE_DIRECTORY_ENTRY_LOAD CONFIG equ 10
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT equ 11
IMAGE_DIRECTORY_ENTRY_IAT equ 12
IMAGE_DIRECTORY_EMNTRY_DELAY_IMPORT equ 13
IMAGE_DIRECTORY_EMTRY_COM_DESCRIPTOR equ 14
IMAGE_MNUMBEROF_DIRECTORY_ ENTRIES equ 16
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COM: | 00000000 | 00000000 .| L|H|
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[ =
Save |

s Sl J<A 8 LS Hexworkshop gebion ik (e pgapia g sl g

0000017000 00 00 00 10 00 00 00 _

oooool1so
ooooo190

Export Table

Import Table .. .
Exception

ooooolan
ooooolgn

aoooolrFo

Relocation
Copyright

- -LoadConfig
Boundimport e e .
LDelaglmport .. L.
.Reserved JODE. ...

4aras Sy paic IS Galall Sizedl s RVA aad G cadan Y 13l

ooooo1l70 W a0 oo oo 30 o0 00 00 00 00 00 00 00 00 00 (100

00000180 (B0 co 05 oof/Be 21 oo o) oo 80 o6 oofoo sa Do oD

00000190 (00 00 00 00/400 00 00 00 00 A0 _00 00 00 0@ 00 00

ooooole0 (00 00 10 00 00 40 00 OO 00 OO0 10 00 0O 10 00 0Of....

0000010 |00 10 06 O0)08 61 00 00-a—Ee—aa—aa—00 0 d—oa—0s

gooooleo nn o0 0o oo oo 0o oo o
oaoooico 00 00 00 OO0 loo on oo 0o
gopoolbo oo 0O 00 QOO0 QOO0 OO OO0 00 00 00 Qo0 0o o0 0O o0

0oo0oo01EO|OO0 00 00 00 OO0 oo oo oo 00 0o oo o0 oo 00 o0 oo
0o0oo01F0)|00 OO 0O OO0 00 OO0 00 OO0 43 4F 44 45 00 00 00 00

.......... l...l
......... .
........ CODE

VirtualAddress - ImageBase o 3 ke 8 RVAJ : 4k sl



