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aelin Gaob (e llhgay 5 (o301 2580 L) G ST aiSas dabies Sl
4l il 30 e aial 5 Uinali 7 i) 5 sl il 8 iy 8 PEGD

- il s

PED ). 94
File: | D:\Education)Ashraf|DelphilProject 01\Example. exe E]
Entrypoink: | OO0SSFS4 EP Section: | CODE
File Offset: | 00058354 First Bybes: | 55,88,EC, =]
Linker Info: | 2,25 Subsystem: | wWin3gAaUI

il ol s

Borland Delphi 6.0
[ Multi 5ean | | Taskiewer | | options | | about | | Esit |
[+] Stay on top

LAY 3 53) 5 CODER pad e ) &

Section Yiewer =

Mame W, Offset W, Size R, Offset | R, Size Flags
AO0D00Z0
DaTs Disassemble 11 000S3400 00001200 COooo040
ESS Raw Dump C51 00059600  0O0OOOOO0  COO0O0000
Jidata 1B 00059600 00002200 0000040
s Cave Finder oi0 O00SES00 00000000 CO00o00a
rdata Ertrapy D16  000SES00  OO00C200  SO000040
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Seckion RYA Off et Size
CODE 000SEFD3 00000020
DATA 00054123 00059523 00000000

idata DOOSELCZ DO0SEB7C2 0O00003E
rdata 00060017 000SBSL7 000001ES
relac 0006710C 0006 1B0C 000000F4
st D0DEES13 00065413 0O0001ED

Hex guelig o8 40l L3 13) 5 3llal) dalualls Gl sl Offsetl 1agd (5 LS
: JSal 13 g 8 <o g Workshop
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ANNE2A1NIN? NN R M0 NN 2|0 40 AN 0N 8n d4n nn no 8n 40 nn 1] 5] 5]
Example. exe /
L
Huffset: o03e1427 [Ox00058303] ﬂ [0 [*] Compare j_Checksum }, Find /

ad 35S Aila) Sy iy J sk (alal) Offset) g s Golad) JS3lG (5 53 LS
Size 4] ndiy LS La 1285 <y £0 Ladad g L dde Cuasl 13
135 2D s Ca s Sizedl Culy sld PEID geebism palaldl Sl d 3 sa gall

s AUl Jsall (8 LS €0 dadll (555 g Decimal () 4ol s Jy oy Cudd

Eg HexliecUctiin Converter! gm

Hexadecimal 2D
Decimal: |45
Octal 55
Binary: 101101
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o sas PEID gealiyw palall JSill 8 Coagl 2 5o sall RVA ) gl 13
Virtual - zit <8 s 41 ImageBase-) 48bials ©1ad 13) 5 00058FD3 a2
Ol sl aa 2ie Ollydbg gl e (Al <83 135 00458FD3 s 5 Address

d&ﬂ\\&a}u}m

Q04 58FDE EE?ET ADD BYTE ITR DS: [EAX] AL
N04E5SFD4 o000 ADD EYTE PTR DS: [ERX] AL
004 53FDE aoo0 ADD EYTE PTE DS: [ERX] ,AL
N04ESFDE aoo0 ADD EYTE PTE DS: [E&X] ,AL
004E8FDA Q000 ADD EYTE PTR DE: [EAM] AL
N04E8FDC aoo0 ADD EYTE PTR DS: [ERX] AL
N0453FDE aoo0 ADD EYTE PTE DS: [ERX] ,AL
00452FEQ aooo ADD EYTE PTE D&: [EAX],AL
N04ESFEZ aoo0 ADD EYTE PTR DS: [EAM],AL
N04E3FE4 aoo0 ADD EYTE PTR DE: [ERX] ,AL
N04E5SFES aoo0 ADD EYTE PTE DS: [E&X] AL
N0452FES aooo ADD EYTE PTE D&: [EAX],AL
N04E58FEA aoo0 ADD EYTE PTR DS: [EAM],AL
N04ESFEC aoo0 ADD EYTE PTR DE: [ERX] ,AL
N04E5SFER aoo0 ADD EYTE PTE DS: [E&X],AL
00452FFO aooo ADD EYTE PTE D&: [EAX],AL
N04ESFF2 aoo0 ADD EYTE PTR DS: [EAM],AL
N04E3FF4 aoo0 ADD EYTE PTR DE: [ERX] AL
N04E5SFFE aoo0 ADD EYTE PTE DS: [E&X] AL
N0452FFS aooo ADD EYTE PTE D&: [EAX],AL
N04E58FFA aoo0 ADD EYTE PTR DS: [EAM],AL
N04E3FFC aoo0 ADD EYTE PTR DE: [ERX] AL
N0455FFE Qooo ADD EYTE PTE D3S: [E&X] AL

A4S Lo La a5 Led 25K Aila) (Sl il g g Gilll JSNG (g 53 LS
Ll L) il ) a3 13) 5 35S0 i (oS o pn o gas Aaluaall Ly

: é;‘ﬁ‘ s < gw Hex Workshop z<b_n & e 2 SV dal)
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o00s83F0 (00 00 OO0 00 0O o0 00 00 0o o0 o0 0o oo oo oo oo
oooss400 |00 00 OO0 00 0O 00 00 00 0Z 8D 40 00O 32 13 8B CO

Oh s OY) s 25SI g T oy 55 Al a Gabaall JSEN A ) L) el
Ollydbg g\ ) «ads S Virtual Address ) Offset-) 1aa J s

t o b o) ot o ) Aol 5y y e Canal

Raw Offset + (VOffset of section — ROffset of section) + ImageBase = Virtual Address
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D AU il S o

000583E0 + (1000 — 400) + 400000 = 00458FE0

D b S o) siall 13 Ollydbg el n () el () condi g g

O00452FDE
00452FEQ
O0453FEZ
O0452FE4
O04E523FEE
O0452FES
O0452FER
00453FEC
O0452FEE

ulu]u]u} ADD
aooo ADD
aooo ADD
oooo ADD
ulu]u]u} ADD
aooo ADD
aooo ADD
aooo ADD
aooo ADD

ETTE
EYTE
EYTE
ETTE
EYTE
EYTE
ETTE
EYTE
EYTE

TR
PTR
FTE
PTER
TR
PTR
PTR
PTE
PTR

DE:
L&:
D5:
Ds:
DE:
L&:
Ls:
Ds:
Da:

[EAX], AL
[E&X], AL
[E&X], AL
[E&X] , AL
[EAX], AL
[E&X], AL
[E&X], AL
[E&X], AL
[EAX] AL

o g g 35S0 Al Canad (g (A1 () giadl g (alaall JEN 8 ) LA ) sial)

MOV EAX, 00458F84

JMP EAX

£ 35S0 1 Al o

slina U landl s EAX Jaall ) OEPA Jii o gas Ly 2y J5¥) Sl
iy i sas g Tam Agole 4y 5Ly el ) JL) o5 (s OEP ) 3 o s i
e Tl 5 el AT 84l il o) siall Jle Cagll 5y 5k oo ol
;381 13 Adliza) o rsiliall ds gl (e space Ui
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Address [Hex dunp Dizassembly C ommn et
004 52FDC aoao ADD» BEYTE PTER D&: [ELX] AL

004 52FDE aoao ADD» BEYTE PTER D&: [ELX] AL

004 E52FED aoao ADD» BEYTE PTER D&: [ELX] AL

O0452FEE aoao ADD EYTE PTE D&: [EAX] (AL

O0452FE4 aoao |y I ¢ | a
O0452FES aoao

O0452FES aoao

ON4CEFEL Qoo MO EAX, 00458F 84 ﬂ
O0452FEC aoao

O0452FEE aoao S f

O0452FFO ooao v Fill with NOP's Azzemble Cancel |
O04E52FFE aoao .
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23S0 A8l (-;3 Assemble L) &9 Jaxall (-;3

Address [Hex dunp Dizassembly C oI &l
O0458FDC aooo ADD» BEYTE PTE D&: [ELX] AL

O0458FDE aooo ADD» BEYTE PTER D&: [ELX] AL

004 55FEQD ES S48F4500 |MOV E&M, Example. <ModuleEntryPoint=

O04E58FES 20 [NOF

O0458FES aooo

R — 0000 Assemble at 00458 FES

OO0458FEA aooo

O045SFED oooo |“””1P EAx ﬂ
O0458FEE aooo

O0458FFO aooo o f

O0452FFE ooao v Fill with NOP's Azzemble Cancel |
O0455FF4 aooo .

O0458FF5 aooo |ADD EYTE PTE D&: [ELX] AL

i a5 ol SV o2a Ladsy a8 5 Cancel L) a3 Assemble L) e bl

s o3 ) VSized 4ad i a3 LordPE gbin )

M amne:

WirtualSize:
R awffzet:

RawsSize:

Flags:

Sechon Header

YWirtualdddress: 00071000

" ooosvCE
00000400
"~ Gooss0m0
| 60000020 .. |

Edit SectionHeader ]

—Cooe
Cancel

M ame:

WirtualSize:
R awffzet:

FawSize:
Flags:

Wirtualtddress: Q000 Qoo

Edit SectionHeader ]

Sechon Header

CabE

D0 7FF
[ oo0004c0
" ooose000
| 60000020 .|

Cancel

e oAt ddnns a1 a5 ()5S S a8l Gl aaa 2y i Ll a8l
: daidll 32 ) Entry Point dad i <8 gu g zeali )
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EntryPaint:
Imageb aze:
Size0flmage:
BaseOfCode:
BageOfD ata:

FileAlignment:
h aqic:

" Go0sEFED
" o0400000
" oooeBADD
" D0001000
00053000
Sectiondlignment: Im
" Do000200
T oie

Bazic PE Header Information

Subsysten:

Checkzum:

MurnberQfS ections:
TimeD ateStamp:
SizelfHeaders:

Characteristics:

Size0f0 ptionalHeader: 0oED
NumOfRvadndSizes: | 00000010 + | - |

Ok
— o]

Iw Save
Im Sections
[ e FLC

00000000 7 |
TDSC

Compare
L]

1

1Ay (35w Adaiill 028 (a3 sl OEPL palall RVA o dall o2 oY
: JSAN 13 (5 5 g Ollydbg geb s (8 Liaeli jo Jreaty Caad 13) 5 als )

Hex dunp

Dizassembly

|Address

O0452FEE
O04E52FE7
O0453FES
O0453FED
O0452FEA
O0452FER
O0453FEC
O0452FED
O0452FEE
O04E52FEF
O0453FF0
O0453FFL
O04E2FFE

EZ 248F4500
FFEO
20
oo
oo
(]
oo
oo
oo
(]
oo
oo
oo
(]

HOV EiX,lExample. O0455F24
JHUP EAX

NOP
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

00458F84=1Exanple 00453F34 (Entry address)
EAX=00000000

e CSitle i Alyens a5 Ollydbg el 8 el all Jpent aind (555 LS
bl il F8 idasia 13) 5 Entry  Point-l 28 8 olinia g (g1 ) siall
e o5 OEPY () o (A Sl () JHy oo i al) O (555 s
Ao 55 S ) A4S Ui je 28 ()5S0 elliy g (oa LS Al shad s )
&V EP) 55 g ol pal) e Rdpad Co s ) 2 5K 5y <1 sl iy
el 1an e e calee 13) 5 el ) Aia Ty (g (31 2aall () sl

: Al 1 (5 5 Cagw PEID el
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5 PED v0. 94

File: | D\Education)Ashraf|Delphil 1Example. exe E]
Entrypoint: | 0O0SSFED EF Section: | CODE
File Offset: | 000SS5E0 First Bytes: |B8,54,F,45
Linker Info: | 2,25 Subsystem: | Win3z GUI

| PEncrypt 3.1 Final - = junkcods]

[ Multi 5ean | | Taskiewer | | options | | about | | Esit |
[#]Stay on top

St g malill 0Ty sidie il 13a o e oy il JSAT (5 5 LS
a0 fay 2 2580 Leal g EP s e gl 3L e WY el 13 (S0
Gbiaa 25 Add Signature <53 o5 Plugins-) 4adld ) cuad 1] 5 zali )

L3l s e

&' Add Signature V1.01 - By Neil The Hippie Killer / BobSoft

Filenarne D:AE ducationAshrafD elphitTE 2ample.exe E]
Sig Bytez
EP Only File Type

Scan EP for Sig Save to UzerDE ] I Back to PEID l

;:\Agﬂ\olﬁg)ﬁd}u

@& Add Signature V1.01 - By Neil The Hippie Killer f BobSoft

Filenarme D:AEducationtdzhratDelphit1Example.exe
Sig Butes |BB 24 8F 45 00 FF EO EIEI|DEI (0 00 00 00 00 0000 00 00 00 00 00 00 00 00 0000 0C
EF Only File Type

Scan EP for Sig I Save to UzerDE l I Back to PEID l
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2 SV 02 Gl (5 el ) 1 5 Lgiilazaly Liad il o) 5SY) a2gd (5 xS
dcad sda gy jila pe mali pll uda (K15 PEncrypt 3.1 Final ddlesy Aalal)
el 138 (8 5l 5 padid ol dabiail deaal) 038 aadius O (Saall a5 Uia
o8 o guad iy G (o 2y 55 ey UL ¢ lien andl) OIS 1Y) (ST jidia

-1 ISl Bae LLES (o g DATAN and aans 53 L i 13) Diad sl aans 5

o gad anall) 138 a5y Uil o) 5 00 (5 Al alusdl o 58 DATASN andi )
Lol 405 ) DLaY) ol e o g
k)

135 rSIC s 5 aned Al 8 il die Lealdi €aall (e JSLEA 028 S
- A \&QS}“—‘}“LOTdPEc“l-‘)MM\ Jaa (atlad L jaiu)

Section Flags ]

Set Flags
| V] Shareable in memu:url,i
Ewecutable az code
v| Feadable ﬂ
[ L] wiiteable |

Dizcardable az needed
Can't be cached

E Containg extended relocations
Mot pageable

O Cortaing COMDAT data

Containg comments or other infos
Wwion't become part of the image

| Containz executable code|
v Containz initialized data
|| Containg uninitialized data

O Shouldn't be padded to next boundary
Current Y alue

Alignment: | default | Bytes BO000040

il 138 o s A} 5y guall 8 L) L) ol LR Y) il e 13)
1aa A <l 200h 48l & 5 US 13) Sed executable , Writeable () Jid

Created by Ashraf Cracker AshrafCracker@hotmail.com



12 p=ldll VirtualSize- s RawSize-) Jl <ub 200h
O sbeie VirtualSize-) s RawSize- dasd () 5 5 o gand Cidaa¥ 13) 5 avdll
Nl S i LS

Edit SectionHeader ]

Sechon Header

M amne: m $
Wirtuald ddress: lm Lancel
VirtualSize: Im

R awlffzet: lm

RawSize: I 00003400

Flags: Im IZI

00003A00h+200h = 2l ey i sua s s 200h Uil 138
Jedily a8 13) 5 00003C00h ) ollall dad Jaaxy o 583 Co g 5 00003C00
s Al ) p2a LfﬂLJ)u&GAb).\S‘

EAEducationMAshrafiDelphitExample.exe 1

@ Cu\Education\ashrafiDelphilExample . exe is not a valid Win3z application,

Calall ana Siad Lgiad jund e 2 a0 eladl dlin o e Jai Al 1) o2
= <5 LordPE el (A alall (ailias L i) 13) 53 5ad e 23N
< I 1

) £ L &) @AY () (B JSAN (g 5 gy () 130 g L )
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