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This program mus
t be run under W

PE Header
Signature (4 Byte)
File Header (20 Byte)

Data
Directory
128 Byte

DATA

Aaxie "Example.exe" —alall Jaaats Lidd o5 ollydbg geeld_p Jurdidy Liad 13
. ‘._‘Jﬂ\ i Lﬁ)ﬁ MemoryJ\ Aadin &J G AT T+HM bzl

ao<400000
ao0401000
ao4E2000
Q04 EEOOO
a045Cco00
Q04 5F000
ao4e0000
o04&1000
00458000

00001000 | Example PE header Imag 01001002 R RITE
00058000 |Exanple |CODE code Imag 0100100Z R RWE
0000Z000 |Exanple |DATL data Imag 0100100Z R RWE
00001000 |Exanple |[BES Imag 0100100Z R RWE
000032000 |Exanple |.idata imports Twag 01001002 R RITE
00001000 [Exanple |.tls Imag 0100100Z R EWE
00001000 |Exanple | .rdata Twag 01001002 R BWE
00007000 |Exanple |.reloc relocations |Imag 01001002 R RITE
00004000 |Exanple |.rsrc resources Twag 01001002 R RITE

Iia ,ia) a5 Right Click Gl JSEN 84l jlaall jlaul) o doi ol

DoY)



IE File Wiew Debug Plugins Options  indow Actualize

i S0 = wrnp in TP
S]] >l v+ 31 =~ METIED

Durnp
e T EE :

4STHAIEI[VIEEARAE Ctrbe
Address |S8ize Oumer Section |Cor
0oO0lo000 | oooalooo Set break-on-access Fz
OO0z0000 | 0a00lo00 b .
oolsE0on | oooolono Set memory breakpoint on access
oolscooo|oooo4o000 =t2  Set memory breakpoint on write
00130000 | 00003000 Set access k
00140000 | 0000A000
00Z40000 | 0000&E000 Allocate Memory
00zE0000 | 00003000 Free Memory
00Z&0000 | 00016000 Zero Memory
OOZ80000 | 0003000 o M &
QOZCO000 | 00041000 HMp FlEmory=Area
00310000 | 0000&000 Copy to u:IipI:u:uaru:I Y
OOZZ0000 | 00002000 b :
003E0000 [00002000 Sart by
O03FO000 | 00004000 Appearance r
00400000 | 00001000 | Example PE header |[Imag|R [FITE [

RERSEN PV Right Click Lele Lozl a5 bkl 328l alad) shalal) &9 Py

oLasy)
00453F93| . sEOO MOV EAX,DWORD PTE D3: [EAX]
00452FSE| . ES ESESFFFF | CALL Backup '
00452FA0| . SEOD 9S8A04500MOV EI TINEEY E
— Search for ¥
00453FAG| . Al BS9F4500 |MOV E 4 CoFES]
OO4ESFAE| . BEOO mov g] Goto P ki
00452FAD| . SELS B42A4500MOV El 1CoLEd ] E
OO45SFEZ| . E& ESESFFFF |CALL s g
00453FEa| . Al BESaFas00 Moy B Text P BcoFES]
EEP=001ZFFF0 Short »
Long L4
Address |Hex dunp Data Float 4
00400000] 4D EA ASCIT "MZ T —
00400002 | 5000 DW 0050 20,1
00400004 0zO0 oW 000z HeCH
00400006 0000 DW 0000 BASES4 encode =loCnt = O
00400002 | 0400 DW 0004 _ ArSize = 4
0040000%| OFO0O W 000F Hash Sniffer inMem = F (15.)
0040000C|  FFFF DW FEFF . sxMem = FFFF (55535,
0040000E| 0000 oW 0000 MDS Sniffer 1088 = 0
0o0400010|  B2OO oW O0EBS T —— y keSP = ES
0040001z | 0000 oW 0000 __hkSum = 0
00400014 000D oW 0000 | D0S_ExeIP = 0
noATTm 1T & [nininlnl T™TT Cmmm ™o =1~ —_ mn

J 4 LS PEAL Aalall e glaall (5 3 a3 PE header—)) DLt aa

s Aull



Address [Hed durmp Data Conmment

HE4EE 1 BA 58 45 BA @l ASCII “"PE™ PE slgnature [FE]

HE4E61 04 4CHE1 ou a14c Machine = IHHGE_FILE_MHCHINE_ISBB
HE4868 1 8G a388 oW a8 MHumberOfSect ions =

BE4EE8]1 62 195E422A (DD 2A42EELD TimeDatesStamp = 2H425E19

BE4E816C ju]u] FointecToSumbolTable = @

aa4Ea11a uln] HumberQfSymbols = 8

aa4e6114 EBGas Dl GEEE SLzeDFDptLDnaLHeader = EA

Ga4EE11& 2E21 oW 212E Characteristics = EXECUTHBLE_IMHEE SEZBIT_MACHIMELIt
HE4E8118 HEA1 ou 818 MagicHumber = PE3Z

HA48R1 1A Az OB &2 MajorLinkerllersion = 2

Ga4EE1 1B 19 OE 12 MinorLinkertbersion = 19 [2E.]
Ga4aa11c GEZEEEEE (DD GEES2EE6 Size0fCode = 53000 (360445, )

BE4EE1 26 Gabzaasa (DD GE8E0200 SizelfInitializedData = D28@ (E376E.)
Ga4EE124 ju]u] SizelOfUninitializedData = @

Ga4EE1 22 242FEE0E (DD GEE853FSd AddressOfEntryFoint = S2F34

BE4EE12C BA18EAEE (DD BEEE1666 EBase0fCode = 1868

HE4E81 36 HA9EE5HA (DD A8859HEA Baze0fData = 59008

HE486134 HEA84H0A (DD B8488HEE InageBase = 480008

GE4E81 22 GalaaaEa (DD GEEE 1666 Sectlonﬂllgnment = 1888

Ba4E812c oaE2aEEE (DO GEE6E206 FileAlignment = 288

BE4EE146 @4a8 oW G&Ea4 MajorfSlersion = ¢

GEa4EE142 oaaE oW GEaa Minorf0SlUersion = @

aad4Ee61 44 aaas Dl GEEE NaJorImageUerston -8

AA4ER1 45 [=[= e ]x] On AEEsE MinorImagellersion = B8

HA4ER1 45 B488 O asR4 MajorSubsustemllersion = 4

HA4ER14A [=]=]5]x] O asRa MinorSubsystemllersion = @

BE4EE14C ju]u] Reserwed

BE4EE156 GACEAcER (DD GEE8cCAEG SizelfImage = &CEAEE (442368.)

BE4EE 154 oaad4aa0n (DD GE8E84E6 SizelfHeaders = 488 (16824.)

Da4EE152 oo CheckSum = @

GEa4E815C G2as oW @@a2 Subsystem = IMAGE_SUBSYSTEM_WIHDOWS_GUI
HE48815E BaaE oWl a&a8 OLLCharacteristics = A

HE4E81 58 HEAE1AEA (DD B6186HEA SizelfStackReserve = 100AAA [1B848576.)
ga48e81 64 da48800e (DD 288848608 SizeldfStackCommit = 48688 [15334.)
Ga4E8]1 62 aaaa1EaEE (DD 06 188EE6 SizelfHeapReserve = 10GGEA (1843876, )
Ba4E81 60 GalaaaEa (DD GEEE 1666 SizelfHeapCommit = 106G (4896.)
BE4E81 76 ju]u] LoaderFlags = @

GE4EE174 1 ju]u] i@ HumberO0fRvaAndSizes = 168 (16.)
Ba4EE17a uln] Export Table address = @a

HE48817C HEAEEEER (DD A88EEHEA Export Table size = Hd

HE4E81 56 HACHESHA (D0 BEE8SCHEA Inport Table address = SCAdR

Ba4EE124 BCZ218HER (DD GE88821EC Inport Table size = 21BC 12636
oE4Ea182 oazEacEE | D0 GEEc2EE6 Resource Table address = 62008

Sl e 3l 8 Jaaicasw s PE Header—)) ¢ -5 (e Lingl) 28 (5K elldy

.The Section Table= =&



The Section Table

Jiay e Jall 1aa 5 als 25 40 54 5 PE Header) 2223 8l o 3ol s (5 58
PE-) Cale 8 ansd JS (e claglaa o ¢ Jall 138 (5 sing 5 zealiall alud) 2ails
sae 2@ s e (g iy FileHeader— e S puaiad) of Gl U S5 LS
O Gt 8 2 g e aludl 8 e (5 siag PEA il S 1) 5 el yall oLl

: b WS A% 4 s IMAGE SECTION HEADER 4l o3a

IMAGE SECTION HEADER STRUCT
Mamel db IMAGE_SIZEOF_SHORT_MNAME dup(?)
union Misc

PhysicalAddress dd ?
VirtualSize dd ?
ends
VirtualAddress dd ?
SizeOfRawData dd ?
PointerToRawData dd ?
PointerToRelocations dd ?
PointerToLinenumbers dd 7
NumberOfRelocations dw 7
NumberOfLinenumbers dw 7
Characteristics dd ?
IMAGE_SECTIOMN HEADER EMNDS

iy 8 5 ansl) 1agd aaB¥) Jsdall 5 andll o) Ao Jasddlall 238 : Namel
65 Casnd 3 Sl and g 138 (IS 1) Dliad ¢ JSTY andll 13l dadle sa Jah ansY)
J3Sa s "CODE" 4X1)

OS5 Layy ol sl ALY Jladll aasdl ) 5035 8y a2 VirtualSize
(SizeOfRawData) clall o il Lo avdll ana o Jil audl) CULy ans



o PE Jeain se gan 8l al AN RVA 54 : VirtualAddress
a3 PE)5 1000h &1l o3 dad <ulS 133 A1) 638 dad ala35) 2% Memory-)
401000h o)) sall dic andll muay Co 58 4000000 O si=dl 2ie dyass

oa @l Je JSS audll aaa ) i3 Al a0 (RawSize) SizeOfRawData

Ll

alibl Ay ) pisddla a1 (RawOffset) PointorToRawData

3e) 5l 8 anadll 138 o G (e anall) (ailiad ) juis - Characteristics

el 138 ae Jaladll 48 ka4 Jpaedill Sy f Lt

¢ il ailiad e gy N sl g

ialdll Caa gl
00000008 Section should not be padded to next boundary
00000020 Section contains code
Section contains initialised data (which will become initialized
00000040
with real values before the file is launched
Section contains uninitialised data (which will be initialized as
00000080
00 byte values before launch)
00000200 Section contains comments for the linker
00000800 Section contents will not become part of image
00001000 Section contents comdat (Common Block Data)
00008000 Section contents cannot be accessed relative to GP
00100000 to 00800000 | Boundary alignment settings
01000000 Section contains extended relocations

02000000

Sections can be discarded




04000000 Section is not cacheable
08000000 Section is pageable
10000000 Section is shareable
20000000 Section is executable
40000000 Section is readable
80000000 Section is writable

: JSGN 1aa s 3 Sections L) e bl o3 LordPE gebi s Juadisy o8

[ Section Table ] =

M ame WfFzet WSize ROffzet RSize Flags

CODE Q0007000 00057FCC Q0000400 00052000 BO0000Z0
DATA Q0053000 ooooiiic Q0058400 00001 200 Cooooo4o
BSS Q00sE000 Q0000cE Q0053600 Q0000000 CO0000oo
Jidata Q00sCoo0 Q00021eC Q00=3600 00002200 COoooo40
g Q00sFoo0 Qoo o Q00sE 800 Q0000000 CO0000oo
rdata Q00&0000 Qoo a Q00sE 800 00000200 A0000040
reloc Q00&1 000 Q000e108 Q005EA00 QO00E200 a0000040
rarc Q002000 00003400 Q00&1Co0 00003400 50000040

P oY) 13 i) &5 Right Click sl o asd sl e Jarial

Mame WffFzet WSize RO fzet RSize Flags J
b lcooE 00001 O moorTos  onnesen 00058000 B0000020
of DATA M| edit section header. 00001200 COOODO40 |
BSS 0005B00  hex edi section, ., 00000000 0000000
B idata 0005Ca : : 00002200 CO000040 J
gl s ooosFog  load section from disk. 00000000 CO000000 J
.rdata 000g00C  sawe section to disk... onooo2o0 BO000040
3 relac 000E100 : 0000&200 RO000040 J
= REE 0006300 add section header 00003400 50000040
Magie o wipe section header T jJ T
truncate at section skart H
truncate at end of seckion

=plit
unsplit. ..

list section header table. ..

L ISl 13 g 5l




Edit SectionHeader ]

Section Header

M ame: CODE

Vitualbddress: | 00001000 _ Concel |

WirtalSize: 0o0&7FCE
R awffzet: Ooooo400
FawSize: 10053000

Flags: EEIEIEIEII:IEEIl I

L JSE0 13 (gl AL 5 ) seall A a0 e baka)

Section Flags ]

Set Flags
[] Shareable in memary

| Executable as code|
[

Caricel
eadable

nieaple

Containg extended relacations
Dizcardable az needed

Can't be cached

Mot pageable

O Contains COMDAT data

Containg comments or other infos
whon't become part of the image

| I¥] Containz executable code |
Caontaing irbiahzed data
|1 Containz uninitialized data

O Shouldn't be padded to next boundary
Current ' alue

Alighment; | default * | Buytes EO000020

Gl JSEN 6 L) L) ailiadl) £ 8 60000020 Aesil) (o (5 i LS
Bty g5 Aaali IS G 53 Jsaa) 8 Galliasll oda ad el ) 518
+20000000 + 00000020 sl 03— (5 5 o y—us gl 8Y) ailia 4
1S 5 Gl JSA (3 L) il Aedll (8 560000020 = 40000000

A JRa Uands g oY) AL Al



Section Header

M ame: lw w
Yirtualdddress: 00007 000 ﬂ
Yirtual3ize: lm

Rawlffset: lm

R awsize: Q0053000
Flags: 60000020 [ ...

"CODE" aslly dalall o sheall o8 028 540 ja S Ui 58 28 Uil aad o g
a5 Hex Workshop z<U_» Jala "Example.exe" JUiell Jreaty Liad 13)
: gﬂﬂ\ Jall g 8

00000gFHEE—Ae—aa—a0oo—at—oo—ofs 4F 44 45 00 00 00 o0f........ CODE. ...

00000R00 o EE,EJS 1 0 80 05.00/00 04,00 00f................
aooooplojoo oo 0 00700 00 00 00 a0 ao 000600, ........... .. ’

(Code) il Vinualzm\\ﬁnmlsm Rahwsm

9
00001000 00057FCC 00000400 00058000 60000020

Laliyf ) ) e sleall A8ias Lal 5 ) il slead) (8 (Silad) (KA1 8 5 55 LS
LordPE gl » 4

¢ ol LS "DATA" auilly dalal) e gheal) Jady il JSa

Edit SectionHeader ]

Sechon Header

M amne: lm
Wirtuald ddress: lm Lancel
VirtualSize: Iw

R awlffzet: lm

RawSize: 00001 200

Flags: Im J

Do LS Sla gleall 038 S5 Hex Workshop b



4 41 54 41 00 00 00 00][QC, 11 00 000090 05 00 |DETAL . ..........
0000§230 |00 12 00_00][00 64 .05 00|06 00 00 06 00 00 00 00 .eveeennennnn...

[36--00_ OF-C 3 00 oo 00 oo ool....@, 0 B33.....

VirtuaiAddress Virtual Size RavirDffset RawSize
00059000 oooo111C 00058400 Q0001200 Cnoooo040

o LS "BSS avlly dalall e sleall Jady M) S

Edit SectionHeader ]

Section Header

M ame: B5S5

Vitualbddress: | DOOSED00 _ Concel |

Yirtual3ize: lm
Rawlffset: lm
RawSize: Im
Flags: | CO000000 J

;b S Sl slaall 038 X5 Hex Workshop z=be s

0000 e tro—ro—re—fe®{42 53 53 00 00 00 00 00)....@...BES. . ...
0000p250 [51_0C 00 000, B0 05 00]|00 00,00 00[jp0 96 05 00Q....cvvvuvn.n..
0000p260 f00 00 A0~00 B 00 00 00 00 00 8. 00 [0p0-00 DD?CD ................

(BSS) puddl VirtualAddress VirtiralSize Raw(ffset RawSize lags
0005B000 00000C51 00059600 00000000 CDD0000D

b LS " idata” adls dalal) el sl Jady il S

Section Header

k.
M arne: data _
Vitualbddress: | 00050000 _ Cancel |
WirtualSize: Qoo1ec
R awlffzet: 00053600

RawSize: 00002200
Flags: CO000040 .|




;b WS Gilaslaall 038 X5 Hex Workshop g=b s

poooqz7e CO0 05 00f.idata...!'......
oooodz2eo 00 96 05 410 I coooaonong
00004290 |00 00 00 OO0 pE-00 0007 @ .tls
{idata) aill 2l VirtualAddress VintualSize  RawOffset  Rav lags

0005C000 000021BC 00059600  00D0DZ200 CO000040

b LS M " anilly Fal ) e glall Jay il JS

Section Header

k.
M arme: Hz _
Vitualbddress: | 00DFOO0 _ Cancel |
"WirtalSize: 000001 0
R awffzet: 000SB 200

Rawsize: Q000000
Flags: Co000000 ..

;b S Slaslaall 038 2S5 Hex Workshop z<bi s

ooooop s oo oo o2 E 74 GC 73 00 00 00 Oof ... .@. .. FElS. ...
ooooopRao |[Lo_oo EIEI“.EIDHDQ, FO 05 00|P0 00 Q0 000G B8 05 OO ......ovvvuuenn..
QoOooOoOREBOD|OO OO OO0 ‘trﬂ\,uﬁ 00 00 00 00 00 oo 00 00 COJ...ovvvviennnnns

(- tls) meiddl sl Vinualéss VirtualSize Rawo&wﬁze \Plags

0005F000 aooooo10 00058800 0oooooao C0000000

: ok WS " rdata" sl dalall il gl Jady AUl JSE



Edit SectionHeader ]

Section Header

M ame: .rdata

Yirtualdddress: 0000000 ﬂ
Yirtual3ize: lm

RawDffset: O005E200

RawSize: IM

Flags: | 50000040 .|

;b S Sl slaall 038 X5 Hex Workshop z=be s

oon [2E 72 64 61 74 61 00 OO|[T8 O, 00 000 00 08-06 00| rdatal..........

ooogqozoo joo 02 00 [00 Ba <05 00] 00 M 00 QO0-f7 00 00 00f....vvvvuvnnn...

O00gqoZEC 00 00 00 oo |2E 6C BF &3 00 00)....@..P.reloc..
(.rdata) s« ol VirtualAddiess  VirtualSize RawDffset Size lags
00060000 00000018 00058800 00000200 50000040

. & LS " reloc" (—u.nﬂl_a aldll e daal) Jady &\ﬂ\ Jall

Edit SectionHeader ]

Sechon Header

M amne: _reloc

Virtualdddress: lm Lancel
VirtualSize: Im

R awlffzet: lm

RawSize: 0a00&200

Flags: Im J

Do LS Sila gleall 038 S5 Hex Workshop b

H 4 g . FE 772 BS bC BF B OO0 UO0)....@..P.reloc. .
5l . 00010 06 00|00 62 0000 [00 BA»05 00f .a....... b.ou....
000Q0300 |00 _00 0000 36 00 00 00 00 00 00 08 EO0 A0 00%50] .« v vneneenn.. @, .p

(-relog) sl aul  VirtualAddress  VirtralSize Raw&wgze xgs

00061000 00006108 0005BA00 00006200 50000040




: & LS " rsre" (s...nsn_a Lalall Ale glaall Jady L";\ﬂ\ Jall

Edit SectionHeader ]

Section Header

M ame: TG

Vitualbddress: | 0002000 _ Concel |

Yirtual3ize: lm
Rawlffset: 00081 C00
RawSize: 00003400
Flags: lm J

;b S Sl slaall 038 X5 Hex Workshop z=be s

oooo =3 o - R
gooogazo ljD SA%D 00|00 1 06 00|00 00 00 Qe oo ool ... .o..
gooog33o oo oo oo Mn 00 oo0Srdoo.-00 oo oo oo oofl....@..P........

(.rsrc) pddl 2l VirtualAddress Virtua
00068000 00003A00 00061C00 00003A00 50000040

2l al) bl i gn U JS il 40 Sy ealial) bl (e i JS
b LS LIS Racine

000001F0 |00 00 00 00 00 00 00 00[43
00000200(CC 7F 05 00 00 10 00 00 00
0000021000 00 00 00 00 00 00 00 00
0000022044 41 54 41 00 00 00 00 10
00000230|00 12 00 00 00 84 OS 00 00
0000024000 00 00 00 40 00 00 ¢0[47 53 53 00 00 00 00 00f.. ..
00000250[51 0OC 00 00 00 BO 05 00 00
0000026000 00 00 00 00 00 00 00 00
00000270 2E 69 64 61 74 61 00 00 BC
0000028000 22 00 00 00 96 05 00 _00
0000029000 00 00 00 40 00 00 C0f2E
000002A0[10 00 00 00 00 FO 05 00 00
000002B0|00 00 00 00 00 00 00 00 00
000002C0([2E 72 64 61 74 &1 00 00 1A
0000020000 02 00 00 00 BS 05 00 00
00D0D02ED |00 00 00 00 40 00 00 SO[ZE 72 55 ac EF 53 cucu D ....@..Prelog) .
000002F0(08 61 00 00 00 10 06 00 00 62 00 BA 05 00 |gs—rrmB. ... ..
00000300 |00 00 00 00 00 00 00 00 00 00 00 uu 40 oo oo sof. .. ..., @..F
00000310|2E 72 73 72 63 00 00 00 00 3& 00 00 00 80 06 OO EoT evetvvnn..
0000032000 32 00 00 00 1C 06 00 00 00 00 00 00 00 00 00 .. .........
00000330|00 00 00 00 40 00 00 S50[A0 00 00 00 00 00 00 00(....@..P........
0000034000 00 00 00 00 CO 06 00 00 00 00 00 00 56 06 00|.veuueenn.n.. V..




