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Basic PE Header Information

EntryPoint: f_ﬁﬁﬁﬁéfﬁl
ImageR aze: f_ﬁﬁiﬁﬁﬁﬁﬁ
SizeDflmage: FTEEEEEEE
BaseliCode; |
BaseliData; 00053000
Sectiondlignment: (_EEEETEEE
Filetlignment: 00000200
tagic: 010e

Subzpzten:

MumberQfS ections:

TimeDateStamp:

Size0Headers:

Characteristics

Checkzun:

02

00a
2842581
00aao4a

s18E | .|
00000000 7 |

Haa

=
2]

=

:

Size0(0ptionalH eader: aogEn

NumOfRvatndSizes: | 00000010 + | - |

7]

ok

[ S |
[ Geetae |
[ Dirctoies |
BT

Save

Sections
Directories
FLC
TDSC

Compare
L]

Caldll anay Al A1l LesY SizeOflmage A () 200h 4l Carcal Co s
zeabi ) Jasdiy <l 13) 5 0006BA00h+200h = 0006BCO0h =l zraay o sus s

\.J.AL;)JQMPEHeader__xua\A'J\ e yall Bia ymid) \J\}d\_u‘)l\u»mgg‘)ﬁu}u

ooooolo0o
ooooo1lio
ooooolzo
oooon1lso
ooooo140

20 45 00 00)4C 01
EO 00
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oo

[0

19

o4

: JLal)

2A 00 00 00 DDlPE .. | .... ~B=*.

19
oo

|DD g0 05 DDPETT¢ SizeOfCode +

o0 90 05 00 0o 0o
04 00 00O 0O OO 0O

0o
0o

0o
04

oo 0 o2 oo
0o oo oo oo oo

Size OfInitializedData

Offset) 5 guna IS5 maliall Joxy i s s e Y (g a1 U)o 2a 5 g 5 LS
Al el Al Offset— Ll 11C s—a SizeOfCode il jal—all
kind S SizeOfCode U1l 4ad Luse 135 120 54 SizeOflnitializedData
zatl 200h el Liayd Led Cinia’ Cisan s 00058000h gt b sas Leaa Jualail
zua Ca g d SizeOflnitializedData 431all Ao L Se 13) Ll 000582000
5 2 Y5 0000D400h et o s 200h dadl) L il 13} 5 0000D200
o Al oa (Jy sty Lidh 1318 200h Aasil Ly slast ) il ane 4dla) 5a 5 2al
DSl Al (8 LS el 512 55kt o gud Decimal
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Eg HexlecOctBin Converter!

Hexadecimal 200
Decimal: 512

Dctal 11000

Binany: 11000000000

e @ a5 i) Al ) i 23 Hex Workshop geebi g () s di Cagus Gl
;a1 a5 Right Click ) &5 00065600 Offset-!

0005550 |00 OO0 OO0 OO OO OO OO OO OO OO OO OO OO OO OO0 OO
D00GS5A0 || 00 00 OO OO OO OO OO OO OO0 OO
000RS570 (I 00 OO0 OO0 OO OO OO OO OO OO0 OO
DDDG5580 |1 00 OO0 OO OO OO OO OO OO OO0 OO
D00AS5590 |1 00 00 OO OO OO OO OO OO0 OO0 OO
oooessaD [T 00 00 OO OO OO OO OO OO0 OO0 OO
D00ASSEO |1 00 00 OO OO OO OO OO OO0 OO0 OO
D00RS5C0 | 00 00 OO OO OO OO OO OO0 OO0 OO
0o0essDO |1 Find.. Chr+F 00 00 00 00 00 OO0 00 00 OO0 00
O0O0RSSED |1 Gaoto * 00 00 00 0O OO OO OO OO OO OO
SSSEEEES | properties... Alk+enter |00 00 00 00 00 00 00 00 00 0O

-+ bl sda foa o

" Hex

Mumber of bptes: 512
'

Fill with the fallowing hew bote: |EIEI

Cancel

Buytez will be inzerted at curnrent pozition

(JSUie (sl (5 Jamy el () (555 a5 eyl Jids o
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20 e 4] 2y 085 el ll g a8 Ala) LS A3 jae ) 3k Ca g Y1
o5l Ch g s a0 bl b iy o e gl gy s iy o 5 () el
40 Leana pmsll iy o 1D 18 Ub je LaS 5 el ) ) i) (50 100h 48l

sl JSal) 8 LS and Al ) caads Cage A

00000310 | EEE
oo000320 ([

oo o0 30 06 OOff.rsro....:iv...n
00 00 00 OOf.:. - oeen et
00000330 !
00000340
ooooo3s0
oooooszen

o TSTC ety dalal) il slaall (Y1 5 rsre ansdll aay gy 40 L yid) 088 (5 55 LS
PRI

Virtual Address : 00068000h

VirtualSize : 00003A00h

RawOffset : 00061C00h

RawSize : 00003A00h

o 4aadll 538 5 00068000h & rsrc ~~dll Virtual Address-b p=lall RVAJ

i " reloc" s 5 Gbed) anidll VirtualSize- s VirtualAddress—! & sess
: Ja<a @Q\Mg)ku}ﬁu}uéau\eusﬂﬁﬂ\ cJAca;.}ng

00061000h + 00006108h = 00067108h

G Y aaall 2ty Cosn A5vie 1000h = SectionAlignment Al dad ) Las s
sad G 1000h wL3Y ol ae s 00068108h Ul & 5% s 1000h
o A g rsre andls (alall VirtualAddress-! s 5 00068000h (sledl) il
b WS Ul muad rre andllh aldll VirtualSized s Virtual Address-) gess
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00068000h + 00003A00h = 0006BA0Oh + 1000h = 0006CA00h

O 253 G g Lol a1aa¥ 1315 0006C000h el il ol o g s S8 3y
o Aie g Bilaed) anelll RawSizel s RawOffsetl ¢ saxa s8 RawOffset-
- IS panl il iy s

VirtualAddress : 0006C000h  ----> 00 CO0 06 00
VirtualSize : 100h ---=> 0001 00 00
RawOffset : 00065600h ---=> 00 56 06 00
RawsSize : 100h ---=> 0001 00 00
Characteristics : E00000060  ---—-> 60 00 00 EO

: b WS Hex Workshop gl y (8 ULl ol sl €8 g g

00000330 |00 00 00 00 40 D0 00 50 |41 73 6B 72 61 66 00 0O0f....@..PAshraf..
Qoooo340|00 01 00 00 00 CO Oe OO OO O1 OO OO OO 56 OB OO . ... .noon.n. V..
00000350 )00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 EOf............ "o
00000360 |00 OO0 OO OO OO0 OO OO0 OO OO0 OO0 OO0 00 00 00 00 00 .. enenennnns

NumberOfSections 4l iad s af mali jll HaT L8 culy 256 Slally 256 o3
S 138 (5 53 s el ALl ) ymid L 13) 5 a1 22 525 4 2all )

Mame WO ffzet WSize ROffzet RSize Flags
CODE Q0001 ooo Q0057FCC Q0000400 Q0058000 BO0000Z0
DATA Q0053000 aoaoiiic Q0052400 Q0007200 Co000a040
BSS 000sE 000 Q0000cs1 00053600 Q00oooon o000
Jidata Q00sCcoo0 Q00021BC 00053600 Q0002200 Coonoo4o
Mz Q00sFoo0 Qoooootn 0005E 200 Q00oooon o000
adata Q00E0000 Q00ooot Q00se 200 Q0000200 A0000040
Teloc 000s1000 Q00o0s108 0005EA00 Q000200 A0000040
NE [ Q00R2000 00003400 000&1C00 00003400 A0000040
Azhraf 000ECO00 00000700 000B5E00 00000700 E00000E0 |

Lalal) i) Lica jaiad 13) 5 olilisl sl aaall andl) ) iy Gilll (K316 5 53 LS
;gmhﬁﬂ\g)ﬁq}u?ﬂ\ J g
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Set Flags

|| Shareable in memary
Erecutable az code
FReadable
Writeable

Containz extended relocations
Dizcardable as needed

Can't be cached

Mot pageable

[ Contain: COMDAT data

Containg comments ar other infog
Won't become part of the image

Contains executable code
Containg initialized data
|| Containz uninitialized data

Alignment; | default * | Buytes

O Shouldr't be padded to next boundary

Section Flags ]

Cancel

il

Current Y alue
E 0000060

Section Header

M arne: Aghraf
Wirtuald ddress: Q006Coa0

YirtualSize: Im
R awlffzet: lm
RawSize: lm
Flags: | EO00O0ED |:|

Edit SectionHeader ]

(]
Cancel

VirtualAddress— ¢ e 4 SizeOfImage ) G 223 (o gu cadaa 13)
- Al IS A Lgaaa 65 ) Cosas s and JAY VirtualSize s
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Bazic PE Header Information

o3

EntryPoint: QO0052FE4 Subszysten: 000z ;:J Saw

ImageB ase: 00400000 Mumber0fSections: o3

Size0flmage: O006C100 TimeD ateStamp: 28425813 Sections

BaseOfCode: 000f1000  SiceOfHeaders: 00000400 7 | + | Directories

B aze0fD ata: Q0049000 Characteristics: 318k J FLC

Sectiondlignment. | 0001000 Checksum 00000000, 7 | o

File&lignment; Q00R0Z00 Size0f0ptionalH eader: O0ED s

Magic: 0108 MumOiRvatndSizes | 00000010 +| - | J”ﬂ
L

M ame Wiffzet WSize R Offzet RSize Flags

B5S 00058000 | DODOOCS! 00053500 00000000 CO000000

Jidata 0005C000 | 0O00Z1BC 00059600 00002200 CO000040

Mz 0005F000 00000010 0005E800 00000000 0000000

rdata 00050000 00000018 0005B800 00000200 50000040

relac 00051000 00005108 0005BA00 00005200 50000040

T81c 00068000 % 00003400  OOOGICO0 00003400 50000040

tahraf [oooecooo [T oooodion]  000GS600 00000100 0000060

L g sane SizeOfImage Al o =

x}\ﬁ é_ﬂ N “ d<f.’\ “j Lﬁ ) ) &

G O s Ty alial) Jaad O (Seall (a5 VirtualSize A5 Virtual Address
DOl e )l Cogas Dliad aal) anidl)

o00e55C0
o00e5500
o00e55ED
o00e55F0
g00R5600
DDDESElm
o00e5620
o00e5630
O00e5640
o00es650

nooe5e00| 00
00065610 | ES
n0065e20|00

oo oo
oo oo
oo oo
oo oo
oo oo
oo oo
oo oo
oo oo
oo oo
oo oo

00 oo 00 oo 00 od 00 o0 00 oo
84 8F 45 00 FF EO 20 00 00 00
00 oo o0 oo 00 o0 00 o0 00 oo

ao
ao
ao
ao
ao
ao
ao
ao
ao
oo

ao
ao
ao
ao
ao
ao
ao
ao
ao
oo
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MOV EAX, 00458F84
JMP EAX
ey o g ALy a3 g o) SV o2 4 Liall (G311 () gl 5 31 5SY) 02a Laday a8 o5

U EP (s i o A 0006CO10 58 43 palsll RVAL 5 0046C010
- Sl J<al 3 LS 0006C010 ol siad

['PE Editor |- di\educationiashrafidelphi\example. exe

Bazic PE Header Information

- ——
EntryPoirt: DO0BCOT 0 Subszysten: 000z J
ImageR ase: Q0400000 MurnberDfSections: noo3

Size0flmage: 000&CT00 Timel ateStamp: 24425613 Sections
Bes:TTGed 00001000 SizeOfHeaders: 00000400 2 | +| || Diectories
BaseliData: 00055000 Characteristics: a1 | .| e

Sectiondlignment; | 00007000 Checksur: 00000000 ﬂ —eE

Filetlignment: 00000200 Size0f0ptionalH eader: NoED =
Magic: 0108 NumOfRvatndSizes: | 00000010 +| - | J”ﬂ
L

‘d\.u)l\o&ggju}uO]lydbg@h}&cah)ﬂ\Mmj

Entry Point’ Alert

Maodule "4Example’ has entry point outside the code (as specified in the PE header).
! Mavybe this file is self-extracting or self-modifying, Please keep it in mind when setting
breakpoints!

¢ 3> o Lail s CODE- s o8 430%a (ud Entry Point-) ol & i Al 5l s34
L OIS 138 (5 5 Ch g s el pall Jrend aly s OK ) (e Jascall ie 5 jal
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Address [(Hex dump Dizassembly

hm& ES S843F4500 MOV Ei, d4Example 0O04E55F24
0045C015 FFEOD JHMP ERX

004sC017 30 NOP

oo4&Ccole aooo ADD BYTE PTE DE: [EAX] AL
O045C0O1A aooo ADD» BYTE PTE D5: [EAX] AL
o04gC01lC oooo ADD BYTE PTR DS: [EAX] AL
004ECO1E aaaa ADD BYTE PTE DE: [EAX] AL
O04&C0OZ0 aooo ADD BYTE PTE DS: [EAX] AL
O045C0EE aooo ADD» BYTE PTE D5: [EAX] AL
O045C0E4 oooo ADD BYTE PTR DS: [EAX] AL
O04EC0ZE aaaa ADD BYTE PTE DE: [EAX] AL
O04EC0Z2 aooo ADD BYTE PTE DS: [EAX] AL
O045C0OZA aooo ADD BYTE PTE DS: [EAX] AL
O045C0ED oooo ADD BYTE PTR DS: [EAX] AL
00453F3d=dExamnple 0O0453F34

Exx=00000000

F8 abuiia 13) 5 eyl Jubos A slinaa s31 l sial) ) bl 3 s 5 5 LS
bl aall OEPY () candy Cgu s oxada S el ) Jany g

Ol Gl 5 S3 LS5 "DLL" <ale e Ada g ) ] A8 48 e ) Gk s 0V 5
Linals »3 (8 5 IMAGE_IMPORT_DESCRIPTOR (s § 42 4uala 405 41 Import Table-)
aae 83 3 a9 g Lo Cale e Al g 3y g () 2y yiLadie s J 52 V¥ aa gy 138
A i) (S5 TSila g s gl o) piias) Mo ot el x5y Jsan V€ ) Jlsaal)
LS 85 A @y 35 Juadl Baclue el j Ao dlaie ) (s s cluisy Cailh gll o2a
Import Table-l by ¢ Lyl Gulus U 83 LSy el o ) 3T 5 ddda 5 4l
celioall Bapan A8da y anmd S Lge L) (e 1Y <l gad da g s Vo Lgilily 3aS

i) 538 slaf b et ol gl 3

Baaall ddda ol iy Jady aaa Jsaa Al 5 AT g8 ) Jslaad) Jas )

-3l o) siall ) Import Table-b 4alall Directory-l dad juas -Y

2ol 883 gl i gl ) Laol il o 85 s ) Al ) i) Y

ALy L ) gaal) ) A ) sy Aalal) e gleall dile)

EP- A 5l o5 4ada gl oda (galiy el Adlia) o5 ana S ) EP) s -0
(Al B e i)
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s U rants il G S Lgalad) (e Y ALl @l glad i Ll LS
D dSEl 1 (LS ITmport-) s palall Gl ) caads g Gl

0005%5EO0(0O0 0O 00 OO OO0 0O 00 OO0 00 0O 00 OO0 00 00 00 0of.......
000585F0 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00f.......
00059600 |00 00 00 00JO0 00 00 0Of00 OD 00 OOj40 7 OS5 00).......
0005961004 ©1 05 O00fo0 00 OO0 OO OO0 00 OO0 00 00 OO0 00 00f.......
00059620 |20 CA 05 00 AC C1 05 0Of00 00 OO OO0 0O oo oo ool ......
00059630 (00 00 00 00 A6 CA 05 00 €0 €1 05 0ofoo o0 o0 o0)....f..
00059640 |00 00 00 00 00 00 00 00 A6 CA 05 00 DO C1 05 O0f.......
00059650 |00 00 00 OO OO0 0O 00 OO0 00 00 00 00 EE CA 05 O00f.......
00059660 |E0 C1 05 0OfO0 OO0 OO0 OO 00 00 OO0 OO0 00 OO0 00 00f.......
0005%670 (34 CB 05 00 F4 &1 05 0O0jO0 00 OO OO0 00 OO0 00 00f:......
00059680 (00 00 00 00 F& CB 05 00 04 C2 05 00|00 00 00 00f....=z..
000596590 |00 00 00 OO0 00 00 00 00 A4 CF 05 00 F4 CZ2 05 00f.......
0005%pA0 |00 OO0 00 OO OO0 00 00 OO0 OO0 00 00 00 E0 D3 O5 O0f.......
000596BO|FC C3 05 00j00 00 00 00 00 00 00 00 00 00 00 00j.......
000596C0 [1E DE 05 00 80 Ch 05 0000 00 00 00 00 00 00 00f.......
00059600 |00 00 00 00 34 DE 05 00 83 CF 05 00|00 00 00 00....4..
0005%eE0 |00 00 00 00 00 00 00 00 ¢4 DF 05 00 E4 C6 05 0O0f.......
00059sFO |00 OO0 00 00 OO0 00 00 00 OO0 00 00 OO0 00 00 00 OO0f.......
00059700|00 00 00 00f4E ©F 05 00 &6 C7 05 00 7FE CF 05 00....M..

Jiul (A Ja by e 13) 5 Al OlSa ) Lalins o 2y yi a8l Jglandl (5 5 LS
aa Jsaa A8l s Jlaall o2 Glaly GlSa andll 138 8 aa 55 Y 4 (555 Cagm
: JSAN s 8 LS LordPE gebin (asb o 2 Joan oLl o 583 (o g Gl

e N LSRN B e T e Rl N PPl (N 0 Wl ol Kl K N R N L M TN T et T N

B azic PE Header Information

[ Section Table ] =

| M ame WOFfset WSize ROffset RSize Flags _J
] 00007 000 TR SN53000 RO000020
5f DATA 00053000 R IBECREE T 0o 001200 COODO040 B
B55 00058000 hex edit section. .. 000000 CO000000
Bl idata 0005C000 _ _ 002200 CO000040 J
gl ts 0005F000 Inad section From disk. .. 000000 0000000 J
S rdata Q00B0000 save section ko disk, .. N0oz00 A0000040
reloc 00081000 05200 B0000040 J
Fl .rsrc 00053000 add section header 003400 50000040
Magic: | e wipe section header OO0+ -] 7
truncake at section stark H

truncate at end of section

split
unsplit,..

lisk section header table. ..
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Edit SectionHeader ]

Section Header

M are: | Bighraf

Vitualbddress: | DODECOD _ Concel |

YirtualSize: Im
RawDifset: | O00E5E00
RawSize: | 000001 F4
Flags: Im J

OS5 AT Ayl La ey a3 il JS 5 Jadh asill an ZBLaly Uil il (5 53 LS
a1 13] 5 bl o3a Ladsy o8 23 s 500 55k 585 1F4 anilll ana Lidi oa
Hex gebis ) coad) dlla Jamy ¥ ealiall G (g5 g el Qs
Right Jiz) caal o5 Calall Hal ) caad) o5 dlalyy caladl Jea o5 Workshop

s dagdll o2a Caual a3 jnsert i) & Click

Inserl: Bytes ‘]

" Hex
Mumber of bytes:  |5O0
(+ Dec
Cancel

Fill with the fallowing hew bote: 0

Buytez will be inzerted at current position

Sl Gty o8 o5 o S ey ) O (558 s DU 030 iy o8 5
s oSl 13 S J glasd)
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000eSeD0O |00 OO 00O OO OO OO OO OO0 OO0 OO 00 0O 40 CF 05 00
000eSeEOD|O4 C1 05 00 OO0 OO OO OO0 OO OO OO0 OO OO0 OO0 OO o0
000eSeFO|20 CA 05 00 AC C1 05 00 OO0 OO OO0 OO OO OO OO 00
o00e5700(00 OO0 00 OO0 ek CA OS5 OO0 CO C1 05 00 OO OO OO O0
o00e5710(00 OO0 00O OO0 OO OO OO 00 Ae CA 05 0O DO C1 OS5 OO0
O00e5720(00 OO0 00 OO OO OO OO OO0 OO0 OO 00 0O EE CA 05 00
000e5730(E0 C1 05 00 OO OO OO OO0 OO0 OO 00 OO OO0 OO0 oo o0
O00e5740(32 CB 05 00 F4 C1 05 00 OO0 OO OO0 OO OO OO OO OO0
O00e5750(00 OO0 00 OO0 YA CB OS5 00 04 CZ 05 00 OO OO OO OO
00065760 |00 OO0 00O OO OO OO OO OO0 B4 CF 05 00O F4 CZ 05 00
O00e5770(00 OO0 00 OO0 OO OO OO OO0 OO0 OO 00 0O EO D3 OS5 00
O00eS780|FC C3 05 00 OO0 OO OO OO0 OO OO OO0 OO OO0 OO0 oo o0
000e5790(1E DE 05 00 80 Ce OS5 00 OO0 OO OO0 OO OO OO OO OO0
000e57A0|(0O0 OO 00 OO0 34 DE 05 00 88 Ce 05 00O OO OO OO OO
000eS7EO|(00 OO 00O OO OO OO OO OO0 ©4 DF 05 00 E4 Ch OS5 00
o00e57C0|(00 OO0 00 OO0 OO OO OO OO0 OO0 OO 0O 0O OO0 OO0 oo oo
000e57D0O |00 OO0 00O OO0 OO OO 0O 00 OO0 Ooo 0o 00 oo oo oo oo

s odic Glilall sda Jaday Liad (621 (o) giall (o 5 LS g bl o2 Jaday a8 o8
O ol O 2 Lad el i)l ia VA () 4d sai Caga s 000656D0
s o LS5 _,S0)

VA = Raw Offset + (V.Offset of Section — R.Offset of Section )
=000656D0 + ( 0006C000 — 00065600 )
=000656D0 + 00006A00 = 0006C0ODOh

D b WS Agll) el I Directory- Aad yuaths o8 o gu
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Directony |nformatian
RvA Size ak.

ExpontT able: 00000000 | 00000000 ... | L] H| save
(To22n] | ImpotT able oooecono | ooooziec || L] H] el

BasicP| | Resource: 00058000 | 00003400 | L | H]|

| | Exception: 00000000 | 00000000 | | H| M
EREFEE | sy 00000000 | 00000000 [H] ave
ImageBd | Relacation oooe1000 | ooooetoe | .| L] H] :
sizelfinl | pepug 00000000 | 00000000 || L {[H] plors_|
Bas=0fll | Coppright 00000000 | 00000000 .| L H| M

T
!
[

Baze0fC Globalptr:
Sections Tl=T able:

Filedlign LoadConfig:

00aaa000 | 00000000

00060000 | 00000018 .. | L H|

00000000 | 00000000 | L|[H]

[
o
[}

=
=l
o
m

Magic: | Boundimport 00000000 | 00000000 .| L H|
JAT: 00000000 | 00000000 H]
Delaylmport: 00000000 | 00000000 | L H|
COM: 00000000 | 00000000 .| L H|
Reserved: 00000000 | 00000000 H]

& aai Ll e Jay 138 5 maa JS Jramy 4 (55 Cagan g i all Jiaoiiy o8 o8
B8 pe Cale aat s Ly 5 (Al Addi ol) Alaly i o g D 2y 5 masaall (59 5l
A4 &3 DIISniper gl p Judity o8 AN Pagsword.dll au) a7 580 128 2

: JSAl a8 WS Password.dll <slal)
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& ol Sniperi(¥ersion 2.5 Finaly

DIl File |Pas=sword.dll Browse. . .

[

—Exported Functions

Fa

Hane

bdddre== Crdinal
ordMain 1 pool

Test Result

2

spply Dhangeal ?Erifgl AhDutl EHitI

sl HaT A aad) WM PasswordMain (o W) sive (o s Gl Aalls 5 53 LS

ooose710
000sE720
000SB730
0005E740
000sB750
0005E760
000SE770
0oosE7a80
ooose790
0005E7A0
O000SEB7EO
ooase7Cca
000sE7DO

Created by Ashraf Cracker

D OSN3 8 LS dagda ol 5 Calall anl Caual &5 jdata asd 85 ) st

00 49 6D 61 67 B5 4C 69 73 74 5F 44 72 b1 77|..Imagelist_Draw
00 00 00 49 6D B1 &7 65 4C B9 73 74 5F 47 B3|....Imagelist_Ge
42 6B 43 6F 6C 6F 72 00 00 00 00 49 6D &1 67 |tBkColor....Imag
4C 69 73 74 5F 53 65 74 42 6B 43 BF 6C BF 72 |elist_SetBkColor
oo 0o o0 49 6D 61 BY 65 4C B9 73 74 5F 52 B3|....Imagslist_Re
BC 61 B3 B3 49 63 BF 6E 00 00 00 49 6D 6l &7 |placelcon...Imag
4C 69 73 74 5F 41 B4 64 00 00 00 49 6D &1 67 |elist_Add...Imag
4C 69 73 74 5F 47 65 74 49 6D 61 67 65 43 BF |elist_GetImageCo
6E 74 00 00 00 49 6D 61 67 B3 4C 69 73 74 5F |unt...Imagelist_
65 73 74 72 BF 79 00 00 00 49 6D &1 &7 65 4C|Destrov...Imagel
73 74 5F 43 72 65 61 74 BS 00 00 00 00 00 00 |ist_Create......
B1 73 73 77 6F 72 B4 2E B4 BC BC 00 00 00 00 |Password.dll....
oo 50 61 73 73 77 6F 72 64 4D 61 69 6E 00 00)|..PasswordMain. .
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M G teall 5 Adids sl aial Baia g o8 0 jia LS 3 &0 Calall o) Baaa g 2818 (5 53 LS
Of 2 o s A8l (o 5all il 5 13) 5 Hint A ageadsi dada gl an) 5l 8 aaliS 53
+ ail) o2 ala) Lide Cany 13 day o5 s Allall o34 Gadé

RVA of dll Name = Raw Offset + (V.Offset of Section — R.Offset of Section )
RVA of Function Name = Raw Offset + (V.Offset of Section — R.Offset of Section )

RVA of dll Name = 0005B7C0 + 00002A00 = 000SE1C0 (C0 E1 05 00)

RVA of Function Name = 00005B7D0 + 00002A00 = 000SE1D0 (D0 E1 05 00)

Dot LS 5 pilaa Lelind Aaida gl) anls (alAl) RVA 2ad ga 53 o 585 8 3

000SEYAO0 (44 65 73 74 72 &6F 79 00 00 00 49 6D 61 67 65 4C|Destroy...Imagel
O00OSEYEBO |69 73 74 SF 43 72 65 61 74 65 00 00 00 00 00 00|ist_Create......
000SB7C0 (50 61 73 73 77 oF 72 64 ZE 64 6C 6C 00 00 00 00 (|Password.dll....
0o0sB¥DO(0O0O 00 530 el 73 73 77 BF 72 64 4D 61 &Y 6E 00 00)..PasswordMain..
0O0SBYEOD (DO E1 05 00 OO0 OO0 OO0 0O OO0 OO OO OO0 00 00 00 00 ..o inennnn
OOOSEYFO (00 00 00 OO0 OO 00 00 00 00 00 00 00 00 00 00 00 ... enevnnennnn

Al RVAS sla) cany ity 2k gl il (el dl) RVAL a5 5 5 55 LS
goa g Liad (31 o) giall RVA Gl (33 )b (e Waalay) a5 image  thunk data
Db LS Add gl anly (alAll RVA 48

RVA of image_thunk_data = 0005B7E0 + 00002A00 = 0005E1E0 (E0 E1 05 00)

Dok WS aaal) Jsaall glSa ) caad) Naie
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O00e57C0O 00 00 00 OOf00 OO0 OO0 00§00 00 00 oojoo oo o0 o0
000657D0)00 00 00 00§00 OO0 OO0 00 OO0 O0D 00 00 00 OQ/700 00
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RVA L dald aliall ohs
image_thunk_data RVA of dil Name-is Asla &1 2da

:?5‘33‘ 0l 4\3\..41_1?3?3
000657C0|00 00 00 00 00 OO0 00 00 00 00 00 00 CO E1 05 00
Oooe57D0|ED E1 05 OO0 OO0 OO0 OO0 OO OO OO 00 00 OO0 OO0 oo oo

Calall 138 (ailiad Lica pein) 13) 5 zomaa IS darg 431 (555 o gu 5 malipall Joi o
M) sl andll ) Liad 25 Section) avd I Luad &5 PEBrowsePro g=b 4
: okaaY) 1 sl & Right Click 4dle daxaa) 43l Lid

Created by Ashraf Cracker AshrafCracker@hotmail.com



[£5 DOS Header
12 File Header

=
+ L Imports Cl:nllap.se
. g [=J— Favarites L4
ﬁ File Image [ﬁ Durp Trport ,

:  Structure For Impork

LA:'L“S&L“’\(‘JLEJ\ %&‘d)dﬁ\&g)ﬁq}u}

BN ke e A PR P, e e ek R | e ek e el e o b e

Tahle #13 (Password.dll):
(+0xF0) IwportLockupTableRVa: Ox00000000

(+0xF4) TimeDateltamp: OxO000o0o0a0

(+0xFa) ForwarderChain: QzxOoooooon

(+0xFC) MNameRWi: Ox000EE1CO {(Password_dll)
(+0x100) ThunkTableRWA: 0x000EELED

(+0x0000) Thunk0l = 0x0005E1DO0 (64135, PasswordMain)

Table #l4: (Directory Delimiter)
(+0x104) TwportLookupTableRWA: O0x00000000

(+0x108) TimeDat a5t amp: Ox0o00aoaoon
(+0=x10ac) ForwarderChain : OxOo0aoaoon
(+0x110) NameBWA : Oxo0ooaooo
(+0x114) ThunkTableRWA : 0x00000a00

: 4 WS 0006C000 () EP) e Al dduls ol o3 geali jall Taw o 2 3 I3 22y
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B aszic PE Header [nformation —
EntiyPaint: 000ECO0 S b oooz| .| __

0
ImageBase: 00400000 NurmberOFS ections: 0003 save
Size0fimage: lm TimeD ateStamp: 20425813 Sections
BaseOfCads: 00007000 Size0fHeaders: 00000400 2 | + | [ fiahartzs
BazeOfData: 00053000 Characteristics: a18E J FLC
Sectiondlignment; lm Checksum: IMH ——
et fermmat: 00000200 SizeOfOptionaHeader: | OCED e

M agic: 0108 NumOfRvasndSizes: | 00000010 +| - | jﬂ
L

35 La 124 53 QI & (<05 aaall il Al o8 6C000 Of 385 o g SulaaY 13)
DY) 085 gy Caldl) 13 e rasa Jand PEID el s o] 3 (e 1l

Entrypoint: | 0006000 EP Section: | .ashraf
File Offset: | 000&SA00 First Bwtes: | 00,00,00,00
Linker Info: | 2,25 Subsystem: | Win32 GUI
LPalyy w0.5 *

[Multi SCan ] [Task'-.-'iewer] [ Dptions ] [ fbout ] [ Exit ]
Sta*;.-' on kop

S agaall Al ol elas &5y O 2 yi g aal) il (e ()5S Ca g dlad) G LS elly
1 aY) G e Ll g g granaa IS0 Jant Ll (g Sl

CALL DWORD PTR [xxxxxXx]

Ay s image base Ledll Slas image thunk data 42 & xxxxxx s
Db WS maa JRE 5 SN A L) 8

0005E1EO + 00400000 = 0045E1E0
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13 g 5aY) 138 Gl 25 OllyDbg el s sy o8 A1

FF15 EQE14500 |CALL DWOERED» PTE DS: [<aPassword. PasswordM: Password. PasswordMain
004&CO0& aoaa ADD BYTE PTR DE: [EAX] AL
004&C002 aooo ADD BYTE PTER DE: [EAX] ,AL
O04&CO0R oooo ADD EYTE PTE DE: [EAX] AL
004cCcO0C oooo ADD BYTE PTER DS: [EAX] ,AL
004&CO0E aoaa ADD BYTE PTR DS: [EAX] AL
O04&C010 aoaa ADD BYTE PTR L&: [EAX] AL
004&CO1E oooo ADD EYTE PTE DE: [EAX] AL
O04cCOl4 oooo ADD BYTE PTER DS: [EAX] ,AL

: el gV Caal 5 Wl i 23 Al gl and 5aY) Ll yelda ilh (5 55 LS
MOV EAX , 00458F84

JMP EAX

C13a el

FF1lE EQEl4E00 |CALL DWORD PTD DE: [=aPassword.PasswordMd Password. PasswordMain

004eC00e EZ S48F4L500 MOV EAX O04E53F324
004&C00E FFEO JHMP Eb¥

O04sC00D aooo ADLDr BYTE PTD DE: [ELX] AL
004sCO0F aooo ALDLD BYTE PTD DE: [ELX] AL
noAScn1 1 nnnn AT DWTE NITH T - TTAN1 AT

el ) Jamy SV OEP () il @l axy a5 ddyda ol elas &y o) el 591 028 ima g
D JSEN 138 (g el Sy o8 o5 ALl el 5Y) Jabag o o prasa JS5

eck Passuor X

Enter Passwiord
|
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I Eing v 201 by Sant™at/RED 1D

IIDKing v2.01 by SantMat

W W WwW.iebteam. 08§

- . Sadnll Bl iy 3 e e dabil
Pick a file Bl 3B 3 o I¥ Backup

Click to pick DLL[s] and their API(s] to add

Dll[s] Name Function[s) Name[case sensitive)

= =

Add them!! | Ciear Everything About |

Loy i Al Asds ) HLady DLL <alal) Lal o 685 (o g g2l Caldll HLd) aay
Lo 1 e darall 3k e

Created by Ashraf Cracker AshrafCracker@hotmail.com



"FFTIID King ¥2.01 by Sant™at/RET/ 1D

W W W . g

IIDKing v2.01 by SantMat

am.octrg

Pick a file IC:\Ducuments and Settings\Ashraf Cracker |+ Backup

Click to pick DLL|s] and their APl|s] to add |

Dll[s) Name

=

Function|s) Name[case sensitive)

Add them!! | Clear Everything | About |

=

W b oy g i) il gl dn g sln el ylay (o gan (il Calall La) ay g

L ISl a8 LS

| Choose the APTS you wish Eo add:

PasswordMain

Add them!

Cancel |

DS 1aa @ll el I Add them! L) e dara] Qi ddda ) il

Created by Ashraf Cracker
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-P‘.P 11D King v2.01

[IDKing v2.01 by SantMat

W‘n’\-’W.l’L‘tUd[II.UL’g

Pick a file |C:'||.Du[:umf:nts and Settings\Ashraf Cracker |+ Backup

Click to pick DLL|s] and their APl|s] to add

Dll[s) Name Function|s) Name[case sensitive)

Password.dll PasswordMain

- -

Add them!! ‘ Clear Everything ‘ About ‘

i i 5 At ) 38Lm) 5y <3 Add them! 3 e biras) 5 3ads I ) &
A0l oda el el

Message: ]

Your imports were added to the target File,

The information on what was done and added ko this file will be put inko the File:
Ci\Documents and Settings\ashral Crackerify Documents\Example, exe, bxk

s KAl 13 8 LS Al ol aladin Aaadiud Cogu o) e e (s sing
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Below are the calls you can make to access your added £

Format style 18: DLL Name:: APT Name->Call to API
Password. dll::PasswordMam->call dword ptr [46¢030]
A8lza] o8 EP) i o 585 o gan (ST g Aiflaaly o 55 Cogan (531 jaY) 50 138 (g5 LS

Lo Al g o) i) 40, L8 je a8 () 50 iy o Adill el Lilee Lo Jie Gl eV

ebom o) 4 s Agy

Created by Ashraf Cracker AshrafCracker@hotmail.com



