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The Export Table
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The GetProcAddress function returns the address of the specified exported dynamic-link library
(DLL) function.

FARPROC GetProcAddress|

HMODULE #Alfoduie, A handle to DLL module
LPCSTR ipFProchizme ff name of function
IH
Parameters
Alfodiule

Identifies the DLL module that cantains the function. The LoadLibrary or GetloduleHandle
function returns this handle.

ToProchame
Foints to a null-terminated string containing the function name, or specifies the function's
ardinal value. If this parameter is an ordinal value, it must be in the low-order word; the
high-order word must be zero.

Return Values
If the function succeeds, the return value is the address of the DLL's exported function.

If the function fails, the return value is MULL. To get extended errar information, call GetlastError

Remarks
|The GetProcAddress function is used to retrieve addresses of exported functions in DLLs. I

The spelling and case of the function name pointed to by o~ rocharme must be identical to that in
the EXPORTS statement of the source DLL's module-definition (.DEF) file.

The fpFrocMharme parameter can identify the DLL function by specifying an ordinal value
associated with the function in the EXPORTS statement. GetProcAddress verifizs that the
specified ordinal is in the range 1 through the highest ordinal value exported in the .DEF file|The
function then uses the ordinal s an index to read the function's address from a function table] IF
the .DEF file does not number the functions consecutively from 1 to & fwhere & is the number of
exported functions), an error can occur where GetProcAddress returns an invalid, non-MULL
address, even though there is no function with the specified ordinal.

In cases where the function may not exist, the function should be specified by name rather than
by ordinal value.
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004 E5C3BE | . idata Import iz Deletelbject
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Address |Section |Type Name | Comment
004 E5C3E4 | .idata Tmport qdi3f  CreateCompatibleBitman |
O04EC3ED | .idata Tuport gqdizf CreateCor Actualize

004 5C3DE | . idata Import o137  CreateDTE
004 EC30C | .idata Twmport gdi3f . CreateDIE )
O045C2E4 | .idata |Tuport |kernel3Z. Creacd LOIOW N Dump

0045C1A0 | .idata [Import |kernel3Z. Creats 0 impork

004 ECZE0D | .idata Import kernel3Z_ Creatsd Yiew call tree

004 5C304 | .idata Tmport qdi3f  CreateFor

004EC2D0 | .idata |Import gdi2Z CreateHa]  Toggle breakpoint onimport
004 EC&E48 | .idata Import useriZ_ Createld Conditional breakpoint on import
004 EC&4d | idata Twmport userii . CreatelMd
O04EC3CC | .idata Tuport gqdizf . CreatePal
004 5C2CE | .idata Import qdiZZ_ CreatePer
004 EC&40 | .idata Import userii_ CreatePd
004 E5C3C4 | .idata Tmport qdi3f  Createfol
00450200 | idata |Tmport |kernel3? Creawe nemove al breakpoinks
004 EC&3C | .idata Import useriZ . Createll

Follow import in Disassembler

Conditional log breakpoint on import

Set breakpoint on every reference
Set log breakpoint on every reference

00450633 .ideve |Iuport |user3z DetPramq COPY Lo cipboard v
O04ECERd | idata Inport wsersf DefMDICE  oorkby 4
0045CE30 | . idata Tuport user=Z DefWindd Appearance 4

0045C104 | _idata Import kEernelsz DeletelFItICalSECEION
004 ECEDE | .idata Tmport kerneliZ DeleteCriticalfection ‘
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Address |Disassembl'§,r |Cnmment.
00401304 | JTMP DWORD PTER DE: [{&kernelSZ.Deletel:ritjntdll.RtlDeleteCriticalSection

OC0401BFC | CALL =JMP.&skernelzf. DeleteCriticalfecti
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Address |Section |Type Name C ommery
O04EC3E4 | . idata Import gidiZE  CreateCompatibleBitmarn
O004EC3EQ | .idata Tuport gqdi3Z  Creal Actualize
O04EC2DE| . idata Import gdizZ . Crea ST impart in Dis
004 EC30C | .idata Twport gqdi3Z  Creal Fallow in Dump
O045CzE4 | . idata Twport kerneliz_ C
D045CLAOD|.idata |Import |kernelzz. g Findreferences toimport Erler
O045CZEQ|.idata |Import |kernelzz. C Viewcal tree
00452304 | . idata Twport oqidi3Z  Creal
00450300 | . idata |Import |gdizs Crea  109dle breakpaint onimport
O04ECE4E | . idata Import uszer3z_ Cre|  Conditional breakpoinkt on import
00450644 didata | Import |user3Z.Cre  Conditional lag breakpaint on import
O04EC3CC | . idata Import gdi3Z _ Creal
O04ECECE | idata Inportc gdi3Z . Cres Set breakpoint on every reference
O04ECe40| . didata |Import |user32.Crel  ger|og breakpoint on every reference
O04E5C3C4 | . idata Twport gqdi3Z  Creal Remove all breakpoints
004 &5Cz0C | . idata Twport kernel3z. C
00450530 | . idata Twport useriz_ Cre Copy ko clipboard
00450538 | . idata Twport nuseriz Def
00450634 | idata | Import |user3s Def OOV DY
O04ECE20| .idata Inport userzZ Def| DRPEarance
00450104 | _idata Import Eernelss DeletelCriticaliection |
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Address [Hex dump Disassembly
7C2118848 gh 1C PUSH 1C
TCallasc &8 0819917C PUSH ntdll. 7C2115%08
TCRllEsl EZ2 EZCDEFFFF CALL ntdll.7C20EDCE
72118598 2EED 08 MOY EBX,DWORD PTR S2: [EEP+3]
7C2118599 2E43 10 MOY E&X,DWORD PTER DE: [EBX+10]
TCallesc g8&5co TEST EAX, EiX
TCPL182E |, O0F25 887E0000 |JNE ntdll.7C2197:C
TC2l18a4 2365 E4 00 AND» DIWTORT PTER Z25: [EEP-1C],0
7C2l1848 &8 AOCO977C PUSH ntdll. 7C27C0LAO0
TCI1184AT EZ E3F7FEFF CALL ntdll PBtlEnterCriticalSection
TCI118EE 23&E5 FC 00 AND» DWORD PTE Z5: [EEP-4],0
TC2118EE 2E33 MOY EST,DWORD PTR D3: [EBX]
TC2118ES 2375 E0 MOYV DIWORD PTR 55: [EEP-Z0] ,EST
TC3118EE 8EFE TEST ESI,ESI
TC2118BD ., 74 1F JE SHORT ntdll.7C2112DE
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Address |Hex dump Disassembly Commemnt

00401ED S 138 FOPF EDX

00401EDA £a POF ECK

00401EBDE £ POP ECH

004d1EBDC £4:8310 MOV DWAOERD PTR F3: [ELX],EDX

O0401EDF| . &8 031C4000 |PUSH Exanple.00401C02

O0401EE4| = 803D 43B0450(CMP EYTE PTE DS: [45B042] .0

O0401BEE| .. 74 04 JE SHORT Example. 00401EF7

O0401EBED 58 C4BE54E500 |PUSH Example. O045ESC4 pCriticalSection = Ex
O00401BFZ| . E& DEFT?FFFF |CALL <TMP.ckerneliZ LeaveCriticallectiofkleaveCriticalfection
O0401BFY | » €8 C4BE4500 |PUSH Exanple. 0045ESCd pCriticalSection = Ex
O0401EBFC EZ2 D3F7FFFF |CALL =JMP.&kernel3Z DeleteCriticalSectiqkDeleteCriticalfection
00401cal c3 REETN

oo40lcog| .. E3 DEEOOOOO | JMP Example. 00403CDC

on40lco7?| . EE DE JMP SHORT Example. 00401TT4 . -

00401cos| » 5B FOP EEX i pllnoll Akl ol ) bl oLl b ol el 13
0040100 D AT clpsn ) b o

00401304F=<TNP. skernel3Z.DeletefriticalSections
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Address |Hex dump Disassembly Commemnt

00401225 | $— FF2E A4C14500 JMP DWORD PTR DS: [<skernel3Z. CloseHandle kernel3Z.CloseHandle
0040122E SECO MOV E&M, EAM

00401230 | $— FF2E AO0C1450( JMP DWORD PTR DS: [<skernel3Z.CreateFiled kernel3Z. CreateFiled
00401238 SECO MOV E&M, EAN

00401235 | $— FF2E SCCl450( JMP DWORD PTR DS: [<skernel3Z. CetFileTyps kernel3Z. GecFileType
0040123E SECO MOV E&M, EAM

00401240 | $— FFEE 38C1450( JMP DWORD PTR DS: [<ékernel3Z. GetFileSize kernel3z.GetFileSize
0040lz4s SECO MOV E&X, EAX

00401245 | $— FFEE 34C14500 JMP DWORD PTR DS: [<ékernel3Z. FetStdHand] kernel?Z. GetStdHandle
0040124E SECO MOV E&X, EAX

0o401zs0| .— FFES S0C1450( JMP DWORD PTR DS: [<ékernel3f. RaiseExcept kernel3f. RaiseExceptio
00401258 SECO MOV E&X, EAX

oo40lz52| $— FF2ZS5 2CCla50( JMP DWORD PTER DS: [<dkermel3z. PeadFile>] | kernel3Z.ReadFile
0040125E sBCO MOV E&XM, EAM

00401250 .- FF2E SSC14500 JMP DWORD PTR DE: [<skernel3Z. BolUnwinds] ntodll. Bollnedind
00401268 SECO MOV EAM, EAM

00401263 FFZzE £4C1450( JMP DWORD PTR DS: [<skermel3Z. SecEnd0fFi] kernel32. SecEnd0fFile
0040126E SECO MOV E&M, EAM

00401270 | #- FF2E S0CLl4E0( JMP DWOLRD PTR LE: [<skernelZZ. SecFilePoir kernelZZz. SecFilePointe
00401278 SECO MOV EAM, EAM

00401278 | $#- FFEE FCCLl4E0( JMP DWORD PTR DE: [<skernel3Z.UnhandledE: kernelZZ. UnhandledExce]
0040127E SECO MOV E&M, EAM

00401220 $#— FF2E 7EC14500 JMP DWORD PTR DS: [<skernel3Z WriteFile=]| kernel32 WriteFile
00401288 SECO MOV E&M, EAM

o0401z2s | $#— FF2E BECl450M JMP DWORD PTR DS: [<suser32. CharNextis] user3Z. CharMexti
0040122E SECO MOV E&M, EAM

00401230 | .- FFZE 74Cl4500 JMP DWORD PTER DE: [<skernel3Z. ExitProces: kernel3Z. ExicProcess
00401258 SECO MOV E&M, EAM

00401222 | $#- FFZE B4Cl450 JMP DWORD PTER DS: [<suser3Z._ MessageEoxd>] user3Z. MessageBoxld
0040123E SECO MOV E&M, EAM

00401220 | $- FFZE F0CLl450( JMP DWOERD PTER D2: [<skernel3Z. FindCloses>] kernel3Z. FindClose
00401248 SECO MOV E&M, EAM

004012hE | $— FF2E SCCl450( JMP DWORD PTR DE: [<ckernelZf. FindFirstFi kernel3Z. FindFirstFile.
0040124 SECO MOV E&M, EAM

004012E0 | $— FF2E £8C1450( JMP DWORD PTR DS: [<skernel3Z. Freelibrary kernel3Z. Freelibrary
004012ES SECO MOV E&M, EAM

004012ES| $— FFE2E S4C1450(0 JMP DWORD PTR DSE: [<ckernelZf. GetCommand] kernel3Z. CetCommandLin
O04012EE SECO MOV E&M, EAM

00401200 $— FFE2E S0C1450( JMP DWORD PTR DS: [<ckernel3f. GetlastErrd ncdll.BclCecLastWinZZE
004012Cs SECO MOV E&M, EAM

oo4a0lzcs| $— FFES S5CCL1450( JMP DWORD PTR DS: [<ékernel3f. GetLocalels kernel3f.GetLocalelnfo.
004012CE SECO MOV E&X, EAX

00401E00| $— FFES 58C1450( JMP DWORD PTR DS: [<ékernel3f. GetModuleFi kernel3f. GetModuleFilal
0040120 SECO MOV E&X, EAX

00401203 FFZE £4C14500( JMP DWORD PTR DS: [<skermel3Z. GecModuleHi kernel32. GetModuleHand
004012DE SECO MOV E&X, EAX

004012EQ FFZE& £0C1450( JMP DWOERD PTR DS: [<skermel3Z. GecProciddl kernel32. GetProcaddres
00401ZES sBCO MOV E&XM, EAM

O04012ZES| $— FF25 4ACCLl450( JMP DWORD PTER DS: [Zskermel3Z. GetStartup] kernsel3z. GetStartupIng
00401ZEE sBCO MOV E&XM, EAM

004012F0| $— FF2ZE 48C1450( JMP DWORD PTR DS: [“dékermel3Z. FetThreadLl] kernel32.GetThreadloca.
004012FsG sBCO MOV E&XM, EAM

00401zFs | $— FF2E 44C14500 JMP DWORD PTR DS: [<€kernel3Z. LoadLibrari kernel32.LoadlibraryEx.
004012FE sBCO MOV E&3, EAM

00401300 | $— FF2& BOCl450( JMP DWORD PTR DS: [Zsuser32. LoadStringhs] user3Z. LoadStringi
00401306 SEBCO MOV E&3, EAM

00401308 | $— FF25 40C14500 JMP DWORD PTR DS: [<skernel3Z. lstropynds]| kernel3Z_ lstropyni
0040130E SEBCO MOV E&3, EAM

00401310 $— FF2& 3CC14500 JMP DWORD PTR DS: [<skernel3Z. lstrlends] | kernel3Z_ lstrlend
00401316 SEBCO MOV E&3, EAM

00401318 $— FF2& 38C14500 JMP DWORD PTR DS: [<skernel3Z MultiByteTd kernel32 MultiByteTolli
0040131E SEBCO MOV E&3, EAM

00401370 $— FF2& CECl450( JMP DWORD PTR DS: [<sadwapidZ. RegCloseHe:s adwapi3Z. RegCloseHey
00401326 SEBCO MOV E&3, EAM

00401378 | $— FF25 C4Cl450( JMF DWORD PTR DS: [Zsadwvapi3Z. ReglpenHey] adwapi3z. RegOpenKeyExa
0040132 E SEBCO MOV E&3, EAM

00401330 $— FF2& COCl450( JMP DWORD PTR DS: [<sadwapi3Z. ReglueryWa] adwapi3z._ ReglueryValue
00401336 SEBCO MOV E&3, EAM

00401338 | $— FF26 34C14500 JMP DWORD PTR DS: [<skernel3Z WideCharTol kernel3Z WideCharToMult
0040133 E SEBCO MOV E&3, EAM

00401340 FFZE 20C1450( JMP DWORD PTE DS: [<skermel32. VirtualQuel kernel3Z2. VirtualQuery
00401348 SECO MOV E&M, EAM

00401343 FFZzE DSCl4500 JMP DWORD PTR DS: [<soleauc3Z. SysallocStc] oleauc32. SysillocScrin
0040134 E SECO MOV E&M, EAM

00401250 $— FF2E D4Cl4500 JMP DWORD PTR DE: [<doleaunt3Z. Sysheilloci oleauc32. SyshelillocStr
00401358 SECO MOV E&X, EAX

0o401=5s | $— FFES DOCl4S0( JMP DWORD PTR DS: [“décleaut3Z. SysFreeStr] oleaut 3. SysFreeString
00401Z5E SECO MOV E&X, EAX

O0401Zs0| $- FFEE ZCCLl450( JMP DWORD PTR DS: [<skernelIz. Interlockes kernel3z. InterlockedIn
00401368 SECO MOV E&X, EAX

O040l1Zss| $- FFEE ZECLl450( JMP DWORD PTERE DS: [<skernelZz. Interlockes kernel3Zz. InterlockedbDe
0040126E sBCO MOV E&M, EAM

00401270 | $— FF2E5 24Cl450( JMP DWORD PTE DS: [Zskermel3Z. GetCurrent] kernsel3z. GetCurreantThr
004013275 sBCO MOV E&M, EAM

oo201z72 | 53 PUSH EBX

.onaoiz7s || . @3ce BC ADD ESP,-44

oo4n01=7c || . BE 0AOOO0O0O00 |MOWV EEX,OA

oo4o01==1 || . 54 PUSH ESTD pEtarcupinfo

oo401==z || . ES S1FFFFFF |CALL =<JMP.skernel3Z. GetStarcupInfoh> GenstarcupInfol
oo401z27 || . Fé44z4 20 01| TEST BYTE PTR S8: [ESP+2C] .1

00401380 T4 0OE JE SHORT Example. 00401393

oo401z2E || . OFBTECEZ4 30 |MOWEX EEBX,WORD PTR S8: [ESP+30]

oo4o1zaz || > sBCE MOV E&M, EEX

oo401325 || . 2304 44 ADD ESP, 44

oo4olzss|| . SR POP EEXM

oogoizss |L. oz RETH

00401350 SECO MOV EAM, EAM

0040122C| $— FFZE Z0C1l4500 JMP DWORD PTR DS: [<skernel3Z.Localhlloc; kernel3Z Localilloco
00401 3AZ SECO MOV EAM, EAM

0040124 | $— FFZE 1CCl4500 JMP DWORD PTR DS: [<skermel3Z. LocalFree>]| kernel3Z_ LocalFree
00401380 SECO MOV EAM, EAM

004013aC| $— FF26 18C145010 JMP DWORD PTR DS: [<6kernel3Z Wirtualdlld kernel37 Wirtualslloc
00401382 SEBCO MOV E&3, EAM

00401584 | $— FF25 14C14500 JMP DWORD PTR DS: [<6kernel3Z WirtualFres kerns=l37 WirtualFree
00401384 SEBCO MOV E&3, EAM

004013BC| $— FF2& 10C14500 JMP DWORD PTR DS: [<skernel3Z Initializel] kernel3Z InitializeCrit
004013CE SEBCO MOV E&3, EAM

004013C4 | $— FF25 OCCl4500 JMP DWORD PTR DS: [Zskernel3Z. EmterCritid ntdll. BelEnterCritical
004013CA SEBCO MOV E&3, EAM

004013CC| $— FF25 08Cl450( JMFP DWORD PTE DS: [<skernel3Z. LeaveCritid ncdll. BolleaweCritical
00401507 SECO MOW E&3, EA3

[Co=ci5r5] - FFe5 04C14500 JMP DWORD PTER DS: [=skernel32 DeleteCritil ntdll BrlbeleteCritica
00401305 SECO MOV E&¥. EAM
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Table #1 (kernel3Z_dll):
TwportLookupTableBWA:  Ox00000000

TimeDateStanp: Oxo0ooooan
ForwarderChain: Oxooooooan
NameRWA: 0x0005C740 (kernel3Z._dll)
ThunkTableRWA: Ox000&5C104

Thurnlkdl = 0x0005CY4E (0, DeleteCriticalfection)
Thurdkdz = 0x0005CYEe (0, LeaweCriticalfection)
Thunk03 = 0x000ECT7E (0, EnterCriticalfSection)
ThunlkOd4 = 0x0005CY96 (0, InitializeCriticalfection)
ThunkidS = 0x0005CT7EE (0, WirtualFree)

Thunkle = 0x0005C7C0 (0, Wirtualllloc)

Thunk0? = 0x0005C7D0 (0, LocalFree)

Thunk2 = 0x0005CYDC (0, Localillaoc)

Thurnkd2 = 0x0005CYEL (0, GetCurrentThreadId)
Thard:10 = 0x0005CE200 (0, InterlockedDlecrement)
Thunkll = 0x000ECE12 (0, InterlockedIncrement)
ThunklZz = 0x0005C230 (0, Wirtualluerwy)

Thunkl3 = 0x0005C540 (0, WideCharToMultiByte)
Thunkld4 = 0x0005C856e (0, MultiByteToWideChar)
ThunklE = 0x000ECE&C (0, lstrlend)

Thunkle = 0x0005CE72 (0, lstropynd)

Thunkl? = 0x0005C554 (0, LoadLibraryExd)
Thunkls = 0x000EC23¢ (0, GetThreadLocale)
Thunkls = 0x000ECEAZE (0, GetStartupInfol)
ThurnkZ0 = 0x0005CEBL (0, GetProciddress)
ThunkZl = 0x0005CSCC (0, GetModuleHandled)
ThunkZz = 0x000ECZEQD (0, GetModuleFileNamed)
ThunkZ3 = 0x0005CE3F& (0, GetLocaleInfold)
ThunkZ4 = 0x000EC208 (0, GetLastcError)

ThunkZE = 0x0005C312 (0, GetCommandLineh)
ThunkZe = 0x0005C22& (0, FreeLibrary)

ThunkZ7 = 0x0005C238 (0, FindFirstFiled)
ThunkZ8 = 0x0005C34A (0, FindClose)

ThunkZ9 = 0x0005C3E5& (0, ExitProcess)

Thunk30 = 0x0005C364 (0, WriteFile)

Thunlk3l = 0x0005C270 (0, UnhandledExceptionFilter)
Thunk3Z = 0x0005C323C (0, SetFilePointer)
Thunk33 = 0x0005CS9E (0, SetEnd0fFile)

Thunk:34 = 0x0005C3AE (0, BtlUnwind)

Thunk3& = 0x0005C2BA (0, ReadFile)

Thunk3& = 0x0005C9CE (0, RaiseException)
Thunk32? = 0x0005CSDE (0, GetStdHandle)

Thunk38 = 0x000S5C2ES (0, GetFilelize)

Thunk32 = 0x0005C3F& (0, GetFileType)

Thunk40 = 0x0005CA04 (0, CreateFiled)

Thunk<4l = 0x0005CAlz (0, CloseHandle)
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