C:\>netdom query fsmo

Schena master dc.target.org .
Domain naning master de.target.org Administrator
dC tal‘get org TARGET\Administrator
RID pool manager CATRO-BRANCH . target .org -
Infrastructure master de.target.ory

The command completed successfully.

C:\Ontdsutil

ntdsutil: role

fsmo maintenance: connection

server connections: connect to server dc

Binding to dc ...

Connected to dc using credentials of locally logged on user.
server connections: ¢

fsmo maintenance: transfer rid master

Server "dc" knous about 5 roles

Schema - CN=NTDS Settings,CN=DC,CN=Servers,CN=HQ-Rivadh,CN=Sites,CN=Conf iguratio
n,DC=target,DC=0rg

Naning Master - CN=NIDS Settings,CN=DC,CN=Servers,CN=HQ-Riyadh,CN=Sites,CN=Confi
guration,DC=target,DC=ory

PDC - CN=NIDS Settings, CN DC,CN=Servers,CN=HQ-Riyadh, CN=8ites,CN=Conf iguration, D
C=target,DC=org

RID - CN=NIDS Settlngs CN=DC,CN=Servers ,CN=HQ- Rlyadh CN= it

C=target,DC=org
Infrastructure - CN=NIDS Settings,CN=DC.CN=Servers,CN=| HQ-Rlya
iguration,DC=target,DC=0rg
fsmo maintenance: _

NCTIVE
PRNCTICAL

- b.a.u.J|,J.nJ_\.j|._5.Lc-uLn.u.hJ
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ACTIVE DIRECTORY REPLICATION

A A GGlal el a3 Y A gl , Basliall g ARNA CISA Cp bl JALS 98 5 1an ol £ g ga Al 3y J LS G g
Forest J\Md&\d&dﬁﬁ%@ﬁﬁﬁ@Jhﬁi‘moﬁJ&M&d\‘g.\;\‘g

Tree 19 Domain ) § Forest =) oy a3 8 dalgl cila ghaall (aang £la fia Slb il 4lagl) A Ui!

il g New Domain sWd) 9 Active Directory Role ) Jadi 9 Windows Server ds¥ quali dles Jgi 51 a) s
Lulals U3 o

-1 J8&) A WS Tree Jsly Domain Js) 9 Forest J)

TREE

FOREST

Domain Js) ae) 384 g s Tree g Domain 31 s 3335 S sf sl Tree )y s 923 3 Sal) & Forest I
S i aalg Domain ARy gy @3 GSall 58 Tree )

S dld ey digall g Jandall g it g ciliadluall g (38 il g Jaa 1) clales 5150 W ol 31 319 g8 Jaal) sf Domain 2
_:‘_,JGSIS&UJBJMUAGMJULA;W

The Primary Domain i Root Domain First -1
-t AL e e Ge aaing Tree Jof ) Jals o 5L&i) s domain Jsl s

JSS Forest U o) g8 43 el aull) 098 -

(GaY i 7 Jéiv) Domain naming Master Role s ¢ siss g3l 3agll 4 -
Global Catalog by default 038 -

Default first site name g2 -
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Additional Domain -2

JI o il Cadant of ALl (raa 938 addien g ) ) Lag ABLY) o) Cadally dgle Jaaail) (Say i)l Domain ) ¢ A3 s
. w8 Domain

(RODC) Read Only Domain -3

lals Baday a g8y ¥ 43) Cun Llaad) £153) (a £ 938 paiien s L 5p) AU 5¢d dgle Jyaail) 0Say ¥ (S (s 1) Domain ) (e Adad Liayi s
. =Y Domain S Jadgle g all

Child Domain -4

Domain J JI3 (e ¢sSay g 4de Ll Aliluns iy 3aelB Al g paibadl) A dde Juadia 438 i Jl) Domain ) <l && Domain
L oY) AS A Al caa Al lasan LSt Basmilal) cillalill g £ 31 <13 3 sl <) Sl Ala A asdisy Child 31138 B aSadl) i

Domain J) &) 53l Laul g Tree 319 Domain ) § Forest ) o U a3 8 )55 13gu s

- LU; 3.233.‘.6

L ge 3y QUSH 138 &Y Active Directory <) quali Ll 7yl (3 kil ¢ 433 43l Replication <) g e ashic
Ugea osly Al )58l Lazys Child Domain Vs Additional Domain ) e o jailu g pdl) e Ul g el aa g ¢ppasiiall
€.. Active Directory 41 JAl Replication Ut Jibs dobes b ati o) La G i Y )

€ 0sSh laag Active Directory ) g8 L dijad o) a¥ JIsad) 13 o cuad A

A58 pall ciladdd) g ga Ada (peasipll il g Windows Sl Aaail dx ga b geg Sile 4 (e (3ulal @& Active Directory -l
Ay Aualil) il g cile slaall JS Lgale (1330 Server ) Jah GSi 438 ja iy Sao B any ga 9 A JAI (Gl sill g sl s
Network ASdll jal b gy el ) lag ... Al 30 ga g cilaadd] g AS Liial) cililall g cilagiall g 5 g2 g Cpatiicaal) Jia

L L aSanl) S g AL 8 ) gal J g3al) A8) ya g 503 g alaii Administrator

o SIS ALud) day Y Active Directory J) andi g

Domain partition -1
Configuration partition -2
Schema partition -3
Application partition -4
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Domain partition -

Computer Objects ,.... User Objects ...Groups.... Container (= (pasall gady ba JS o s siag g3 2
Active Directory User and 4awlg jlug  Attributes o il Aailad 4 il gSall 03a ¢ (9% JS 9
Computer Consol

Configuration Partition <

J) Al (JJ‘ Ala Al il ?33 5 Sites ) @lalas) Jia Active Directory (i Laldl) AR FETS u.‘ﬁ G5 é.ﬁ\ R

Active Directory Site and Services Consol 4haulg Ju9 Forest) 83352341 Domain Controllers
Schema Partition J

ADUser and Computer Consol 4aw) g Lail J\ug Attributes 31 s Objects ) JS cilaglia o (s giay 53 8
Domain ) JS s Schema Master e 4Ll ALY 3ua ¢l 4503 Domain Controller Jsl dlias

Schema Partitiond! o3& ¢y Jagd 3¢ Al 4dus dlai s AYIControllers

Application partition 4

bl Béa b Aa)adialy o 685 Active Directory 2 cilly aa JalSii Al ga) plld 4l dalad) cosa L LER) 22 g9 5 5a0) 138
. 1358 ¢ 4alia3 M Active Directory ) g Integrated gliai¥ (il Ll Mia Exchange Server s adlis
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Practical Guide
Dl Sl e Abeal) Ao jlaally a gl g sa¥) Japail g

A g2l g 5 AL (e DS (B A Lggaly ) Adita (B oani ) W e oy A8 Ll

ol LS Al iy g
Domain name : target.org (win srvr 2012)
Dns ip is 10.10.10.2 /8
Branch in Cairo has 172.16.1.2/16 (win srvr 2008)
Branch in Doha has 192.168.1.2/24 (win srvr 2008)

Real Ip For Routing is 66.249.64.231/8
-

Riyadh HQ
10.10.10.2/8 Auls g Ul aa dudl) g8

Target.org

Cairo Branch

Doha Branch 192.168.1.2/24

172.16.1.2/16

N ~

W

-t (IS Jua) Jaghad &G A ¢ an ) A LiliaY
ANy Gl sl G Js¥) Bl
Aa gall g by M cp (ALY Jadl)
LAY g da gal) cpy GalED) Jad)

€ %y RS S5 Lo Ja )y ) 9 V) S5 (o o o Lo ) 5 1 Lt (yiliin (5 0B (B 5 gy Ll Bl 530 038 0 stall (e
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Doha Branch

172.16.1.2/16

el £ — il e i

-t A o day Lad ASull) U8 grmad i AN) 35k 08 Router bwlsy g8 S Jalbd JS Jua sl gliad Wil g ol gall
-~

Riyadh HQ
10.10.10.2/8

(Router 1)
10.10.10.2/8

Target.org

(Router2)
J92.168.1.29/24

(Router3)
172.16.1.31116

Cairo Branch
192.168.1.2/24

Al G dalls ¢iSa ¢ sinll 1385 router JS <l ip ¢ iad L) gliniu () Lgudam (s 5 0) 8341 OSATE a g £ JS (8 router S () gliaiu L) Uale (¥ Uua

il e ) Aasdd g 3al)

Tl G day) 1 (g sl U Jaiial ) Hyper V &y Jals g pdd) ¢ 589 Miicrosoft routing 4esd ¢ pal b asdiodio W alal) e le i ghil) o3a Jary o 6830 U Lt ¥

(Hyper V

i) Juaby ol gl (A Liasiy permeatal 31 Hyper V sl vimware  s)sw Wbl Jas Lt (s (B £ o) ki lilSaly g Microsoft Ais b sl 8 s S 08 504 router d) (oS @ daga Aliada

(W

— target.org
@7 Microsoft Hyper-V Metwork Ag
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Internet Protocol Version 4 (TCP/IPv4) Properties _

General

YYou can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

) Obtain an IP address autematically

Ise the following IP address:

Subnet mask: 25.0.0.0

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

L 1]
[

Prefeerred DNS server:

Alternate DNS server:

1-—"

Cisco router

- b LS Routers J) sl agiiv Yl

55 ol p e A gY) 5 sl
A &S e el e Ay
1) sl g adem s Jal
Fodl g Gsbpnsia Ul
ol (A st )
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Select serwver roles

Select one or more roles to install on the selected server.
Roles

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
DHCP Server

DMS Server (Installed)

Fax Server

File and Storage Services (2 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

Metweork Controller

Metwaork Policy and Access Services

Print and Document Services

Remote Desktop Services

Volume Activation Services

Web Server (IIS)

Windows Deployment Services

Windows Server Essentials Experience
Windows Server Update Services

RN C N

PER LA CE S

Remote Jaxily

Access Role
win2012

Select Role Services 2 008

Before You Begin Select the role services to install for Network Poli

[ ] Network Palicy Server
e Services B Y 2
[v| Remote Access Service
[v] Routing

i ®
Administrator g

Group Policy Windows
Management Deployment.

Health Inte

Task Manager . ADSI Edit Registration... Information.
role J) Janil (a £LEN) Say
Aaild Ay Aalal) A5 Y el
S gy a8 5y

Network Policy
Server
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@ Server Status

Welcome to Routing and Remote Access
Routing and Remote Access provides secure remote access to private netwarks.
Use Routing and remote access to configure the following:

* A secure connection between two private networks,

1 YK
Aﬁ?ﬂ! Al o A Virtual Private Network (VPN) gateway.
o .
w‘; M.S.“..l M‘-u! * A Dial-up remote access server,

o ).u‘f! wiladl Ub * Network address translation (NAT).
bl m 2 :Uml « LAN routing.
fiﬁ‘i‘dﬁﬁ Ll * A basic firewall,

|+h‘ o For more information about setting up Routing and Remote Access server, scenarios, and tr see Help.

To add a Routing and Remote Access server, on the Action menu, click Add Server.

% Server Status

By

Remote Access

Configure and Enable Routing and Remote Access

DisceRouting an Remte Acces secure remote access ta private networks,

AllTasks 3

View 3

Delete

Refresh ROlItiIlg J I dﬁ'ﬁ

i Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

Acaial) ChalasY SA)
in Routing and Remote Access.

stom configuration
ry combination of the features avail

For more information

<Back |[ mNet> | | cCancel

I Demand-dial connections { used for branch office routing »
I NAT

~ LAM routing

LAN Routing _~)

For more infomrmation

<Back |[ MNea> | [  Cancel

Routing and Remote Access has created a default connection request
policy called Microsoft Routing and Remote Access Service Policy. To
ensure that this new policy does not conflict with existing Metwork
Policy Server (MP5) connection request policies, open the MNPS console
and werify that it is configured properly.

gl ARl ) glal ) Tra £1gATYY day
Ll b gally o8 AlLeo 1) o3a
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Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Serwver Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup wiza:

Routing and Remote Access

Stant the service

The Routing and Remote Access service is ready to use

Aaai ) Taas a3 »
“:J}.! Start service

To close this wizard. click Finish

<Back | Finish | [ cancel

E Routing and Remote Access

% Server Status

MY Routing and Remote Access Is Configured on This Server

2 Network Interaces ) This server has already been configured using the Routing and Remate Access Server Setup Wizard, To make changes to the current
{3 Remate Access Logging||  configuration, select an itam in the console tree, and then on the Action menu, click Properties,

4 g IPvd For more infarmation about setting up a Routing and Remate Access, deployment scenarios, and troubleshaating, see Routing and
R Remote Access Help.

e DirectAccess on this Server

You are curren ing only VPN for providing remote access to your clients. You can use rich remote access experience based on
DirectAccess by enabdipg DirectAccess on this server, Using DirectAccess, your domain-joined clignts can seamlessly connect to your
corparate network. To @qable DirectAccess on this server, you can run the "Enable DirectAccess wizard by selecting the "Enable
DirectAccess..." option onfie action pane on the right or on right-clicking the machine node on the left.

o 400 1 o 5 Y1) ) s O G Al ) i
By ) Gl § U A gl 4 A g O o ) gl
Ay g 130 Ak g gl G i G TP g 0801 S 0K
e ) Aasid 8 gl AS ) (o Aalbs caad 5 ga gl

-1 4 LB La Baild agdil StB (il Uiea o))
e Lald g8 o A5 0 8 o g gy router JS O €ua g router Jb Aalil) Al g LU TP J) Gl Jasdny Vo) Uik -]
Oa e Ulaa 1) Static TP J) 4aie; Liad (E2) LAY @S g Lgle Jgea gal) Al (3l (udi (00 (AR TP a8 (E1) Jg¥) <)

FONEL] 934

router Jb Galaiall GIEGEN NS Gf i 138 g LAN Routing £.$5 ¢ 00585 O e 3 U 30 g routing J) 4l Jaly Udd )
o) Lagudany Jualy) 5 J g gl Glaghiiug

(Ol A L Jsaral) dulpadd) oy JLai) 138 aial g A clalae) dlia ¢ ol ()
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Al gic &k o 4 Juall '\JJlAJrouterd]u.\a\.ﬂ\Q\M\d&awﬁwm\.\b\yﬁJAMJLQA(ﬁuJ\‘\Aﬂh‘_N\@QL\.\AG\AAM);\SJ
L Bugall B LaS i)

£ Server HaJ I tetwor =l x| =181
Fs (oow ‘?\ ’;v | ~ Control Panel = Network and Internet ~ Network Connections ~ - L‘allm x| |
Lﬂ— Organize *  Disable this network device  Diagnose this connection  Rename this connection > lpimeirrmTlzE s —
T Server Mar | Value
2 Roles Connection-specific ON...  tanget.org
@ Fealurd Description Microsoft Vitual Machine Bus Network Ac
b 2‘:5:; Physical Address 00-15-50-0-14-08
- DHCP Enabled Yes
= IPv4 Address 10.10.10.8 =
IPv4 Subnet Mask 255000

C:\>ping 66.249.64.231 Lease Obtained Sunday. Januar

Pinging 66.249.64.231 with 32 hytes of data: Lease Bxpires Friday, February 26}
gep%y grum 22%33 22 ggi lﬁyte 2 t ggm“ ¥¥£=g |Pv4 Default Gateway 10.10.10.10
eply from . yte i ms =

Reply From 66.249.64.231: hyte i 99ms TTL=43 IPv4 DHCP Server 10.10.102
Reply from 66.249.64.231: hyte i 92ms TTL=43 IPw4 DNS Server 1010102

IPvA WINS Server
Ping statistics for 66.249.64.231:
Packets: Sent = 4. Received = 4, Lost = @ (Bx loss). NetBIOS over Tepip En... Yes
Approximate round trip times in milli—seconds:
Minimum = 192ms, Haximum = 193ms, Average = 192ms

IP Ol g &) glaied Sgadl 138 Badli Las =
Lasé Al glgls Jaas 4d) aa Router J! 2 Al .

guration Wizard

oft Windows [Ve n 6.1.7668
Cupyrlght {c» ZBB9 chruuuft Gorporation. A1l rights reserved.

“time= ln*‘ ion Details:
time{ins
Reply from 1 time<ims - [ Value
Reply from 18.18.18.5: bhytes=32 time{ims ific DN

Microsoft Virtual Machine Bus Network Ac
Ping statistics for 10.10.10.5: e
Packets: Sent = 4. Received = 4, Lost = B (Bx leoss), 00-15-50-06-14-08
Approximate round tl p times in milli-seconds: No
Minimum = Bms, Maximum = ims, Average = Bms 6624964224

C:\Users“Administrator.TARGET > 255.00.0
£6.245.64 231

Oagbiadl s ) gl Liayl o A Sgad) o) By
Routing J) 4adi Jadl 2oy 408040)
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il £ Al el Jg¥) router J) el Liad Las dlld g da gall £ iy galddl AN router ) Maely aghi (s STy ST ja¥) aghing
-1 (e gl L TP JF Cpglis CiDUA aa Lalad (el ) Agaa

: == x|
ntrol Panel Items ~ Network and Sharing Center - m I Search Control Panel @l
View your basic network information and set up connections
| = £ 0 See full map
i —_— -
x " ox @
ROUTERZ Multiple networks Internet
(This computer)
View your active netwarks Connect or disconnect
Network 6 Access type: Mo Internet access
Public network Connections: [ 192.168.1.29
>
C$Ss router J) 13
. - '
Unidentified network Access type: Mo Internet access = i : EJB gs
n v : - Ty .
ﬁ Public network Connections: @ 66.245.64.232 (‘J'IAIJ U]J"g u ‘.L’S:‘“
subnet J) i O
" - .
Change your networking settings uj &Jﬁlg‘ Mb—“
ﬁ. Set up a new connection or network '1:1:1 u:\; staﬁc ip b.bel
T get up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point. &Jﬂ] &A h‘)n 4 ’] AS
'-'5. Connect to a network uﬁ ‘.95‘“ Las u.A.M:\.‘\JJ'
Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connection. c S n

=& Troubleshoot problems

2 Routing and Remote Access Jﬁﬂ

Fle Acton View Help

LB S ERREN)

B Routing and Remote Access
Server Status - - - —
g % ROUTERZ focd) Interface Type IP Address Incoming bytes | Cutgoingbytes | Static Fiters | Administrative Status
T Nk s % Loapback lopback 122001 0 1 Disebled Up
{3 Remote Access Logging &1 ﬁInterna\ Internal Notavalable - - Disabled Unknown
g E Pyd EGE.Z%.G'%.ZSZ Dedicated p.2464232 137,192 9,316 Disabled Up
E \ E 152,168,119 Dedicated 1216819 B47IL 111,343 Disabled Up

3 sticRates
e
ot g i 8518 Routing J s
& gl by g
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B C\Windows\system32\cmd.exe

Pinging 66.

Reply from 66.249

Reply from 66.249.

Reply from 66.249. 64 232: byt

Reply from 66.249.64.232: hyte.,

Ping statistics for 66.249.64.2
Packets: Sent = 4. Received

Npproximate round trip times in
Minimum = Bms, Maximum = Bm:

C:\Usershalaarping 192.168.1.2

. v
Reply from 192_168.1.2: hyte

Ping statistics fm- 192.168.1.
Packets: Sent = 4, Received

Minimum = Bms, Maximum = Oms

C:sUsershalaa>

249.64.232 with 32 bytes uf data:
4.232: hyt

TT
1T
TT

2 time<ims TIT

32:

= 4, Lost
milli-sec
=, Average

32 time<ims

time<{ims
time<{ims
time<ims

4, Lost

5. Average =

=@ <Bz loss).
Approxinate round t}-lp times in m1111—secun(ls.

Bms

w 10101005 Status

Network Connection Details

MNetwork Connection Details:

Property
Connection-specific DN
Description
Physical Address
DHCP Enabled
IPvd Address

IMPv4 Subret Mask
|Pvé.Default Gateway
IPv4 DRE Sarver
IPv4 WINS Gerver
NetBIOS over Fepip En...

Value

Microsoft Virtual Machine Bus Network A
00-15-50-06-14-0E

No

192.168.1.5

2552652650

192.168.1.29

Close

routing J) Jail sy Jua Lodl dle

D Jgaal) 2 LS subnet 3 22 router 2 23 Wl oY)

Sub No Location 1P Router No
1 Riyadh 10.10.10.2 R1
2 Doha 192.168.1.2 R2
3 Internet 66.249.64.231 Act Link

(Act Link) <5 AN1 sk 0 (R2) %53l g s (R1) 03kl £ 8 daly 0 58 oY) o sllaal
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Ju i L g routers J) Gk 08 (e A S (e dadll) i) dsa o8 dleny 0 85 ) Vgl g oy ) dles T S
glisg Cps dagal) A agasall 2 a8 router J) chldy (sl B asasall 1 a8 router J) Jaad digw Wguds Static Route
. AY) aa 4 Lalid) Subnet J) e sl Jaby G g Lagda MS ) 6] gaaea Lyl gasally g A (e ity

Administrator: C\Windows\system32\cmd.exe

[Ethernet adapter 18.10.10.2:

unnel adapter isatap.{3376F152-CC4F-48F7-831F-C8D61BF32A2B}:

Media State
Connection—specific DNS Suffix

i Media disconnected
J ke g
Static Route
ot ) gl o inY

unnel adapter isatap.{D58152EC-9CFE-4A7A-8C67-C2FAA3G21913%:

Media State
Connection—specific DNS Suffix

: Media disconpscted

unnel adapter 6T04 Adapter:

Jua¥l o G 8
ity da gl g A
O A gil) Alany o ghlins
Routers

Gonnectio
IPub Addr
Default Gateway

pecific DNS Suffix . =
D 2002:4219:4Pe7: 14217 :48e?

s\>ping 192.168.1.2

inging 192.168.1.2 with 32 hytes of data:

18.1@.18.2: Destination host unreachable.
18.18.18.2: Destination host unreachable.
18.18.18.2: Destination host unreachable.
18.18.18.2: Destination host unreachable.

ing statistice for 192.168.1.2:
Packets: Sent = 4, Received = 4. Lost = @ (Bx loss),

NI

Reply fron
Reply fron

- Y i A sl 138 Jaal
£
File Action View Help

e tHE Gz BE

E Routing and Remote Access
@ Server Status
4 fhDC
E Network Interfaces
{23 Remote Access Logging
4 5 IPvd
E General
& Static Reutes

Routing and Remote Access

Static Routes

Network mask

Destination

Gateway Interface Metric View

There are no items to show in this view.

4 B IPve |

New Static Route...

E General
B Static R

Active Directory Practical Guide

| v\i.)jmii 4 LaS 4aildd) (s static Route i)

Show IP Routing Table...

View 3

Refresh
Export List...

Help
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B Routing and Remote Access Static Rout
[ Server Status

Destinatfon MNetwork mask Gateway Interface Metric View
FR G
B Network Interfaces There are no items to show in this view,
3 Remote Access Logging T _
4 E P IPv4 Static Route
B General - . e es
B Static Routes Interface: R ‘55245.54.231 j——’ Al ga Bl gl gdadt SS0
45 e Destiatir: % 68 10
B General

T soatic R Network mask 255255 . 255 0 - R .
 static Routes etk masl B (£ A8 0 550 Lall o)l g ) )
Gatewsy: R2 | 66 .25, 64 232

Metic: El \
ASAa) A A gl o) gt AT U A

~ E

For more information

Cancel 25eall AR e s 31 20 gl ) g s
(A b 2 pall Slgll Ol ) ga ol

v

By i N s i)y oS ary A8 e Sl (a

A0S el e g B aal g S5y sas Jedie s3a Wl
Fa O 2 LS s 5 o) (sl 1 A

Destination Metwork mask Gateway Interface 1
E 192.168.1.0 235.255.255.0 66.249.64.232 66.249.64.231 2!
ing
| Administrator: C\Windowshsystem32\cmd.exe L dSA.! 4_1‘ )S.‘u

Ethernet adapter 10.10.10.2 _)_a}”I ‘g'l.\iﬁ...nLJ 4.1:_.3.\1\

Connection—specific DNS Suffix
IPv4 Address. . . . . . 18.18.168.2

Subnet Mask . . 255 @8 8.8 pathping

Default Gateuay - - B.8.8.8
unnel adapter isatap-{3376F152—CC4F—4@F?-831F-C8D61BF3?A2B> =

Media State . - Media disconnected
Connection—specific DNE Suffix .

unnel adapter disatap.<{D58152EC—?CFE-4A7A—8C6E7-CZFAN3@Z21913>:

Media State . - Media disconnected

cnnnectlnn*“peclflc DNS Sufflx 3 d] y! ?_‘
unnel adapter 6T04 Adapter: - - -
Aaa gill Aslas

Connection—specific DNE Suffix
IPuv6 Address - - - 20092 :42fF:40e?: 4217 - 48e?
Default Gateway .

swrping 192 .168.1.2

of data:
time<{1lms
time<{lims
time<{1lms
time<lims

Received = 4, Lo t z loss>.
i in milli
Bms . ﬂue1-age

(2 i da gl £ 8 JA1a (e 4 9l gl (V)
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Iterface: R2 =k 6624364232 =l

Destination: 0.1 .10.0

Network mask 255 . 255 . 255 ‘\\

Gateway: R1 —— [ 66 223 62 231 a)agsﬁjl)_u&_nﬂi 5l
Metric: R - £ A A L Liad LS Lall A )
~~ b

[ | Uze this raute ta intiate demand-dialiconnections

For more information

Cancel |

Pinging 1A.18.18.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 10.10.108.2: .
Packets: Sent = 4, Received = @, Lost = 4 (1882 loss), Jﬁ JLAAJ‘J.
e
C:\Users\Administrator>ping 18.10.18.2 4;149 Jldj
o g

.10.18.2 with 32 hytes of data: -
18.10.18.2% bytes=32 time{ims TTL=127 A gl
18.10.18. tine{Ins TTL=127

Reply from 18.10.18. 32 time{lms TTL=127
Reply from 10.1@.1| bytes=32 time{ims TTL=127

Ping stat ¢ for 10.10.18.2:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss),
Approximate pound trip times in milli-seconds:

Minimun = Bms, Maximum = Bms,. fAverage = Bms

C:\Users\idninistrator?

Gt LS Jua) ol 8 AN ¢ b (b Abendl Gl o g ) 5B )

E Routing and Remote Access

Server Status Inerfa =
2 ) ROUTER3 {ocal) L=l T

5 Network Interfaces There are no items to show in this view.
a Remote Access Logging &F

0 E p
B General

E Static Routes
HRP .

interface: JR 3 —— [66249.64233 =l

Destination: 0.10.10.0

Metwork mask: |255.255.255. 0
Gateway: Rl . I BR . 249 B4 23|

Metric: 256 =

Active Directory Practical Guide
By Alaa Amin — il.com




] £~ i | s i

Administrator: Command Prompt

C:~Uszers“Administrator>ping 18.168.18.2

Pinging 18.18.18.2 with 32 hytes of data:
Reply from 18.18.18.2: b =32 time=ims TTL=127
2 time<ims TTL=127
hyte 2 time<ims TTL=127
Reply from 13 13 18.2: hyteg—32 time{ims TTL=127

Ping statistics for 18.18.18.2:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss>,
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = ims. Average = Bms

C:sUsers“Administrator>_

-1 AU Jgaall 2 LS subnet 4 23 9 router 3 2 Ll oY)

Sub No Location 1P Router No
1 Riyadh 10.10.10.2 R1
2 Doha 192.168.1.2 R2
3 Cairo 172.16.1.2 R3
4 Internet 66.249.64.231 Act Link

F-.| Administrator: Command Prompt

thernet adapter 172.16.1.2:

Connection-specific DNS Suffix H

IPv4 Address. . . . . . . . . . . = 172.16.1.2

Subnet Mask . . . . . . . . .. . 255.255.8.8

Default Gateway . s e e . 2 172.16.1.31
thernet adapter Local Area Connection® 9:

Media State . .
Connectlnn—gpec1f1c DNS Sufflx

Media disconnected

Aagdll g g o) Bada da
¢5alllp B ¥l

da 0 1y Juay Jall o<l
11 eludis 4y gty el

unnel adapter isatap.{756E4838-4022-4PBE-BF56-F4F2DESYBL32%:

Media State . . . & Media disconpected

Connectlnn—“peclflc DNS Sufflx
unnel adapter Local Area Connection* 11:

Media State . . . :
Connection— gpeclflc DNS Sufflx .=

Media disconnected

unnel adapter isatap.{73E6282F-041Z-4421-AEA-EA69213642CD3:

Media State . . .
Connectlnn—“pec1f1c DNS

Nrping 192.168.1.2

inging 192.168.1.2 with 32 hytes of data:
equest timed out.
equest timed out.
Request timed out.
equest timed out.

ing statistics for 192_168._1.2:

Packets: Sent = 4, Received = B, Lost = 4 {188x loss).

Active Directory Practical Guide
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router JS O bl A g 2 685 o) da ) (W9 routers J) O bl Axa i Al yha (Y Ualal L) (a jidal) (e La

Ml Jaanll (B LS cpalas b AT

Sub No Location 1P Router No Link with
1 Riyadh 10.10.10.2 R1 R2,R3
2 Doha 192.168.1.2 R2 R1,R3
3 Cairo 172.16.1.2 R3 R1,R2

Static Routes

Destination Metwork mask
B 172.16.1.0 255.255.255.0
1 192.168.1.0 255.255.255.0

Gateway
66.249.64.233
66.249.64.232

Interface
£6.249.64.231
66.249.64.231

Metric View
256 Both
256 Both

t_’—- Routing in Rivadh Branch

Static Routes

Destina... ~ Network mask

Gateway

Interface

L=
5 10.10.10.0  255.255.255.0
5 172.168.1.0 255.255.255.0

66.249.64.231
66.249.54.233

66.249.64.232
66.249.54.232

Metric view |
256 Both
258 Both

t_’—- Routing in Doha Branch

Static Routes

Destina - Metwork mask

Gateway

Interface

10.10.10.0  255.255.255.0
B} 192.168.1.0 255.255.255.0

Active Directory Practical Guide
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66.249.64.231
66.249.64.232

56.249.64.233
66.249.64.233

Meitric View
256 Both
256 Both

t_’—- Routing in Cairo Branch

¢ Glld Jas ol Ay g a9 R
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4lee (udi A 5 (Routing Information Protocol ) RIP v2 J) JsSsign (b 08 S Jgud 48y jh oY) alaiin U
-1 (o ol Ul Liled LaS (g gy 3oLy (g (Saaliid g Jgw J8& o35 081 Static Route J)

= &) ROUTER3 (ocal) o !
B} Network Interfaces gGeneral
ﬁ Remote Access Logging & F E-Staﬁ': Raoutes 1
B B Pv4
T [
j Mew Interface...
E )| Mew Routing Protocal...

Show TCP/IP Information. .. LaS ;LQJLHH

Show Multicast Forwarding Table. ..

45 e
Show Multicast Statistics. . 8 }d-“ o

% DHCP Relay Agent
T IGMP Router and Prosoy 2

THMNAT

RIP Version 2 for Intemet Protocol

=

SAA) Y 9% g0 g sl Al Cha
RIP JsS g5 9

E Metwork Interfaces
'a Remote Access Logging & F 3
E B IPv4
B General
Bl Static Routes
e &S Al pd)
5 . ) S
5 pve New Interface... .o
Lo Al

Show Meighbors. ..

Active Directory Practical Guide
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New Interface for RIP Version 2 for Internet x|

This routing protocol runs on the interface that you select below. 4

Interfaces:
=2 172.16.1.31

wreeg 56 245 64

I

Qﬂe‘J&" ,;:J'Lg:lﬂ'l A

=
B} Routing and Remote Access

% Server Status | RIP Properties - 66.249.64.233 Properties
MName
=] ROUTER 3 {local
E Netwoflk Inh)erfaces B General General |Secun’ry| Neighbors I Advanced I
a Remote Access Logging &F gsmﬁc Routes
o B Py Brp Routing Information Protocol (RIP) Interface
E General
B Static Routes
E RIP Operation mode:
B Pve Cc update mode
S Outgoing packet protocol:
IRIP version 2 broadcast j
Incoming packet protocol:
IRIF’ version 1and 2 j
gl (.§§!~9‘° Jas sl Added cost for routes: I1 _I:[
Gl d-al LL!J.‘I:I Tag for announced routes: Iﬂ _Ij
JNSS wadiY g [~ Activate authentication
LIS @ l—l!jh}.“ Password: I
« "
g A J5 2 Router
-
SEBY
TSR ok | camcal | spp |

i) Jlaall it 3 3¢ alaail A jal o) ALy 7 o) B (Ba LaS £ 98N A router J) e <l ghi (e Ungiil 38 oY)
_muya‘ghmwaug‘yug,k;du 3 shdll sda Jd Uil (Join Domain)
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[ General I

You can get IP settings assigned automatically if your network supports
T this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

d:|§ ‘_’JJ‘EY‘ SJL&! 7~ Obtain an IP address automatically

- ES | T —{% Use the following IP address:
&2y R s ) T _

1P addr
DNS CJ‘J:‘G Subnet mask:
qﬁﬂ;l:lJJl jSJAu Default gateway:

Preferred DNS server:

Alternate DMS server:

I™ validate settings upon exit Advanced... |

P Active Directory Sites and Services [= o n

File Action View Help

e 2m XD Bm 2

i Active Directory Sites and Servic|| Name Type Description
4| ]| fitac - FdgeSyncService msExchEdgeSy...
Delegate Control... TS Site Settings  Site Settings
b | New Site...  |prvers Servers Contai.
Find... . ww . - .
New v [y Mm‘ Lf“ A:UL\.“ a#]
All Tasks 4 -
» T ¥
Refresh .
JAN it g £ 9.8 slaw
Properties
Hel ] I
B .hJ J.\
1A g

WaY 7 pdll gy 43 G2 pii ) AD Sites and Services il ¢ 4 4300 5 bl .

Active Directory Practical Guide
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E Create in: target .org Configuration.”Sites

Mame: Cairo

Select a site link object for this sitg
Sites/Inter-Site Transports contgifie

Link Mame
« DEFALILTIPSITELIMK

Ol £~ i e
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| oK | [ cancel
[ Active Directory Sites and Servic|| Name Type Description
a [ Sites [ EdgeSyncSer... msBxchEdgeSy..
E mate Control DS Site Se... Site Settings
b | MNew Subnet... \‘|_r-.rers Servers Contal..
b Find...
b New 3
All Tasks 4
Refresh
Properties EJJm SUbﬂetS -n ‘:E]JJG "i.'-\""".d'\‘t L.JY]
Help
i Active Directory Sites and Senvices [dctargetorg] | Name Type Description
[ Stes B ATDS SteSe.. Site Setings
[ Subnets [ Servers Servers Contai..

| Inter-Site Transports
4 E Default-First-Site-Name
b [ EdgeSyncSenvice
4 ] Servers
b F0C
4 E Cairo
] Servers
4

] Servers

AVl Se

‘- et

[WEEERE

T

Active Directory Practical Guide
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fory Sites and Services =|o] x
Im%} Create n’  fargetorg/Configuraion,Stes/Subnets
Description
Erer the addressprefie usingnetworkprefi elabion (acdress/prfic -
S aary s e
Lssmmors abols enterng acress prfess. ‘;:a Subnet J &) gie as)
Pyd example: 15754 208.0/20 UL\.J RS RETY J&;Y_g A28 ga Jﬁi\
IPB example: - 3FFEFFFF 0,C000:/64 OIS a3 172.16.0.0 =
pee 172.16.1.0 (sl s Acaid
[0000% g | Gl g Al gé EYENNY
Prefc name in Active Direcory Domain Senices / aldl Mask J) 38 EATRPRCN
| ooz pd Gl U ) sa LaS o) sladly
Select a ste object forthis preic / Subnet J) 4US Lay) (Sayg
%eName 7 172.16.1.0\24
Cairo 41 2 * . 2
|| Defauk First-Ste-Name B 47"1‘9 ‘e’a él]..\..: e
Routing
[ R
T
File Action View Help
e 2@ XEBaR/HE 2
[l Active Directory Sites and Services [dc.target.org]| | Name Type Description
4[] Sites h i
2 [ Subnets ere are no items

e 172.00.0/16
e 192.168.1.0/24
N

B Inter-Site Transports

b [E Default-First-Site-Name

I E Cairo

I E Doha

Subnets ) 4L&) (a LN 22y

sy Jasda laa fauig £ 9 Al 33 g2 gall ad) sad) L) QLAY & ghis Eua Aall) il ghadl) e als
it R (galal) wuda gll aladiindy 3 ALEl £ 3 aa Y gl ik a gl g Active Directory <l daldl)
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"wtznﬁ E dw. z’“: f';é l
Active Directory

+F See more results

wWelcome to the Active Directory
Domain Services Installaton
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server. making the server an
Active Directory domain cortroller. To continue. click Mext

I iliss advanced mods instalistion}

Leam more about the additional options that ars
available in advanced mode installation.

2 More about Active Directory Domain Services

2 Back Nest > Cancel |

Improved security settings in WWindows Server 2008 and Windows Server 2008 R2 [L=5
affect older versions of Windows

' Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
" new more secure default for the security setting named "Allow cryptography algorithms
compatible wvth '\N‘lndows NT 4.0." This setting prevents Microsoft Windows and

non-Microsoft SME “clients™ from using wealker NT 4.0 style cryptography algorthms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new default.
operations or applications that reguire a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain cortrollers might fail.

Platforms impacted by this change include Windows NT 4.0. as well as non-Microsoft
SMB "clients" and network-attached storage (NAS) devices that do not support
stronger cryptography algorthms. Some operations on clisnts running wversions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deploymert Services.

For more information about this setting, see Knowledge Base article S42564
(ttp - fges mmicroactt corm Fwin 7Linkide 104 757)

3

< Back Neoet > Cancel |

Active Directory Practical Guide
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i cairo branch on LAP - Virtual Machine Connection

_I:I-

File Action Media Clipboard View Help

G O@OO nblbkoH

g sk p g ) (o
(il) 8 palla 5 plEY)
JAI (S LA A3 e g

i g Forest J) ol
waidl Domain J) o
(o A JS pally

.:l Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain cortroller for an existing forest o for a new forest.

% Bxisting forest
% Add a domain controllerto an existing domain

£ Create a new domain in an exdsting forest
‘This server wil become the first domain controller in the new domain.

" Create 2 new domain in a new forest

More about possible deployment confiqurations

a5 cairo branch on LAP - Virtual Machine Connection

File Action Media Clipboard View Help

4 0@OO NP IBSM%

Ao ¥) ey i)

& g A

Domain ¢!

Active Directory Practical Guide

@l Active Directory Domain Services Installation

Network Credentials

Specify the name of the forest where the installation will occur and account
credentials that have sufficient privileges to peform the installation

Type the name of any domain in the forest where you plan to install this domain

controller:
1|larget org

6—1 Windows Security

Network Credentials
Spedify the account credentials to use to perform the installation:

administrator

k= they are local to this

By Alaa Amin — me9000@hotmail.com
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Network Credentials
Specify the name of the forest where the installation will occur and account
credentials that have sufficient privileges to perform the installation.

Type the name of any domain in the forest where you plan to install this domain
controller:

ftarget.org

Specify the ag

= by icurrer
A Thed local to this

< Back Ned> |  Cance |

Active Directory Domain Services Installation Wizard

Select a Domain

Select a domain for this additional domain controller.

st root domain)

' Alade W) clilu Cra (35 64l 2
Aaglad) 5 ghal) & 4lisal)
Domain 2 awd W elba

<Back Next > Cancel |

Active Directory Practical Guide
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@ Active Directory Domain Services Installation Wizard

Select a Site

Select a site for the new domain controller.

Ol 30— i ol ke i

¥ Use the site that comesponds to the IP address of this computer.

8
Sites:

Site

Default-First-Ste-Name
Doha

adldd) 138 o) gie diilaal LAY Jda Jad
d) B Asllaly Lad (A1) o) gdnd) aa
Subnets

< Back Next > Cancel |

@/ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain controller.
[+ DMS server

I Global catalog

I Read-only domain controller {RODC)
Additional information:

There is cumrently 1 DMNS server that is registered as an authoritative name
server for this domain.

=]

=l

More about additional domain controller options \
< Back I MNext = I

Cancel

Active Directory Practical Guide
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@ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

10

The Directory Services Restore Mode Administrator account is different from the domain

Administrator account.

Assign a d for the Admini account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: |oo.oo.-.

Confirm password: [eeeeccesd \
ia allay ba o) gladl) agls
) g Aals AL
Restore Mode

< Back Next > Cancel

|

ectory Domain Services Installation Wizard

Review your selections:

[Site: Cairo

ladditional Options: <l -\9\” uéi-‘-ﬂ

Read-only domain controller: “MNo™
Global catalog: Yes
DMNS Server: No

ISource domain controller: amy writable domain co
Diatabase folder: C:\Windows'NTDS

Log file folder: C:\WindowsNTDS
ISYSWOL folder: C: W WWindows™SY5SWVOL

To change an option, click Back. To begin the operatio

These settings can be exported to an answer file for use
other unattended operations.
More about using an answer file

< Back Mest = Cancel

The wizard is corfiguring Active Directory Domain Services. This process can take
from & few minutes to sewveral hours, depending on your environment and the options

that you selected.
12

- =
Stopping service NETLOGON Ql_i.‘uﬁ; ‘-\g‘l

/ Cr2 5551

¥ Reboot on completion

Ol £~

dauild! Jd | s i
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% cairo branch on LAP - Virtual Machine Connectio

File Action Media Clipboard View Help

&3 @@ ik ED| N

o Active Directory Domain Services Installation

Ll = - Ll
w‘ Lh;]‘ uLd-HJ Review your selections: The wizard is_ config
- - - . from a few minutes t
'J-“ w a‘ J—iﬂ-‘l i e: Cairo reinie smaEel
= P v dliti | Opiti -
LJ" % P-‘-' ‘-JJ Hea:n-oanly do‘:nnasin controller: "MNo™
= - JJ Global catalog: Yes
g—d—ﬂ:!-l\)-“ u:!-ﬁ‘_g ‘ DMNS Server: Mo
~ >
darn a0
- =
LE_." - a1l 1 The operation failed because:
- O ailds gl @
e Lﬁ ‘gi & - ‘ The functional level of the domain is incompatible with this

operating system.

urce domain controller: any writable domain controller

@1 Active Directory Domain Services Installation Wizard =

4 "The version of the operating system installed is incompatible with
Domam JI-A-‘ the current domain functional level. You must upgrade to a new o
- wversion of the operating system before this server can become a
Functlon Level domain controller in this domain.™

-
{:J'“ : : .I !.: ‘-’_‘9‘9 This error can occur if you have not been granted necessary |
= -

permissions to read data in the directory. For more information,
" - 1 i I please see artide 935241 in the Microsoft Knowledge Base L
& ua-ﬁ;:' f. — (http:ffgo.microsoft. comffnlink,/?LinkId =88420). o
-
el 35 —Lg__g'ln.md'l
3 =
£ D) Al as ]

393 gall AdlAd) pa MS ¢ CiiB 6 (5 giusa (38) 55 ade Alia 392 g 0l Uad Al ) Ll pgdd 08 (5 43 LaS
ol ol lily 2008 Jahddl) plity Jalal) adA) 138 Gang 2012 Jubeddll plils Jary 531 g (ruari ) JSall (B
cufitl) dlas Jlas)

B Jed) Al ) 5 2012 A (N £ gl Qaldd Jadal HURT A8 55 L) Lide cun gy A1Sal) 030 Jal g
MLAJAGJWJJ\&J&\?JBJQL&B’

(Raise Domain Function Level)
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Raise Domain Function Level

x| Administrator: Windows PowerShell
> Import-Module -Name ActiveDirectory

Loading Active Directory module for vindows PowerShell with default drive "AD:"

[CICIOOOCIClClClOOOO00000000CICICICICICICIOOOCICICI.1f_'lOOO0000000CICICICICICICICIOOOCIOOOOOOOOOOOOOOOOOODDDDO

LaS ja¥) LS, 28 o5 Power Shell I g
JA) ke b g5 gl i o) 5
F2AY) sl sl Al jglian g

Administrator; Windows PowerShell

S5 Jgaall dalal AU a1 )
Function Level ! claglea

| Format-Table Name |,

3 Claghea o Jpuaal 5
¥ JAY 2 Function Level
Gl

Administrator: Windows PowerShell

ydule -Name ActiveDirectory

2008Forest

g ion,DC=target,D
[?] Help (default 1

1aa 48, 28 2008 4w ) Function Level J) s
o Y4l GalAl) Cyaa gall acd Jlaiu 3l5 ) ya g 24<0
Al o 488 gally B JASY) a8 Gl BY) G o g3SA0)
Y o debudally asial
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by Administrator: Windows PowerShell

J) (g gimaa (b o8 Al ] (s g 31 o232 Domain
Level

- Al o dsadiaial) 3 g$Y) 5 2008 A 2012 < Function level <) (s sl (adiy Liad 8 ¢ 65 13
Raise Forest
Import-Module -Name ActiveDirectory
Get-ADForest | Format-Table Name , ForestMode
Set-ADForestMode —Identity “target.org” —ForestMode Windows2008Forest
Raise Domain
Get-ADDomain —identity target.org

Set-ADDomainMode —identity target.org -DomainMode Windows2008Domain

LAl QS 365 s M) (s giwallg s yalAll Domain/ forest asb saa¥) G slll cilalsl) Jlaia) udi Y

Active Directory Practical Guide
By Alaa Amin — me9000@hotmail.com




a el £ — il e i

Jslia (s £ AN B3¢l 8 Active Directory <udli gl dlli sy

System
Processor: Intel(R) Xeon(R) CPU E5S630 @ 2.53GHz 2.53GHz
Installed memory (RAM): 512 MBE (512 MB usable)
System type: &4-bit Operating System
Pen and Touch: No Peni or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: CAIRO-BRAMCH
Full computer name: CAIRQ-BRAMNCH, target.org
Computer description:
Dormain: target.org

Windows activation
Windows is activated /
Product ID: 00485-0EM-8400691-20006
G () 5 ALl £ 28 el
Target.org (4

alad) aa capliil) A adial) pua gl) addicdion (¥ LESY Wla Lilad LaS 4 gal) £ 48 Jay 4 2 g8 oY) g
Jadd oy ghad Bl ju (ST g Lol i) <) gadl )

@ Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directony Domain
Services (AD D5) on this server, making the server an
Active Directory domain controller. To continue, click Mest.

v ke advanced mode installztion:

am more about the additional options that are
available in advanced mode installation.

Mare about Active Directory Domain Services

Active Directory Practical Guide
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e DOHA Branch on LAP - Virtual Machine Connection

Ol £~ i e

_I:I-

File Action Media Cliphoard View Help

@O®OO NI SN

.=| Active Directory Domain Services Installation Wizard

Install from Media EH
Ed
A

Select one of the following options, depending on whether you wart to replicate:
domain data overthe network from an existing domain controller or you want to
replicate domain data from media created from an existing domain controller (nstall
from media). In either case, the existing domain cortroller must be in the same domain
as the new domain controller.

¥ Replicate data over the network from an existing domain cortroller

" Replicate data from media at the fallowing location
Consult the help to make sure that the media you are using is compatible wih the type
of domain corttroller you are installing. Even if you select this option, some data is
copied over the network.
Location:
[C-ANTDSRestore

Erotise...

/v The media you select must have been created from 2 wiitable domain
~ cottroller, not a read-only domain controller.

More about install from media

ghaa gl o) gl
33) S 13 L gy )

ol Al e cllldl Jud
§) el B & s by e

g A (a5 bl
Al Jaldl) ddes )
sl

3

s DOHA Branch on LAP - Virtual Machine Connection

File Action Media Clipboard View Help

S O0O@OO NP S A

adAl) iy it Ua

L| plie sl g A (2 2525l

You can let the wizard choose a replication partner for the installation of this domain
controller or you can specify a domain controller to use. Some data must be copied from
and written to this replication partner even i you chose to instal from media.

Select a source domain controller for the installation partner:
& ¢t the wizard choose an appropnate domain controlier
¢ Use this speciic domain controller

Default-Site-First-Name
| Ste Name ™

Domain Controller Name
de target org
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) e Jua¥) B3k 59 925 Additional Domain Jary Lad L) giny 13 g Jlaall (udly (e Sl DS day 5 (e Linghl) W)
O il glaal) 38 to Juany o) (e 29 U LaS o) (3aka 8 ) 900 58 (An g (oot ) S 5al) (8 3525l Primary Domain
AY Server (» <l fud i Replication J 4slee 5 oy Lo 13 5 Primary Domain 2

sl g Sites ) & Replication -} (s (e o lia g
(Site)@@sall i G &l B pud) 2 5 INTRA Site Replication
- AU QU Qg ol Liklla ua adish g PO bl ga ua &b el G 4 5 INTER Site Replication

Cilida abga B agaga AN £ B () Laag 3 Al £ 8 e Active Directory 4l 2 uas User clidf dlif (a il

23138 3ax aodioe LA Gl ALY B 253 sall adAD) E3LL 8 ALY (B 353 gal) adAD) o gl i guid (LN £ A C8

3aeld L) addicial) 138 foaady il ) adld D day a gl (2l 3] mdagll) ga I g clelu 3 AR 15 (e g e
MSTP or RPC JsSsigs W axdicus  INTER Site Replication (oo 4ulaad) 0da g 4iliLy

15 sa 23 OS19 E3VL adlAl) o ghacd dyaa aaiions oLy cuad g a8 gall (udiy (2l 5l 5 3 ALY (A adldd) S 1) L
.KCC JsSsign asiiung INTRA Site Replication semd dulead) 038 g puadi 32 450

Alilges Replication ) cililery Lalil) cilalae) Jasda g g5 ok s2) Jib g i ) 38 sally Aluaiia (N1 £ 5 Al Gyl
L BaY lle Jeriu Al cilpdl 58 7 4dig Active Directory Sites and Services ) Jsé e 3 ki

" Active Directory Sites and Services - |@

File Action View Help

e 2E XBaz @ 2

[ Active Directory Sites and Services [dc target.org]l| Name 3 Type Description Cost Replication Interval

4[] Sites [ DEFAULTIRSITELINK Site Link 100 180

4 | Subnets

|3 192.168.1.0/24
100008 1
|8 17216.0.0/16 &JJ&U Subnets 4 Aail® _ 1

4 7| Inter-Site Transports

2

p [ SMTP

4 ﬁ Default-First-Site-Name 9.\5:\4.44.&“ djsﬁ‘g'ﬁl.“‘g Repli(:ati(][l Ji fj-l. -2
b [ EdgeSyncSenvice
4[] Servers

p 3 DC

( & ar 4 Lo g 0 ARG 5 g 5 A 1 oy Ll a3l oy oy Al 3

4[] Servers
5 CAIRO-BRANCH

4 E Doha
4[| Servers ol et ; . it " . . . R
. Sﬂ@ i) 81 i ) 38 sall aud ) Badi g Servers (o 4o g3 Lag Sites ) slawl - 4
ol gina Jo Jo Al daul it Ll g Default - First- site- Name s
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File Action View Help

Y E R, ECEN ==
[ Active Directory Sites and Services [dec.target.org]| Name Type Description
4 ] Sites = EdgeSyncSer... msExchEdgeSy...
4[] Subnets F NTDS Site Se... Site Settings
I 192.168.1.0/24 [l Servers Servers Contal...

[ 10.0.0.0/8
|E3 172.16.0.0/16
4 [ Inter-Site Transports

oie
p [ SMTR
- SQ'E':Z’:::MS&W slgiaa e Juadd ) Default Site first Name ) 2l Cuad
4 [ Servers

(e W

[ E Cairo

b [ Doha
e Active Directory Sites and Services [=]3] x |
File Action View Help
e nE XE G H=E &
1 Active Directory Sites and Servic|| Name Type Description Cost Replication Interval
4[] Sites I DEFAULTIPSITELINK Site Link 100 180
b L Subnets
PR Inter-Site Transports
av [ oerauTesTaNpopenes (2 TR
3 I?awsowp General | Object | Securly | Attrbute Editor | /7
b iz Dohe DEFAULTIPSITELINK f & hé)“ A cle)
b @ o yach 5 e By L3 LS Luldlh L gL
B Ld&ﬁ}dl@l}dl@g.\_g%j
Desen | l 3 08 U 3y il Jals ¢
Sites not in this site link Sites in this ste link: Ub (.hﬂ] "< LA_}AGJ Sl
Ca P vogt o R
Bé%ﬁdh \ 'y P R PR R FUIIETS (PR
H Adads gl g ARl o2y Ciday

s dawiall culeYl ¢ Al
ALl 5 guall U racas

oo [0 [
Replicate every minutes
Change Schedule...
[ok ][ caea 1 s [[ree ]
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A Active Direct

Cost Replication Interval
a ] Sites i i i
b I Subn € no items to show in this view.
4[] Inter- E Createin:  target.org/Corfiguration./Sites/Inter-Site Tran
3 P /
p S

[+ E Cairo N ‘ Fayech,[Coio / | Lg_uﬂ L,UJ] M a—_‘-A-Ul:‘é “é
I E Doha ame: P BT ek e

. i) A Aadd Ay
b E HQ-Ri Sites not in this site link: Sites in this site link: ‘L‘ it "’b d p

Er— Ca Ly 265 A B gal)
e \ 4la81 s34 A

A site link must contain at least two sites.

ok || Cancel
(A=
File Action View Help
= nE 66z BHmE B
@ Active Directory Sites and Servic|| Name Type Description
a [ Sites .
b ] Subnets | MNew Site Link... There are no items t
a [ Inter-Site Transports Mew Site Link Bridge...
= Find...
B[] SMTP
I E Cairo Mew L -
b B8 Doha Al Tasks 8 Adad e Ll o g3
-Ry . -
> [ HQ-Riyad Refresh Chla e s oy
- -
View » ALilatl) ddagil)
Arrange lcons 3
Line up lcons
Properties
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4[] Sites
I [ Subnets
4[] Inter-Site Transports

@ Active Directory Sites and Servic|| Name
B Riyadh_Cairo

Type

Site Link

Description Cost Replication Interval
100 180

Riyadh_ Cairo Properties M

t ‘ Jils i g Jas oY)
B N RS e Bl sl
Sy R Change Schedule
Mond: - - =
Tuesdaayy F © Replication Not Avaisble ___Ca‘"’. & HL&IM, o il iy
Wednesday [ @ restcaton Avaice el o) 5 LaS g SIS L&
Thursday
i i s s L
Saturday o# dﬂl—)ﬂ‘ "'! I3 ...
Sunday through Saturday from 11:00 PMto 12:00 AM @ul\, S}Lﬂ'l &‘)5
— 4 M1 el o bage
ds (:):‘32‘-_‘:“‘).]' stl U L &ﬂ.\ml..l | Replicate every™ minutes 12 UJ'I 11 C’QJ ‘J}é
iid115 C}a(dns‘g s A AL | | [Cromge sowde. '
sadl 22510080
[ok ][ cancel J[ oo [ Heb ]
| B =) 2
Mame Type Description Cost Replication Interval
B&Riyadh_ Cairo Site Link 100 180
BE Riyadh_Doha Site Link 340 180
Agloa Adlaa by LT cost F
General | Object | Sscurty | Attrbite Edtor Aalls
I .
3 Fomhfete 1024~ line speed (Log)
Description: || Riyadh - Doha Replication léé" 1.5 (_,JA LQJJI hi 3&‘)“"“ \91 Ad) gr"uﬁ
Sites nat in this site link: Sites in this site link: ]3]
Cairo Doha
HQ-Riyadh
1024 =(1.5mb) Log
Add == .
Lfl
<< Remove
1024+(1536kb) Log =340
SR 0985 Cost aad Gl alld o g
N — 1354 5 321 5 gl
Replicate every 180 = M 3 Lf E-‘
e £ aY Gkl ual) Lad) g Ada sailill g
Replication J) i:las
o J[Camcet J[ ooy [[H ]
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4 Ak 28 5a G sa oMo Site Link ) JBild 4idli g & Lag Cost) 52 L agdi s N
oY) U sidily 1024 + line speed (Log) Aslaal) gl (4 9321 4l 4lg da gl g
ULad 9512 48 oy Dia g bay Tadl) 138 g (pnd gal) (i G Jay ! abial AT agag
Site d113¢1 Cost ) dad g g Allad) 0da g hlia¥) Bl 13gd saaSite Link
377 =1024 +512(Log) » Cost ) dad () gSum A8yl bac Bl g g uaalLink

)

& Active Directory Sites and Services =-|d
File Action View Help
IR EN G
7 Active Directory Sites and Servic|| Name Type Description Cost Replication Interval
4[] Stes BB Riyadh_ Cairo Site Link 100 13
b [ Subnets R Riyadh-Doha Site Link 21 180
4 [ Inter-Site Transports
1P
p 1 SMTP
4 E Cairo
4 ;lzgnssen‘ il A8l Uad of L) ol () B a1 S sl A gal) g 95 a3 Jayy o (Y1
s ooha sl gab ) 353 34l Active Directory ) & sy digud s Al g 8 8 1ia
ot 15 o L) Janty i g Laind 5 AL G b (8 G A jlions Ad) Ll Uy L) i
B NTDS Setting: 5 ala g 4a Al oy Adaaal) o oabll ol gl 13 g Gl ) Gk (p dagdl

4 & HO-Riyadh
b [] EdgeSyncService
4 | Servers
4 7 caro
B NTDS Settings
a g DC
A NTDS Settings

= NOHA

¢ al Al Juaiy) Laid ol 13l ¢¥) Jl gl g

V.. Jeaia sl Slal ol i g gl e Sbals Aa gall g3 jalall (Y £ gl JS ¢ Jualy) Shiin L & AlaY)

p o g Aadlaly a bl i (Dlary Lagild (2l ) (ot Alla 38 A gall g 8 aLAN (p Jay ) @b ga LA -2 98 Jad) g

Active Directory Practical Guide

. A8 al L ¢S g Lagia Updates ) JL&iad £ 54l 2a Replication Jex

. laadiy @lld Jazy o 685 O QY elile Ui

By Alaa Amin — me9000@hotmail.com



m Ol 30— i ol ke i

A Active Directory Sites and Senvices - |0
Fle Adion View Help

TR G EEEN B

i Actve Divectory Stes and Senices [dctargetrg)| Name Type Description (ot Replication Interva
4[] Sites AR Cair- Doha St Link woow
b %Suhﬂets ARy - Caio St Link W
41 It Tangpots By -Doha SteLink |
il
é H-ngﬂpdh Replication el ) 2l g (15 g B p 3,0 Site Lk o (o ) gl
b ia i T e "
s B G o Routing 40 1P & 2 8 gl s il 1 g
b E Do

(WDS) Windows Jax a g Uges (ary lguany £ 98l by o aslilly
Windows - daxd & cig ma 58 LS 42258 Deployment Service
Ad Wl o Layg Al A e Jaadal) a3 pdil dadid A Deployment Service
WDS ) dasi e LiiSad sl JLad) adl ) (e & 9Sad AlLSR G A £ 9 8 528 (1
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WDS

Servers 1 Server(s)
Server Mame Status Server Mode
THWDS.target... Config.. Native (Wind...

Network Connection Details -
Metworlk Connection Details:
Froperty Value
Connection-specific DM
Description Microsoft Hyper-V Metwork Adapter #2
Physical Address 00-15-50-06-14-32
DHCP Enabled Nao
IPv4 Address 10.10.10.50
IPv4 Subnet Mask 255000
IPv4 Default Gateway 10.10.10.2 < —
IPv4 DNS Servers 192.168.1.2
10.10.10:2

IPv& WINS Server
MetBIOS over Tepip En...  Yes

| A b
WDS Server

Metwork Connection Details Connection 5
Networie Connection Details: -Based PCI Fast Ethemn...
Property Value
Connection-specific ON...
Description Intel 21140-Based PCI Fast Ethemet Ada)
Physical Address 00-15-5D-06-14-33
DHCP Enabled No
IPv4 Address 1592.168.1.10
IPv4 Subnet Mask 255.255.255.0 4= .
IPv4 Default Gateway 152.168.1.29
IPv4 DNS Servers 10.10.10.2
192.168.1.2
IPvd WINS Server

NetBIOS over Tepip En...  Yes

e g2 Slgadl iy
' : : aule dan) Judie)
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[

Add Roles and Features Wizard

Select server roles

Before You Begin

Installation

Role Services 3

Confirmation

Roles

] Application Server

[] DHCP Server

[] DNS Server

[] Fax Server

[®m] File and Storage Services (1 of 12 installed)
[ Hyper-v

[] Network Policy and Access Services

[[] Print and Document Services
[] Remote Access

[] Remote Desktop Services

[ Velume Activation Services

[] Web Server (lIS) -
[] Windows Server Essentials Experience
[ Windews Server Update Services

Server Manager

Select ane or more roles to install on the selected server.

[= L= |

DESTINATION SERVER
l WDS target org

Description

~ Windows Deployment Services
provides a simplified, secure means
of rapidly and remotely deploying
Windows operating systems to
computers over the network.

) O A gl

WDS Server

= 5 phadlly a gii g
SR Ay Y
4555 g Role 2

Install

Cancel

WELCOME TO SERVER MANAGER

ager * Dashboard -

) |

@)

0 Configure this local server

Py

Component Services

Manage Tools View

Computer Management

Defragment and Optimize Drives 2
Event Viewer

iSCS| Initiator

Local Security Policy
ODBC Data Sources (32-bif)

QUICK START
2 Add roles and features ODBC Dets Sources (344
Performance Monitor
3 Add other servers to manage Resource Monitor
Security Configuration Wizard
WHAT'S NEW A e . .
4 Create a server group Services
System Configuration
- -
LG:‘.'H:: J]_J MJ&_“ deu;e ';3 System Information
Task Scheduler
LEARN MORE l ‘ Windows Deployment Services
Windows Firewall with Advanced Security
Windows M Di st
ROLES AND SERVER GROUPS R A

Roles:2 | Server groups: 1

| Serverstotal: 1

i File and Storage

Services

1 E wos 1

Active Directory Practical Guide

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
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File Action View Help
EEEL 3

! Windows Deployment Services WDS.target.org I

4 33 Servers
WDSarget.org o
b | Configure Server i Windows Deployment Services i not configured
R §
S This server is not configured. To configure this server, right-click the server, and then click Configure Server,

View \ You must be a local administrator to perform this task,

Refeh \\ I chiiae) Jaudas 0N o gl o Y ) g
s WDS Server

Select one of the following options:
(®) Integrated with Active Directony
This server is a member of an Active Directory Domain Services (AD DS) domain,
or a domain controller far an AD DS domain.
() Standalone server

Corfigure the server so that it is standalone, operating independenthy of Active
Directory.

ZJA WDS ) Jaa GlSall el 2012 Ul (2
SLAN Al agdally Willa 8 oSt AD ) (Gl
S
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ion Folder L

The remote installation folder will contain boot images, install images, PXE boot files,
and the Windows Deployment Services management tools. Choose a partition that is
large enough to hold all of the images that you will have. This partition must be an
NTFS partition and should not be the system partition.

Enter the path to the remote installation folder.

Path

éuﬁu.‘g @MQB'IM'IJMJ.JN

Sl daldd) < glay) g caldlas Y g Jardiad)
WDS

<Back || MNet> | [ Cancel

Windows Deployment Services WDS.target.org

PXE Server Initial Settings

erver, and then click Configure Server.

You can use these settings to define which ciient computers this server wil respand to. Known clierts are
the clients thet have been prestaged. When the physical computer performs & PXE boot, the operating

system wil be instaled based on the setfings that you have defined. tTIéJ:l’ l:l:ls ‘3‘ LA Jh
» f H

el gl pland)

Select one of the folowing options ! ! ) 3 L ! : \l !

O Do nat respond to any client computers & Jlu _‘ ', m

(O Respond only to known clert computers YJ WDS 'l 4

® Respond o al et compuies fnawn and rknowr) dﬂcwi U s

Require administrat: wal for unknown computers. When you select this option, you must o
@wpmveﬂwemm:;g;»gm&m Devmr?ozenﬁﬂey;uwh.ﬂppmvedwmm ers wil be J‘ MJ““ bJP. ‘ ;‘y
added to the list of prestaged clents. . »
SRl 138 95 gleaa
To corfigure this server, click Next Hak

| il bl
J st

<l | ter> | [ G |
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Task Progress 7 3

Configuring Windows Deployment Services...

Starting Windows Deployment Services

daddl) JAdS g la g e ) Jasds (ya Lingsl)

| <Back || Fmsh | [ Camcel |

File Action View Help
"EEE 8
! Windows Deployment Services Install Images 0 Image Group(s)

4 3 Servers
4 é WDS target.org

Image Group

There are no items to show in this view,

b Instll e

b =l Boot|  AddInstall Image...

b [ Pendi|  Add Image Group..

b (3 Mutt
b [ Diive

b [i ActiveDirectr ~ Export List..
Help

View 3

W sl Al g clo ganall pLAN
Al 5 gagal) ol Y1 piad
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file Action View Help

T EEETE:

! Windows Deployment Services Clint0S 0 Install Image{
4 i Seves ImageName  Architecture  Status  ExpandedSize  Date  OSVersion  Priorty
4 fgWDS.targetorg
4[] Install lmeges There are no items to show in this view.

b & Clnt0S

b : Add Install Image...
bl Security
bk \
b Eﬁ! View

POEDC Delete

b Adieli . o "
i WS o ol g g5 48 2 el iy 1

Help
€92 10
! Windows OY
4 3 Servers @ - 4t ‘_h <« DVD Drive (D... » sources » v C-| ‘ Search sources p |
Priority
4y WD . -
?E Organize = - m @
b ¢ Favorites Name ‘ Date medified Type
b
N B Desktop . SOEMS 2/26/2010 3:44 AM File folde
3] |1 Downloads . dimanifests 771472009 2:26 AM  File folde
2 CE:} %] Recent places L en-us T/14/2009 2226 AM  File folder
- b Gk . etwproviders 771472009 2:26 AM  File folde
bl Activel gy pc Wit TIAOEBAM  Filefolde
1 license 71472009 226 AM  File foldes .
-
6 Network | replacementmanifests T2 M Fifolded] g alal) s
. semvicing 771472009 226 AM  File foldes M-“
. senvicingstackmisc 771472009 2:26 AM  File folde eﬁ
.
|| bootwim /14200826 AM WM File LS‘ ‘!’3 ddaciu T
\U installwim 42020107:48AM  WIMFile | .
Opreating
<] n [ [>
System CD
File name: ‘m;ta\l‘wwm v| |Wmdow;\mageﬁles (*wim) v‘
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By Alaa Amin — me9000@hotmail.com




Ol £~ i e

S Version Prierity

Available Images :
—=_

The file that you specified contains the following images. Select the images that you
want to add to the server.

11

Mame Architecture  Description

%3] Windows Se... [ECTS Windows Server 2012 Standard Core ¥ -

[w] Windows Se... x64 Windows Server 2012 Standard L"L"“ JQA'I 'hf.‘
[w] Windows Se... x4 Windows Server 2012 Data Center C... ‘\ . “. .

[w] Windows Se... x4 Windows Server 2012 Data Center lnSta Wwilm

LS il gina el
KPKENA fé 5 guall (‘,ﬁ
o sthaall (g gaal)
sddadl) ) Ja) g
)

[#] Use the defautt name and description for each of the selected images

<Back || MNet> | [ Cancel

| P5 Version Pricrity
his view,
=
—
12

You have selected the following images

Image group Server 05

Image file: D:\sources'instal wim

U)o Laly cuad La 128

Selected images: 4 o - & *
Name - o 4.i.'1|.4.d'| a#‘ ‘43
Windows Server 2012 Standard Jl i \g,‘ jI qs tiﬂ'IJ

£ -

Windows Server 2012 Data Center
Em (SR

Ll Jand) Ay caniay g

To change your selection, click Back. To add the selected images to the server, click
Mext.

<Back | MNee> | | Cancel
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e‘! MNetwork . replacementmanifests 7/26/2012 1:54 AM File fol 2
B J’l ¥ 1 Tools 7/29/2013 546 AM  Filefo
oot ala 1. vista 7/26/2012 1:54 AM  Filefo
M xp 7/26/2012 1:54 AM  Filefo
| | bootwim T/26/2012 1:54 AM WIM F
U install.wim 7/29/2013 1242 PM - WIM F[ |
<] m [ >
File name: |boot.wim v| |Windowsimagefi|es (*.wim) v|
| Open | | Cancel |

file Action View Help

TYEENLE

! Windows Deployment Senvices
4 33 Servers
4 ﬁWDS‘targetorg
P Install Images
[) i
b 3 Pendi
b (53 Mult
b ﬁ Driver

b 1 Active Direct

Boot Images 0 Boot Image(s)

ImageName  Architecture

Add Boot Image..
View [
Export List.

Help

! Windows Deployment Sevices
4 3 Servers
4 ﬁWDS‘target.org
4 Inctalmages
b & Cint0§
b E Server (05
b % Pending Desices
b 3} Mutticast Transmissions

b L Diivers

b ;i" Active Directory Prestaged Devices

Boot Images 2 Boot Image(s)

Image Name
@ Microsaft WindowsT Setup

Active Directory Practical Guide

@MicrusuﬂWindawsSewerZW i

Satus  EepandedSze  Date  OSVemion  Priority

There are no items to show in this view,

)4l o Al ghd) i
Booting Image

Architecture  Status

1o

Expanded Size
HIMe
1197 MB

Date 05 Version  Priorty
2. 617600 500000..
2. 62900 500000..

Online

Online

Booting J el & ¢ 5L
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b Clint windows 7 on LAP - Virtual Machine Connection = & -
File Action Media Clipboard View Help

FO@®OO NP B

PXE Network Boot 09.14.2011
(C) Copyright 2011 Microsoft Corporation, All Rights Reserved.

LIENT MAC ADDR: 00 15 5D 06 14 33 GUID: 1105482A-7E54-46BD-9242-9D091EI1E??4

s PXE ) o 301 Jaad lgall 4 il o)
WDS b Jualy) (e (Sa

DHCP . |

LIENT MAC ADDR: 00 15 SD 66 14 33 GUID: 1105482A—7ES541-46BD-9242-9DO91E91E?774
LIENT IP: 10.19.10.5 HMASK: 255.0.0.0 DHCP IP: 10.10.10.2
SATEWAY IP: 10.10.10.2

pownloaded WDSHBP from 10.10.10.50 WDS.target.org
Press F1Z for network service boot

firchitecture: x64
ontacting Server: 10.10.10.50._

WDS I adlis Jlam) alews U3 22y

Windows Boot Manager (Server IP: 10.10.10.50)

Choose an operating system to start:
(Use the arrow keys to highTight your choice, then press ENTER.)

icrosoft Windows? Setup

Microsoft Windows Server 2012

253 541 WDS I Jaha (ya gl ulag Juail a3 (g A LS
G
daglll 2 agasall Sl PIA 0
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Replication

File Acton View Help

HlEEE]

Delegate Contral...
] Active Directory Users and Computers [DOHA-BRANCH. target.org] Find...
] 5aved Queries Change Domain...

Change Domain Controler...
Raise domain functional level....

=] _fj target.org

& adm?n (] Computers N T UPQr...
| Buitin 2] Domain Cont... ations Masters. . r dom....
. Comp?.lters [ Foreignsecur.. N computer
|21 Domain Controllers =
- || LostAndFound b Contact
1 ForeignSecurityPrincipals -
[ 7] LostAndFound I Managed Ser... Group
8 B
(] Managed Service Accounts % Micrasoft Exc. InetOrgPerson )
| Microsoft Exchange Security Groups % Program Data msD5-Groupl iceAccount
‘| Program Data | System View »  msExchDynamicDistributionList
[ system | Users " mslmaging-PSPs
= »
[ users | Microsoft Exc... :rrangallcons MSMQ Queue Alias
| Microsoft Exchange System Objects "I NTDS Quotas L= up. =
| NTDS Quotas | TPM Devices Froperties
[ TPM Devices B mfrastructore | e User

Shared Folder
\()U Pl 2 gl da gl & 4 JAN e

gk
Test Replication

Create a new object... ‘ |

Active Directory Users and Computers = iy =] ZI
File Action View Help

& | 7w 8| XE 6= H

: Active Directory Users and Computers [DOHA-BRANCH. target.org] | Name Description
|| Saved Queries

= 34 target.org
[ admin /
[ Builtin |
|| Computers 2
|2 Domain Controllers
|| ForeignSecurityPrincipals
] LostAndFound
[ Managed Service Accounts
|3 Microsoft Exchange Security Groups
|| Program Data
] System
[ Users

4 Microsoft Exchange System Objects OU J‘ di’l"‘ NEW USEI‘ ‘wsl'.' e‘é
(7] NTDS Quotas Test Replicaﬁon slasall

|| TPM Devices
5] TestReplication /
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- Active Directory Users and Computers
File Action View Help
®$|’_|QJ|II|%‘% f.'a&
MName | Type | Desa

] Saved Queries | saved Queries Folde
= target.org Fitarget.org Domain

| admin 3

| Builtin

| Computers

5| Domain Controllers

| ForeignSecurityPrincipals

| LostAndFound

| Managed Service Accounts

2| Microsoft Exchange Security Groups

| Program Data

| System

| Users -

| Microsoft Exchange System Objects Cﬂll’O BrallCh

| NTDS Quotas

| TPM Devices

Al Al ga QI B Cudl g gl al LSt (a4l 9 3 aLAN (e NS A da gal) £ b (e Lgw Liad A cBlmail) jgdis o) (i sidall (1
. oAbl g Aa gall 9 8 ALl g Aa gall (e S ¢ Siite link ) Jas s saaa a3 5 2) Replication ) 813 <dg b

Uaaa 41 23aal) B gl) JUSTI) ¢ 50 Lt Replication ) des ga N Jall g

ﬁﬂ Active Directory Sites and Services [DOHA-BRANCH. target. org] Name I From Server | From Site I Typ
A= Sltes ii <automatically generat... DOHA-BRANCH Doha Cor
E| Subnets

j /___Jm 138 aladi Clialy
a Silmg;ﬂgwww Replication Jad
= E Doha s apllabe mnﬁgurhn from the sele:DeDC Ii’i JJSJ Sﬁm" Eﬂ

| Servers " . -
= j poHe  Mew Active Directory Domain Services Connection. .. L&d—l‘ :’au‘)ﬂ &Jﬂ :n'}"
4 Fnd... - -
=] HQ-FE{‘;yadSh New »
+ [ 7] EdgeSyne
All Tasks 4
=1 ] Servers s
2 0 vew 5
B n
Delete
Refresh
Export List...
Properties
I H
Replicates configuration in___HEP
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" Active Directory Sites and Services [DOHA-BRANCH. target.org]
=[] sites
= [ ] subnets

[l [ Servers
El § CARO-BRANCH
B NTDS Settings
& [H poha
B[] Servers
El 5 DoHaRANCH
@i NTDS Settings
E [ HQRiyach
|| EdgeSyncService

Replicate Now

Name

FromServer | From Site
<automatically generat... DOHA-BRANCH Doha

Typ
Cor

gl aks i adlu; & jedii,
Replication

i
0' Active Directory Domain Services has replicated the connections.
w

[

Bl [ Servers
B Foc
B NTDS Settings

ﬁﬂ Active Directory Sites and Services [DOHA-BRANCH. target.org]
=) [ sites
El [ Subnets
-

10.0,0.0/8
172.16.0.0/16
192.168.1.0/24
=[] Inter-Site Transports
o
7] sMTP
=] ﬁ Cairo
[ ] Servers
E § CARO-BRANCH
[ NTDS Settings
=] ﬁ Doha
= ] servers
E [ DOHA-BRANCH
E‘* NTDS Settings
El [ HQ-Riyadh
[ EdgeSyncService
= ] Servers
B Foc
E‘* NTDS Settings

DOHA-BRANCH Doha

All Tasks 3

I Jary 2 685 O Liaah GV
s34 alddiuly Replication

&_")Hl

I ENEE EEE

BaETaR

: Active Directory Users and Computers [CAIRO-BRANCH. target.org]

|| Saved Queries

o 4 targetorg
1 admin

] Builtin

| Computers

|2 Domain Controllers

| ForeignSecurityPrincipals

1 LostAndFound

| Managed Service Accounts

2] Microsoft Exchange Security Groups

| Program Data

| System
Fi]

4

| Microsoft Exchange System Objects
|| NTDS Quotas
| TPM Devices

[ Type Description

User

hame
6 alaa amin

i) 5 b ) BaY
gl g bl
Replication

el £ — il e i



B o 5 - Sl gl s

. ST gl e A o Replication J) Aules alihy oMy Site Link dar Al < ghil) b U L Lay
L ST o) coaBiga G B g3 g Site Link Bridge ) e ciali o) (V) U gla 228

JSAl 1 M s SR ) iy s g

|| Mome Type Description Cost Replication Interval
2% Cairo-Doha Site Link 380 0
B8 Riyadh-Doha Site Link 32 180
R Riyadh_ Cairo Site Link 100 15

Replication Sites

Site C
Site B

Site A

¢ s A AL by C adsa! Replication Jas (Say 43) 2iad Ja
-2 AU Al B Jgud) 134 e Ailasd

Site Link Bndgﬂ

4—{ by ; (s 45 Badl L
B\ C géga
&b
Site Bridge -

Stalink

! Site Link

ad o1h & idall ciphall sa (2l ) ¢ gSam Legin Replication das o fia g da gall g 3 a8l G Link 2529 a2 Gl JS&N B Uila aY
UE LS Link 2529 piad 3 5diksa 3 AN (e gy 02l ) Gaok o8 4le Jguanl) dagall g 3 jladasd S 3 ALY ¢ 8 8 Jaad g 61 )

Jddee 8 Updates I o Jgasll & (g (Site A) 2 Replication J) dslee JUatH dagall g 8 o Lyl o gl
. (Site B) = 4aill Replication

. Site A (& iyl JE) (g3 laa Site B/C Juy (e Saiiw Liild Site Link Bridge - plaiia) Ala A L
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hctive Directory Sites and Services =10
Action  View Help
& | Hm D= [HEE
Active Directory Sites and Services [DOHA-BRANCH. target.org) | Name | Type | Desaription | cost | rey
[ sites BB riyadh -Doha  Site Link 321 0
Bl [7] Subnets BB Riyach caire it Link 340 15
10.0.0.0/8 1
172.16.0.0/16 Mew Site Link...
192.168.1.0/24
=[] Inter-Site Transports Find. \
e — .l
. New 3 «
[ smTR : : B v fﬂ
cao ATesks »| Site Bridge <) {5
Doha Refresh
HQ-Riyadh ExportList...
view 3
Arrange Icons 4
Line up Icons
Properties
Help
New Object - Site Link Bridge |
~
@ Createin:  target.org/Configuration/Stes/Inter Ste Tran
Type [ Description [ cost
iSite Link 321
site Link 340
Name: [Doha -Carol é‘-’" S Bay

Site links not in this site
link bridge:

Sits links in this sits fink
bridge:

Add >
<< Remove

"\.
A site link bridge must cortain at lez  two ste links.

[ ]

OK I

da gal) g Lyl )
3_alal 5 Lab M
o L Glad s
Site Bridge <!
da gal) Juamy PEYYY]
Uislew Ui K3 LaS 5 _jalall g

Active Directory Sites and Services

Fle Action View Help

&= FEXE = HE2

il Active Directory Sites and Services [DOHAERANCH.targetorc] | Name [ Type | Desaription [ cost
B [ Sites BRpcha - Cairo  Site Link Bridge
[ [ Subrets PRRiyadn -Doha  Site Link 321
| 0.0.00/8 BBRiyach Cairo  Site Link R
[ [ 172.16.0.0/16
| 192.168.1.0/24
B | Inter-Site Transports . . - " "
8 Site Bridge ) (xsS (e s4Y) &
] sMTP
=] E Cairo

|| Servers
Doha
HQ-Riyadh

B S o Chalin agay JaSa g g gaS g 430 g 02l Ak Replication I 8 L pgh G Y L
Parent Domain <) J&é da 8 ki)
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Operations Master Roles

Forest-Wide (pams JolSIh Forest J) 4ai Ao e ¢l (Roles) abge i ciilag gi f o) Aucad aa 63 AS0) A ) alad of Y
suaddl b cauds Domain-Wide Operations Master Roles 2« Domain 3 (i e &35 Operations Master Roles
(FSMO) () »<aia3g Flexible Single Master Operation

Domain ... ) 5l Jaall (& DC Jlaaly aSaiall gy o8y Al dagall o Al gl o) 9!l 58 Role ) o)
. e clilal) 8 Jia sdle Server i gadly )9 o3¢z 2585 Y A Domain Controllers Servers ) o Ba¥y

-: ¢ Rols < ol
1- Domain naming Master Role
2- Schema Master Role
3- RID Master Role (Relative ID Master Role)
4- PDC Master Role (Primary Domain Controller)
5- Infrastructure Master Role

-1 AUl Jgaall dail kb aa) g Domain Naming Master 4 3l g Schema Master g Forest JS (b 45 sk

FSMO Role Number of DCs holding this role Original DC holding the FSMO role

Schema One per forest The first DC in the first domain in the forest (i.e. the

Domain Naming One per forest Forest Root Domain)

RID One per domain The first DC in a domain (any domain, including the

PDC Emulator One per domain Forest Root Domain, any Tree Root Domain, or any
Child Domain)

Infrastructure One per domain

Domain Naming Master Role

s ¥y Forest J) s gima o ¥ 14 o) S5 Sas ¥ Cusy Domain Name ) 481 5 4 gica Role ) oda o aks

Parent 13 &) o ALy Forest 4 2 Domain Jsi o \uaais Forest Level ) 8 & U LSy Lyl Tree I

A9 9 gé PN 45‘ = Al Domain Lf‘ s g) Adll @h:“‘ R\ g.ﬁlé Lo e daadld) Toa @4\ Domain
Ui Jgaa gl Ua g dalia 25 ol Role ) 038 4kl 49 Replication

Schema Master Role

JSS Forest ) s gima e ) Attributes 31 5 Clases 41 JS ¢ 4 giaa 48 Wililu 0 100 daa) JE3 Y Role ) o2
Domain <) dixghs aldl) Mia aubiic) ¢ Wagayg axe U & Domain naming Master Role 41 obd Wild Al
. Attributesd! s Objects ) 038 e A% Al ol jall g clipanl) JSI Jaadl A LY clipans ¥ g el o Juiiud

- Aty Q\MQ@M\&A@&AL@J\&&AMJ&@EMAQRoleJ\ ahulﬁaﬁbmmc)&ud
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Start 2 run 2>

Start 2 run 2>

From Consol=>
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regsvr32 schmmgmt.dll

Run

=]

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

iy casvr22 schmmgmi.dil v

%) This task will be created with administrative privileges.

Jeadal ) 1a i, o8
Schema Rols -l g

\ oK Cancel

I == |

mmc
RegSwr32
DHRegisterServer in schmmgmt.dll succeeded.
UseE el Jamdt da afle 00 sda et
Schema Rols -

Run

= Type the name of a program, folder, document, or Internet
rescource, and Windows will cpen it for you,
Open: | mmc Schema Role 2 “33%.5 Consol 21 =581
=1 tas ill be created with administrative privileges.
| Ok | | Cancel | | Browse... |

File > add/remove snap in

= Console1 - [Console Root] — | o
File | Action View Favorites Window Help
<= New Ctrl+N
= Open... Ctrl+0 Actions
Save Ctrl+S
o items to show in this view. Console Root =
Save As...
More Actions b
Add/Remove Snap-in... CtrisM |

Options...

&\

1 CAWindows\system32\dsa

2 CAWindows\system32\adsiedit

3 CAWindows\system32\rrasmgmt
4 CAWindows\system32\domain

Exit
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You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor L~ [ console Root Edit Extensions...
%Acﬁve Directory Domair: Micros:
cto Microsg =
ﬂﬂnchve Directory Sites and Micros:
=] Active Directory Users and Co. Microso, |
=" ActiveX Control Micros: 5 1
2 aDsT Edit Micros: /
Authorization Manager Micros:
¥ Certificates Micros:
. Component Services Micros
EJCOITIDUT.EF Management Micros:
&Devioe Manager Micros:
¥ pHep Microso__|
=" .
< [ > Advanced...
Description:

View and edit the Active Directory Schema

& File Action View Favorites Window Help - || %
«%| 2@ «= B8
(] Conscle Root Name Type Status Z Actions
Fl % Active Directory Schema [detarget | #2account Structural Active ||
HriaCsPolicy Structural Active i |
1% aCSResourcelimits Structural Active More Actions '
H1*aCSSubnet Structural Active
*addin Structural Active
“T*addressBookContainer  Structural Active
“addressTemplate Structural Active
“addiType Structural Active
U'b E}hy] C)s‘ﬁ Lst Las 1% adminExtension Structural Active
Attributes J'J Classes 5 .'[:app\!cat!onEntlty Structural Active
- N “applicationProcess Structural Active
Schema '“* Aalsl S applicationSettings Abstract Active
“applicationSiteSettings  Abstract Active
HapplicationVersion Structural Active
S attributeSchema Structural Active
“ibootableDevice Auwiliary Active
12 builtinDomain Structural Active
S categoryRegistration Structural Active
9 certificationAuthority  Type 88 Active
[ N tin |
] [ o<l ] | [>]
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RID Master Role

¢ DC I ol « computer fsaas fa 3l group 4 sana gl user pddica IS &1 gw AD ) 2 Object ¢i Jas 3is
) (B padia ALz die Mied 4 Lald Security ID 4l 498 Object 41 131 hraw RID Master J) 4ga: a sy
S-die (1683 33le 5 4y Auald TD 4gbaay RID Master 1 08 Alaa 0Sa9 paidusal) 13g) Lol aual cildA ctive directory
s) Alaal NTFS ) cliadla ) il sie Ubal Badt dldl]-5-21-895771394-4047885310-268483753-1006....
3 AD J) (e dida B asiiual) O Ao Ja 138 g 51 g algdian) Aadle 5 4 g 4 gyl Al g Jashal) B Y1 138 Ja a g2 g (ra il
Bae) b AD ) (e pdiiiees ciis 3 Alla by cilibd) qalad LG 5 68 AL 88y andieall and il Jslay Ik 5 sasasl) ()
138 g uaa AT Security 1D Ay g RID Master 3 oY @il ¢ Abiud) dailad (il o 5Lid)

3\.}1131\ ‘ﬂbkﬂ‘.) Role <) s3a u-b &)\b\l\ W oSag

Active Directory Users and Computers > R.click on domain >  Operation master

= Active Directory Users and Computers -8
File Action View Help

e pE 0 EeE e taETER

] Active Directory Users and Computers [de.target.org] Mame Type Description

p [ Saved Queries | admin Container

» | targ  Builtin builtinDornzin
B el | Computers Container Default container for up...
Find... 2 Domain Contrellers Organizational... Default container for do..
Change Domain... _| ForeignSecurityPrincipals Container Default container for sec...
Change Domain Controller.. 7 LostAndFound lostAndFound  Default container for or...
R e e _ Managed Service Accounts Container Default container for ma...

& Microsoft Exchange Security Groups

Organizational..

Operations Masters...
_ Program Data Container Default location for stor...

New L _ System Container Builtin system settings

All Tasks ¥ ||| [ Test Replication Organizational...

W N | Users Container Default container for up...
_| Microsoft Exchange System Objects msExchSystem...

Reticsh | NTDS Quotas msDS-QuetaC..  Quota specifications co..,

Export List... “| TPM Devices msTPM-Infor...

Properties g Infrastructure infrastructureU...

Help
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Operations Masters _

RID | PDC | Infrastructure

The operations master manages the allocation of RID pools to other Domain
Cortrollers. Only one server in the domain performs this role.

Operations master:

|dc.target.org |
To transfer the operations master role to the following
computer, click Change. ange...
|dc.target.org |

Close Cancel

PDC Emulator Role

A Gl g Uil g b gl pat a3 o8 SUad Synchronize 53¢aY) Oms Adn Al jadl A sica Role ) oda o ads
VA Ll el clalS (B s ¢l 0@ X Connect ) 4das 3 343 Machine J) JS & 5w Domain
psi sa g Ll 4l da g Lld g pall Al LB JWB) sl g odie Jawd g Wi alay 4] ray PDC Emulator )
Domain Browser 22 4439 u.'aA,a PSS - PR ﬂli.\\g e.\ﬁuux\ ?hj a8 JL@.ELS ejiu‘ 9‘)@!—)

Domain Group Policy 2 4 g 4ile a5 ISy

RID Role 3 &l ghi (il Role J1 o3 o g35hY) (Sayg
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Operations Masters B Acive Direcory Users and Computers BLIEY

File  Action View Help

RID  [PDC | Infrastructure S EHEEE T ERY S AED
The operations master manages the allocation of RID pools to other Domain 2 Active Diectory Usersand Computes [dctargeborg] | Name Type Desciption
Contrallers. Only one server in the domain performs this role. s Saved Qusies 3 adoin Coriner
b Ty butinDomin
Operations master: e | Computers Cortziner Defaut containerfor up...
|dc:.target.org | Fnd. 2 Domain Conirolers Organizztional_.  Default containerfor do..
Change Domain... | ForeignSecurityPrincpals Containgr Default container for sec-
To transfer the operations master role to the following Change Domin Contole.. ? LosttodFound lotiocFound  Defultcontainr foror.
computer. click Change. Tl | Managed Service Accounts Container Defaut container for ma..
|dc:.target.org | W 1 Microsoft xchange Security Groups Orgenizztional.
| " ProgamDat Container Defauttlocation forster..
New * 1 gystem Container Buittin system settings
AllTasks ¥ || 2] Test Replication Orgenizztional.
View b [ e Container Defaut container for up...
| Microsaft Exchiange System Objects meEachSystem..
Refieh | NTDS Cuotas msD5-QuotzC..  Quota specfications co...
Eapor L. M Deiics TP,
Pregertes 3 Infrastructure infrestructurell...
fep

Infrastructure Master Role

Lada o il a3 138 Objects I A& i A1) il g clbaduall LBalas ¢ J sia Role ) 13
Ol s La adddia
. ghaaad Al (e g Modification <) 03¢ asds ) A Infrastructure Master <!

PDC Role ) s RID Role ) &l ghi (il Role J) 038 e g3a¥) ¢Say Layl

Domain Jgi 08 ¢ Seals Lals Tow Rolls Ui o)) U geail g Lgda DS alga g ASudl) ) gaf Uale ¢ 22y (91 9
058 O Jats AT 515 B Aa ol Sl 13 b A el 131 Ny g hagf ab S5 ey Y 1 Forest ) b
¢ Jall La 1) Additional Jas XS aaind (5 agia 392 sall Cida ¥y Tree o Child 4Ly 45l<a) dllia

JAsa g palead) A ) paial) (e g) aal) ) e ana8l) Sleall (e Rolls ) oda J&3 sa Jal)

Lagd Gl Y allatia dlligh &lld e

Online s 85239 3 Parent Domain Controller ) &) s& Jg¥) Juadiay)
Offline 4 Ay ; »&ia gl 25234 £ Parent Domain Controller <) & 2 (Al Juadal)

Ll Cllial) S e Jaall 7 g il Mad ) 3 & gl g
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Parent Domain Controller 31 &) da 8 AT Y Server ¢» FSMO Roles <) Jii aly s
¢ Online 454

Replication ) Jas s L) dgle Uy él“ Domain ) addieda g Jo¥) Juaiall Ao oV Jard (§ g Ui
¢ (Target.org) Jas & Parent Domain ) L ashy s Server ) sa Le i Jgb

gl & (Target.org) Jo=e 2 Parent Domain Controller ) js% ashs 3 Server ) dasaua 4aY) i
Uale LS Forest 4 & Domain Jsi s 4hbug 43 (DC) asls gl A (i ) 38 all

€ Adlay) daglaall s da Jgad Lia US gl J3la o8

<2 Al ) ARl Al gy L A jan pdaiaion LD (3165 Y

Netdom query /d:(your domain name) pde
Netdom query fsmo

i cairo branch on LAP - Virtual Machine Connection = I:'-
File Action Media Clipboard View Help

g0@OONDPEYY

Recyde Bin | =+ Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.7688]
Copyright (c) 20889 Microsoft Corporation. All rights reserved.

C:\Usershadministrator.TARGET >netdom query /d:target.org pde
Primary domain controller for the domain:

dc.target.org .

The command completed successfully. Domain Confl'l]ler (5' L"A

C:\lsershadministrator.TARGET > Parent Domain '“ M}‘ Os"'«'
netdom ) by

e Administrator: Command Prompt

G:\lUsershadministrator. TARGET >netdon query fsmo
Cchena masten de.target.oryg
Domain naning master de.target.org
DG dc.target.oryg
RID pool manager dc.target.ory
Infrastructure master dc.target.org

The command completed successfully. L"!’I netdnm JA\J‘ NKML.I

C:\Usershadministrator. TARGET> ‘;'.m Server '“ :uﬂ" a&!‘
FSMOJ 58 a5
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b i) S5l B agasall 4 (Target.org) Joal Parent Domain Controller ) & ¢y Bast o) aa oY)
L Baldll g b & agasal) Server J ) Server 41 1 (e FSMO 3 J&4 () 2 i (DC) anily piabs )

Schema Role 4 J&i &l gha (1)

E File Action View Favorites Window Help - &%
= &
7] Console Reot Name Actions

b g Active Nirecton: Schema [de farnet aral| || T8 4 s Nieacs, hema [de.tar...
| Change Active Directory Domain Controller... 1
More Actions 4

Connect to Schema Operations Master
Operations Master... 1
Permissions...

Reload the Schema

New Window from Here
Refresh

Help

s Server 2k Jhaifl a i &) &Y
pla33ul 45 FSMO ) J& s
AD Schema Snap In )
Walialad 5 A8y kL Lelall iy g
-

Select a different Active Directery Domain Controller

= Consolel - [Console Root] = [[l=] =

7 Cons| Currert Directory Server:

B 3 Al dc target org 2
- - -
Cranget: FSMO Role 1 sxaadi 4ga gl j5a) 1=
(O Any writable Domain Controller 4
(®) This Domain Controller or AD LDS instance
Look in this domain target org \ hd
Name Site: DC Type DC Version ~ Status
<Type a Directory Server name[;port] here:
CAIRO-BRANCH target.ong W2KERZ  Online
de target org HQ-Riyadh GC Windows . Online
DOHA-BRANCH target org Doha GC W2KERZ  Online

Lok [ [ Cood [ e |
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ﬁ File Action View Favorites Window Help - | &%

MName Actions
Active Directory Schemna [CAIRO-BRAMCH. target.org] EAC'ZWE Directory Schema [CAIR...

More Actions 4

Gulaatia () Uaal
RSN
FSMO Role U

& File Action View Favorites Window Help HEIE
7] Console Root | Mame
1+ (5 Active Directon: Schema [CAIRN-ERANCH. tarart.orml ||| 72 Active Directory Schema [CAIR...

Change Active Directory Domain Contraller...
Cennect to Schema Operations Master
Operations Master... |

Mere Actions 4

Permissions...
Reload the Schema 4

MNew Window from Here

Refresh

Help

A Adacdal) Aaildl (e
Opersation Master Role

Change the Operations Master ~Hivrate Wind
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Consolel - [Console Roaot]

Action View Favorites Window Help

B/

] Console Root Mame Actions
[ E Active Directory Schema [CAIRO-BRANCH.target.org] 3}\@\,3 Directory Schema [CAIR... -
A VS - 5 More Actions ~ #
al) ilka s Schema
Al Basdal) Aga o) Sl
- - . :1’3 S The schema master manages modffications to the schema. Only one
L‘-‘ ul-[)-n-! server in the entemprise performs this role
L‘.ﬁ; oY Cj&mj Cument schema master (onling):
Change -+ Dl |detamet org
To transfer the schema master role to the targeted
schema FSMO holder below, click Change.
‘U\IRDBRANCHlagd org
I
=) ConsoleT - [Console Root] =|B] *
E File Actien View Favorites Window Help | = IE‘I X

L dl s ETl 7]
| Console Root MName
[ E Active Directory Schema [CAIRO-BRANCH target.org] EAH'VE Directory Schema [CAIR...
Change Schema Master I_I

AN Al ) S pelane
Ja Aglee e auslan

Mare Actions
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=1 Console1 - [Console Root] = [[=] =
& File Action View Favorites Window Help HERA
&= | (= H[E
| Console Root Name Actions
I & Active Directory Schema [CAIRO-BRANCH.target.org] 2 Active Directory Schema [CAIR... ConsoleRoot "
7 Maore Actions »
[ x|
Active Directory Schema -
.r.,\:, )
:té-"f ! QOperations Master successfully transferred.
1 Administrator: C\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.2.920801
(c) 2812 Microsoft Corporation. All rights reserved.

N\Users\Administrator WIN-595DN3M?GEB>cd™

Nonetdom query fsmo
Bchema master CATRO-BRANCH. target.ory
Domain naming master dc.target.org

C dc.target.org

ID pool manager dec.target . org
Infrastructure master dec.target .ory

he command completed successfully.
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1. Open Command Prompt.
Type: ntdsutil
At the ntdsutil command prompt, type: roles

At the fsmo maintenance command prompt, type: connection

A

At the server connections command prompt, type: connect to server (type your server name that you
want to transfer to him )
6. At the server connections command prompt, type: quit

7. At the fsmo maintenance command prompt, type: transfer schema master

oo Administrator: C\Windows\system32\cmd.exe - ntdsutil \;‘i-

ontdsutil
tdsutil: r»oles
smo maintenance: connection
erver connections: connect to server dc
inding to dc ...
onnected to dc uwszing credentials of locally logged on user.
erver connections: guit
smo maintenance: transfer schema master
erver “dc'" knows about 5 roles
chema — CM=NTDS Settings.CN=DC,CN=Servers,CM=HQ-Rivyadh.CHN35ites . CN=Configuratio
-DC=target,.DC=oryg
aming Master — CH=NTDS Settings.CHN=DC,CH=8ervers,CH=HQ-Rifadh,.CH=5ites.CN=Confi
uration,.DC=target.DC=o0rg
DC — CH=NTDS Settlngﬂ,CN =DC,CN=Servers.CN=HQ-Riyadh.CN=8 §tes .CN=Conf iguration,D
=target .DC=oryg
ID — CH=NIDS Settlng .CN=DC,.CN=Servers,.CN=HQ-Riyadh.CN=Eijtes .CN=Conf iguration,D
=target  DC=ory
Infrastructure — CHM=NIDS Settings,CN=DC.CH=Servers.CN=HQ-Riyadh.CN=Sitesz . CHN=Conf
1gurat10n DC=target . DC=org
fsmo maintenance:

A Y AL DC Server () 5 A o ya JRI &
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Domain Naming Master Role <} J&i <l ghi (2)
£ Active Directory Domains and Trusts l;‘i-

File Action View Help

% E Bz BE
=1, Active Directory Domains and Trusts [ CAIRO-BRANCH target.org|| Name Type Actions
v 11 targetorg ftarget.org domainDMS EDen o
Y . Moare Actions P
Domain Naming Role J) J& a4
JaT A Lilad Lag Laat 4y shal) oy
addiuii s pall s (&1 Schema -
—— \ AD Domain and Trusts
Change Active Directory Domain Confroller... C)-‘ ?-\ﬁ
Operations Master... i AD Schema Snap In
Raise Forest Functional Level... \
View » Operations Master -
Refresh

The domain'is=ming operations master ensures that domain names are
Export List.. unique. Only one Ative Directory Domain Controller in the enterprise
performs this role.

Properties
Domain naming operations master:

Help
|dctargetarg |
To transfer the domain naming master role to the
following computer, click Change
[cAIRO-BRANCH target.org

< mn ¥
= Administrator: C\Windows\system32\cmd.exe

:N»netdom query fsmo
Schema master dc.target.om
Domain naming master CAIRO-BRANCH . target .ory
H dc.target.org
dc.target . org
dec.target.ory
he command completed successfully.

5 5 Al g 8 mual Jail) day s 53 LaS
Domain Naming Role 3 (& (| sl
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-2 A 3 g8 3a sk ge (CMD) el g¥) sl al335uL Domain Naming ) Jik a g o)) Lyl (e

1. Open Command Prompt.
2. Type: ntdsutil
3. At the ntdsutil command prompt, type: roles
4. At the fsmo maintenance command prompt, type: connection
5. At the server connections command prompt, type: connect to server (type your server name that you
want to transfer to him )
6. At the server connections command prompt, type: quit
7. At the fsmo maintenance command prompt, type: transfer naming master
EX Administrator; CAWindows\system32\cmd.exe - ntdsutil I;‘i-_

ontdsutil
tdsutil: role
f=mo maintenance: connection
erver connections: connect to server dc
Binding to dc ...
onnected to dc using credentials of locally logged on user.
epver connections: g
fzmo maintenance: transfer naming master
Server "dc" knows ahout 5 roles
Schema — CH=HIDS Settings.CH=DC,CH=Servers,.CH=HGQ-Riyadh,.CH=5ites,.CH=Conf igukatio
DC—target DC=oryg
aming Master - CN NIDS Settings,.CN=DC.CN=Servers,CHN=HQ-Riyadh.CN=Sites,CN=Coifi
qurat ion,. D=target . DC=org
DC — CH=NTDS Settings,CH=DC,CN=SBPUEPS,CN=HQ—Riyadh,CN=Sites,CN=Cnnfiguration D
=target . DC=org
ID — CH=NIDS Settings,.CN=DC.CM=Servers,.CN=HQ-Riyadh.CN=Sites.CN=Configuration.D
=target . DC=org
Infrastructure — CN=NIDS Settings,.CM=DC.CN=Servers,.CN=HQ-Riyadh,.CN=Sites.CNsfonf
iguration,.DC=target .DC=oprg
f=mo maintenance:

ARy DC Server 4 ) gla ¥ A
s Al sy 255)
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PDC, RID , Infrastructure Master Role <! Jii < ghi (3)

File Action View Help

T EEETEES YR ZE

] Active Directory Users and Computers | CAIRO-BRANCH targetorg |
b [ Saved Queries

b

Delegate Control...

Find...

Change Domain..

Change Domain Controller...
Raise domain functional level...

Operations Masters... |
New

All Tasks

Properties
Help

Name Type Description
[ Saved Queries Folderto store your favo...
ﬁtarget.org Domain

o 8
PDC, RID, Infrastructure Master Role -
a8kl A
AD User and Computer

"RID [ PDC | Infrastucture | 1

The operations master manages the ion of RID pools to other Domain

Controllers. Only one server in the domjain performs this nole.

Operations master:

|dc.targe‘t.org \\ |

To transfer the operations master role to the following Ch 2

computer, click Change. ange...

|CAIHD-EE RAMCH target org |
Close | | Cancel
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358 Bk oo (CMD) I 5Y) she aladiuly PDC , RID , Infrastructure =) Jik a 83 o) L) ey

“wok v

s Ay

Open Command Prompt.

Type: ntdsutil

At the ntdsutil command prompt, type: roles

At the fsmo maintenance command prompt, type: connection

At the server connections command prompt, type: connect to server (type your server name that you
want to transfer to him )

At the server connections command prompt, type: quit

At the fsmo maintenance command prompt, type: transfer (RID) or (PDC) or (Ifrastructure)

Administrator: C\Windows\system32\cmd.exe - ntdsutil

ssnonetdom guery fsmo
Schema master dc.target.ory
Domain naming master dc.target.oryg
dc.target.org
RID pool manager CAIRO-BRANCH. target .oryg
Infrastructure master dc.target ..org
he command completed successfully.

swrotdsutil
tdsutil: role
smo maintenance: connection
erver connections: connect to server dc
inding to dc ...
onnected to dec using credentials of locally logged on user.
erver connections: g
smo maintenance: tranzfer rid master
erver "dc" knows about 5 roles
chema — CH=NIDS Settings.CN=DC.CN=Servers.CHN=HQ-Riyadh,CN=S8ites.CN=Configuratio
SDC=target, DC=org
aming Master — CH=NIDS Settings.CN=DC.CN=Servers.CN=HQ-Riyadh,.CN=Sites.CN=Conf i
uration.DC=target.DC=0rg
DC — CN=NTDS Settings.CN=DC.CHN=Servers.CN=HQ-Rigadh.CN=8ites.CN=Configuration.D)|
=target .DC=oryg
ID — CH=NTDE Settings,CN=DC.CH=Servers. CN=H@-Riyadh.CN=Bites, CN=Configuration.D|
=target.DC=oryg
Infrastructure — CH=NTDS Settings.CH=DC.CN=Bervers.CM=HQ-Rivadh.CN=8ites,CHN=Conf
iguration,.DC=target.DC=org
Ffzmo maintenance:
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) @k e Operation Master Roles ) g J&5 (e Y) Lingdi)
Parent 3 &) Qs & AT Y Server ¢s Lasl 498 aladiuly g GUI
JuiaY) Ao (i piin (Y19 ¢ Online 2523« Domain Controller
J»&ia gl 352 54 & Parent Domain Controller ) ¢ s& (A&l

¢ Offline i 39 34 Parent Domain Controller 2 ()58 Latis FSMO Roles =) J&i aly (S

fales oy g € seized) sala (S1g Seize ) sal aladind 1 4 LlaY)

dagas sty 52 Domain Controller 3 ¢S 13) A & AT Y Domain Controller ¢ role ) jiai il s Seize =)
i 5ot cuad role 1 A1 &y s LL'\SSBjﬂi\mo&dhgﬁj(w!?lmgﬁd&égiﬁm)uuwﬂgﬁdhd)igia&ﬁiﬂ&#@u
JAsal Jde AT Domain Controller 3 seize dee sl jauai quag Alad) 021

Seize ) #18) W 4y s Target.org Wisds galdll Parent Domain Controller <) Jabat a3 0¥ o il

™ Active Directory Domains and Trusts

o [u] 3]
File Acton View Help
L ENEEY
=2, Active Directory Domains and Trusts [ CAIRO-BRANCH.target.org ] Mame | Type | | Actions
1’:' target.org {1 target.org damainDNS
(Change Directory Server x| More Actions 4

Cument Directory Server:
CAIRO-BRANCH target org

Change to:

* Any wtabls Domain Controller
(' This Domain Controller or AD LDS instance

Look in this domain: Itargeﬁ org j
Name | Site | DC Type | DC Version | Status |
<Type a Directory Server name[:port] here>
CAIRO-BRANCH target.org Cairo GC W2KER2  Online

HQ-Fiyach

ok | canel o |
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Operations Master ﬂ

The domain naming operations master ensures that domain names are
unigue. Only one Active Directory Domain Controller in the enterprise
performs this role.

Domain naming operations master:

|dc target org

The cument operations master is offline. The role cannot
be transfemed.

|CAIRO—BRANCH.target.org

| Administrator: Command Prompt - ntdsutil

C:nontdsutil

ntdsutil: role

fsmo maintenance: connection

seryer connectionz: conect to server dc
Error parsing Input - Invalid Syntax.
server connections: connect to server dc

Binding to dc ...
DsBindWithSpnExW! error Bx6ha(The RPC server iz unavailahle.)
sepryer connections:

Seize ) sal g3 b (M5 zle & Parent Domain Controller 3 gual s LS

Seize ) sl

1. Open Command Prompt.

2. Type: ntdsutil

3. At the ntdsutil command prompt, type: roles

4. At the fsmo maintenance command prompt, type: connection

5. At the server connections command prompt, type: connect to server (type your server name that you
want to transfer to him )

6. At the server connections command prompt, type: quit

7. At the fsmo maintenance command prompt, type seize (role name )

Active Directory Practical Guide
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[c+.| Addministrator: Command Prompt - ntdsutil

G:s>ntdsutil

ntdsutil: role

fz=mo maintenance: connection

server connections: connect to server doha-hranch

Binding to doha-branch ...

Connected to doha-bhranch using credentials of locally logged on user.
server connections: g

fzmo maintenance: seize schema mastep

Attempting safe transfer of schema FSMO hefore seizure.

FEMO transferred successfull i i

Server "doha-branch" knows about 5 roles

Schema — CH=NIDS Settings.CN=DOHA-BRANCH.CN=S8ervers.CN=Doha.CN=Sites,
ation,.DC=target,DC=org

Naming Master - CN=NIDS Settings.CN=DOHA-BRANCH.CN=Servers,.CN=Doha,.CN=Sites,
onf iguration,DC=target .DC=org

=target .DC=oryg
RID — CN=NIDS Settings.CN=DC,CN=Servers,.CN=HQ-Riyadh,CN=8ites,.CN=Conf igur
GC=target,DC=org

Infrastructure — CN=NIDS Settings,CN=DC,CM=Servers, CN=HQ-Riyadh,CHN=8ites CN=Conf
iguration,DC=target .DC=org
fsmo maintenance: _

Seize i aldiuls Roles - Jik aldll (a5 5 L
Parent Domain Controller - J&& Al ¢

? Roles - s Jai clisas (o

Jes a ¥) ASANL Aa g ase LY Server I 8 JA) #3ual s s ¢ role Y seize e s rias daga Uaadla

. Domain Naming 4 ,s2 sl Server (s JiSh asagl Sy cudy ¥ s dlldy Format 41 4 sae)

role Ul seize Jar: Liad sUiY) oda B 95La8 Jlaai 889 Domain Naming Master ) 52 server] Jiall Juw hd
server2
e arole sl Asgall Transfer Jaw aghi dlid sy 4l Formatting  Jew abdh | 68 serverl gial s

AN dalall ces 13 5 A o e server] llserver2
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RODC J 25 Domain ) ¢» JAl g 5 Jgbiiiu oY1 9 Additional Domain 3 g sil U8 ki g Replication - Jas ¢y ¥ Ligil
Adde Juandl) Say ¥ g Jah 5ol Al A3} & Liail Domain 1 (e Ja¥) (b Add 3y 4 f Additional ) 5,88 (udi 45 RODC I g
A8 Jand ¥ Cua Aglaal) £) gl (e £ ¢3S B Sl g Aau gilall S A B Bile ardiuyg Gl 13w ald Authorization oiusdi gies ¥
Domian 2 (e U S5 LS Ll ol Ladl g gl cilalS RODC &)
RODC 1 34 &hauf sy Domain 21 giob o8 ali i a3 RODC ) sk o8 a3 Y Authentication ) 4l d JA) ey

Laia g dl) 13 old il g Adbpsal) Gl JAN3 AN Lo 8 miihl B Gl ) (B il JSall ) o sl Wi JiS) i gill
Ay A jall cillaad) (A6 adaion Euay Ll £ 48l 138 300 dee 65 GalAdY) dal (e giin glal JalaS g LEGUET aualon

RODC ) aladic) ga Jady) JLAN b Aad) oda &g ek 4y 510 cliadla (e Al gries Le Gusay

4 pal) colilll cl ghad ailii a8 Server Name g [P ) 33 Jasday agiicd RODC Server <) Jads

General

*You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator |
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

Subnet mask: 255. 0 . 0 . 0

(®) Use the following DNS server addresses:

Preferred DMS server: 10 . 10 . 10 . 2

[ validate settings upon exit

Internet Protocol Version 4 (TCP/IPv4) Properties -

Obtain DNS server address automatically

1 item

1

oallddl TP ) dasgs
RODC Server -4

i= =

[formance

Server Manager

Server Manager * Local Server

Active Directory Practical Guide

B2 2 Roledgsi

@ r

Computer name Redc

Workgroup WORKGROUP

Last insf

Window

Manage Tools  View  Help

| ) Add Roles and Features

T
Remave Roles and Features

Add Servers

Create Server Group

Server Manager Properties
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DESTIMNATION SERVER

Select server roles o

3

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
[ Active Di ectory Federation Services this information available to users

. . and network administrators. AD DS
[[] Active Directory Lightweight Directory Services oy uses domain controllers to give
[] Active Directory Rights Management Services ork users access to permitted
es anywhere on the network
single logon process.

|>

[] Active Directory Certificate Services

Features

Application Server
DHCP Server
DNS Server

Fax Server

ooooomOoOoo

File and Storage Services (1 of 12 installed)
Hyper-V

Metwork Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

<]

<Previous | | Next> | | nstal | [ Cancel

DESTINATION SERVER

Installation progress e

View installation progress 4

@ sterting installation

Active Directory Domain Services
Group Policy Management
Remote Server Administration Toels
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools
il s Role ) Jads <l ghail ali

Export configuration settings

<Previous | [ Net> | [ install | [ Cancel
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Server Manager = |0

r Manager * Local Server

B DROPERTIES |, Post-deployment Configura... | 5 lak
I For Rede — TASK
- Configuration required for Active Directory Domain
Computer name Services at RODC falled updates
Workgroup Promote this server to a domain controller s Update _
kcked for updates =
Feature installation
rage Sevices b ——
Windaws Firewall Priva Configuration required. Installation succeeded on 5 Error Reporting
Remote management Enab o r Experience Improvement Program |-
Remote Deskiop Disal Add Roles and Features ced Security Configuration
NIC Teaming Disal T e
ask Details
internal 101 D
[ Active Directory Domain Services Configuration Wizard = | =) ==
- - TARGET SERVER
Deployment Configuration 6 Rode
loyment Configuration .
Select the deployment cperation
Add a domain controller to an existing domain
Add a new domain to an existing forest
() Add a new forest
Specify the domain information for this operation v
Windows Security - tion

Credentials for deployment operation

Supply credentials for the deployment operation

| target.orghadministrator |

H Alaie ) alila Jaa)
[- |

Domain: target.org

Cancel ous Next > Install Cancel
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Deployment Configuration

ey L’.ul:l:i b
Rodc

Domain Controller Options

Ol £~ i e

TARGET SERVER
WIN-9PM7TMHBGKJA

Specify domain controller capabilities and site information

Domain Name System (DNS) server 7
Global Catalog (GC)

Read only domain controller (RODC)

Site name: HQ-Riyadh [~
Cairo

Type the Directory Services Restore Mod| s

Password: | HQ-Riyadh

*

Confirm password:

More about domain controller options

[<Previous | [ Net> | | sl | [ Cancel |

RODC Options

Deployment Configuration

Domain Centroller Cpticns

Additional Options
Paths
Review Options

Prereguisites Chack

TARGET SERVER
WIN-9PMT7MHBGKIA

Gt AS i g e pdial ( ghall ibwad) G20 LA
AvcaliBls Aa pd A ddad

8
\

Accounts that are allowed to replicate passwords to the RODC

Delegated administrator account

<Mot provided >

| TARGET\Allawed RODC Password Replication Group
2a5ad) Saltl J45 #1531 Ga Qi Al A8 ganall il /

Accounts that are denied from replicating passwords to the RODC

EUILTINVAdministrators J9E 51l O Ao giedl Cle adll
BUILTIN\Server Operators | ciatst
BUILTIN\Backup Operators

If the same account is both allowed and denied, denied takes precedence,

More about RODC options

< Previous ‘ | Next » | | Install | | Cancel
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. . TARGET SERVER
Additional Options WIN-9PM7MHEGKIA

Deployment Configuration ; .
Specify Install From Media (IFM) Options 9

Domain Controller Cptions
[ Install from media

RODC Options

Specify additional replication options

Paths Replicate from: detargetorg ‘ h |

Preparation Cptions
Review Cptions

Frereguisites Chack

RODC ! Replication lu Je alsws (S (5) G 23a

More about additional options

<Previous | [ Next> | install | [ Cancel

Path TARGET SERVER
atns 10 WIN-9PM7MHBGKJA

Deployment Configuration . B
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Cptions
RODC Ortions Database folder: CAWindows\NTDS =
Additional Options Log files folder: ‘Cf\“ﬁﬂdM\NTDS El
SYSVOL folder: ‘Cf\windows\s YSVOL

Preparation Cptions

Review Cptions

Prerequisitas Chack

U Aalal i) Bas il g clElal) (5 33 (8La) (5 5 LaS
AD

More about Active Directory paths

<Previous | [ Next> | | sl | [ Cancel
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. - TARGET SERVER
Preparation Options WIN-9PMTMHEGKJA

11

Deployment Configuration . R - - -
To install this domain controller, the wizard needs to perform the following operation(s):

Domain Controller Cptions
RODC Options

Additienal Opticns

Paths

* Forest and schema preparation

* Domain preparation

Review Cptions

Preraguisites Chack

RODC 2 Jah gaa Jalafics 30 AT Partion ) s34

Mare about preparation options

<Previous | [ Net> | [ nstall | [ Cancel

P TARGET SERVER
Prerequisites Check WIN-2PM7MHEGKJA

[ @ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more %

Deployment Configuration . . ) . . .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

RODC Options Rerun prerequisites chack
Additional Cptions oy ‘:I;IG:IJ! 12
Paths A View results

Praparstion Options A Windows Server 2012 R2 domain controllers have a default for the security setting

named "Allow cryptography algerithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessians.

Review Options

For more information about this setting, see Knowledge Base article 242564 (http://
‘go.microsoft.com/fwlink/7Linkld=104751).

A This computer has at least one physical network adapter that does not have static [P
address(es) assigned to its IP Properties. If both IPv4 and IPvG are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
|Pv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

A& If you click Install, the server sutomatically reboots at the end of the promotion operation.

Mare about prerequisites

=
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3 RODC on LAP - Virtual Machine Connection [ = | = s
Hle Action Media Clipboord  View Help
@ @D NIk D

Pr

Tl RODC ) sldd) a3

Sunday, March 13

[

tatus: Running =LY

== Active Directory Sites and Services |;‘i-
File Action View Help

== 2 B EG= H 2
[l Active Directory Sites and Services [dc.target.org] | Name Domain Bridgehead  DC Type Description
a [ Sites g nc target.org GC
b (] Subnets = RODC target.org Read-only, GC
a 7] Inter-Site Transports
e P . .
b 7 SMTP AD Site 2 o2l a2 50 JAR RODC &) g ) ad 5 4 Las
4 [ Caire adl gl G aties A1 Replication ) Asles Jlo Vs g
B[] Servers - T e e
4 [ Doha L. g5 On OsSim
p (7 Servers L83 s L TNTRA Site Replication
4 [ HO-Riyadh
I | EdgeSyncService
4 [ Servers
» § DC
» § RODC
< m > < m >
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RODC 1 i 08 Jshonall Gahad) (s sy o 55 L) s Jai U ge 3 o)

E Active Directory Users and Computers -|a
File Action View Help
P EET ERE TR ED
: Active Directory Users and Computers [dc.target.org] Name Type Description
b || Saved Queries \3) rodc admin User
4 F3targetorg
b ] admin
| Builtin
| Computers

3
4
I =] Domain Controllers
I | ForeignSecurityPrincipals
b o LostandFound RODC USER JwAdi QU slidy sk
I [ Managed Service Accounts . va w4 e . %
I [2] Microsoft Exchange Security Groups Rode-Admin psy piides ¢lads L) cuad g
b (7] Program Data o gl (gl Jary o g Sl
b [ System
| &) Test Replication

| Users
b | Microsoft Exchange System Objects
I | NTDS Quotas
I TPM Devices

3] RODC USERS

Other user

S Al RODC ) o Jsaal Al glas ais 41 BaY
(5.5 LaS J Rl rlacad) atag a5 Al a0 oL a3

I A addioall i Cra &Y ASLE G Jad abiiod e g
Read Only Domain Group

@ Windows Server2012R2

=/
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Read-only Domain Controllers Properties _

Object Security AMtribute Editor
General Members Member Of Managed By
Members:
MName Active Directory Domain Services Folder
s RODC target.org/Domain Controllers

2, rodc admin target.org/RODC USERS

Ao ganall JAI adiiiiall g g Al

| Add... || Remove |

rodc admin

TAR rodc-admin

Applying user settings

Jsdall aadais oY) g

m VVindows Server2012R2

Ol 30— i ol ke i
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File View Help

bz B taETE%R

Y

Name Type Description
| Change Domain... [ Saved Queries Folder to stare your favo...
| Change Domain Controller... -—\ Sitargetorg  Domain

AlTesks ’ RODC ) Jal (4 AD User and Computers 4 g 3 BaY
View r Awidi Domain J4 oAl AD J) & gl

Refresh

Export List... RODC ' 55 s Domain Controller 2 s &l slas xie
Help Cagal) 3 e Sliatha () dlad Y &l Ay udad Al &l gliiu

Change Directory Server x
Cumert Drectory Server
de target.org
Change to.

) Any writable Domain Controller
@® This Domain Controller or AD LDS instance:
Name

DC Type DC Version  Status

} navaiable
The selected Domain Controller is Read-only. You will not be able to
perform any write operations.

[Save this setiing for the curent console

File  Acti View Help
== = b= Hm 2 aETE%
] Active Directory Users and Computers [ RODC.target.org [Read-only] ] Name Type Description
b [ Saved Queries 2, redc admin &
4 3 targetorg

b (7 Builtin

b [] Computers

b 21 Demain Controllers

b [] ForeignSecurityPrincipals
b ] Managed Service Accounts

Send Mail
b (51 Microssft Exchange Security Groups ; . .
|51 RODC USERS All Tasks . sLad) &h.u.al N s AlasSy
b (3] Test Replication e — . .
1 Users (Properties ¢ s Jpard g) i g
| — T e s Lk z

Delegate Control...
Find...

Al Tasks v

Refresh
olicy (Planning)... Export List...

f— View 3
Pumary grop:  Demain

St Premary Gows_ | qot

Arrange lcons v
herda or PO St complant Line up lcons
Properties
Help
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padivall Delegation ) Jans agiia oY)

File Action View Help
e 2@ 0 XEo: Bm teETah

3 Active Directory Users and Computers [dc.target.org] Mame
1 ] Saved Cueries & Administrator

4 Eﬁ'geﬂ Delegate Control, | & ala2
b e e 2 Allowed RODC Password Replication Gror
b By e 2, Cert Publishers

b3 ¢ S L % Cloneable Domain Controllers

> & D Change Domain Controller... 2, Denied RODC Password Replication Grou
b g EU Raise domain functional level... 42 DHCP Administratars

’ i Operations Masters... 42 DHCP Users

M

Selected users and groups:
& rodc admin (rodc-admin@target org)

diLal a3

3

FEECION

<Back || Ned> | [ Camcel | | Hep |

Tasks to Delegate
“rou can select common tasks or customize your own.

(® Delegate the following common tasks:

[+ Create, delete, and manage user accounts o~
[ ] Resst user passwords and force password change at nest logon
[] Read all user irfformation

[] Modify the membership of a group

[] Join a computer to the damain

[] Manage Group Pelicy links

Generate Resultant Set of Policy (Planning) | | | e
< m >

() Create a custom task to delegate

u'aa.ﬁg.aﬂ'l daild Cra aliall 3R
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Completing the Delegation of
Control Wizard 5

ou have successfuly completed the Delegation of Corntrol
wizard.

You chose to delegate control of objects
in the following Active Directory folder:

- target.orgs
Y
dulas Zaal

The groups, users, or computers to which you =
»

- i» have given control are:
. n rodc admin (rodc-admin@target org)

You chose to delegate the following tasks:

To close this wizard, click Finish.

RODC ) Jala ¢ dlaad) i (Y g Gaaddionall p LA} g iday rode-admin adiiesal) (s giis Al <l gladl) 8 Lad

File Action View Help

e pE 40 XEBCE Ba 3aaTa%
] Active Directory Users and Computers [ dc.target.org | Name Type Descriptien
b [} Saved Queries 2 rodcadmin  User
4 4 targetorg 2 rode2 User
p ] Builtin

p [ Computers
b &1 Domain Controllers

i 7] x
5 71 ForeignSecurityPrincipals ﬁ rodc2 Properties

b ] Managed Service Accounts

» & Microsoft Exchange Security Groups Remate control | Remote Desidop Senvices Profle | COM+
General | Address | Account | Profie | Telephones | Orgarization
b (2] Test Replication Member O | Dilin Enviorment | Sessions
b [ Users Member of
Name Active Dirsctory Domain Services Folder
Domain Users  target org/Users

Lid RODC 21 J303 Ga 053 Lag @R dossrsvsasheni-onty Domaim Conteotersy
rode2 auly Lida addtia s LS
o A g (Rl Y L

Read Only Domain 42 sa3s
JNA e W) el fSa W A Cdl g

U:';J Administrator _n ol Primary group: Domain Users
RODC - Jsiee (i Uk 3 e et ey
JBS e St olE ) 1 Laal applications

Ao ganall ) adiiicall

oK |[ cancel |[ Aepty || Hep
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Writable Domain ) ¢ Walas Ji 4dle g el cilalS Biay a8 ¥ & Rode ) Jas 3 sb e Ajluad) 3 gaall (1a 13
i JA) gyl Sl Jany oS Writable Domain 1 ¥l Jua¥) g RODC ) Sl Jsaall asiiudl) gliicdy Jag

RODC 3 e Jsaall e asiall ardianall gia Vg salall paiienal) (Sl 0l lalia oaui ) Domain ) oS al 13) tagh g

¢ Jad) Lad 1) | g galt gy ot a5 ¥ il 439

48kl 03gz3 RODC I Ao age dualdll g all 4alsl Cache ¢niAS dary (padiivall zlawdl agli ¢ g8 dﬂ‘

-1 (AUIS &l ghadd) 5 o ) e gl a g el UL (99 4de J9all (e RODC Users ) (St

3 Active Directory Users and Computers = |0
File Action View Help
e 2D 4B XECR BR 3eETEE 1
: Active Directory Users and Computers [ dctargetorg] || Name Type DC Type Site Description
b [ Saved Queries iipC Computer 6C HO-Riyadh
4 5 targetorg IMDOHA-BRA.. Computer GC Doha
b [ admin [~ ronc Read-only, GC  HQ-Riyadh
> | Builtin Add to a group..
4 '__Computers Name Mappings..
12| Domain Controllers
[+ || ForeignSecurityPrincipals Reset Account
i+ | LostAndFound Move.. ‘}d RODC Server -“ uﬂd‘dﬂ& ubﬁdﬂ.
b _ Managed Service Accounts Manage . . .‘ >
b :'_‘ Microsoft Exchange Security Groups e , “ I’ltable D()ma“] | (JA'“
I | Program Data
2| RODC USERS Cut
b ] System Delete
[ 2] Test Replication
3 Users Properties b
1+ ] Microsoft Exchange System Objects Help
I | NTDS Quotas
B [ TPM Devices
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Location I Managed By I Object I Security I Diialin I Attribute Editor |
General |Dperat|ng System I Member COf I Delegation I Password Replication Policy |

@ RODC
Computer name (pre-Windows 2000):

DMNS name: |F{O DC target.org |
DC Type: |Global Catalog |
Site: [Ha-Riyadh | RODC & paivaid
Description: | | ‘j1 i
Passord Replication
Policy
MTDS Settings...
ok |[ cancel |[ Aeotv |[ Hep
AETER 3
| Location I Managed By I Object I Security I Diial<n I Attribute Editor
| General I Cperating System I Member OF I Delegation | Password Replication Policy
This is a Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below . Only passwords for
accourts that are in the Allow groups and not in the Deny groups can be
replicated to the RODC.
Groups, users and computers:
Name Active Directory Dom...  Setting
Account Operators tanget org./Builtin Deny
Administrators target org./Builtin Deny
Allow
Backup Operators target org./Builtin Dery :’""W J:ii
Denied RODC Password Replicatio... tanget.org/Users Deny
Server Operators target org./Builtin Deny Allowd I‘,ﬂSS‘WOPd
Replication
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Mame Type DC Type Site Description

[ Object | Security | Attribute Editor |
General Members | MemberOf |  Managed By |
Members: . . -, -

itas gl aYy Al o

r

‘\ Password Replication

Mame Active Directory Domain Services Folder

[ ok |[ cancel |[ Ay || Hep

Location | Managed By | Object I Security I Dial-in I Attribute Editor | 5
General | Operating System | MemberOf | Delegation | Password Replication Policy

This is a Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords far ¥ . EE T

accounts that are in the Allow groups and not in the Deny groups can be uﬁ {lw ul.l.d] .h_)
replicated to the RODC. -

Groups, users and computers: 8 (:1‘95-\ u:\l.ulj] thi-“

Name Active Directory Dom...  Setting ‘:’."Ijﬂ:‘l 4.1 UM.H.I
Account Operators target org/Buittin Dery _ﬁ dild b.ﬂ -: l

Administrators target org./Buittin Dery
Mlowed RODC Passw... target.org/Users Allow / ‘;ﬂs ‘d L'\_'\S.Lg RODC

Backup Operators target .org./Buittin Deny - . wEw *
Denied RODC Passwo... target.org/Users Dery HL“__\:! A M
Server Operators target org./Builtin Deny ¢ iLAS.\.u]- ‘8‘ 8 JLAEDY]
L& il ) oY)
Advanced
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EEN GRS YR AR

Policy Usage | Resuftant Policy 6

Display users and computers that meet the following criteria:

Accounts whose passwords are stored on this Read-only Domain Controller
Accounts whose passwords are stored on this Read-only Domain Contraller

Accounts that have been authenticated to this Read-only Domain Controller = JI' 1A um] ‘:J_ﬁ
Name Domain Services Folder ~ Type Password Last Changed ~ Password Ex . ..
2 kbtat_59976 target org/Users User 210/2016 41758 A 4/21/2016 5 Cadiivial)
& RODC target .ora/Domain Con...  Computer  3/10/2016 4:17:58 Al i H_] c gaea ]
s rodc admin target.org/RODC USE...  User 3/13/2016 4:57.09 AM . W e
clalS o a5

A h > o - - JIUJ;AJJ‘P
GlalS (33385 a8 oAl (pradiieaall I g¥) (el g 55 LaS ai RODC
RODC | o ak 354 e il

. . . . e w “ »
Writable Domain ) (g2 5h (8 agadas i &3 (el 4500 Prepopulate
Password
Advanced Password Replication Policy for RODC E
Select this object type
| Users or Computers 7
From this location:
|target.org Password Ex
] 4/21/2016 5
Enter the object names to select (s=amples): Newer Expire|
rodc admin {rodc-admin@target .o MNewver Expire
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Active Directory Users and Computers =

=]
"

al [ Al B RETHEHR
iters [ dc.tl RODC Pronertiss ‘ ? | x | |De;cription
Advanced Password Replication Policy for RODC lL‘ 8

Do you wish to send the current passwords for these accounts to this read-only
domain controller now?

PREGIU -t D1 R
ot Nams o g a2 gBis
rodc admin M J_s] i 1) La
ST Al Sl )
A Allal) ariiioal)
ing as \-..__ ? L‘-'U.M. ! RODC J]

Waming: If you are prepopulating the passwords of user accounts, be sul
prepopulate the passwords of computer accounts that these users will be,
well.

account will succeed only f the account is included in the Allows
that can be cached on the RODC.

Leam more about prepopulating ,T‘ ,T‘
—

MName Domain Services Folder  Type Password Last Changed Password Ex
&k.l‘btg‘t T m—— i} 1l DN 44T B0 ARY A4/21/2016 5
& RODC Prepopulating Passwords... MNever Expire
& rodc admin Mewver Expire

Processing tem 1 outof 1.

o Passwaords for all accounts were successfully prepopulated.

lal: 4.lasl) Caad Y)Y
el S Ee

Active Directory Practical Guide
By Alaa Amin — me9000@hotmail.com




To1) ) 36 - Akl il ks Sl

-t (AGNS User 2 2 Ugal (b js3ill g s dalaad) qjaias oY)
Gbadl A RODC A o oalais) ciliby ¢ A5 & addiual) I g Rodc-admin -
Writable 3 ¢ gsaill by Ji5 Lag RODC 31 e saladie) cliby (p Al ol ol atiial) 12a g Rodc2 -

Domain

= C\Windows\system32\cmd.exe M

icrosoft Windows [Uersion 6.3.7680]
(c) 2013 Microsoft Corporation. All rights reserved.

_ rodc-admin User
SUsepssprodec—admindset

ALLUSERSPROFILE=C:“\ProgramData
APPDATA=C:\lserssrode—adminsAppDatasRoaming
ommonProgramFiles=C:\Program Filez\Common Files
omnonProgramFiles{(xB86)=C:\Program Files {xB6)>“Common Files
omnonProgramilo432=C:\Program Files\Common Files
OMPUTERNAME=RODC

onSpec=C:“\WindowsssystemdZcmi.cme
FP_NO_HOST_CHECK=NO

OMEDRIUE=C:

OMEPATH="\Uzers\rodc-admin
LOCALAPPDATA=C:“\Userssrodc-adminsfpppatasLlocal

LOGONS ERVER=\~RODC

UMBER_OF_PROCESSORS =1

08 =Windows_NT

En C\Windows\system32\cmd.exe

\Userssrode2 . TARGET »zet

ALLUSERSPROFILE=C:\ProgramData i Tear
\PPDATA=C:\Users\rode2. TARCET\AppData\Roaning rodc2 User
onmonProgramFiles=C:\Program Files“\Common Files
onmonProgranFiles{x86)=C:\Progran Files (x86)“Common Files
onmonProgranled32=C:\Program Files\Common Files

OMPUTERNAME=RODC

onSpec=C:sWindows\systendiiind . exe

FP_NO_HOST_CHECK=NO

OMEDRIVE=C:

OMEPATH=\Users\rodc2.TARGET
LOCALAPPDATA=C:\Userssrode? ThnuElN\AppDatasliocal
LOGONS ERUER=5A\DC

IMBER_OF_PROCESSORS =1
08 =Wlindo us _HT

Omadiiiaal) NSt acdly RODC ) e Jsaall 48k oY) (5 54 LS
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Ll jgal igan die L jA Liad LAl slaic ) Clily £La il ) e 40838 48 e 4 dageall g Aadldl) 3 gladl)
—t AL 108 2 ghi Alal) oda A8 ) g jall CilalS 48 s A glaa o) Aiua i) cilylans

Mame Type DC Type Site Description
ipC Cormnputer GC HGQ-Riyadh
L DOHA-BRA... Computer GC Doha 1

Read-only, GC HQ-Riyadh

Add to a group..

Name Mappings...

Reset Account —“ ub a—"jh'“ JLA:"DYJI ‘;‘L‘L_‘:‘ _‘SMJ ‘_,-Lg‘x'l EJLMI
Move... RODC

Manage
All Tasks b

Deleting Domain Controller .

If the Read-only Domain Controller was stolen or compromised, itis recommended that you reset the
passwords of the accounts that were stored on this Read-only Domain Controller.
The computer object you want to delete represents this Read-only Domain Contraller:

| RODC

- £l r *
lalSd dlaiudy) il i 5 5 LS
Reset all passwords for user accounts that were cached on this Read-only Domain Controller, M ml‘ aw n "‘ m‘ “

& Warning! This operation wil require these users to contact your helpdesk to obtain a new ‘9 e O "U
password, S »
[IReset all passwords for computer accounts that were cached on this Read-only Domain Controler, N " o .y
J_\\ Warning! This operation wil disjoin these computers from the domain and they will need to be LdAS JJJ'"“ H-ILAE .)ﬂm M m
f rejoined, " Now . s
Evport the st of accountsthat were cached on tis Read-only Domain Contrller to ‘“*M W :
xport the list of accounts that were cached on this Read-only Domain Controller
ﬂ1\s file:

Location;

‘ ‘ ‘ Browse. .. |

Delete

¢ laa OIS aida gall o Sl J& RODC S ¢pe Liaglidl 38 4S5 130 g

Active Directory Practical Guide
By Alaa Amin — me9000@hotmail.com




m Ol 30— i ol ke i
Child Domain

=i Domain J) ¢ e Domain 222} 88 Child ) sl ¢ g i)
oM <2, Glawadil) @ j g clblill) ce ol g Wa Users J) 23 &) 3 (i 34 () 955 188 Syb-Domain b4 s La gl
Enterprise Administrator J) s& 4 aSalall ¢ 9% (i M Domain &) s 58 Domain sWdk a 68 Allad)

Child Domain & jsa by

A dald g il Cppagall e Alalia Database cllybsel@al o

AUy JaLS a3 ¥ Object ! sUail a 88 Laisad Replication <4 (3 Lad Additional or RODC 2 JWs G
Forest 2 Jala s AY) adl gall aa Lilals

il (pagaly (alAll Enterprise Administrator J) ah (o 48 aSail) (98 o

il Gpagal) ol Sy @
Grand Child A eda b sassg AT Child Domain ¢ Child Domain Jas (Sa: o
uSall &aang Ll i ) Domain ) b aSaill o 68 o) aobien ¥ Child domain 4 alsi j0a @

Child Domain I e 4L

Parent Domian is : Yahoo.com
Child domain is : mail.yahoo.com
Parent Domian is : google.com
Child domainis : paly.google.com
Parent Domian is : microsoft.com

Child domain is : windows. microsoft.com
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Lol (N Vg s ot g8 WIS i ¢ L) (e Burope pasd <) Uiy Uy aldd) e gall a child Jass sl g 0¥
Eu.target.org s Child Domain Name <) (sSwd ld o g

b galdd Server ) Wgad (oS Al Aball G g (i N S 5a) (o router gudaie LT Jand <l ghady oLl 0 wiiVy
Ulala LaS 13 Subnet 9 Site Jars L) pshi Cigay o ) 380l B A 8 580 A b S ¢ Child

Child Domain ) Jas aa fagie (N1 5

EiE Active Directory Sites and Services [de.target.org]
a || Sites
A [ Subnets

[E= 10.0.0.008

[z 172.16.0.0/16

[== 192.168.1.0024
| Inter-Site Transports
Cairo
Doha
HC-Riyadh
Eurcpe

TVVTY

=
=
=
=

A8 gall Adlial  ouis
Jas 2B Subnet g
Child 3
dagadligale o
Al (udi JA13 G ¢S Child 3 Gl el e g i ) S pally Gald) TP ) (3l (uli pladia) o
Deferent Site ¢ 225 9 cilifa TP Jany 4398 Jla 3 & S35 ) il
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Network Connections

detwork and Internet » Network Connections

W | Search Metwork Connections 2 |

1 ﬂ—'ﬁ@

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

IP J e
Al BaYy
L i

() Obtain an IP address automatically
(®) Use the following IP address:

)

PR
Subretmas o )
O s

Subneting
ol disaly g
Al play Lo addieg
Giady o by
Gl G Syl
Algih B i )

(7) Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: 10 . 10 . 10 .

Alternate DNS server: 192 . 168 . .

[ validate settings upon exit

i

Installation progress

2 DESTINATION SERVER
WIN-DKIVOTLEO2K

View installation progress

O Feorureinsisliation

Installation started on WIN-DK3VO7L802K

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Toels
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

EEE— AD Role ) 25 8

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Detail

Export configuration settings

<hrevious | [ Net> | [ Gose |[ Cancel

[=Ta[ x |




Post-deployment Configura... |
S —|

Configuration required for Active Directory Domain
Services at WIN-DKIVO7LBOZK

Promote this server to a domain comlﬂl'oller

1T
Feature installation u

Configuration required. |nstallation succeeded on
WIN-DKIVOTLBC2K,

Add Roles and Features

Task Details

Ol £~ i e

Deployment Configuration 4

onfiguration

Domain Controller Cptions

Additicnal Cptions
Faths
Review Cptions

Prerequisites Chack

Select the deployment operation

() Add a domain controller to an existing domai
(®) Add a new domain to an existing forest
O Add a new forest

Specify the domain information for this operation

Gilily JAd 5 <l LAl aas
& Al (gl
il g e 1) Ga gl
JEnee

Select domain type: | Child Domain
Parent domain name: target.org
Mew domain name: EU|

Supply the credentials to perform this operation

target\administrator

More about deployment configurations

TARGET SERVER
EU

< Previous | | Next >

Install

| | Cancel
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Deployment Configuration

DNS Options
Additional Cpticns
Faths

Review Options

Prereguisites Chack

Domain Controller Options

Ol £~ i e

TARGET SERVER
Europe

5

Select functional level of the new domain

Domain functional level: Windows Server 2008 R2 | = ‘

Specify domain controller capabilities and site information
Domain Name System (DNS) server

Global Catalog (GC)

[ Read only domain controller (RODC)

Laa el
<Al
Jadg
298 Aall
£l sl

Site name: europe | - ‘

Type the Directory Services Restore Mode (DSRM) password

Password:

Confirm password:

More about domain controller options

Additional Cptions
Paths

Prerequisites Check

<Previous | [ Nedt> | | msml | [ cancel
Maximize|
. . TARGET SERVER
Review Options 6 Europe
Deployment Configuration Review your selections: o
Domain Contralier Options Configure this server as the first Active Directory domain controller in a new child domain. ~
) lal

The new domain name: europe

The NetBIOS name of the domain: EUROPEQ

This new domain is a child domain of the domain: target

- . -
Al A gl
il ghadl) ||

Domain Functional Level: Windows Server 2008 R2

Site Name: europe
Additional Options:
Global catalog: Yes

DNS Server: No

<

These settings can be exported to a Windows PowerShell script to auto;

additional installations View scri

Mare about installation options

<Previous | | Next> install | [ Cancel
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R | TARGET SERVER
esults 7 Europe
| @ This server was successfully configured as a domain controller Show more »®

~ View detailed operation results

1. Windows Server 2012 R2 domain controllers have a default for the security setting named
"Allew cryptography algorithms compatible with Windows NT 4,07 that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 842564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

Tlab slgiy) a8

More about results

<previous | [ Next> | [ close || cancel
File Action View Help
el = B
%ActiveDirectoryDomain;andTrust Mame Type

) i3 eutarget.org domainDMNS

13 a eutarget.org

I AD Domain and Trust 3% (e
Domain J) Jaaldi o g3 (Say
@& R O Y WM a6 5 LaS g
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4 ﬁ‘:\g udli domain $* L'USS LASJ U:l ua&‘ qu:u‘)]\ Domain Al % gs)é Domain EAPY C’Y‘ l.'n,am\ L
4 Jalsl) aSailf il Domain ) gkies 08 parent domain 3 (& Auadiall dliy g A5ULy 3308 g Allua guad
¢ uSall g Target J Oags Ao Jgaall aéﬁu.di 13gd oSy Eu A gl A addlua sliily Lad ol Ja

- AUl c ghadl) & Llas Ay e G il L

=N EoR =5

System and Security » System - | +y | | Search Control Panel =

-

Copyright @ 2009 Microsoft Corporation. All rights reserved.

Service Pack 1
Get more features with a new edition of Windows 7

&= Al Jaall OY) 33gaY) ada OSay

System
Rating: System rating is_petavailable
Processor Intel(R) Xeon(R) CPU E5630 @ 2.53GHz 2.55 GHz
Installed memony (RAM): 1.00 GB
System type: 32-bit Operating System
Pen and Touch: Mo Pen or fouch Input is availablg for this Display

m

Computer name, domain, and workgroup zettings -
Computer name: wind . '&'Change settings

Full computer name: winT.eu.target.crg

Computer description:

Domain: eutarget.org

Windows activation
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File  Action

& Createin:  eutarget.org/Users

First name: |Fadi | Initials: |

Last name: |hassan
b 21 Domai B et
b j Foreig Full name: |Fadi hassan ﬁl'“u] i h\x’
.
b (] Manag Lisalneg
) Users User logon name

: OVl ual
fadi
| ||geu.tmorg ) e

Domain

1R (5 9% ) all
Ale aMiil)

| EUN

2 RAS and IAS ... Security Group... Servers in this group can..
2 Read-only D... Security Group... Members of this group .
5 WinRMRem... Security Group... Members of this group ..

g Jgall e
= Al Jaall
Jsdall Jolaiu

S s
e )

i alaa@target.org |
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@ Device Manager

Remote settings
Getting Started

3
I
! Connect to a Projector

Calculater

:::E Sticky Notes

% Snipping Tool

(%ﬁ Paint

4:‘ KPS Viewer

@ Windows Fax and Scan
% Remote Desktop Connection
@ Magnifier

»  AllPrograms

C Welcome

FRIIUUWE SuliUn

Windows 7 Professional

Documents

Pictures

Music

trol Panel

nd Printers

Default Programs

Help and Support

[ Searrh nmanams and files

ol [HEwrrrs

Copyright © 2009 Microsoft Corporation. All rights reserved.

h a new edition of Windows 7

System rating is not available

Intel(R) Xeon(R) CPU
M): 100 GB

32-bit Operating System

No Pen or Touch Input is available for this Display

, and workgroup settings

alaa

alaa.target.org GL_\J] ?M] L.J] L\.A Ls_)-\. Lﬁsj
Jeadl plaici o i Jlaal
o ) Jaall 2l gl

target.org

E5630 @ 2.53GHz 2.53 GHz

Ol £~ i e

¢ Gang 13 Jaag 3 Lag € 1lal g8 M) Jigeadl Uun € 41 UG e Ja
e0000cccoe g‘#‘ dﬂ @u
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ACTIVE DIRECTORY TRUST RELATIONSHIP

£ a8 g Ja sl (99 pgtbbany J Al gkl Child OR Parent =) 0a DS (b (paddianall Jaag 53l Le ol US U

TRUST RELATIONSHIP A& 48Me 5yl Lagryy i 88 a1 Jlanall (3o L A Yiana ULl Laisa Uil g2 ) 9]

IMPLICIT A8l oda ooy Uik 84kl 4BMe ¢ 10 cuany LaS Labad Lilali Laii CHILD 3 g DOMAIN I ¢y 488 cilide
Forest ) gudi 52 53 gall c¥laall G Ll (o4 £ ill aag

EXPLICIT (cansd s} pia o) AS0il) J gigma dacid oo Ly Lo L

-1 b LS Lgale G pait) g A83lad) 038 dilea (AD DOMAIN AND TRUSTS ) 5191 ikausl 5 (S g

S Active Directory Domains and Trusts ILIE-
File Action View Help
=R

S Active Directory Domains and Trust|| Name Type Actions
4 i targetorg
% _eutaraet.ora

There are no items to show in this view. eu.targetorg =
More Actions

Manage

Raise Domain Functional Level...
View >

Export List...

Properties R |

Help b AD Domain & Trust 3%
AT BN 3 ) g al i (Say

EEEDL e T
5 }_\ctive Directory Domains and Trusts [ de.targetorg | ] m

b i targetorg
Domains trusted by this domain (outgoing trusts):

Domain Name Trust Type  Transitive Properties
target.org &) BaY ) | suseroerg thd ves m—
Loan
& &
eu.target.org
5
£ (o AR slag
Child Domains that trust this domain (ncoming tnusts).
I
. Domain Name Trust Type  Transtive Properties
G LS cutarget erg Chid Yes
Remave

<[w ] >
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g Active Directory Domains and Trusts [ child.eu.target.org |
4 ﬂ target.org
[ }\? eutarget.org

&) Ldal Baay
=<' eu.target.org
4 g target.org 2 (i

General | Trusts | Managed By

Ol £~ i e

Domains trusted by this domain (outgoing trusts):

Domain Name Trust Type
tanget.ong Parent Yes

L1

Transitive

Froparties

Domains that trust this domain (incoming trusts):

Parent &\9; C” m‘ Domain Name Trust Type  Transtive Propetties...
P e
Ls.)" L‘s target .ong 'arent es
New Trust.
[k [ comeel | ey [[ Hee |

< m >

= Active Directory Domains and Trusts = | = =

File Action View Help

e 2 =

3 Active Directory Domai
a i tergetorg
1 eutarget.org

——_ mnE=

General

- |

—
This Domain: N\ |
1
of target
Farert Domain:  |target o I" | I | i
Trust type: [Parent Crid / I

[ The other domain supports KerberosAES Encryption
Direction of trust:

Two-way: Users in the local domain can authenticate in the specfied ‘

domain and users in the specified domain can authenticate in the local
domain

Transtivity of trust:

This trust is transitive. Users from indirectly trusted domains within the
enterprise may authenticate in the trusting domain

Remove

To corfim and, # necessary, reset this trust relationship,

click Validate LAED

Cancel || Aoy | [ Hep

I e

. gl Lpudany claall ¢ Baa 485 ABdle pLAS) 5 Aaildl) ClBMally aSatl) Lial gubiisd (AD DOMAIN AND TRUSTS ) Adaeil g29

Active Directory Practical Guide
By Alaa Amin — me9000@hotmail.com




104 ! 36— Ll ol gk il

1o e sl AR e £ gl anudl ¢Sy g

AT N asiga Jiaa S BIA (o AR A ) yay A (e £ o) 2 g (Aliia cilBNe) TRANSITIVE TRUSTS -1
....... C gty B Czasilly A aastll O b Joaeads sl (S 1) 2 JUia

Comsdig B Osagdll (A AB3le dlia 9., B (easdlly A Cagdll oo 485 Aide dlia oS

(Jsad) laif) 13Sa g (A/C) e DS O 4B ABe 345 ) (B/C) A8all oda sa5inid

Ore ol Aguns e (3)
1-2 SNl

\A—bc

A—» B O A358e(1)
Domain B

B—  » Couiilte(2)
Domain ©

(trusting to A) trust

Domain A (trusted)— o tust  _ pomain B (trusted by C) <"t —Domain C (trusting) =

— — —
— — S—
— — Ty
— Ty — — = —
= = - =
access access
resources users > resources users > resources users

transitive trust

C trusts A because C trusts B

(Mitia & clide) NON TRANSITIVE TRUSTS -2

, Jadd A% Lg by, Laial) claall un 4B g g YT (ra 2a Mie (a5 ABMal) Ui g
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s - Mﬁ‘w&ﬂM\Q@ﬂs QW\JJEMMJ

TRUST TWO WAY -1

101- 100 dada JUall (B Ll LaS GuSally B pasill sdbuaal Jgasl A masal) (b Gpadiieaall iy of lld na

TRUST ONE WAY -2

B olail 8 45 Aidle il 131 B Gaagdll pibaal Jpa sl A Cmagdll (B (paddieiall adioy Died A8 18 sa) g olad) daay ) MY ixa

Cpagall 13gd A5 o) lia Sy Al 13 A Gaglll jilaal Jpagll B (e gl addicus b ¢ff Laiy

TOW WAY TRUST A A ONE WAY TRUST

Domain A Domain B Domain A Domain B

-2 ALIS ALl £ gl A ) Lganalli ((Sasd Lgdi 453 L
A PARENT AND CHILD TRUST -1

101- 100 4adia (b 30 sl Jlhal) aladialy As il ol L 58 £ 5il) 130

TREE ROOT TRUST -2

G5 e s 0 g agdn LAY A8 318 alg cilaall e B ad ¢ 9S Forest ) gadi Jals New Tree sbid) o Lasie
. b2l 3 TWO WAY L 585 TRANSITIVE
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SHORTCUT TRUST -3
ade qaghud € opagdll Jibas ) Jdaash 21013 A cpagall G ardiesal (8 TRANSITIVE TRUSTS I 8 LS LS
A5 SHORTCUT g.53 ¢a 48 A (1 (5 Af allial (A LaS 455 4B gy oy 53 AN cilanall 0S5 o JUl (2 B cagally g 0l)

CSlg Ll 3 TWO WAY Ul (59 TRANSITIVE CsS £ 53 138, Jguasll gokall bl 0a5 A ¢y Ui o 3N i gl g Adusall
. sLii LS ONE WAY 4l A4 all

REALM TRUST -4

¥ AT Al ) e @fisill Aes 3 KERBEROS V5 JsS s ariing g3 bl G TRUST dars paidall sp g 5l 138
. Unix - aUS Jia J g8 39l (00 £ 931 100 padiny

EXTERNAL TRUST -5

SV ONE WAY 058 8 TRUST J) & £ 530 138 Forest ) g4l z A <l Gm TRUST Jard pamaia £ i) 138
JS A deas o Forest <) g4 392 sall Jlaal) ol a8al) 038 L) 3139 TRANSITIVE ... g5 13 Lailag TWO WAY
. alad Las M A 31 Gl il 81 g8 aey L Forest -1 Jal 35a gall jabaall

FOREST TRUST -6

Tow Domain and Two Forests Legd (88 &l 3 auhally 403 Compaq 9 HP 48 d g daaa LaS laa ¢S il plati) s B
ROOT DOMAIN IN TWO FORESTS G ki (s 4 TRUST JI ¢34 g 5i0) 133 Aalad) cils ity g

A 333hg £ ol (e AEY ABe agin Jas 3 pall FOREST 1348 058 off

TRANSITIVE TRUST it g 58113 s TWO WAY sl ONE WAY slad¥) Gun (e (158 38 481 e g o) 128 5

L83 Al La (39 Lg ) g ABEY o L&D AduS (Y alal O cua Lol g Lge ) 6 g AR o La e U el Laday () 9
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4]

Apalad) 45y Hhally Lghla alaid ol Lild U Built in £s3 (e A o LIRS LAZ ANe  PARENT AND CHILD TRUST ¢ Ui Uil
e b s e W GLEI Bale ) g Lg Lgdlay o glin L &Y e g

Built in Trust <iia; aghi s

=] Run . 1

=== Type the name of a program, folder, document, or Internet

- o
resource, and Windows will open it for you. ‘Lﬁa@ d&']é d’ﬁ

| T
-t
Open: A v @-‘i RUN Jll
This task will be created with & rative privileges. s’uyi ah
oK | | Cancel | | Browse... |
27 ADSI Edit Mame Class Distinguished Name|| Actions -
4 5 D_Efﬁult naming context [child.eu.target.org] | CM=AdminSDHolder container CN=AdminSDHolde! CN=System
a 7| DC=eu,DC=target,DC=org | CN=ComPartitions container CM=ComPartitions, | 5
| Ch=Builtin “| CN=ComPartitionSets container CN=ComPartitionSe More Actions
— CN=Computers 7| CN=Default Domain Policy ~ domainPolicy ~ CN=Default Domair|| CN=target.org
&| OU=Damain Contrallers | CN=Dfs-Configuration dfsConfigura.. CN=Dfs-Configurati ;
| CN=ForeignSecurityPrincipals | CN=DFSR-GlobalSettings ~ msDFSR-Glo... CN=DFSR-GlobalSet More Actions
o E:::::;:;:;D;::(e.ﬂcmunts _| CN=DomainUpdates container CN=DomainUpdate
- CN=NTDS Quotas 1 CM=File Replication Service  nTFRSSettings  CN=File Replication
o 1 CN=FileLinks fileLinkTrack... CM=Filelinks, CN=5
~| CM=Program Data
b ] CNeSystem I CN=IP Security container CN=IP Security, CN=
| CN=TPM Devices _| CN=Meetings container CN=Meetings, CN={
“ CN=Users ~| CN=MicrosoftDNS container CH=MicrosoftDMNS,( 2
| CMN=Password Settings Con... msDS-Passw... CN=Password Settir
| CM=Paolicies container CH=Policies, CMN=5y
7 CM=PSPs mslmaging-.. CN=PSPs,CN=Syste
| CN=RAS and IAS Servers Ac... container CN=RAS and IAS Sel
1 CN=RpcServices rpcContainer  CN=RpcServices,CN =
_| CN=WinsockServices container CHN=WinsockService|
_| CN=WMIPolicy container CN=WMIPolicy, CM-|
5] CN=BCKUPKEY_Te0ba65-7... secret CM=BCKUPKEY_Tel
& CN=BCKUPKEY_d124bc0b-... secret CN=BCKUPKEY_d12
- » CMN=BCKUPKEY_P Secret secret CN=BCKUPKEY_P 5
J‘ u"'l"‘. .)h‘J JLHMJ‘ &1 g g‘CN:BCKUPKE‘(’_PREFERREDM secret CN=BCKUPKEY_PRE
opject _“ i .J container QCN:RID Managers riDManager CN=RID Managers,(
. . & CN=Server samServer CN=5erver, CN=Syst,
uéﬂju' ?a o= C”J trustedDoma,
- Move
[ Delete
Rename
Properties
Ll Help z
Deletes the current selection. o
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File Action View Help

a9 #EXEcE H
? ADSI Edit Name Class Distinguished Name
4 i Default namins . ' (] CN=Builtin builtinDomain  CN=Builtin,DC=eu,[ .
Settings... = =
b ] DC=eu,DCH| [ CN=Computers container CN=Computers,DC:
Remove [ OU=Domain Controllers organization.. OU=Demain Contrg More Actions '
‘ Update Schema Now ] CN=ForeignSecurityPrincip.. container CN=ForeignSecurity
New » [ CN=LostAndFound lostAndFound  CN=LostAndFound,
R || CN=Managed Service Acco... container CN=Managed Servi(
ename [ CN=NTDS Quotas msDS-Quota... CN=NTDS Quotas,D
fetiel ] CN=Program Data container CN=Program Data,l 3
Help [0 CN=5ystem container CN=System,DC=eu,
] CN=TPM Devices msTPM-Info... CMN=TPM Devices,Di
[ CN=Users container CN=Users,DC=eu,Di
% CN=Infrastructure infrastructur..  CN=Infrastructure,D
- H ax
al -y ;-'UQJSJ it iad| ay
Update Schema Jax
. e
ADSIEDIT a1 @& &
||< [T >
=l Active Directory Domains and Trusts

File Action View Help

% nE 2= B

% Active Directory Domains and Trust| | Actions
4 ﬁ target.org |
[ ﬂ eutarget.org
General | Trusts | Managed By More Actions 13

Domaing trusted by this domain {outgoing trusts):

Domain Name Trust Type  Transitive Properties...
Ciia ) 5 4
Las 433 48s >
Vg s
(9 a il \

ﬁﬁp ‘wﬂ-" Domain Name Trust Type  Transitive Properties...

bt

Domaing that trust this domain {ncoming trusts):
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File Action View Help

| 2
% Active Directory Domains and Trust
FE ﬁ target.org

53 ﬁ eu.target.org

General | Trusts | Managed By |
Domains trusted by this domain {outgoing trusts):

Damain Names Trust Type Transitive Properties_ .

f =
~

Domains that trust this domain {incoming trusts):

Domain Mame Trust Type Transitive Properties...

LY

[ ok |[ cConcel || seen [ Hee

[ <] m [>]

Welcome to the New Trust
Wizard E

This wizard helps you create a trust between this domain
and any of the following:

= A Windows domain in this forest or in another forest.

= AWindows NT 4.0 domain.

= A Kerberos W5 realm trust.

Sl glad )

Atrust is a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Next.

<Back || Net> | | Cancel
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Trust Mame
You can create a trust by using a MetBIOS or DMNS name. ?

Type the name of the domain, forest, or realm for this trust.  you type the name of a forest, you
must type a DMS name.

Example MetBIOS name: supplierd1-int
Example DMNS name: supplierl1-intemal microsoft .com

Mame:

|I:E|rge‘t.arg| |

s Domain Forest ) awl <as) o)
II:IJ- o ‘m"i“!:l ] *? -

= Back Mead = Cancel
| I | |

Direction of Trust
You can create one-way or two-way trusts. 8

Select the direction for this trust.

(®) Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in

this domain.
() One=way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

() One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

| <Back || Net> | | Cancel
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ﬂ Active Directory Domains and Trust|| Nam Tosre Actions
4 [ targetorg eutarget.org Properties IL'LI

I ﬁ eutarget.org

Sides of Trust
If you have appropriate pemissions in both domains, you can create both sides of

the trust relationship.
;-Ld‘ﬁl J_gj E;I:IS |3| LA J:Isl To begin using a trust, both sides of the trust relationship must be created. For example,
. . if you create a one-way incoming trust in the local domain, a one-way outgoing trust
I{RRTY UID JaEa 4anal) must also be created in the specified domain before authentication traffic will begin
. . . Flowing across the trust.
«* 3 child domain
- Create the trust for the following: 9
Child \ Parent La3s R
(J'n C]“,:", I Gt Sl Lale This option creates the trust relationship in the local domain.
& > 3
H‘P Ji "LI‘JIJI E;I!le:l-Al () Both this domain and the specified domain
- : - This option creates trust relationships in both the local and the specified domains.
LAISJ (.L’:,"“"A'“ N You must have trust creation privileges in the specified domain.

laall Ga K g yall

Trust Password
Passwords are used by Active Directory Domain Controllers to confimm trust
relationships.

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created, the trust password is
penodically updated for security purposes.

Trust password:

Ml m ds.jl Corffirm trust password:
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Trust Selections Complete
The Mew Trust Wizard is ready to create the trust.

11

You have selected the following trust settings:

This domain: eu target.org
Specified domain: target.org

Direction:

Two-way: Users in the local domain can autherticate in the specified domain and
users in the specified domain can autherticate in the local domain.

Trust type: Shortout

A3l (p 68T Cra Lingd)

To make changes to this trust, click Back. To create the trust, click Mesxt.

Confirm Outgoing Trust

You should confirm this trust only if the other side of the trust has been created.

Do you want to confirm the outgoing trust?
) Mo, do not corfim the outgeing trust

(®) Yes. confirm the outgoing trust 1 2

Al Al ABMal) digy o ghi Y
A3l o) ghadll B LgS o

To confim the trust now, click Next.

<Back || Net> | |
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Confirm Incoming Trust
“fou should corfirm this trust only if the other side of the trust has been created.

Do you want to confirm the incoming trust?
() Mo. do not confirm the incoming trust 1 3
(®) Yes. confimm the incoming trust

To confim this trust. you must hawve administrative privileges in the target .org

domain. Type the user name and password of an account with administrative
privileges for the specified domain.

Uger name: | €7 target.orgadministrator bt | I:I

Password: | | |

Tao confirm the trust now, click Mext.

A Gz H@ .
— 7 ? X
=) Active Directory Domains and Trust eutarget.org Properties

4 i target.org General | Trusts | Managed By

3 m eu.target.org

Domains trusted by this

Completing the New Trust
Wizard 14

You have successfully completed the New Trust Wizard, but
the newly created trust relationship cannot be corfimed for
the following reasons:

¢ A Lasy O L)
A8Mal) il LY
O Gl s e

¥ pasdl
Jaall e gl

[The verfication of the incoming trust failed with the ~
following emoris): D
The trust password verification faled with emor 5: Access

is denied

{‘l . LJ "J“ Asecure channel reset will be attempted. v
o I 3 I
= JJJ‘“'“ s A Before this trust can function, it must also be created
" Lﬁ . inthe ather domain. Ensure that the same trust
‘uLmJ (,13 Jﬂ.h;l password is used in both domains.
L
_maadl)
To close this wizard, click Finish.
< m >
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File Action View Help
= g =]
a Active Directory Domains and Trust

A ﬁ t_arget.org
[ }? eutarget.org

| General | Trusts | Managed By |

Diomains trusted by this domain {outgoing trusts): 1 b
Domain Mame Trust Type Transitive i
- - F - ¥ Properties...
U",.JS"J "L\'H"‘ Pﬂ target.org Yes

s 4 LaS AEal)

31 W) aad)
ADSIEDIT

Diomains that trust this domain {incoming trusts):

- - - Domain Mame Trust Type Transitive
jala ‘;d‘):ia-'lj target.org Parent Yes
Lo
v il g
< m >

Cra &l ghdll Jary Uady Parent / Child £ (e 48l Ll g Cida Laa Lialad 38 L) Lay Lea
oo Aale A8Mad) (udl eL&I g Parent Domain U 4a 53 o) (¥ dis ikl Child Domain S Jala
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.
Riyadh HO
10.10.10.2:8
Forest
Target.org
L,
Camo Branch
oi??:gr:ﬁs 192 168.1.224
N \
~ugp .
TREE o
e RODC -10.10.10.3

L
LS Additional 4s 8 c¥lawdse g Parent Domain )y iy Jaa e s sy Forest ) khia ¢ hy
Lles &l Uk 885 JiS) o aa) 9 Domain & ¢sia Tree ) ¢¥s RODC Domain 5 Child Domain s

Tree s 13 JS olé
. SH gl sl s Tree Ao 58l Forest ) of Wila U S3 8

L Llee QI3 gakity o 685 (¥ Lgd Frost ) oudd JAN Tree (i JS) Jary o g ol LIS
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Tree Root Domain
¢ target.org s saalg Allie ciad Glaku Laia LagiSl (alid) Lglla g g Lgda g1 5 € ST of (S s ) LSS p caandd) Jala
¢ QUK 138 (e 4 28 dadiall B Al LIS ST A
Lwi ) Forest J) JAl w33 Domain Je& 38 Tree ) Ll (i g illy

TREE ) a3 g

Forest J) JAla Domain sl Tree i (¢ Wi dlaiia Database <y 3ol g
Wllae (usi ) Cipagtll podd 5% @

Ll Juaiia (e Ll Jlis) e @lals RODC / Child / Additional Jas (Say Lyl o
(Forest 031 Domain Js¥ Administrator Js 25 Forest 44 al&l) Enterprise Administrator 3 (b oe Wl aSatll (68

Ll gla LaS Wil o q i Al S dandy a8 Cuil g Afm.com Wisemds a gl gy Tree Jaw aghi Lo
-1 (AGIS Jead) abadia ey Cdiguu g

i
y,
,/
Vs
/e
Forest / =X
/ AN
£ R
// \\
.// !
5 / target.org
/ ~ ~
/,/ ‘! !'
7 Pl ) )
//'/ B Tree o // \\
/,/ /" aim.com \
// 4 y A “\.‘
/ Tree
/
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I Network Connections
T+ « Metwork and Internet » Network Connections. v & Search Network Connections @ |
Internet Protocol Version 4 (TCP/IPv4) Properties ?
Organize ~  Disable this

-0 ®
- General
» 66.249.64.230

- | O 4

'_'f, Network ‘You can get IP settings assigned automatically if your netwark supparts
G Microsoft Hyper-\ this capability. Otherwise, you need to ask your nebwork administrator
b for the appropriate IP settings.

Obtain an IP address automatically

Use the following IP address:
IP address:

Subnet mask:
US\ hﬁ Default gateway:
[ 7

router

Preferred DNS server:
»

Obtain DNS server address automatically

Use the following DNS server addresses:

Ay whalas)
tree &

[ validate settings upon exit

— |

Zitems 1 item selected

Network Connections

g et
Internet Protocol Version 4 (TCP/IPv4) Properties
Organize ~  Disablet]

-0 e
General
66.249.64.230

* _ Network You can get IP settings assigned automatically if your network supparts
@ Microsoft Hyg this capability. Otherwise, you need to ask your network administrator
- for the appropriate IP settings.

Search Network Connections 2 |

2

Obtain an IP address automatically

Use the following IP address:
IP address:

66 .249 . 64 . 231

Subnet mask:

Default gateway:

Obtain DNS server address automatically

Use the following DNS server addresses:
Preferred DNS server:

ldlas) c.,.u
tree J

Alternate DNS server:

|

[ validate settings upon exit

| 0K Cancel

2iters 1 item selected

=l

Forest ) Jald Tree <) om Juai) (:8a3 ¢ ¢Saill Routing ) dedd Jardily 2 85 of i Y g
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TREE on LAP - Virtual

File

Action Media Clipboard View Help

@on

b3S

(=o'

Machine Connection

Network and Sharing Center

<« All Control Panel ltems » Network and Sharing Center

Administrator: C:\Windows\system32\cmd.exe

\>ping 10.10.16.2

inging 18.18.18.2 with 32  bytes of data:
eply From 1 .2 tine<ims TT
2 tine<ins IT
2 tinc<ins IT
2 time<ims TT

ing statistics for 18.18.18.2:
Packets: Sent = 4. Received = 4. Lost
pproxinate round trip times in milli-seconds
Minimun = @mg, Maximum = Oms. Average = Oms

>ping target.ory
ing equest could not Find host target.org. Please check the n.

N>

gt access

K]

Network Connections

Network Connections

gt access

private
Unidentified network
osoft Hyper-V Network Adap

ane and try again

s point.

A wlalsey o

Internet Options

Windows Firewall

€k b Lk Bad g

i Uaa

Network and Sharing Center

1 |8 « All Control Panel ltems » Network and Sharing Center

Administrator: C:\Windows\system32\cmd.exe
2 time<ims TIL=127

s for 10.10.18.2
4, Received = 4, Lost = B <@z loss

Approxinate round trip times in nilli-second
Hininum = Bms, Maximum = Bms, Average = Onms

>ping target.org

s\>ping target.o

nging target.ory [66.24%.64.2311

hyte: 2 Jne(lw‘
2 time<ims
2 time<{ims
2 time<ims

4, Received - 4, Lost
ound txip times in mill

Approximate
Bng. Masinun - Bns. Averags - Ons

Hininum =

>

Internet Protocal Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

() Obtain an IP address automatically

@) Use the following TP address:

1P address: .249. 64 .230

@ ghadd) Ja<i oYl g

Intemet Options

Windows Firewall

Active Directory Practical Guide

®) Use the following DN server addresses:

w.w.10.2

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit
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Deployment Configuration

Select the deployment operation

) Add a domain controller to an existing domain
®) Add a new domain to an existing forest
) Add 2 new forest

Specify the domain information for this operaticn

TARGET SERVER
aim

Select domain type: | Tree Domain

Forest name: target.org

al'm.corr{

Supply the credentials to perfarm this aperation

New domain name:

<Mo credentials provided>

0988 liles (8 Ul g 3 o3 A g 4 glhaal) iladll) Jndlly any
8 sall las 53) Active Directory 2

More about deployment configurations

[ < Previous | [ Next>

install | [ Cancal |

Domain Controller Cptions

Deployment Configuration

Select the deployment operation

) Add a domain controller to an existing domain
®) Add a new domain to an existing forest
) Add a new forest

Specify the domain information for this operation

TARGET SERVER

aim

Select domain type: Tree Damain
Forest name: targetorg
Mew domain name: aim.com

Supply the credentials to perform this operation
administrator@target.org

Forest Ju 4aldll slisy) alls Jia)

More about deployment configurations

< Previous | |

Next >

install | [ Cancel
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. - TARGET SERVER
Domain Controller Options i
Deployment Configuration . . 7
Select functional level of the new domain
Domain functional level: e S -
DS Options Wind s 2012 | |
Additicnal Cptions Specify demain controller capabilities and site information
Paths Domain Name System (DNS) server
Review Cptions Global Catalog (GC)
Prerequisitas Check [[] Read only domain contreller (RODC)
Site name: | HO-Riyadh | - |

Type the Directory Services Restore Mode {DSRM) password

Password:

Confirm password:

) shadl) ailiy pla SuY) g 4alS audng adgall Hi

More about domain controller options

<Previous | [ Net> | [ nstal | [ cancel

TARGET SERVER

Additional Options 8 AIM

| Ay The default value for the NetBIOS domain name is already being used, one alternative has been suggested.  Show mare x

Deployment Configuration . i
Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: root

Domain Centroller Options

DNS Options

Paths
Review Cptions
Prareguisites Chack
ool 138 g duls ANl ROOt () aeel) iy cud
& Jesal

More about additicnal options

< Previous | | MNext > | ‘ Install | | Cancel
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FI

Active Directory Domain Services Configuration Wizard = [ =] =

DNS Options 9 TARGET SERVER

| A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare b4

Deployment Configuration

Domain Controller Cptions

Additional Cptions A delegation for this DNS server cannot be created because the

Paths i authoritative parent zone cannot be found or it does not run Windows
DMS server. If you are integrating with an existing DMS infrastructure,

Review Cptions yeu sheuld manually create a delegation to this DMS server in the

parent zone to ensure reliable name resolution from outside the

Prerequisites Chack domain "aim.com". Otherwise, no action is required.

Jali tree < sdg palddl ) Sl O o = B _akall Al Gl udad ddbwy | pgds Ba
\$alad cSa 5 Parent Domain 3 Gkl g i Ga W) s 0 Forest ) <o
Lot G ol Jaxy s aghing

More about DNS delegation

<Previous | [ Nea> | [ nstal | [ cancel

. TARGET SERVER
|nstallation 10 i
Progress
Replicating data CN=Configuration, DC=target, DC=org: Received 1990 out of approximately 5984
objects and 14 out of approxi 851 distinguished name (DM) values...

“ View detailed operation results

4. Windows Server 2012 domain controllers have a default for the security setting nam
"Allow cryptography algorithms compatible with Windows NT 4.0% that prevents weakel
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp:.//
go.microsoft.com/fwlink/?Linkld=104751).

. A delegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DNS infrastructure, you should manually create a delegation to this DNS sel

Otherwise, na action is required.

sy U 25 A0 Replication <) clle BaY

More about installation options

<Previous | [ Next> | [ mstal |[ cancel
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I TREE ROOT on LAP - Virtual Maching Connection =8 -
File Action Media Clipboard View Help 1 1
@ ®O@ONk EY

ey Jai) o)

root\Administrator

(e TREE ROCT on LAP - Yirtual Machine Connection =-|a
File Action Media Clipboard View Help
2OPOO| N IS 12

Lay forest administrator 1L Jsaall aubvicd Jlall ga Las

TARGET\Administrator

". Please wait for the User
Profile Service
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Active Directory Domains and Trusts = =] =
View Help
o= B
% Active Directory Domains and Trusts [ | General | Trusts | Managed By |
[ m target.org X K R ) ) 1 3
B m airm.com Domains trusted by this domain {outgoing trusts):
Domain Mame Trust Type Transtive Properties...

target .org Tree Root Yes

Forest 4 ga 481l ¢y <5 B2aY
Lals

Domains that trust this domain {ncoming trusts):

Domain Mame Trust Type Transitive Properties...
target.org Tree Root Yes

illl=l! Tree J) AdlL) al
Domain Trust ) &

MNew Trust...

< 0 > TS = L

= Active Directory Domains and Trusts =
File Action View Help

eoE 0L U (e 14

ﬂ Active Directory Domains and Trusts [ dc.target.org | ’—|Eeneml Truste ’—‘Managed By
3 % target.on
-m 9.0 Domains trusted by this domain {outgoing trusts): _‘

b i) aim.com
re Actions 4
Domain Name Trust Type  Transtive Properties...
aim com Tree oot Yes

dhidtargetorg Cid Yes

Domains that trust this domain {ncoming trusts):

Cﬂﬂ ‘;’:dj m! &‘-}.‘ BAY Domain Name Trust Type  Transtive Properties...
oMy Treed @ | mim., o
Child J (s
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ABDle Lagin wigSigaim.com 9 target.org Wa tree 2 3% gl gualg Forest 1 J312 Tree J) (ugsi a8 ()
La anl) Laguiary jibiaa ) J e sl root ) DS (A Gpasiisal) (M) goliias s TREE ROOT TRUST g5 (4 4pildli
& e o @ liall dalia Asgls gl Alas dia g khaled @aim.com aul addiaa g S ol Aaild d8Mal) o2 el

Lyl guasa (usall g dagial) i alaal) 138 ) Jgua gl ol A (8 yahya@target.org sl adiical

Bald b bl aim.com Jaa! Al DNS @l sl L alA Sl (e pdlatudl calls Jlua ) B0k 08 el ol
L) 51518 (ya Lgullt o (a5 il 038 1o il o 508l piny 358 yahya S Clasies 5 s siad ¥ Al L)
Laldl) el aim.com ey pdaied) 138 e Target Tree b galdY DNS ) 33 Target.org Jiase dalil)

broadcast request (oo &laall sdd g khaled 8Lk (a4l 8 lghaa gl alaall Slgaly

clily sacd &a g jads Target Tree Jw galdll DNS «biby Sacld (he Al e Jganlly s A JS b g ok Lt
ol (a UL e Jgaand) cpa cplanall S 8 (padiiioal) MS (Saa iy g Uiyl uSally aim.com Jiaa! 42l DNS
LS a5 Ay jhall g agd &l DNS )

Server Manager a

anager * Dashboard | P Manage  Toois view
Active Directory Administrative Center
Active Directory Domains and Trusts 1
Active Directory Module for Windows PowerShell

WELCOME TO SERVER MANAGER

Active Directory Sites and Services
Active Directory Users and Computers

o Configure this local servi | psiedi

Component Services

QUICK START

= . - o Computer Management
2 Add roles and features _ o
Connection Manager Administration Kit
3 Add other servers to manag Defragment and Optimize Drives
[ [ons
WHAT'S NEW ~ }
4 Create a server group Event Viewer
Group Policy Management
D N S "! ; » »’l' Internet Information Services (I1S) Manager
@a iSCSI Initiator
LEARN MORE Local Security Policy
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ol & -

il e i

File Action

View Help

<l

~
= = = EIEYN] ERENE <
2 DMNS Mame Type Data Timestam|
4 5 TREE-ROOT 2 _msdes
4[] Forward Lookup Zones || [ _sites
r Ed sdcs.target.org 1 _tep
- om [ Y=Y
Update Server Data File t folder) Start of Authority (SOA) [27], tree-root.aim.com., h.. static
Reload it folder) MName Server (MS) tree-root.aim.com. static
New Host (A or AAAA)... it folder) Host () 20.0.0.1 8/22/2016
= New Alias (CNAME)... it folder) Heost (4) 66.249.64.229 2/22/2016
v ] ) it folder) IPwE Host (AAAA) 2002:1400:0001:0000:0000:...  8/22/2016|
b Mew Mail Bxchanger (MX)... it fold IPvE Host (AAAA 2002:42¢9:4025:0000:0000 8/22/2016
ns| New Domain olden ost ) JAThi
- e Heost (&) 20.0.0.1 static
Mew Delegation... Host (&) 66.249.64.229 static
Other New Records... IPwE Host (AAAA) 2002:1400:0001:0000:0000: ...  static
DMSSEC IPwE Host (AAAA) 2002:429:40e5:0000:0000:0...  static
All Tasks
View
- - - -
Delete CLA.HJ! i Jamdl Aol S SEAS
Refresh - 131 e - -
Export List... )l = dl‘""ﬂ-‘, Zone .y (SA‘J Ca
Properties DNS Service
Help:

Opens the properties dialog box for the current selection.

General

Name Servers |

WINS

copy.

[w] Allow zone transfers:
(®) To any server

Zone Transfers

(1 Only to servers listed on the
(1 Only to the following servers

e Servers tab

A zone transfer sends a copy of the zone to the servers that request a

S
]

DNS Server

er failed.

problem while attempting to load the zone. The transfer of

IP Address Se

r FQDN

oting DMNS zone problems, see Help,

To spedify secondary servers to be notified of zone
updates, dick Notify.

Q1 Jany o ghios L)

oc || concel ]|
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File Action View Help

s 2F ez HE §8@ 4
£, DNS Narne
3 i AlM [ 7| Forward Lookup Zones

7| Reverse Lockup Zones

Configure a DNS Server...
[Z Trust Points

Create Default Application Directory Partitions...

[ 7| Conditional Forwarders

Global Logs

Mew Zone...

|“| Root Hints
% Forwarders

Update Server Data Files
Clear Cache

Launch nslookup

Set Aging/Scavenging for All Zones...

Scavenge Stale Resource Records

All Tasks

L

New Zone =&

Refresh
Export List...

View

Arrange lcons
Line up lcons

Properties

Help

Create a new zone.

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

the processing load of primary servers and provides fault tolerance.

() 5tub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(50A), and possibly glue Host (A) records. A server containing a stub zone is not
autharitative for that zone,

[ "] Stare the zone in Active Directary (available only if NS server is a writeable domain
controller)

<Back | MNet> || Cancel
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- | O X
Forward or Reverse Lookup Zone 6
You can use a zone for forward or reverse lockups,
" x
Select the type of lookup zone you want to areate: J‘ M RREN
- -
A forward lookup zone translates DNS names into IP addresses arid provides ‘,fa‘ Zon e

information about available network services,

PERISEEE
(0 Reverse lookup zone E:L‘ILHJ’ E\M‘

A reverse lookup zone translates IP addresses into DNS names,

Zone Name ?—

What is the name of the new zone?

authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is

not the name of the DNS server, Z
— one

Zone name:

The zone name spedifies the portion of the DNS namespace for which this server is J‘ H‘ i - 5‘

target.org

<Back || MNext> | [ cancel

Active Directory Practical Guide
By Alaa Amin — me9000@hotmail.com




128 ! 36— Ll ol gk il

Master DNS Servers
The secondary zone is copied from one or more DMS servers,

Specify the DNS servers from which you want to copy the zone. Servers are
contacted in the order shown.

IP ) i)
pac iy Laldl)
DNS J il
Jary o 5 Al
& Zone

Master Servers:

IP Address Validated

Server FQDMN

Delete

o

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard, You
specified the following settings:

Mame: target.org ES

Type:  Secondary

Lookup type: Forward

File name: target.org.dns A

AN o Ldlgs

Mate: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To close this wizard and create the new zone, dlick Finish,
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File Action View Help

Ol £~ i e

P
e nE XBoRz Bel 8 10
é DNS Mame Type Data Timestam
4 3 TREE-ROOT 2] _msdes
4 [ ] Forward Lookup Zones 7] _sites - e -, . .
I @ _msdcs.target.org ﬁ_tcp l:ﬂ-n:l:l 5&]& C’A 43.4.4.1 3\99.‘3 hﬁy
2] aim.com Bl _udp - .
b | torgetorg| & it aim.com Jal: target.org
I (1 Reverse Lookup Zones | DomainDnsZones
b g '(I':rus::omtI;F J 7| ForestDnsZones
E GI‘::JEI If:a; orwarders g (same as parent folder) Start of Authority (SOA) [140], dc.target.org., host.., static
g = (same as parent folder) Mame Server (NS) detarget.org. static
g (same as parent folder) Host (A) 66.249.64.231 static
g (same as parent folder) Host (&) 10.10.10.2 static
g (same as parent folder) |PvE Host (AAAL) 2002:42f9:40e7:0000:0000:0... static
Hoeoz Host (A) 10.10.10.8 static
Hde Host (A) 66.249.64.231 static
Hde Host (A) 10.10.10.2 static
g dc IPvE Host (AAAL) 2002:42f9:40e7:0000:0000:0... static

File

Action

I @ _msdcs.target.org
[ @ target.org
I @ aim.com
b [ Reverse Lockup Zones
b [ Trust Points
b [ Cenditicnal Forwarders

Oa dad o Juaadl @) ghal) (udl ) <
target.org Jal2 aim.com

View Help A4
LB |
@B n bz Hm § 8@
é DS Mame Type Status DMNSSEC Status
4 i DC @_msdcs.target.org Active Directory-Integrated Pr...  Running Mot Signed
I Global Logs @ target.org Active Directory-Integrated Pr...  Running Mot Signed
4[] Forward Lookup Zones (2 aim.com Secondary Running

<1
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dstad af New Forest Jar pshi ciga Nl Forest (e JiSH G A8 1 0 oo GUSH (e 55000 130 (B LAY) Us gua ga
Target.org Forest - (g Wiy Lo 485 d8e ¢y 4S3

) cdlae) hid dile (ya elu A dolaal) 038 7 pdd dlaa (3 k0 BB New Forest 2 Jasd M s sl () &) Layg
New Forest ) ¢psSi 8 delui i Network Connection

Domain name : ACS.com (win srvr 2012)
local ip is 96.10.20.10 /24

Real Ip For Routing is 66.249.64.228/8

G

Target.org Forest

o A e A8l (8] kil
Forest
N o
A N
y target.org
N g
aim.com
IV g3 g
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C:\>netdom guery fsmo

Schema master dc.target.org i

Domain naming master dc.target.org Administrator

PDC dec. target .0Pg TARGET\Administrator

RID pool manager CAIRO-BRANCH. target .ory

Infrastructure master dc.target.org _E‘

The conmand completed successfully.

C:\>ntdsutil

ntdsutil: role

fsmo maintenance: connection

server connections: connect to server dc

Binding to dc ...

Connected to dc using credentials of locally logged on user.
server connections: ¢

fsmo maintenance: transfer rid master

Server "dc" knows about 5 roles

Schema - CN=NTDS Settings,CN=DC,CN=Servers,CN=HQ-Riyadh,CN=Sites,CN=Conf iguratio
n,DC=target ,DC=0rg

Naming Master - CN=NIDS Settings,CN=DC,CN=Servers,CN=HQ-Riyadh,CN=Sites,CN=Conf i
guration,DC=target,DC=0ry
PDC - CN=NTD§ Settings,CN=DC,CN=Servers,CN=HQ-Riyadh,CN=Sites,CN=Co flguratlun )
C=target,DC=ory
RID - CN=NIDS Settxngs CN=DC,CN=Servers,CN=HQ-Rivadh, C
C=target,DC=ory

Infrastructure - CN=NTDS Settings,CN=DC,CN=Servers,CN=HQ-Rivadl
iguration,DC=target,DC=o0rg
fsmo maintenance: _
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