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Transitioning to the loT /

Today, more than 99% of things in the physical world are sl not comnectad to the

But a phenomanon caled * The intomet of Things®™ will wake up
everything you can imagne

By 2020, 50 billion intelligent things will be
connected to the Intemet

The Intemet of Things connects the

physical world 10 the Intermet

Using microsonsors on the network, everyday objects
become connectad and intolligent
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Core Priorities

‘The loE affects five core priorities of an organization:
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Maximizing loE Value
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Description

Reducing time to market products and improving product development to
meet customer needs

= Providing the ability to be more productive and scalable
Employee Productivity

Identifying areas of waste and delay, while increasing logistical efficiency

Asset Utilization

Improving customer relationship to garner more of the market
Customer Experience o Aok
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Internetwork

LAN

Messages can take :;l N

alternate routes. | .
_—

f (a) ther

Data originates with an end device, flows through the network, and arrives at an end device.
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Internetwork

This message will arrive faster
| Ifit goes this way.

Intermediate devices determine the path of the data but do not generate or change the data content.
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Fiber Optic

Wireless
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Device Type Representation End Device Intermediate Device

Wireless Access Point

~ -
- Router o
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Intelligent Networks Are Bringing the World Together

Intelligent networks allow handheld
devices to receive news and emails, -

and to send text.
P——

Phones connect globally to share Onfine gaming connects thousands
voice, text, and images. of people seamiessiy.

Video conferencing instantly
connects people around the globe

| -
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Multiple Networks

Message
Rule
Computer Agreement
M Networks Standard
» edium »
Message
Vilsihsis Rule
o . Agreement
e ~
Medium Standard

Message
. . ]
X | : Rule
Broadcast ) _
! Agreemen
Networks | 9 :
Medium Standard

Services running on multiple separate networks
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3B (55 o) xS (el Sl Lyl 6 A Al el et S ASa) e il g
LaBY) i Y V) oLl B3 5 g Ao J5al) SN () O il Sy 13y T (g Sy sl 5yl

(Lab):4 s

Sl aladinls amy e ) trace route Jls ping ) alasiul 30a0 & Jlai¥) Gasdie 4 el oda b

ol 4 jlaa g sl e 8130 alasiuy s (tracert) s ol

L sl Ml agl 1 g sumsall B6) 8 Sy (tracert) dVs (ping) ) ahadid ) 48 el 5 cad) J8

: O ) glad gaadat fanl (Y1

bl Cuatt § Jy 3 zUsiw (command prompt) o<l sl Dby Jsab gl alas ) Adlial 14, gllaal) &l gaY)

. http://www.visualroute.com/download.html A& b I

Al A Bl Euaat ) srsca K5 4pati W) Ji el ull 18 2liag

(ping): <Y alasinly Juai¥) sl V) 5 gladl)

A 5 ) geall 3 LS (omd) sl Ala 8 S (Start) Al Gle i
| ]
| Shut down | » | ‘
2 @ € - 0O =

Oy L Jlail 3 g 5 (andl (Y15 (command prompt) Ji el s¥1 sl 3386 i85 (enter) le i xie
ol JUall LS ) el ) i &5 (ping)) i Jaé o e g



https://mustafasadiq0.wordpress.com/2013/12/12/%d8%a7%d9%8a%d8%b9%d8%a7%d8%b2%d8%a7%d8%aa-%d8%a7%d9%84%d8%b4%d8%a8%d9%83%d8%a7%d8%aa-trace-route-and-ping/
http://www.visualroute.com/download.html

Cighl 3aa ibae (V) 5 3ad — plud¥) i ) ) Jae) iiS

B Commend Prompt _ -

Bl y Jans 53 il 8 30 05 cmimnnm IS iYL Josie Wl () i 1368 (replay) 2 Liakiad LY
4 Jua

(YIS Leluadi (Sad Mgl das Ll

&<l (IP address) JV o) si= &5 (fully qualified domain name FQDN) (o b (s sisy J5¥) Hhaudl
Ol @8 sal )l e KU lligh allall 8 lSa JS 8 dwadi Gl ol il 138 5 (138 Lillia ) & 5y (il
J) Olay) 2,40l Aalise #3l (5 yi g a3 (IP address) o) sie A lgia JS5 (Mirrors) (e allall Jsa & g

Al 8 Ll ) Talsiul oke)(ping)

e s e SV 2 2 5 pand 5 (ping) I ALl Jle )l Sllee € 39 5 W jeday 2pdiil) Al (e AN ¢ 3l
Lid Lo e caalind Jilu ) IS 0¥ 5 (round trip time RTT) & sl s caladll Al 5 JS 48 jiul g3l
% (received=100).) * + A rmaa S Leadiul &3 Al Jilu )l 5 (lost=0) 22l jiea LAl

Il ey Gl Liay Jad Gy ) Jay &l y Y v Jla,Y (Y1
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338 ) 5sha 22l clilall ol odle) 35S Vo 1 ALY e IS 8 4l SY aay il ol s sl
I T el o m o3 Ll 6 g Sk iy 525 el U Ly 3 I 55,0 Ji(hop)
A8 S Al (e g5 gkl el iyl eda (e JS (I U e sl 48 aiasi (21 (e 3l s 5(packets)
) Gy S 1% ):\'J_“\S\ Ay LS Wguda e 536l )l eyl LadS i) aaD g (millisecond ms) 4L QAAL}
el

(o A paaly bl 4l 38 52 35150 (IP address) o sie dllia (5388) o5 U alal i) Jaa3 rdlaa Sl
: http://whois.domaintools.com/ad sall 13a I 43 sic Fuus WiSay yig I 1aa elliag

b L e i i ate il (1P) o e ) A5 ) Sl e 53 5


http://whois.domaintools.com/
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{E}l DOMAINTOOLS PROTILE = COHNECT = MHIIOR = ACOUIEE = SLIPROR \ o DGIM m

Hormae Whoes Lockyp LTI

IP Information ro- s8.88.92.5

o

= Grulck $tate

N
P Location B Peited Siates San Jose Comeast Cable Comemenicatl ons Lic Maniar Domain Progartis -
be

Hasolve Hoxt
Whale Sarvar #hisie arin, ned

P Asdraw

Gl g b b 3 A saall 8 Lo paall Gaw 5,88 Jaali Lgd i jla¥) oda o)) SAIL oy Liay) 13S0
Leiaal e 3 Juady il g2 g

(using web-based and software t00ls):4t su y 4 ye <l 5ol aladinly Hlusall i AEGE 5 shadl)

: http://www.subnetonline.com/pages/network-tools/onling- il Lo il & sla¥) alasiuly o

tracepath.php

foh Ll Agaliie 3280 W jelat Lgatid die Al


http://www.subnetonline.com/pages/network-tools/online-tracepath.php
http://www.subnetonline.com/pages/network-tools/online-tracepath.php

Ciglal (jilua  ilauae (As¥) £ 3l — L) iS50 ) Jiae) Glis

@ wea, g bnetoniinsucom g es etk

M2 M0 <8 Toal 7] Limocom | Thescur: W Citsbion Machne F [ Cowniosd lbited 0§ Commuiptimmtior (8 seachonde | source [ Wireless Sesbarra Lob  BF S50 -- Lacture Mot 50 WL - Santord

SubnetOnline.com

“Eour cnline [P subnet caloulstor arad netwark toals colection.,”

COMLIME TRACZEPFATH

Tracepathé is & raceroubs dbemative, 8 compuber network tool used to detenmine (Trace] the MTL val: of each hop along
the path [route) taken by packets sToss an [Fnetwor

The tracercafe bool i avalable on pracically 8l Unic-lke operalting sysbems, vansnts with gmiler Sarchonsity are slso
vl asba, Sl GR IACEPATI G ivsdkeh Lifius iNERElamons: a7 Tacart o Mirodolt Wik vl cperaling sy elems Widoss NT-
Dz operaTng s Ao prowkch patheand, whikdh prowkdes sk ot onalby

Source: Wikipedia 60 Ba0:E200:32 08
Ay P version of this tool is avalable herai

H/ More Matwork Taols
Enbar I of MOt v 5

Thes oniine: boecd peerforms & rece slong the path your peckets ollows fom s ssbrsres bo any destination o e mbemest
mire Hhe MTL of sach ho Erier e comain name or F nomber of the webserver yoio want io test =g
B patiant, W S0 / Baka Uipo 80 gecorehy 10 feba resd i, i dosd rel L cul e Ined o By

Tl et wioh DN

AUl Al il jedail anll jlusall auii o) yall ja saull 5l a8 sall sl o) (IP address) J) o) sie A< o 58
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ONLINE TRACEPATH

Tracepaths = a traceroute altermative, a computer network tool used to determine (trace) the MTU value of each hop along
the path (route) taken by packets acgross an [P network,

The traceroute tool is available on practically all Uniz-like operating systerms, Wariants with similar functionality are also
available, sudh as tracepath on modem Linux installations and fracert on Microsoft Windows operating systems. Windows NT-
bazed operating systems also provide pathping, whidh provides similar functionality.

Fource: WikiPedia

An 1Pve version of thiz tool = available here!

TraceFath Dukput:

¢ pera.subnetonbne. com (141,132,203, 105) 0.159m=s pmtu 1500
gw-v 130, <l-is.net (141.138.203.1) 1.450ms
re0-22.crl.nkfasd49685 net (80.246.207.190) ssymm 4 1.192ms
amsix-ams2,.netarch.akamai.com (80.249.208.168) asymm 5 1.214ms
219179168 (2,192,179, 168) asymm & 1.332ms reached
Pesume: pmtu 1500 hops 4 back &

B ) B o=

-=== Finighed ------

This onling tool performs a trace along the path your packets follows from this webserver to any destination on the internet
and determine the MTU of each hop, Enter the domain name or 1P number of the webserver you want o test e.g,
woanw, yahoo,oom, Be patient, this scaript may take utpo &0 seconds o reburn results, it does not prinkt out the lines one by

one, Just returms the whole tracerouts

(tracert). ! dumally 3 58 Vo o 5 jlae 1add Gl 58 € L) Cun o Lee Calia) jloall atill il ) a3l

(VisualRoute Lite Edition): s all dalay 8 aday) 5 U S5 A gali sl alasiad,

(VS digal 5 el dpuaii 4l 31 axy (3
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& VisualRoute 2010 - Business Edition - Trial day 1 of 15

File Edit Options View Maps Tools Help

http:ff ~ www.vsualware.com <180 v W Trace Plot 9P Analysis More Tools... .| @3 & Server is stopped

-
Welcoma to VisualRoute! u
Enter an address in the box above and pressthe
green Trace button to begin route testing.
Alternatively Click here totest the routeto
Visusiware's website.

You are on day 1 of a 15 day trial. For purchase information glick here or enter a license key.
Your database is 1870 days out of date chek here to update.

First time use Specal Offer! dick 0 % upto 20% on VisualRo

Al ) geall L LS (trace) e il a5 din 5 ol i) U guls g jlosall @it ol el o gall ansd Jaals o siid
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(S s 3l — LdN) cu 1) ) JAda) Qlis

o_p L) el i)

Aa) GalESELY ol oo ey O (converged networks) 4 latall cilSulll e Gl G all 8 Whass

Jl el ae Jlies Ly lawis a5l 5 (ping, tracert, visual route, ...etc.) Jie Wiluasis S

AUl ) geall (8 A gall lSAN 8 eld) gl Jaiy a4y 51 (packet tracer)

ISPy =§

SmartPhone Tablet PCO

acebook 1

~a

Facebook DatNCenter

e
-
facebook 2

June just came back from the Silicon Valley.

See what she is sharing with her friends on Facebook:
- Gao to the SmartPhone or to the Tablet

- Open the Web Browser
- Type in www facebook.com

ZRCELUR
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warsnces 7 J ‘/
STamPNIN g atdune-#T
Tabiet $02

cala 8 Laaw o glhall &f ghadl) aa Sl dayl Hl1 8 468 54l ((pka) J) colile 8 ALlS dda g ye IS0 20
ol s Jil: Jiiess(pdlf)

‘lias | 52038 (standards) aewld sulee )V Aaladl ga g gall L o e SUN ¢ 3l I Jaiss oY)

(the need for standards): ustia  J) dalal)

I S 5551 i La 31 Al ) 2 ) (pn e gana e iy o in B4 51 8 e 8! s o U
Balaw o) Jladl Aidac ! CL.;.'J Lalall da g il 2586 Y) Lgeadtus G_J\ Juaiy) ac) 48 <> s(protocols)
Cpadd (o) Santy o) Ja8 4S yilall dalll Y oS 63 5 pall 4l sale o5 ASWEN 8 0 Slea Gm(conversation)
Al g i) 8 Kl B jeal XS g AN Laadal agd Lacay s L OlalSian Al 4l e 8ds o) casy

il Lariiosall Y S5 e (385 () Cang el

Al (8 3 3¢V de sanal 4y )9 pn Lapan ()5S0 5 Lgudamyy Aoy jall Y S50 550l (10 Ao gane pand (pa
(open L) da gide ailall Y K 5i g 3 (ans (5S35 38 (Protocol suite). Y oS g5 piks Lnass JuaiDl
O5Se By J S5l 138 e s gt Y agle Jaaaill 5 L (g aaall 35S0 3 (S 45) glsource)


http://www.mediafire.com/file/cru51pyf36ffrd0/IOT-2.rar
http://www.mediafire.com/file/cru51pyf36ffrd0/IOT-2.rar
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oo Jand 38 L3l Jiay 18 5 (Vender-specific or proprietary) e 4o sal 48 slas <Y S 635 jll 038 any
O ) sraall dilia 5 sale 5 Jai 4S50 Gl 3 jeal aci Lel gl Jaid Sl Gl e datiall Y S g )
s A Gl sal (pErmission) daas ) ey ClS HAl (g o 583 Jy 55l ol Jaanill #Uie 2 Ll (5 jaaall 2 SN
o Lgalaiin) Aad ) el ol A Y S5 ) Ay Sl s (8 Lew (Ralall) 48 slaall LY S 55 0 plasiny

i LS 508 gl o ) Jd

:(Protocol Suit) <Y ¢S 559 ! alh

AU Clleal) Caa g (o A )l Lgidiha

Sl )l JSoa 5 S

a3l ) ! (e e sl Jilas 1) 0385 () Ll 5 A0l 85 e Y] s e sladl) Jolis 38y,
33621 O aldail) il 5 Unil il ol oy e g (B

bilall Jla ) g Juai¥) clials elgll 5 L)

aibal 8 dada JS5 (hardware and software) sl s 3 5ea¥) aladinly <Y K g ) aade i Qi
DAY Gl 8 Ldugind o el ) s bl shet dlae a6 Ja o A g3ue (585 Y S g5 il

iYL Jealy O Dlea Y (S Y5 i (5 3 3 gasll 58 5 (TCP/IP) pila 58 <Y S 5i gl ailal aal (g
JsS 555 sl 53eaY) o2 (s siad of oy 4By JS) Sy 5 Al alas b Laa e gkl 138 e 43 gia () oy
i )l Jaliiy 3 3230 mausil (Internet layer) 43N dak Li(1P)

oy 23 e Al s2a 6l & (Internet Engineering Task Force IETF) < i) dusia Cilega Bas g
Al )3 (Say (TCP/IP) @Y sS5i5 3 il (e Silaslaall (o 2 3l 5 (TCP/IP) J) ¥ 5S 55 1 Canig dalal
Yibia il (Lsaal) e g 3 solias e dad) ol 405 guall


https://mustafasadiq0.wordpress.com/2014/08/28/ccent-%D8%A7%D9%84%D8%AF%D8%B1%D8%B3-%D8%A7%D9%84%D8%AB%D8%A7%D9%84%D8%AB/
https://mustafasadiq0.wordpress.com/2014/08/28/ccent-%D8%A7%D9%84%D8%AF%D8%B1%D8%B3-%D8%A7%D9%84%D8%AB%D8%A7%D9%84%D8%AB/
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Layers of the TCP/IP Model

Transport

Application TCP operates at this layer managing the
conversations between, for example, web
servers and web browsers, TCP is also
Transpon responsible for dividing the data into
segments 1o be sent down to the Internet
layer

Internet

Network Access

1368 (IP-enabled) 43 5 < EYL Juai¥) 4ia Lo Tlea o sl Gom ) a5 4l 5LEY) ,aa3 AL el
ISy ASal) e il )l A 55 4l e Lan Jlgall 138 6 ey Y S 55 ll S (TCP/IP) U1 o) (i

3 yea) sl C)AKCWDBJ\BJ}AA”‘;_)SL\A
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Jsall e ) Jglad =) I8 3 <4l aans S (Internet of Things) s < il oo 2105 Ll Lay
O i

P AVL La g Jluad) cballiia 8 La

Gl sal) Gy 33eaY) e S e e dhaa Wil e W) Jlan 3k o) caag Jigadl 138 e sl
Ol g gl 83UV B Jead 5 <l jlaad) g S e Ghaati e Jadd daa W) 8 jea) 5 ASA) il gell
JS daling g2l Lad (Y1 asd iV dsiia ¢ 8 JS Ly iy ol jaadl s aualiall s Cogiadl g &l gl e Caaai

T iYL Jiatil 8 jealy) oda

3¢ Y) (e (e 55 O e O e Al
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(general purpose devices).o= &Y ddle 3 jal

(dedicated purpose devices). 3 (i il Lali 3 jeal

sh (Von Neumann) 4 lere ge @81 555 4y jlara (0 OS5 ) Jlgadl 8 Gl eV ale Slean 4xiai (sl
1ol 3 ) saally (iiaia gall 5 (Harvard) 4a_lezs

|
|
| p  Arithmetic __1'___,..
|
|

I
and Logic |
|

¢ .
input Unit ¢ | Main
|
Output l T | Memory|
Equipment i
|
I

Program EEm—
Control Unit  |g¢L———

Figure : General structure of Von Neumann Architecture
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Harvard Architecture

Instructions
memory

“ Control “ Data
unit ‘ memory

; @ xme

AU Gt VL Ledlal) calllaia (8 5 e o3¢ dailly

‘5.-.\3"-}5‘5‘J}-AAJ\QF}‘U&M)&‘JAY\&J&SM(JAJ:\LMJMBC«‘)E}\&u‘é&gjﬁﬁejm&gu}

(IP address and MAC e el sial Jimy Lea Ll alad (enia e jie (TCP/IP) &Y S 535 50 ol
address).

(LAN or WLAN Card). Sy ) S dsos o

Saie Lo gsind sale Laly sl JS dalls 40 sle e 553 W mal) dald 55ea¥) Ul
&a> 2235 (SENSOT) (rre sntie SR (o Lgman (Al 5 Gl (e a3 & 55 ellxl e sas(Control ler)
Leiallaal () e ¥ daladl 3 31 ) (trancievers) e\as_hi_j Ll b sleal) P& Al Leitings 5 el
5 pla unind 4S5 alS e i jlane 55 01 A 5 5 puall 8 LS5 Unssum oyl 4315 JulS (S
leie ol Jlu )l 5 e
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‘ Tranceiver

Sensing Unit

B
a
t
t
e Micro-Controller ADC
r <+
" )
|
External
Memaory

oYl el 4 (MAC address) ¥ s (IP address) ¥ s J«lS (TCP/IP) ash A zUia5 ¥ 5 jea¥) oda Jia g
3 siall al gl laSaiall ) disna imy Ll )l Ll pan (B junia b 93 O Jaay jeaidin ) sie Lail
pSaidl M ela ) ol Liadlas s UL (aggregate) aase s sx o 58 3 s (master) J) si(cluster head)

Ll lab S5 3l clllid) ae (general purpose device) oS o) s (g3l ot )

S a5 83 Llaad Wl ga 3 3¢ Y1 S 3 cilovaniall 038 Jia g5 o oLt i il (e alall 5_Sal)
il shaall i ol Jloe 3 gl 5 el JSI OV Tan S (003 U Lo 5 5 A s

i) ) Jtall 8 () 5S3 0) Giasitall (e Al Adlisd] 13 3eadl i mYL Jlaty) cildhaie jlatals oda
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- Ly < i)

i ) agd s (8 JS) 238l dagh (5 55 pall (1S3 age psgie e Caaai o sall 5 i VL JuaiD (Jlea)
ﬁ}Y\@JuM}ewY\

(network connectivity):ASuil dlua g3

5 Aaaduall AL Y S g pall iSlia g (SIS 5 ALl (i yhall (aal A0d (g1 83 e Y) S i o
eV S0l 5 Y e Liay) Y S 53 50 0k axiiuy 53l 5 (Ethernet Protocol) < il JsS s
ol 5 5 LS Ll Al il o 5 DY (g it g ) ) i 50N axiins 5 (LAN) dalaall 4050 3

Al gaall

e zlsd) € e oSy dplaall Sl 8 Lalasin) Y a5 (Twisted Pairs): 4 sasall 15 3Y1 <Dl
L A sl LY (Sl el Jalaal) Julial Lcans e 33 ikl ISy
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Category 5 Cable
(Twisted pair)

Category 5 is the most common
wiring used in a LAN. The cable is
made up of 4 pairs of wires that are
twisted to reduce electrical

inerference.

Controller . |
lyl

T Ethernet over powerline I I Ethernet over powerline T

OS5 Al 5 A le Bale (e Apday Jalae Jada puls @l (40 (5S35 5 (cOaxial cables): assall 3y
oa LAl @l i) e Leilead A jle salay ddalae Lia)) ) oS5 Lol ) g i 480 ddalae W ) s
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Coaxial (coax) cable

Coaxial cable has an inner wire
surrounded by a tubular insulating

— layer, that is then surrounded by a

tubular conducting shield. Most coax

cables also have an external
insulating sheath or jacket

Controller . B
'f.

T Ethernet over powerline T I Ethernet over powerline T

(Ethernet over Lessi oL el 1o shaa oo 4 jiall LAl 8 Leandin (S Sl &Y (e Gl ¢ 53l
el yeSll M aladiiuly Lo Leday 3 raniis 3 3aal) 038 Aaal) 3 3ea¥) Qle) ae i Cuspower line)
L 3 el 4aiin 55 LS 5 ualiie V) A Sl
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Ethernet over powerline

Existing power lines in a house can
be used to connect devices to an
Ethernet LAN

Controller . \

T Ethernet over powerline T T Ethernet over powerline T

L@AAJSQM\}AL)L)#@HJEJ:\MEJ&)M\Q‘}I}Sﬂjﬂ‘ww\éh@é&ujhdgm)ﬂ\u@w&u\
i () Sy ol Aadlil) LKL <Y o€ 555 5l (e Liary cpa olial JSEI 5 Al e 1,0 dalida
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A
WAN (>1000)
City & Nation Low Data rate TV :
Wide Whitespace M2M s Collter -
STD's e.g (HSXPA, LTE, LTE+, etc.)
Weightless
WLAN (100)
Local Area Br :
Web sld :
Sub-GHz Wi-Fi
Range 2.4 GHz 802.11 a, b, g, n, ac, ad, ah
(m)
WPAN (10) RFACE
BTLE
C~—"
WBAN (1) NFC ZigBee Biuetooth
»
0.01 1 10 100

Data Rate (Mbps)

o alain D danlia () 5S5 88 Lgil o) ISl Gilal (e Clia (e ST ) i 8 Y oS i g pall o280 TaaY
Y Sgig oy lia o) s LY ot | pal Leidhat dalie couny Loayl 3 €l 300 il 5 duad &) L)
Lo LS00 5 ALl Sl 8 aadins

o3le) 3 guall 85 ) SAall DY S 65 g 0l g 93l e IS e Jnadill (e o 2y Eaaatiin slia)

@) Jual) G5 Al QanlBall (e de sana 54 9 (Near Field Communications NFC): JsSsis
Cilia sy e Lah axd sale 5 (mnall Locans (pe Tan A B 55 ) ramall Lpany el 31 3 32 Y) G
(Wireless Body Area Network saws Lo 5l 481l sl CilSad 4 a2 o (ol jiagiie 3ac)
e JSA Leaa 50 LAWBAN)

daxdiuall Jall (5 ghosall GI3 GYLATY) ulis] dasaral & J S g 5l 138 (ZigBee): e ) JsSsis
axall 3 yuall 5 4 Akl 5 il 5 (Personal Area Networks PAN) drasill cilaidl) ol 4
(wireless SLdU) Gewail) <103 Jie (low power digital radios) 38l dakl 5 s sl Sl <ld
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People Process
Connecting people | \ Delivering the right
in more relevant, = information to the right

valuable ways person (or machine) at the
right time

Data

Leveraging data
into more useful

information for
decision making

Things

Physical devices and
objects connected to the
Internet and each other for
intelligent decision making
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Smartphones are able to connect to the Internet
from almost anywhere. Smartphones combine

the functions of many different products
together, such as a telephone, camera, GPS
receiver, media player, and touch screen
computer
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Smartphone Smartwatch

Cash Register Wireless Router

Smartphone

A cellular connection is used to connect these two smartphones. Cellular connections are radio waves at
specific frequencies that can carry voice and data between devices and a wireless network.
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Car Oxygen Sensor

The image shows an oxygen sensor. These sensors are very common in cars equipped with electronic fuel
injection and are used to monitor the amount of oxygen expelled by the engine after a cycle of fuel burn,
Based on that information, the fuel injection computer is able to adjust the air-fuel mixture for optimal engine
performance.
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Activity - Identify loT Terms

Terms Description
o Controlier May make immediate decisions or they may send data to a more powerful computer for
analysis
o Cloud Computing Provides distributed computing resources and services over a network.

Converts physical aspects of our environment into electrical signals that can be processed by
computers.

Sen

Wil easily accommodate 50 billion devices by 2020.

The volume of data being produced is accelerating, 0 100 is our capacity to analyze and

[[TTIT

® Big Data ?
process it.
o Uses electromagnetic fields to communicate information between small coded tags and a
reader.
‘ o IoT A market transition that is taking advantage of the reduced cost in connecting things to the
Internet.
o Mobility Provides access to resources from any device, at any time, and from any place.
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Information

Contextualized, categorized, caleulated and
condensed data
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abc

Convert

Reset

ASCII Digital Translator

011000010110001001100011

Type a letter into the box and then click the Convert button to see the binary equivalent.
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Local Data

An optical drive is used to write data onto a CD, DVD, or Blu-ray. These portable storage
devices are inexpensive and easy to label and store.
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(External Hard Drive) > _\a 2, 5 (USB) (i3é5 (CD or DVD or Blue ray) ual il szl ) seall
(internal Hard Drive). A3l Jal s

SIS e A s (A UL jues aum g L oy Sl 0 31 4o 55 4 5 (centralized data): s S el o s
g sl 138 Saals 5 (remote access). 2 e Al Abatiall 3 jea¥) JS i (e 43l J goan 1) A0LE 22U s
e SN 355 G (bottleneck) dals 3V Gie (oamn Lo IS i A8l (3 J8 3y 8 4y 05800 0
8 pall A elay o Lea gy gy il L) S A0l (e ey 88 A1 a jend) ) L)

(s ISl oA e JBa s AN

Centralized Data
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Ll Sy Al bl a5 (distributed data): g Jsell oA s bl A o168 (e a¥l e 6l
(distributed data base management systems DDBMS). 4 se cilily ac) 58 5 )l abai alasid,
BeliS 5 Al gy rand oA 5 Slal B2 & SULW (e & 68 JS e (replications) gew 82 )3 & Cua
AUaill (L5 Adais JS Y o s Lyl aay (g e il U8 (e Led) J g bl (S 45Y il 4 L
O Al 5y saall | cpaneiall (peniiall J8 (e cliball ) dalad)l b o) 43Sy 5 e (e S Gl (Y
raliball ¢ 5 sall ¢ 0a0) e Jb

Distributed Data

gland 5 S 53l alaal oo Jass 0y 1Sl T a0
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Description

Approximately one million bytes.

Approximately one quintillion bytes.

Approximately one trillion bytes.

Approximately one thousand bytes.

Approximately one quadrillion bytes.

Approximately one billion bytes.
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IR vy | e

(local, D L ja (3 sk s e a1 e Y g ) il sSall aalS i) e il Gusall 3 Lal<s () amy

AR e il bl o 38 5 lal oo S) Jaali = i ) o ) lcentralized, and distributed)

(Internet Service Providers 1SP):cui i) dadd 53434

Sl i Y1 o) A0 (e patiunall I W) il (o)) Gang bl 8 3 35S jall A sall bl i &
Do sn Al s (ISP) il dadd 3y jar diaile (58 o) 222U i i) (8 libull 4aa 58 Dleas (5] ke
G2 AY) AR (535 3o Ay o gy g s all 5 IS 1 5 (0 jiiall (preadiasall o ST s 5V ) Sl 3
daaall 35 3 Jala (Point of Presence POP). 2 s sl ddadi awii 4da 8 da0dd) (535 3 e QIS Juals
Juad¥) (a5 (POP). 252 sl Bl (o il Jail de juall Alle A8y LIS guall 5 < 551 1) (g0 e gane Jas i
Jaall o813 s Lo Jayl 5y 8 JI8 J sams Alla 8 ALy Ol jlise 8 510 ) i) Tl (s ol jlasa B30 35 5 La g
QR LA = Aa2all 09 e 2 gan 2y Gila glaall J85 (a2l (overloaded link). Al Jal) L e S

Sl Ol 3 e WSy 5 AT cileadll Cilag e () Legan 55 &% o camgy i) a 3a
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. POP
Internet Backbone

ISP
POP

POP

POP

POP

Web Server

¢ o Tl gyl o2 5 Aabiaall daadl) cula 5 e Jay 5 Ao yud) Alle dan) 5 5 (e ) sSH Ci yY) (f8 el 5 g LS
(Internet Backbone)_&djﬂd S A 3 garll el eaY) 5 de il Adle Tan 3 € A0S g

(IP addressing):<si i1 A 5 gy 4 gis

o) @ & ) (Internet Protocol IP packets) g 55 (e S5 O g <o 58V e Jais Al lld) o s
O LS ¥ bl 8 dasia & gie laslaae (5 4 Cua maia o () gie 5 jhan Ol sie e (g siad
el ¥l b jaae o sed o) oS Y A0 8 il e 50 )l o Gl 5 5 guaiall Lgdan ) Juca
S S 23 5 Caagll 5 Haaall o slie JSoa iy yathy (IP) <o i) J oS 555 0 0 0 mmaa jhas ) sie (s
Gisie e @l daall d OY) s s AY A8 (e 5 AY e e il dgn sl liall o3a aladial
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JEy) Juas) Js g s (evolution) dsis Als & (IPVE) xaadl Jaall of W1 2Ll sa (IPV4) i yisY)

(logical address) kil o)) siall (cams g Le padll (s 5l o) sill Jia (IP address) <o iyl o) sie iy
a s Al il 5 & ) sl o slie il S aa ) 40 dglaall 038 5 Slead) a8 e ) Toliiad Titdaie diy 45
i Y g glie IS SN Jaatual) (g0 asY 5 a5 A 3l 5 Anaall it Coia g llia Cua Adaall e sSall 4y
IS land anadiy @l g @l i yandl aaail Jeod 48y pha @llia Gl (e SUad @i iYL dag jall 3 5eayl U
elan¥) 5 Ly 30 5 jiall slaw¥) G Jisa3ls (Domain Name System DNS) J1 s a s 5 < il o)) sic

A0 5 ) saall 8 LS 5 Ly gl 525 il

192.0.2.100

192.168.200.8 /1
//,
> 4 198.51.100.5
’
Internet r
\ )//'
7
eono s Cisco Systems, Inc . " 4 .
.’/
| C £ hiips://www.cisco.com J/
| —— /,r’

203.113.0.50

1 b
Source IPv4 Address \ 1
l 192.168.200.8 1 g

Destination IPv4 Address
192.0.2.100

Y
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(1P packets): < A <l a s

Ao L et e cusll G a o) daal Jua i ) Bavea e (2,0 5 Y1 e sandl) lall Canli Lais
i) ol oY) e Jua,Y) Jd s (1P packets) <libe a s Jala 4 gase () 585 dalivaall 5 s yall iyl
Co) Gl Guly (Yo (N TE) G e sl oh (s (IP packets) cuil Sy () auds
Jsbas C Yoo n e S0 zling Culiline ¥ deas s adaile Jy 35 (6 JUS 1A 5(Ethernet networks).
sl 1Al aal sl il (8 aad g JSG e Ul (e s IS Jla )l i 35D (8 Lge STl Vo
& Sl sy (data transfer rate) <l Jlu ) Jaese sl (Network Bandwidth) 4<eill gUas (i e
Jua ) ol ) elins 06N & Culine aa) g 4ie o 3 Sllll S (Bits per second bps) sas! sl alil)
43y sl 5 4 5 seall (1 Mb/S). o aie s (Al Cag ylall o =Ty lat) sas) 1) A 8 <y ) ke
s SE (o8 3 pandl 5 oSl dada) Cla g ey bl Jlal

Internet Backbone [
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(IP_address management):<s AN ¢ gls 3,04
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Internet Assigned Numbers Authority

RIPE NCC

ARIN

AFRINIC

L - P -5C -
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World Population

Connected Devices

Connected Devices
Per Person

6.3 Billion 6.8 Billion

7.2 Billion 7.6 Billion

500 Million 12.5 Billion

More
connected

devices than

25 Billion 50 Billion

people
1.84 3.47 6.58
L 1 1
2010 2015 2020
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(managing big data):s sl alilul) 3 ).

b AV a5 R SV 5 Jea¥) U (e il e sl oS 6 lel) 01 () i s L
Al 3 e Al Gl ) Y13 jeal) oda (n VLAY £ 5 &l g i iYL Adadi jall 8 jea ) 2ae ol ) dags
il o Al Il 5 e 13 30 i e st 05 () WL i i eladl 53 ) o

Lo 32 5 g jlaY sanaa

S eLad) syl S s a5 (big data) s bl 5 Y 35k ) Uil il sall of Jia 138 S
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Global Mobile Data Traffic Growth / Top-Line

Global Mobile Data Traffic Will Increase Nearly 11-Fold From 2013-2018

10.8 EB
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=
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w

1.5EB

2013 20714 2015 2016 2017 2018

Source: Cisco VNI Global Mobile Data Traffic Forecast, 2013-2018
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Activity - Identify Big Data Terms

Terms Description

Bida Akt Information that has been collected over time, has value to the organization, and is
historical in nature,
The rate at which data is moving.
u .

ol vark lThetypeoldata.

Devices, sensors, and video deliver this on a constant basis. This data provides
maximum value while it is interacting in real-time.

OI Vol 'Theamwuoldmbdngtmnsponedandsmod.

Data in Motion
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Virtual Machines

Physical Machine

5]

5
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Cloud Computing Services

\ Software as a Service

Applications delivered over the web to
the end users

laas

=3 [TaaS

i Y e Glipkaill aladiul dedd aadl Jiedy (Software as a Service SaaS): 4eiaS cilaa nll

i Y e clipdaill sl g &l g2 d 63 a3 5 (Platform as a Service PaaS): 4.8 daial)

Juddl pgdealls peledl yd g a3y (Infrastructure as a Service 1aaS): 4eads Zuuluy) 4l
i V) e Jandil) alas g KA 5 5all g <l 8 )

S8l aeall clinlas 5855 et (Information Technology as a Service 1TaaS): 4eaaS il ae )
Y e Olarall g liaiall
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The loE Requires a
Variety of Cloud Models

Organizations need maximum
flexibility to efficiently and reliably
connect people and things:

Private

Public

Community

Hybrid

Organizations need a flexible
Infrastructure that:
«  Adapts
Speeds service introduction
Ensures governance and
financial reporting for each
model

>

All Cloud Models Must
Work Together
Seamlessly

When selecting Cloud solution
providers, integration and
consistency across all modeis is a
critical factor. Cloud solution
providers must offer:

Security

Compliance

Performance

b

Enterprises Must Keep
Their Options Open

« The loE is an evolving
marketplace and organizations
must evolve with it,

Choice is critical.

Avoid getting locked in to one
provider or one methodology.
Need expert advice 10
capitalize on the evolution of
the Cloud.
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Activity - Match the Cloud Computing Services

Description

Technical professionals support applications, platforms, and infrastructure

Hardware and software 10 power servers, storage, networks, and operating systems

Tools and services used to deliver applications

o SaaS Applications delivered over the web to end users
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How Businesses Use Data
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Micromarketing

Real-time, micro-targeted, location and context-aware
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Internet of Everything

People-to-People
(P2P)
Machine~to-People
(M2P)

Machine-to-

Machine
(M2M)
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M2M Connections
(loT)

Highest Value Is
Generated Here

P2P Connections
(Collaboration)

M2P Connections
(Data and Analytics)
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Value of Combined
Connection Type Connections
95,000 sensors and devices connected to Cisco network, *  Cut energy costs 21%
Including fire alarms, wireless access points, video in 2012, another 11%
surveillance cameras, temperature sensors, and HVAC in 2013
e ————————————————
Data from sensors and devices monitored by bullding «  Providing network
managers with mobile devices connectivity to tenants
Energy consumption analyzed in real time to Increase
efficiency, optimize usage
S ——————————
Mobile employees work with tenants and respond to service + Plans to offer
requests in real time via mobile devices integrated Unified
Communications (UC),
wireless, physical
security services
—
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. THE INTERNET OF EVERYTHING

What will the world look like when we connect the unconnected?

Inteligent

®© 0 &« ® ©

In an iInterconnected world, oven the smallest things
will have big implications.

TAKE, FOR EXAMPLE,

A DROP OF WATER.

oWy

A CONSTRUCTION COMPANY'S CONNECTED NETWORK SHIFTS LABOR SCHEDULES AND MATERIAL DELIVERIES TO CONTINUE PRODUCTION
WITHIN SAFE AREAS. SOCCER PRACTICES ARE CANCELLED AND BUSINESS MEETINGS IN OUTDOOR VENUES ARE RESCHEDULED INDOORS.

(Introduction to Internet of Things 10T).sLd¥) < 35l M J3ae zleia e (SO Jaadl) g3 La )
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