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Partl Networks & TCPIP Programming Overview:
Chapter 1: TCP/IP Layers & Message Encapsulation Overview
Chapter 2: I[Pv4 & IPv6 Architecture Overview

Chapter 3: [P Multicasting Overview

Part2 Streaming:
Chapter 4: Streaming (Classes & Members)
Chapter 5: Applied Streaming in Dot Net

Part3 Transport & Network Layer Programming:
Chapter 6: Transport TCP & UDP (Classes & Members)
Chapter 7: Synchronous Socket Programming

Chapter 8: Asynchronous Socket Programming

Chapter 9: Advanced Multicasting Systems (Architecture &
Conference Systems)

Chapter 10 VOIP - Voice Over IP Programming

Chapter 11 Raw Socket & Packet Sniffing Programming

Part4 Application Layer Programming:

Chapter 12 DNS Programming

Chapter 13 HTTP Programming

Chapter 14 Web Services & XML Programming

Chapter 15 Remoting & Distributed Systems Programming &
Design

Chapter 16 SMTP & POP3 Programming

Chapter 17 FTP Programming

Part5 Network Security Programming:
Chapter 18 Cryptography
Chapter 19 Socket Permissions

Part6 Multithreading
Chapter 20 Multithreading (Using & Managing)
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Part 1 Networks & TCPIP Programming Overview:

Chapter 1: TCP/IP Layers & Message Encapsulation Overview
- TCP/IP Layers Encapsulation Overview
- TCP / UDP Connection Establishment
- TCP & UDP Header Encapsulation
- Using TCP Connection Oriented in Dot Net to Send Unicast
Messages
- Introduction to Binary Streaming in Dot Net
- Using UDP Connectionless in Dot Net to Send Uni & Broadcast
Messages

Chapter 2: [Pv4 & IPv6 Architecture Overview
- IPv4 Architecture
- Classful IP Address
- Unicast IP
- Broadcast IP
- Multicast IP
- CIDR Nation Overview
- IPv6 Architecture Overview

Chapter 3: IP Multicasting Overview
- [P Multicasting Overview

- Using I[P Multicasting in Dot Net to Create a Multicast Groups

Part2 Streaming:

Chapter 4: Streaming (Classes & Members)
- Stream Classes
- Stream Members
- Stream Manipulation

Chapter 5: Applied Streaming in Dot Net
- Create a Simple Remote Control Application Using Stream Reader &
Writer Classes
- Create a Simple Remote Desktop Application
- Create a Simple Application to Store & Read Images (Binary Data)
in Microsoft Access & Microsoft SQL Server Database Management
System By Using Streams Library & ADO.NET



Part3 Transport & Network Laver Programming:

Chapter 6: Transport TCP & UDP (Classes & Members)
- TCP Classes Members
- UDP Classes Members

Chapter 7: Synchronous Socket Programming
- Introduction to Socket Programming
- Synchronous Socket Programming
- Synchronous Socket Classes & Members

Chapter 8: Asynchronous Socket Programming
- Asynchronous Socket Class and its members
- Applied Asynchronous Socket in Dot Net

Chapter 9: Advanced Multicasting Systems
- Architecture of Multicast Socket
- Using Multicast Socket with .NET
- Multicast Conferencing Systems:
- Full/Half Duplex Multicast Video Conferencing System.
- Full/Half Duplex Multicast Desktop Conferencing System.
- Full/Half Duplex Multicast Text Conferencing System

Chapter 10 VOIP - Voice Over IP Programming

- The Concept & Requirements of Voice Communication Systems

- How to Create a Voice Chat Through Dot Net Using Unmanaged

API’s Functions

- Testing UDP Multicasting, TCP and Thinking in SCTP to Transfer

Voice Through Networks

- How to Create a Voice Conference System Using Microsoft Direct

Play 9

- Create an Advanced Video/Voice Conference System By Using
API & TAPI Telephony & Managed Socket Library in Dot Net.

Chapter 11 Raw Socket & Packet Sniffing Programming
- Introduction to Raw Socket & Raw Protocols
- Raw Socket Programming
o ICMP — Internet Control Message Protocol
Programming (Ping & Tracing)
o Using ARP Protocol to Get The MAC of a
Remote Machine in Dot Net
- Introduction to Packet Sniffing Applications



Part 4 Application Laver Programming:

Chapter 12 DNS Programming
- Synchronous DNS Members
- Asynchronous DNS Members

Chapter 13 HTTP Programming
- The Concept of HTTP Protocol
- Using HTTP in Dot Net
- Advanced HTTP Programming
- Using HttpWebRequest
- Using HttpWebResponse

Chapter 14 Web Services & XML Programming
- Introduction to Web services & XML
- Create A Simple Web Service Application
- Create A Simple GIS System Using (ADO.NET With Web Services)

Chapter 15 Remoting & Distributed Systems Programming & Design

- The Distributed Systems Concept & Design
e Design a Distributed eCommerce System by Using ASP.NET
and Web Services.
- Serialization Programming
e The Serialization (Classes & Members)
e Using BinaryFormatter & SoapFormatter to Serialize Objects
& Images Through Network

- Remoting Programming
e Remoting (Classes & Members)
e Using Remoting Applications in Dot Net
e C(Create an Advanced Distributed eLearning System (Remote
Class Room)
e Create an Advanced Remote Desktop Application With
Remote (Mouse/Keyboard) Control Features

Chapter 16 SMTP & POP3 Programming
- SMTP Protocol
- SMTP Concept
- Using SMTP in Dot Net
- Advanced SMTP Programming
- POP3 Protocol Programming

Chapter 17 FTP Programming
- Introduction to FTP — File Transfer Protocol
- Create a Simple Application to Transfer Files By Using COM
- Create a Simple Application to Transfer Files By Using Web Classes
- Create a Simple Application to Transfer Files By Using Socket
Programming & Streaming Libraries
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Part5 Network Security Programming:

Chapter 18 Cryptography
- Cryptography in Dot Net:

e Symmetric Encryption
= DES (Data Encryption Standard)

e Asymmetric Encryption
= RSA (Rivest Shamir Adleman)
= Digital Signature Algorithms
= Hashing Algorithms

e Using Security Encryption Standards With Network Applications
= (Create an Advanced RSA Client Server Chat System.

Chapter 19 Socket Permissions
- Permission Namespace Overview
- Security Action
- Socket Access property

Part6 Multithreading

Chapter 20 Multithreading Using & Managing
- Introduction to Threading in Dot Net
- Threading Classes & Members
- Multithreading & Network Applications

Appendixes (A): Network Programming Members
- System.Net Namespace
- System.Net.Socket Namespace
- Socket Option Members
- System.Threading Namespace
- TAPI Telephony Functions
- Remoting TCP / HTTP Channels Members

Appendixes (B): ASCII Code Table, References

~10~



Partl
Networks & TCP/IP Programming Overview

Chapter 1 TCP/IP Layers & Message
Encapsulation Overview & Introduction
to Network Programming

Chapter2 IPv4 & IPv6 Architecture
Overview

Chapter3 IP Multicasting Overview
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Chapter 1

TCP/IP Layers & Message Encapsulation Overview &
Introduction to Network Programming

- TCP/IP Layers Encapsulation Overview

- TCP / UDP Connection Establishment

- TCP & UDP Header Encapsulation

- Using TCP Connection Oriented in Dot Net to Send
Unicast Messages

- Introduction to Binary Streaming in Dot Net

- Using UDP Connectionless in Dot Net to Send Uni &
Broadcast Messages
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TCP/IP Lavyers Encapsulation Overview : 1.1

Lima Juail iy e Lpmns g a3 jea ¥l (e de gana (o A8 G g pad) (e
Gk Ay i Al g Juai¥l daleal QST Aakaial oy ymall apedill Lnal o joian Us (e
) b jlaial) &5 Al pall bl e Headers=S Lidlaa) oty i Adpks 5 Lgie A8ua (K1

k) s3a 488 yall 5 ) guall i g TCP/IP J S 55 0 (A Gldila dad

0Os1 TCP/IP
Application
Applications
SMTP,POP HTTP FTP,
Presentation Telnet, DNS .
Session
Transport
Transport TCP uDP
Network Intemet
IP ICMP,IGMP  ARB RARP
Data Link Network Interface
Physical Hardware

e Jalaill Lin Lgidgla 5 Application Layer - (o8 bl yall Al 5l o) 55 dlae T
Glina g (88 ¢ AN e Ll ) oS Data () Anal dapa (e Leb 9ad 5 Lgnds Al )
Binary (= 4e seas ) &3 ASCII Code ) @ siSall gaill b gai & Chat 48 )
ik Loy o (35 Socket e Ledlu ) s L saeail 4 siane 3 w53 Bits A 5l Code
JSill = 55 Internet Layer =) sl Network Layer ) = Transport Layer-)

: Socketd) Jee danh Ul

Server
ServerSocket( port# timeout ) Client
accept() Socket( host port# )

CutputStream —a-———— |——- QutputStream

InputStream InputStream

close() close()

~13~



= Destination [P &= Transport Layer & 23xsall Port—l a8 ) by o Sooa
»aili g Clientd) lla e 488 gally Jiaal) <o ylall Server) » 54 s Network Layer
& UV Socket Option-! g Port a8 by ) e Serverd & Socket-!) 4k
pas Ayl 538 8 (ySar s codiad @i 53 Portd) e cuioatll Fuleas eull a5 b yaas
48 gall 5 4013 Le 5l Authentication <) &l Cllee Jio dudall J sl A by 53

s 4336 Y upper Layers ) awdi a3 QST 3 508 (S

User Interface caw b sl 4 zali sl ae Jalail Application

e i ol UL Jaxcal Cadlad alaacial i Al jall <) Jias Presentation
Encoding A (eaia Classes 4 (= Lﬁ\ e\.ﬁij.u:\.} Aoyl Jia dlee PRk ELEET & gall
:ASCIIEncoding Class—!! J&sS 5 System.Text Namespace - (s Class

C#

String str=Console.ReadLine();
ASCIIEncoding asen= new ASCIIEncoding();
byte[] ba=asen.GetBytes(str);

VB.NET

Dim str As String = Console.ReadLine

Dim asen As ASCIIEncoding = New ASCIIEncoding
Dim ba As Byte() = asen.GetBytes(str)

(lal) ) andl ppuanay i paill 5 G lead) Op laladl) dlens il Lk 5 Session
& W Three Way Hand Shake i dal el (30 de genay TCP & 3l ol
AL sl Sblee (e gl la) G52 S YL sl 38 UDPA

e a8 Sl 5 Application Layer 4iis 2 ga 52 &S TCP/IP A J S 55 0 A Wl
8axy Aulall =i 5 s yaill 2y Session Layer (8 ¢ OSI (8 (¥ G claal)
(b WS oo &l ghad

Alae paad ae @l g 2asdll Port A5 TP AV e Server Jb @A.m]\ Juai¥l ¢l ja) -1
TCPJ e s UDP I s ¢l s JucaVl

<l Serverd! el 13 Authentication 4 dee s 4sdiy Ciy yaill -2

Loty o) Adal) i e 2880 gl Jlu s el o5 Aalal) iy 5 J 58 -3

bl el Portdl e Listening dex: Serversl ol s dulall x4

: TCP Protocol ) aladiuly ddkall s3a Jae sa o e Lia

C#:
TcpClient tepelnt = new TepClient("192.168.0.2",8001);

VB.NET:
Dim tepclnt As TepClient = New TepClient("192.168.0.2", 8001)

Client 1 Josall Slea asty Cllatl Adans elly Ll 2t o 468 sl ot Losic
3aad Qi Akl 238 &5 Transport ) dida La a5 5 ,aY) dadall ) Al )l Jeesy
~14~



UDP-J e 4§ TCP - Connection Protocol e slsw Juai¥l dxph
Jupall Laa s il st by JgY) JsSis 0l 8 Connectionless Protocol
3 3eay) IS Jisiidl Gayhall & of (S UDP ) Wil Jlat! Port s Juiied)
Al ) Juiin) gl Port 1 13 e iy a5y padnd gl of 2 138 5 Broadcast
a g Sy o(Group Ae seae Al Jle¥)) Multicasting) Jae (e Sy WS <
448 48 pal) Socketd! & Portd) a8, & Multicast P4l si Broadcast IP-)

(S8 Jaadl kil Multicast IP 3's Broadcast IP ) z) il

as ala Class <o sl (o a0di i TCP I aladialy 4003l jue Al Jla )Y
Juai¥l Al u s ae Jlaill (e Jsiall g8 5 NetworkStream (e s Asleall 02 g
4uds Socket I alaaiuly sf «Stream Data JSuiy xall Caydall ) Al 5l Jl )

el e JUeS

C#:

NetworkStream mynetsream = tcpclnt.GetStream ();
StreamWriter myswrite = new StreamWriter (mynetsream);
myswrite. WriteLine("Y our Message");

myswrite.Close ();

mynetsream.Close ();

tepelnt.Close ();

VB.NET:

Dim mynetsream As NetworkStream = tcpclnt.GetStream

Dim myswrite As StreamWriter = New StreamWriter(mynetsream)
myswrite. WriteLine("Y our Message")

myswrite.Close ()

mynetsream.Close ()

tepelnt.Close ()

sl Osie pags Al il Lge o5 ) Network Layer J) () alod clld aayg
& siss Physical Tunnel ) e lello ) 2l oY) dalall ) alisis Leale Jaienall
IP,IPv6,ARB-Address e &Y Ssisyll (e de sans Je Network Layerd

LEY a8 e il dime A8 5 Lgie JSI Resolution Protocol

Cun Sally o815 clilall i e 5 5alh a8 Server ) diiuall Sleall Ly L
& Network Layer 4! ) & Data link Layer | Js=3 Bits) 28l & S aling
ASCII J Binary ¢» Jsa5 Wiy Application Layerdl & Transport Layer-)
JSG o35 Aleall o8 (8 Stream Classes) pladiu) s 45 Text Y ASCII e

: Serverd) Jae fase Ul o &l gy,
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C#:

using System.lO;

using System.Net.Sockets;
using System.Threading;

TcpListener mylistener;

NetworkStream myntl,;

public void Listener()

{

mylistener = new TcpListener(8001);

mylistener.Start();

Socket mysocket;

StreamReader str;

while (true)
{
mysocket = mylistener.AcceptSocket();
myntl = new NetworkStream(mysocket);
str = new StreamReader(myntl);
textbox 1.Text = str.ReadToEnd();

j
h
j
VB.NET:

Imports System.10
Imports System.Net.Sockets
Imports System.Threading

Private mylistener As TcpListener
Private myntl As NetworkStream
Public Sub Listener()
mylistener = New TcpListener(8001)
mylistener.Start()
Dim mysocket As Socket
Dim str As StreamReader
Do While True
mysocket = mylistener.AcceptSocket()
myntl = New NetworkStream(s)
str = New StreamReader(myntl)
textbox1.Text = str.ReadToEnd()
Loop
End If
End Sub

~16~



o1aa dala dBaada

O candl 5 aiul) (e gl jall il 68 ) olina s 53 5 Infinity Loop ) 523 <o s
V) e b g) My 1Y) Form A gaweddly Thread ) psdd e Jazy Loop !
Jall cus i gall Wl s sInfinity Loop 44 ) \J.ﬂ Gy e g4 Loop Al elgl
4 ) sl Asllaally manst ANl 5 Multithreading ) s o) 635 aladiuly oo 5 215D o3¢]
J9 Aladic Session dae 5 @l e pleall annii SR (0 @lldg allaall Guds e
LS il 3 ) ga o mali yll Sige OV 134 5| Multitasking Jb (ooms W 58 5 zali
: &tﬂ\ Jad) )LJ\ e\.ﬂ\ GAU)..\S\ &l LA‘; Inﬁnlty Loop dl i

Process
Global Data
Glabal Data
Thread Thread
Instruction Instructicn
Instruction Instruction

s 13 5 Global Area ) 4shis e Jary Loop 41 U Thread ) 4dla) J8 43) JaaY
& A jals Pipe sl Session dee ai Thread 1 alaaivl s s ¢ laiu¥l ae Cass
¢k Thread ) olasin¥ 5 el nll aa (5l sie JSdy Jand duay Loop J e (5583

: System. Threading Namespace-)) < y=3 ¥ sl

C#:
using System.Threading;

VB.NET:
imports System.Threading

Delegate ! 4 Ld Thread Jwe 2355 (Al Adlall ausl 1 )3l 5 430 [nstance Wi A5
(b WS L palsdl

Ct#:

Thread myth;

myth= new Thread (new System.Threading .ThreadStart(Listener));
myth.Start ();

VB.NET:
Imports System.Threading
Dim myth As Thread

~17~



myth = New Thread(New System.Threading. ThreadStart(Listener))
myth.Start

;b WS Closing Form ) &aaa & myth. Aport() 4dlals a8 oY)

C#:
private void Form1_Closing(object sender,
System.ComponentModel.CancelEventArgs e)
{
mylistener.Stop();
myth.Abort();
j
VB.NET:
Private Sub Form1_Closing(ByVal sender As Object, ByVal e As
System.ComponentModel.CancelEventArgs)
Try
mylistener.Stop()
myth.Aport()
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

gl ads 8 Thread o 3815 1) 5 daii (e @LiSa3 3 laa 4231 ) Thread - 5 e
Osodall Jadll Hlil cMultithreading Jb (coms Lo s g zeali ) udi 84

o=l MAC Addressd olsie e Jlgmn duall asly Bgiall ee ol ja) 2my
ARP-Address Resolution Protocold! JsSsis n e 4aall o8 o355 Serverdb
s MAC Tabled & MAC Addressd) 25a5 (e B8l J S5 nll 138 iy
336a¥) S Y ARB Broadcast Message Requestdis b asiy sdsas aac dlls
Slead) Qg oan g 138 41 Ju ;Y ol yall TP Addressd aba g L Jhow 35030 e
MAC Address) o)sie Wd o p5y Unicast ARP Replay Message szl
5 MAC Table J1 & Gnall Olsiadl cpiads ooy Al 2Dliul s 4y galdll
JSEI LAY ¢ A3 @l jall & dsladial 2 Sy ¢ leadl (8 3 ga il MAC Cashdl

-

System A

s

Or & TS 18
i
System A ﬁ I’J-"I System B
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Internet —S O sS— J-» Encapsulation—) g s— 203 a3y 4 s jall 028 2ay g
Data Link Layer &<l aiys Ethernet Encapsulation s Encapsulation
C’_\\:\Luj\ Y dS C.;a_}.g ‘_;Lﬂ\ d&d\}

APPLICATION LAYER

————————————— Message or stream of data
TRANSPORT LAYER
| | TCPHeader | DATA|

————————————— Transport Protocol Packet
NETWORK LAYER
IP Header | TCP Header | DATA

T ————————————— Network Layer Datagram
NETWORK INTERFACE LAYER
Ethernet Header | IP Header | TP Header | DATA|

————————————— Ethernet Frame

PHYSICAL NETWORK

:ob WS Packetdl pladl &I ¢ S5 auledl) A

Network Packet

Ethernet P TCP

Header | Header | Header L_DCAIA

plaaiuly Jw¥l Alee s Ethernetd) alainl Jlay¥) dlee Gn Goodll g
3 Jua)¥) dlee a3 Ethernetd) & 4 3 Serial Connectiond! sl Internet
Jsa sl st Internetd 8 Ll ARPI alasinly ,a¥) o,k MAC Addressl 4é j=e

: )l Jsall s PPP — Point to Point Protocol-) faw (38 5
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User Specific Application
| | |
http-server,
FTP W SNMP
| | | | |
Sockets Application Interface
| |
UDP-User Datagram TCP—Transport Control Protocal
| |
IP-Internet Protocal
. I ; | _
G | o
" PPP-Point-to-Point Protocol | fi?.ﬂl_’fnddress Resolution metbm]i
[ = = A
i I - = I !
Serlal Communication Lines Ethemet/IEEE BO2.3

Control I sl &Saill Gileslaa e (5 53 Datal e Header diba) oty dada <
1 20 o= Network Layer -5 Transport - 4 Header-) aa> = 5l su 5 « Data
Header 3 I iila) 24 Al Optionsd) caws <uls 60

Packet - dulens a5 =als 58 9 Ethereald gl p aladinly o sdin  JUl) JEl) 8
13254 palall 4 sall (e 4l Sy (53l 5 Sniffing

http://www.ethereal.com/download.html

e Jla

GUloll Joalsdll g cateail) cillaan (“)jf L..gﬁ\} Ethereal-! C.AL\).‘ ‘f ‘gm\ Jlal aay
s Ao Jsaall ullay Lid Sus « Network  Interface Card=l) SO o 5Ll
:Internet Explorers olaiul Google!

: HTTPs DNSJIs ARB-I aladda

i 0ailcest

912 62391 10 0 0 138

10.0.0, 13at00:Oe 50:80:72:50.

10.0.0.10 ARP
10 12.623622 10.0.0.10 81.10.124.2 DN standard guery A s, google. com
11 12682926 81,10.124.2 10.0.0.10 DN Standard query response CHAME ww. 1. qoagle. com A 64,233,
1212, 684547 10.0.0.10 64.233.185.103 TP 1707 » hetp [SN] Seq=0 Ack=0 Win=63535 Len=0 Mss=1460
1312, 613088 64.233.183.103  10.0.0.10 TP fittp » 1717 [5vN, ACK] Seq=0 Ack=1 Win=B190 Len=( Mss=14
14 12, 814051 10.0.0.10 64.233.183.103  TCP L7L7 » http [ACK] Seg=l Ack=l win=B3533 Len=(
15 12814201 10.0.0.10 64.233.183.103 KT GET / HTTR/LL
16 12,074800 64.233.183.203  10.0.0.10 TP http » 1707 [ACK] Seq=l Ack=346 Wm 7845 Len O

17 12576418 84, 433,183,103

10.0.0.10

TCP Winoow Update] nttp = 1717

[TCP sagnant of 2 reassemtﬂed PDU]

1813027054 64,233.183.203  10.0.0.10 TCP
19 13.0333568 £4,233.183.103  10.0.0.10 HTTR  HTTR/AL 200 0K (test/hinl)
2013, 033388 10.0.0.10 64,233,183, 103 TCP L7L7 » hetp [ACK] Seq=3d6 Ack=1677 Win=A3535 Len=0

21 14, 013510 PlanetTe_30:6e:c9
22 16,015309 PlanetTe_30:6e:c8
23 16, 229503 10.0,0.10

spanning-tree-(for STP
Spanning-tree-(far TP

fd. 233,183,103

TCP

RST. Root =
RST RDD‘E

12768/00:12:29:67:23:20 Cost = 200000 Port
32768/00:12:&9:67:23:20 Cost = 200000 Part
Se0=340 Ack=1677 Win=0 Len=0

La 54 5 Gateway-b =lall MAC Address- cse Jlsall cilS dolee Jof o) JaaY
A8 4l Lleal) o35 Broadcast Message—S 4l )l o2a il )i ¢uas 10.0.0.138
aa 43 aldll MAC Address o) sie Ju i s ARP Request) ke 2, Router)
DNS Request ok Google-! o) sie (re sludin¥h Client) p st duleal) 038
DNS ) & Google-l: p=lall [P Address— aa 5 28 JUiall 8 43l 2aaY ¢« Query
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J8 Google_“ e Jdsaall A 44| 22 1aa 5 Jaeniill ?LL'.’ Crana 3352 5all g Table
3235 DNS Table- 2 352 30 Googlelk y=&ll TP Address-) of <lis e Jaall
Saaall Ol gindl (ania g 03 5 53 0 oy allall e 3 ) Googled! @ se ol8 dlenl) 22a
s Aalall dadial) il siaad Jlu) 5 s clilee (8 20 G 8 (e lilaal) o JaaY

HTTP Protocol J alaaiuly &% 5 Google

18 13.02?054 64 233.183. 103 10.0.0.10 TCP [TCP segment Df a reassemb'led PDU]

15 13.033358 64,233,183.103 10.0.0.10 HTTP  HTTP/1.1 200 oK (texts/html)

20 13.033388 10.0.0.10 64.233,183.103 TCP 1717 » http [ACK] Seq=346 Ack=1677 win=65
21 14.013510 PlanetTe_30:6e:¢9 Spanmng tree (for sTP RST. ROOT = 32768,/00:12:a9:67:23:20 Cost

9 PlanetTe_30:6e:c9

ROOT = 32768/00:12:

TCP / UDP Connection Establishment : 1.2

Sl Jas el Cayall a9y 3alall b5 edalyal) (e e sana Juai¥) oLl dlee ai
Jlas s e 23l iy JuaiVl ¢ pa) e 380 gl xie 5 HaY) Gl 1) JuasV) L) calls
A5 dalaal \DMFJTCPJ\JJSJ.\})J@“M \A_QJH\L;\QLAJM\UA:&:W

(S JS & maal g 8 WS 5 Three-way hand-shake (saxd dal e

@ Initial sequence

number and
other data
Initiating Target sequence @ Target
host number + ACK of host

initiating host's
sequence number

@ ACK of target
sequence number

o) 4 ns Sequence Number (lulud a8 ) algh Jujell Cajlall a8y s -]
a5 haey 453h ) & Cuso Jlu) Y Aleal ol ddads A sall 8 11 138 (585 Server!
Jee) Alee JS 2ie ((increment By One)

! Acknowledgment Jew b o 58 5 Sequence Number-! Jiléall < yhall aliny -2
) 5 A Ll ) 4] Ciline syl

Axa (38 ye 4alla Jlul o i adic 5 dulal) iqg(;r_:\ss\yd\fmwsﬂu;ﬂ\m de 3
il J8 (e du sl 3 Acknowledgment!

(e UDPA Gisyy ¥ 5 Acknowledgments s ) ¢ s a8 UDP ) JsS55 5 8 Wl
(AVY Q.AL;JL“J\ g#\&@a'c‘}jeﬁ:\uuﬁ}TCPJ\&dM\ﬁ LS J a5l il
_Juadll



TCP & UDP Header Encapsulation : 1.3
¢ua UDPJ sl TCP 0l sS 555l (s3a) e Jaladll 2y Transport Layers) diuk
2 duY) st StreamS JuaY) s slhaadl QIS 188 Jlu )Y dapds Led 2aaiu
sl BroadcastS dw ¥! s sthall (S s 8 Ll TCPJ) Ll &id Unicast
12 e Jull e all (& Gad Casus ¢ Jus,Y) aleal UDPY LSS aié Multicast

oo UDP U8 535505 TCP JsS 532 alasiaay Jl y¥) dles s Jual

TCP Encapsulation : 1.3.1
s>~ 5l Data Flow I (s sive o o) s pSaill ililee (S0 dac g (6555 ) 138 Sy
Delivered on abull s 3l Giy Jpall 0 @8l Slhlke acn WS Bufferd)

s JSal Y kil 4 Aalad) Header U S 5 (e zeal 5 138 5 Sequence

ﬁ Header Data

Source port address Destination port address
16 bits 16 bits
Sequence number
32 bits
Acknowledgment number
32 bits
HLEN |Reserved| ¥ | 4| P | 1 ;, If Window size
4 bits 6bits | o |k|h|t]|n]n 16 bits
Checksum Urgent pointer
16 bits 16 bits
Options & padding

: Source & Destination Port 1.3.1.1

Source Port—) agaai iy« Juitwl s Jlw ¥ Port — dvaadall A shidl 8
Y sl gyl (e s btV dglee (5 5ma A zali ydl Aalall Destination Port) s
O ST aladind aa) gl el (e (I Port) oy (ks aladiiud mali g (e SSY (e
O ALY a3 &) pdie G Portl Jlidl) dlee (e 2S¢ Port Address
(o0 el ot Wiy 5385 yaa Y 58 g5yl Gl8 1 Ll 3 1023 ety 0 — T Al 8 Y
JsS 55305 80 Portd) axiivy sl s HTTPA JsS 535 0 Lale 4BV (e g Jaraiiil i
Jg ?BJ" \A_u.. Y Qi Port) Hliial aie Junsyg o e 321 Portd PREN ‘3553\} FTPJd
i Aul JS ) kil 49,151 ce

Registered
0 1,023 ‘ 49 152 65,535
I L ] L |
Y1024 49,151 © t v
Well-known Dynamic
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: Sequence & Acknowledgment Number 1.3.1.2

sl allu ) 2ie Packetll dudedil) o8 5 e o8 )1 138 Jays 32 Bits sle Legia US (5 5 s
& six Acknowledgment ) a8 Lal Juai¥) 4oy aie L) gdic s 53 iy g alladi)
JSal 8 LaS dlanll 02 a1 5 4l gua s (e 2SN a3 5301 Packet U ulusil) 28501 e
Sl

Receiver

Segment |

4000

win:0

ack: 5001 =
ack: 500 Buffer

1000 3000

v v
Time Time

: Header Length & Validation Controls 1.3.1.3

e e 32 Bitse—e TCP—b alall Header—! g (Gl o 5all (5 5ina 5
Header Length + Validation U s4) 16Bitss Windows Size 16 Bits-)
:Sall JSi s Controls

Window size
L |{n|n 16 bits

HLEN |Reserved| Y :
4abits | 6bits | & [k

=wn0
-

¢l 4 e asuia TCPL (=il Header)) aas e Header Length-l s sisas
Validation - Wi « 42 HLEN (Header Length)) < i Header)) aaa 4 jad
3100 o2 () ey 1368 0 4 culS 13 ] Bit e JS 235 6 Controls ¢ Controls

) Sl 6 LeS 5 daadin 31V 028 Of iry 13¢8 | ilS 13 5 deadine

URG: Urgent pointer is valid RST: Reset the connection
ACK: Acknowledgment is valid ~ SYN: Synchronize sequence numbers

PSH: Request for push FIN: Terminate the connection

URG ACK PSH RST SYN FIN

: Window Size 1.3.1.4

O dsasll de ju o ol AA) B (e 4dls ) Sy (53l Packetdl ana 48 oy
Packet JSI Jia sil) dlend (§ yriusall cud gl sl cACK Packet s SYN Packet J<
Al Al e el (bl of & 35 g
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: Check Sum 1.3.1.5

ahy Cua sl S5 TCP Header-)) Jsas (0o 381l duleal 223505 5 16 Bits (A
Check ) 2 Ul a5 Ll &5 (Was 6l 16 Bits JS) TCP Header) aé 288 aan
a3 4— HLEN-) 4a o yuay Checksum-) (e 28k o &y Jfiisall Caykll i Sum
e ) Ul JSEN 8 el 5 g8 LS s Checksum— < sdia e bl 45 jlis
:UDPJls TCP b 48 ylall (udiy o35 i) 3] TP Protocol ! 4 Checksum-!

4 [s5] o 28
| 0| o
4 | 17 0 A
10.12.14.5
12.6.7.9
4,5, and 0 » 01000101 00000000
28 » 00000000 00011100
| > 00000000 00000001
0and0 » 00000000 00000000
4and 17 » (00000100 00010001
0 » 00000000 00000000
10.12 » 00001010 00001100
14.5 » 00001110 00000101
12.6 > 00001100 00000110
7.9 > 00000111 00001001
Sum » 01110100 01001110
Checksum > 10001011 10110001 —

: Urgent Pointer 1.3.1.6
i o -8 Buffer—)) -8 Lgzpand aiy TCP-)) e 4l yall Data- o) <is el (e
) Aala i Ua e Bufferd) 2 suaal) 4l Datadl ad se waat o Cus lgaa e
La¥ Urgent Pointers) Ua sa 5 Buffer) & Datal g 9 e 5 Pointer 25>
Jbeall palall Bufferd) (Al sauas 4w3lé Data o s e o sa (315 Ul J)

: Jaisal)
Sliding window
=
1 (2(3[4|5(6]|7|8|9|10[11|12]13]14]15]|16
Acknowledged ‘ =
bytes Bytes 4 to 7 Bytes 8 to 13 Bytes 14 to 16
have been sent can be sent cannot be sent

Pointer
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: Dot Net Binary Streaming Overview : 1.3.2

Jalaill 44 Wile Ly &« Binary Data sl Text J& Stream Classes JMA (e (Sas
la 45 Stream Writer -5 Stream Reader - alaaiuls Text & Socket-!)
0550 o oSy s bl (e 3l g 55 6f) Object Jai 4 Juelaill L8 i ¢ )
«(.. Binary Data ol s~ o 0Sar yaT e o3 6l 5l Voice a5l Image 5 5
Ll Binary ol &3 ASCII Code ) Text 4 Jsas US Text 4 J& 8 Jall ;0 WS
sl (e pwelall Juadl) , 030 Serialization Object=S L) 4185 21 Object ) (-
& 5 sl ga Jalaill (40 iS5 ) 5 Binary Writer 2 s Binary Readers) alasiuly
Text ) gs Jwlail Stream Writer J)s Stream Reader) paaingd g LS ¢ il (e
s MemoryStream - () A8LaYL lildl ae Jaladll Jagdl FileStream s
esaiy Ll o gy ¢ Ll 2y f Ll ) (o il Laisd Buffer —S aadiu
Sl ISl s (5 5405 e Stream ) Bits-) s Bits) (e 4e sane ) Stream-)
(i Gl A Stream-) GliESa Julod i g g3

System.Object

BinaryReader BinaryWriter

1 1

o StringReader | StringWriter |

- MemoryStream

Filesiream | StreamReader StreamWriter |

Jlea 0w Image 3, 0a J8 Aalary o s zeali p elin o583 o g 18 e ke d\-':\AS}
s QU JSAl 8 LS yoa g g e ¢LL A8 20l s Client/Server A1 )

a o

Ll
™ My Picture Sender! Client Form

il

Server [iocaiou

¥ 3
;| Picture Box
Send by Pictue ICLUNe DoX
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-4l Namespaces ) bl o8 40l 4

Cit:
using System.Net.Socket;
using System.IO;

VB.NET:
Imports System.Net.Socket
Imports System.IO

MemoryStream oSN (s Instance WS e Vsl & Y Jua ¥ ddee o) all
) EaY gt A1 cdge JRG B )SIAN JAk B geall (AT el G Al g
) Socket 41 _ne NetworkStream — plasiul b)) &5 Binary 48sias

:Serverdl

Ct#:

try

{

openFileDialogl.ShowDialog ();

string mypic_path =openFileDialogl.FileName ;
pictureBox1.Image = Image.FromFile(mypic_path);
MemoryStream ms = new MemoryStream();
pictureBox1.Image.Save(ms,pictureBox1.Image.RawFormat);
byte[] arrlmage = ms.GetBuffer();

ms.Close();

TcpClient myclient = new TcpClient (txt_host. Text,5020);//Connecting
with The server

NetworkStream myns = myclient.GetStream ();

BinaryWriter mysw = new BinaryWriter (myns);

mysw. Write(arrlmage);//send the stream to The above address
mysw.Close ();

myns.Close ();

myclient.Close ();

h
catch (Exception ex){MessageBox.Show(ex.Message );}

VB.NET:

openFileDialogl.ShowDialog

Dim mypic_path As String = openFileDialogl.FileName
pictureBox1.Image = Image.FromFile(mypic_path)

Dim ms As MemoryStream = New MemoryStream
pictureBox1.Image.Save(ms, pictureBox1.Image.RawFormat)
Dim arrlmage As Byte() = ms.GetBuffer

ms.Close

Dim myclient As TcpClient = New TepClient(txt_host. Text, 5020)
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Try
Dim myns As NetworkStream = myclient.GetStream
Dim mysw As BinaryWriter = New BinaryWriter(myns)
mysw. Write(arrImage)
mysw.Close
myns.Close
myclient.Close
Catch ex As Exception
Msgbox(ex.Message)
End Try

e Stream J) Juiiul s Port I e ciatll dlee o3 Serverdh paladl ¢ jall 8
O Al aapa) Object ) 4k =35 Binary Reader ) pladinls Lde) 85 Socket!
iy sl o3 g 3 sea Juiul 351 JUall 13 8 s AT 3 e (DoY) i Lele
Method leiesa (15 L 335a sall Controls J) 3 3aaa (ailad Cud &gall Ll
sase Al Wle Jeud Ally Picture Box b A=Wl Image.FromStream
Sl anisysa ) Stream o Lt &b (S Stream JUA (e Al el ) puall

;S8 JEall 8 LS 5 Picturebox-

DAl Sl A LaS 5 a5 e oLl o8

Form1.cs [Design] |

] Image Receiverf Server Form E|E|[§|

Save

Normal PictureBox . But Dock=Fill

By FADI

E saveFileDialogl

(o WS 3 ) puall Jusind Zolae o3
C#:
using System.Net.Socket ;
using System.lO;

TcpListener mytcpl; // Declare TCP Listener

Socket mysocket; // Declare an object from Socket Class
NetworkStream myns; //

StreamReader mysr;
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void Image Receiver()

{

mytcpl = new TcpListener (5020);// Open The Port

mytepl.Start ();// Start Listening

mysocket = mytcpl. AcceptSocket ();

myns = new NetworkStream (mysocket);

pictureBox1.Image = Image.FromStream(myns); // Show The Image

that Resaved as Binary Stream

mytepl.Stop();// Close TCP Session

if (mysocket.Connected ==true)//if Connected Start Again
{

while (true)

{
Image Receiver();// Back to First Method
}
}
}
VB.NET:

Private mytcpl As TcpListener

Private mysocket As Socket

Private pictureBox1 As System.Windows.Forms.PictureBox

Private mainMenul As System.Windows.Forms.MainMenu

Private menultem]1 As System.Windows.Forms.Menultem

Private saveFileDialogl As System.Windows.Forms.SaveFileDialog
Private myns As NetworkStream

Sub Image Receiver()
mytcpl = New TcpListener(5000)
mytcpl.Start()
mysocket = mytcpl. AcceptSocket
myns = New NetworkStream(mysocket)
pictureBox1.Image = Image.FromStream(myns)
mytcpl.Stop()
If mysocket.Connected = True Then
While True
Image Receiver()
End While
End If
End Sub

u=lall Thread ) (= J=iie Thread — Image Receiver Method—) 1ail

Thread Class 2l (s Thread Delegate Instance =) () La j ol o 585 el s
b WS
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Ci#:

Thread myth;

myth=new Thread (new System.Threading
.ThreadStart(Image Receiver));

myth.Start ();

VB.NET:

Imports System.Threading

Dim myth As Thread

myth = New Thread(New

System.Threading. ThreadStart(Image Receiver))
myth.Start

S5 Form -k u=ll Closing Event ) 4 Socket J)s Thread 4 3] g
sl

Cit:
private void Form1 Closing(object sender,
System.ComponentModel.CancelEventArgs e)

{
try
{
mytcpl.Stop ();
thread.Aport();
}

catch (Exception ex) {MessageBox .Show (ex.Message );}

}

VB.NET:
Private Sub Form1 Closing(ByVal sender As Object, ByVal e As
System.ComponentModel. CancelEventArgs)
Try
mytcpl.Stop()
thread. Aport()
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

;:\Jgﬁlwd\ 3)}*45\ BN Save Button Al LA\ &\ﬂ\ J)SS\ 33\..4;\ US.AJ}

Cit:

try

{

saveFileDialogl.Filter = "JPEG Image (*.jpg)|*.jpg" ;

if(saveFileDialogl.ShowDialog() == DialogResult.OK)
~29~



{
string mypic_path = saveFileDialogl.FileName;

pictureBox1.Image.Save(mypic_path);
b

b

catch (Exception)

{
}

VB.NET:

Try

saveFileDialogl .Filter = "JPEG Image (*.jpg)|*.jpg"

If saveFileDialogl.ShowDialog = DialogResult.OK Then

Dim mypic_path As String = saveFileDialogl.FileName
pictureBox1.Image.Save(mypic path)

End If

Catch generatedExceptionVariable) As Exception

End Try

UDP-User Datagram Protocol- Encapsulation : 1.3.3

JSsis nll 1 S dua UDP aladinly Juai¥) dapla ¢ jall 138 & Gl Cogu
JuY) acn Al TCPA 8= Broadcast s Multicast < Jlu )Yl dslsal
(5 Flua é&: ?S;ﬂ\ Glilaal 4aca ple oA d}S}h'})J\ Jaa AGa oK1 ¢ hasé Unicasts
il 3y Jpal) oo @il lilee aey ¥ WS Bufferd) aas 5l Data Flow-)
) IS gy s 4ase aal e ) 5a¥) 028 iiads Delivered on Sequence )
(JsS 55l 3 alall S il

32 Bit

f
|

Source Port Destination Port

Length Checksum

Data

La¥ oS TCP) 8 s & Header Lengthd) sl Lengthd! s Check Sum-)
Delivered On 4 sl Buffer Managementlb 4alall ) sa¥) (o 5l 35a g axe
dee pobins ¥ Ll Ly A&y « UDPAL (=Wl Headerdl 4 Sequence
(Osaan e yal zasaall i il Leasesi 3ale) o Cus Packets-! Fragmentation
ledpas axe 5 ULl Jsas e Giadl Acknowledgment ¥ s ¥ 4l LS

: UDPA aladinly Jul jill dapls e g3 (o3 5 Ul (S JaaY

~30~



DATA

Client \ Server

DATA

g 8

DATA
-

System.Net Namespace < =3 ¥l a3 b v cigall 4 UDP ) aladi WY
O sl s Port) ad ) iy i 2 34 IS TCP I (8 43) LaaY System.Net.Socket s
o ol s LS TCP (o 5 LaS 4y 3 it UDP 1 (o8 Lol Jifiasall Sleall
yic JPAddress.Broadcast sl Juiiny) sic JPAddress. Any alaiul Broadcast
Port-l ad ) 235 aae Liail auaivii s [IPEndPoint (S (e (8K SELE) 2y Jls Y)

Lt daaddll Socket 4 o2 Bind Method-! (Al 0 sia a8 )1y e el

Port 2! 1aa e U\.u)l\ e)d_u.\ ?" Lede chiaill 3 5020 Port-! C_ﬁ 34_\ LALJ\ S ‘;
(S e e 53

1)
C#:
IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 5020);

VB.NET
Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)

tol LS padiadll J5S 55 ) £ 53 daad s Socketd) ¢ L) dlas &5
2)
Ci#:
Socket newsock = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

VB.NET
Dim newsock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

... Send 4 ) TPEndpoint Object i &
IP ) byl Lealatina) oy 1o Jufiaall ikl (8 Ly oy (Al s Bind Method ) (2
: Socket b Portd) 8 )5 Address
3)
Ci:
newsock.Bind(ipep);

VB.NET:
newsock.Bind(ipep)
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AL Port ) (e Serverdl g doas (e IS (AN Lt g 55 Al ) JLsid o3 oY)
: b WS TPEndPoint Object < ys3 ¥ sf a 5b <lly Jasl

4)

Ct#:

IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0);

EndPoint Remote = (EndPoint)(sender);

recv = newsock.ReceiveFrom(data, ref Remote);

VB.NET:

Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim Remote As EndPoint = CType((sender), EndPoint)

recv = newsock.ReceiveFrom(data, Remote)

et Al Hl) 5 A0l ) Jas e ) 53 dclilal
5)
C#:
Console.WriteLine("Message received from {0}:", Remote.ToString());
Console.WriteLine(Encoding. ASCII.GetString(data, 0, recv));
VB.NET:
Console.WriteLine("Message received from {0}:", Remote.ToString)
Console.WriteLine(Encoding. ASCII.GetString(Data, 0, recv))
o3 4l Ly o il Serverd! g el a sy vaa Sl IS8T Aua 5 AL ) Jlu )b s o580

aalanail e 48 ol

C#:
string welcome = "Welcome Customer ...";

data = Encoding. ASCII.GetBytes(welcome);
newsock.SendTo(data, data.Length, SocketFlags.None, Remote);

VB.NET:

Dim welcome As String = "Welcome Customer ..."

Data = Encoding.ASCII.GetBytes(welcome)
newsock.SendTo(Data, Data.Length, SocketFlags.None, Remote)

Juind die a5l ) ALYl 5 jeine JUinY) Ll 1Y) : Infinity Loop I (e <aaell

58 (e IS ) Ll 5 LeaDinls Serverd) a sty ¢ e sl J8 (1 iy @l b Al

& True J Jwad aokind Aalivall Jilu )l (e Gpae 22 aad i)l 1Y) Al e
o 53 a8 sl ) infinity loop

C#:

while(true)

{
data = new byte[1024];

recv = newsock.ReceiveFrom(data, ref Remote);
Console.WriteLine(Encoding. ASCII.GetString(data, 0, recv));
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newsock.SendTo(data, recv, SocketFlags.None, Remote);

}

server.Close();

VB.NET:

While True

Data = New Byte(1024)

recv = newsock.ReceiveFrom(Data, Remote)
Console.WriteLine(Encoding. ASCII.GetString(Data, 0, recv))
newsock.SendTo(Data, recv, SocketFlags.None, Remote)
End While

server.Close()

I dsasl s O 5 Infinity Loop (= g s a0 a8 13 s & Socket 4 (3312 ) Lia o3y
Cpae a i 335 Infinity Loop J) (s Break g s 4iskalia &3 13 ) ddadill o
Loop I (s« z sl abes dgme Al ) Gai sl Al Juiinly alall JEaS 5 Ba soaas
as AiSa LS 22y e Server J) @334e) aodatiud il ey 138 5 Socket Al Me ) ata g

C#:

L35 e el a5 Al b Serverd) e i cale gl Jadi des

using System;

using System.Net;

using System.Net.Socket;
using System.Text;

class SimpleUdpSrvr

{

public static void Main()

{

int recv;

byte[] data = new byte[1024];

IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 5020);

Socket newsock = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);

newsock.Bind(ipep);

Console. WriteLine("Waiting for a client...");

IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0);

EndPoint Remote = (EndPoint)(sender);

recv = newsock.ReceiveFrom(data, ref Remote);

Console.WriteLine("Message received from {0}:",

Remote.ToString());

Console.WriteLine(Encoding. ASCII.GetString(data, 0, recv));
string welcome =" Welcome Customer ...";

data = Encoding. ASCII.GetBytes(welcome);
newsock.SendTo(data, data.Length, SocketFlags.None, Remote);
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while (true)
{
data = new byte[1024];
recv = newsock.ReceiveFrom(data, ref Remote);
Console. WriteLine(Encoding. ASCII.GetString(data, 0, recv));
newsock.SendTo(data, recv, SocketFlags.None, Remote);

}
}
}

VB.NET:

Imports System

Imports System.Net
Imports System.Net.Socket
Imports System.Text

Class SimpleUdpSrvr

Public Shared Sub Main()

Dim recv As Integer

Dim data(1024) As Byte

Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Any,
5020)

Dim newsock As Socket = New
Socket(AddressFamily.InterNetwork, SocketType.Dgram,
ProtocolType.Udp)

newsock.Bind(ipep)
Console.WriteLine("Waiting for a client...")
Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim Remote As EndPoint = CType((sender), EndPoint)
recv = newsock.ReceiveFrom(data, Remote)
Console.WriteLine("Message received from {0}:",
Remote.ToString)
Console.WriteLine(Encoding. ASCII.GetString(data, 0, recv))
Dim welcome As String =" Welcome Customer ..."
data = Encoding. ASCII.GetBytes(welcome)
newsock.SendTo(data, data.Length, SocketFlags.None, Remote)
While True
data = New Byte(1024)
recv = newsock.ReceiveFrom(data, Remote)
Console. WriteLine(Encoding. ASCII.GetString(data, 0, recv))
newsock.SendTo(data, recv, SocketFlags.None, Remote)
End While
End Sub
End Class
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e Acuda UL Client J) pld (e Ua Jaall ypaisy ¢ Client Jb palall ¢ jall Ll
bl 2 &5 WS Portd) 48 5 IPEndPoint Jb 4& ya3 ey &b 5 Server)

C#:

using System,;

using System.Net;

using System.Net.Socket;
using System.Text;

class SimpleUdpClient

{

public static void Main()

{
byte[] data = new byte[ 1024]; string input, stringData;
IPEndPoint ipep = new IPEndPoint( IPAddress.Parse("127.0.0.1"),
5020);

Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

string welcome = "Hello, are you there?";

data = Encoding. ASCII.GetBytes(welcome);

server.SendTo(data, data.Length, SocketFlags.None, ipep);

IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0);

EndPoint Remote = (EndPoint)sender;

data = new byte[1024];

int recv = server.ReceiveFrom(data, ref Remote);

Console.WriteLine("Message received from {0}:", Remote.ToString());

Console.WriteLine(Encoding. ASCIIL.GetString(data, 0, recv));
while(true)

{

input = Console.ReadLine();
Exit i€l dulall olgs) can i 13) Alla 8

if (input == "exit")

break;

server.SendTo(Encoding. ASCII. GetBytes(input), Remote);
data = new byte[1024];
recv = server.ReceiveFrom(data, ref Remote);
stringData = Encoding. ASCII.GetString(data, 0, recv);
Console. WriteLine(stringData);

}

Console. WriteLine("Stopping client");

server.Close();

b
}
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VB.NET:

Imports System
Imports System.Net
Imports System.Net.Socket
Imports System.Text
Class SimpleUdpClient
Public Shared Sub Main()
Dim data(1024) As Byte
Dim input As String
Dim stringData As String
Dim ipep As IPEndPoint = New
IPEndPoint(IPAddress.Parse("127.0.0.1"), 5020)
Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)
Dim welcome As String = "Hello, are you there?"
data = Encoding. ASCII.GetBytes(welcome)
server.SendTo(data, data.Length, SocketFlags.None, ipep)
Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim Remote As EndPoint = CType(sender, EndPoint)
data = New Byte(1024)
Dim recv As Integer = server.ReceiveFrom(data, Remote)
Console.WriteLine("Message received from {0}:",
Remote.ToString)
Console.WriteLine(Encoding. ASCII.GetString(data, 0, recv))
While True
input = Console.ReadLine
If input = "exit" Then
" break
End If
server.SendTo(Encoding. ASCII. GetBytes(input), Remote)
data = New Byte(1024)
recv = server.ReceiveFrom(data, Remote)
stringData = Encoding. ASCIIL.GetString(data, 0, recv)
Console. WriteLine(stringData)
End While
Console. WriteLine(" Stopping client")
server.Close()
End Sub
End Class

(e Lelin®i 22y A3 UDP Socket 2 e Broadcast Address - (ki (S s
il SocketOption  Class = (e <la slaall (4 2 341) Socket  Options—
Broadcast Jbe¥ JUeS L LaS dolaall o35 (clad yall 8 Appendixes  (A)

Aglaal) 303 e dlaia) s 32y JS ) Message
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C#: - Client

using System,;

using System.Net;

using System.Net.Sockets;
using System.Text;

public class Broadcast

{

public static void Main()
{
Socket sock = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Broadcast, 5000);
byte[] data = Encoding. ASCII.GetBytes(“Hello All”);
sock.SetSocketOption(SocketOptionLevel.Socket,
SocketOptionName.Broadcast, 1);
sock.SendTo(data, iep);
sock.Close();
}
}
VB.NET:- Client
Imports System
Imports System.Net
Imports System.Net.Sockets
Imports System.Text
Public Class Broadcast
Public Shared Sub Main()
Dim sock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Broadcast,
5000)
Dim data As Byte() = Encoding. ASCIIL.GetBytes(“Hello All”)
sock.SetSocketOption(SocketOptionLevel.Socket,
SocketOptionName.Broadcast, 1)
sock.SendTo(data, iep)
sock.Close()
End Sub
End Class

C#: - Server

using System;

using System.Net;

using System.Net.Sockets;
using System.Text;

public class RecvBroadcst

{

public static void Main()
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{

Socket sock = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5000);
sock.Bind(iep);

EndPoint ep = (EndPoint)iep;

Console.WriteLine("Ready to receive...");

byte[] data = new byte[1024];

int recv = sock.ReceiveFrom(data, ref ep);

string stringData = Encoding. ASCII.GetString(data, 0, recv);
Console.WriteLine("received: {0} from: {1}",stringData,
ep.ToString());

}
h

VB.NET:- Server
Imports System
Imports System.Net
Imports System.Net.Sockets
Imports System.Text
Public Class RecvBroadcst
Public Shared Sub Main()
Dim sock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5000)
sock.Bind(iep)
Dim ep As EndPoint = CType(iep, EndPoint)
Console.WriteLine("Ready to receive...")
Dim data As Byte() = New Byte(1023)
Dim recv As Integer = sock.ReceiveFrom(data, ep)
Dim stringData As String = Encoding. ASCII.GetString(data, 0, recv)
Console.WriteLine("received: {0} from: {1}", stringData,
ep.ToString())

End Sub
End Class

Cigd) A UDP-ly TCP- aladind g TCP/IPS aladialy Juai¥) Jal ye Uiy 1358 9

43 larag Network Layer Encapsulation (& (A Juadll & Enaal) st (i
. IPVOI IPV4 JsS 589 0
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Chapter 2
IPv4 & IPv6 Architecture Overview

- [Pv4 Architecture
- Classful IP Address
1. Unicast [P
1. Broadcast IP
1. Multicast I[P
- CIDR Nation Overview

- IPv6 Architecture Overview
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:The Internet Protocol

iy P i Y J S 65 aladiuls Packetd) & e dilee o35 Network Layerd) 8
e\d';iu\ ?3 \3}3 Transport LayerJ\ L;A em\ djsjﬁj_).d\ L;c Je iy Z\J;_).d\ 0l
O Ala & Wi Unicast s padiudl ) siall o6& of V) aoaivs ¥ laxie TCPJ
sl Multicast s Unicast Ol sie gy aaaivs ladie axdiuall J oS58, s UDP
JSsis 0 @S5 zod Lo duaill 13 g0 Ul ¢ 5all 3 U Casus Broadcast
448 Broadcastdls Multicast) s Unicastd) cpslie gaag 3k 5 [Pv4 < iyl

IPv4 Architecture : 2.1
L [Pv4 iy JsS 5 g alall oS il Wl JSa) e sy

1P protocol :E:nsl:;c::'\\ 32 bits total datagram
header Ieng’rh__\ head] type of "I length (bytes)
(bytes) — y +leri [ service length for
"type”of data"'y¢ it identifier flgs| " oamen’ —g—fragmentation/
max number__[Time fo | upper - _In‘rer-nsee‘r reassembly
remaining hops | “live | layer checksum

(decremented at

each router) | 32 bit source IP address

32 bit destination IP address

upper layer protocol”

to deliver payload to Options (if any) E.g. timestamp,
record route
how much overhead data taken, specify
with TCP? (variable length, list of routers
+ 20 bytes of TCP typically a TCP to visit.
+ 20 bytes of IP or UDP segment)

=40 bytes + app
layer overhead

Options) A= el 60 Bytes () 20 ¢~ [Pv4lb =lall Header-! paa 7 5 i
20 &<l Headerd R OsSw Laie Options_“ (.\\Ji:\.u‘ A ?J JaLa (.Aﬁ.wd\
& LS TCPJ\ e Z\lu‘).d\ DataJ\ A M)u L\.\SA,; Al sla Lé} Bytes

Data = total Length — (20 Bytes for IPv4 Header+ 20 Bytes For TCP
Header)

: sk WS [Pv4 Header-b 4alall 20 Bytes) audi g

Binary) 2 0100 415<i aby s [Pv4 s s 5 axsisall Versiond) e ma s 4 Bits

4 e osuie Headerd paa (8 a2 25 Header Length-l! 4 Bits

JsS 555l A sllaall Aaaall 83 5 (530 Led Jiay Cua Type of Servicesl 8 Bits
Maximum - sl Minimum Delay s ¢« Application Layer-l 3 adiwal

...l e 5 Services

Fragmentsl < yi sale) s Fragmentationd! Clileal axaiui s 32 Bits

sl Hops) 3xe ge s TTL — Time to Live - aaailandiii; 8 Bits
Ll (ol 8 saall ¢ i o) () LedDA (e )5 all Packetd) zeass 3l Routers
M (e [ 7 b o3 Router JSo W )5 e 2ie 5 16 hops
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5l TCP &) s Upper Layer=)) (o8 aadiwsall J5S 53550l ¢ o5 ap0ail 5 531 8 Bits
.. UDP

) TCP) (4 dendial) 45y 5kl (e 4jlen 45y 5k A_ﬂ_\;_u Y5 Checksum ! 16 Bits
Y i) b alis y3 ) UDP

Ju el Jlgall ol sie 2227 39 Bits

Jitiuall Sleall ol sie vasil 5 A1 32 Bits

Broadcast—) s Unicast— 23l 53 48 yh Joadll 13 e JUll ¢ jall 8 pad Cang
: CIDR - Classless InterDomain Routing 45 Classfuld! alasiuly Unicast) s

‘ Classful IP Address : 2.1.1
o el S O snd) Ll oy s las ddassy Classfull phaaiuls 4 gial) ddee yia
a5 sa LSy Host ID g S8 e all s Network ID A O sie e Js¥) ¢ )

A e b

8 hits 8 hits 8 bits 8 bits
Class A: ‘Networkl Host | Host | Host |
Class B: ‘NetworklNetwork| Host | Host |
Class C:

‘NetworklNetwork|Network| Host |
Class D: Multicast start 224.00.1
755 755 755

Broadcast: |Netw°rk|11111111 1111114 | 11114114

0 Jiw BinaryJl 8 Js¥) Bitd) dad 585126 &) 1 o Class A ) faw G

1 25 Binary-) 2 ¥ Bit 3 4ad 5555 191 Y 128 o« Class B fawss

sl Binaryd & S5 JsY) Bit ) dad (585 223 (Y 192 o Class C s
axdiuns 111 4 Y Bits LD (55 224 (e fand Class D Wl ... 11 aslg
s lapiil) 038 e gy Sl JSEN 5 Multicast Group ) ge il

cssa [ 0.0.00]  [127.255.255.255
138(')%000 OHn.md.O lbé)eilfllll 1 leld

clsB [128.0.00]  [191.255.255.255
llDC(l)IOOOO OLNIO 1101?111 1 1 |

Class E 240._0.0.0 255.255.255.255

Lalall Bits At 21y dsludl ilaradill (e 51 (= Broadcast 2 o) sie z) 35wy
Y5l 223 10.0.0.1 o) sl Broadcast Address - 48 yaal JiaS 5 22l s Host DG
32l oY Class A A ity 43 gl g1l (ra g ¢l sall 12 iy Class s ) s
Host IDL palall ¢ 5all 13 €126 5 1 G 525 102 faw Network ID Ju (alal)
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Host b palall ¢ jall (3255 4ad aai Broadcast Address Y 4bisails 0.0.1 5o
Class ! Broadcast Address 4 4 5 10.255.255.255 : b WS ) giall muay 5 [D
... Classful Nation) & A

Aa=l ‘;ALRJ\ h,gﬂ\ Miad E‘)_J..\S 3;‘)3 L_;\ dgdaa 45 Classful Nation-! L;A A< USS
4] Jead Subnets-) ges 4lSely Jall (1S5 ¢ 2 Host s Class A -l ¢ sbind)
... Classlessab (o L 52 s Host Partdl ¥iSI oy slie ad 55

CIDR - Classless InterDomain Routing IP Address : 2.1.2

) lewm s Network Partb Aalal) Bitsl ( de sane jlaiinly olasll oda Al g
192.168.1.0/24 &) sl (e aas ) i 1024 2 58 JUaS 5 Host Part)

Subnetd zray aie Network ID-L alall 24 Bits) (e 2 Bits Jladiul o s
2 1 413222 = 10 Bits « Host ID —U zeass 192.168.1.0/22 : b LS
t Ml gl 8 maal s 8 LSy Addresses

network ) host

part ) part

11000000 10101000 00000000 00000000

22 Bits I ey 0 583 192.168.1.0/22 w3l o) sialls (=lal Broadcast - 48 sl s
(b WS 8 Bits AL £ ja JS dua o) giall e

8 8 6
192 168 1 0
[1111111 11111111 11111100 - 00000000

O (e 12 5 252 Jial) (o8 & Sy g e () S e 5ol (S one’s I s o
192.168.255.254= s¢iiu5 192.168.252.0 = Juiw Addresses Rangel
... 192.168.255.255 : s» Broadcast IP I ¢ sSa 13)

lljle S CIDRA aladinly A 3a IS0 uda a8 0 gliall 40 gandl) A0S G (o JanY
Cin TPVE A Jall GLS 55 34! G (dkal o slie 2l 55 L )i 13] 33 gane LSy
Sl ¢ yall 28 ade Cuaall i 53l 5 128 Bits ) 32 Bits (e (sbiall ana 44 3 )

IPv6 Architecture : 2.2

[Pv4-) asl s Al JSLa e U TPV6 J TPv4-Y Al Joall g8 5 TPv6
Dl (e de sanan lpadli

3Ly ) ae B3 s3ma 85 [PV4 Address- sadaad) el o) Cum ST e ) dalall -
Al (A TP7 s o slie e alal)

Lels &5 38 Al g Routing Table 8 4ala g JSLiall (e 4e sana ) TPVA (52750 3 -
[Pv6) 4

Giailly Ludill cllee (0 gl pen W Gam TPVAY 4 Securityd) AlSe -
[Pv4) & AdSiall o322 s 385 Network Layerd) s siws e Authentication
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S Socketd! (s sive Ao Portdls [Pl s a5 Cua [PSecd) JsS 55 0 aladiuly
. Network Layer s siwe e daede Security o3 Jaad dals dalal) Cinpial

& 3aa) 5 Al ) Ju ) & 3 any castd) o)) o_n sk &3 Cus Broadceastl lase s sk -
aaglls ¢« Jus,Y¥) oo Routerd) <l siy dmall Jlgadl aa g Al 8545000 e Slea S
L Dlea ool die axdiid) Bandwidthdl (e (aédd 45 )k alag) 45y 5kl 028 4
A e

LS laa oS &) 5 2128 Addresses dala Lo aea dua JSLEA) o384 JS [PV6 O
Cllee acy LS Routing 4 sill Clilee ¢ 5 Las Routing Tabled) ana (0o JB
Type of 4l <ada o3 S Network Layerd) s sie e 50830 5 Authentication)
4alall Headerd) il JSAl1 e 515 el sl Y (51 Priority) ledse Ja s Services

: IPv6L

VER PRI Flow label

Payload length Next header Hop limit

Source address

Destination address

Payload
extension headers
+
Data packet from the upper layer

OS5 Ol sl i TPv4d) & Decimald! (< Y hexadecimal 4 IPv6d axdiey
-JES b WS Al Al dapall

69dc: 8864 ffff: ffff:0:1280:8c0a: ffff

16 Biits L gose 43 IS 8« TPVAL 4 (30 Yy J e AlaS (g (35S0 431 TanY
(o Hul) JSal A LS 5 48 A yia JS1 4 Digits et Hexadecimald! (8 4liail

128 bits = 16 bytes = 32 hex digits

| FLETTIOTTHI0T 100 s i L ELEELERLL I|

| FDEC |5 [ BA98 | 3| 7654 | 3| 3210 |5 [ ADBF |3 | BBFF | 5| 2022 |} | FFFF |

Geographic- s Provider-Based Addresses cre i Al IPVO) (& (pgliall andi g
pladiuly Clientsd (e onsbiall aygi ISP’sdl asty Cus based Addresses
Geographic-based I Wiy Provider-Based Addresses u=lall Standard-)
oald ey e J9 oS 4l gl ¢ Al Cpglial) slaeY avada seb Addresses
teh WS Ol sl Ay A 65
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- Provider-Based Addresses
a) Registry ID
b) Provider ID
c) Subscriber ID
d) Subscriber Subnet
e) Host Number

- Geographic-based Addresses
a) Registry ID
b) World Zone
c) Country, City, etc.

) J<all aay
‘ - 128 bits |
|
8 bits
Provider Subseriber Subnet Node
identifier identifier identifier identifier
010 Registry
3 bits 5 bits
UsA
Europe

Asian and Pacific

Unicastl cpsbie 255 48 5 TPV6 5 IPv4A Jae Tase Joadll 134 8 Uiy 1388
. CIDR Nation d s Classful 4! alaa3ub Broadcastdl s

Jard Lgaladind g [P Multicasting ) 8 (AN Juadl) B Euaal) st
e i 192l & Multicast Group-)
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Chapter 3
IP Multicasting Programming Overview

- IP Multicasting Overview

- Using IP Multicasting in Dot Net to Create a Multicast
Groups
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: IP Multicasting Overview :3.1

S 395 Jand daladind 448 Ua 335 UDP D) JsS55 0 o8 JsY) Juadll & Laas
o il dlasy ol Server s L) Gk CwlS 050l dee kit s
hadiuly ol 53ea) IS ) Lein a5 o8 Al o AR (e Jiiy 5 2sll Portd)
G Sy e (S ABIA e Al Jupell Gl 8 TPAddress.Broadcast-)
Port ) e cuiaill 4i€ay JSU of Cums Server Jles 255l 55 0 Y Cun 53¢
Broadcast) e 4aiis 3 36a¥) IS ) Al (o DA o Jusy ity 5 2aall
ai Ll 1) Wl ¢ IS ) s O (e peatiny aendl (o G e 13Y1 ) dlee
aaladin) Cargy @iy [P Multicasting J aladin) sy ladie Cile gana A LY
Glina p (b s Aagall gl sall (e g saim gall 138 iy cMulticast Group 4 Jeal
Qlet of 3 (il Jiadll iy 48 e Jadia Juad 4l RV PRCA L |
Juo¥) 4l e Multicast <as S S 4de aaiad Conferences 4l Slise
058 Sus Client/Server plaaiuly Managed OIS o) s (il (e de gana
JalS A Ll ) &3 Client A1 ¢y dil 1) Jliin) aiduls g 403l A Server e <lllia

sl JSal Y kil 5 5a0 5 e de sanall

Client 1 Client 2

L) ]

T
-

-

M f ooa__ L J

J'Uin’l: ‘ ‘4 l |
= join :[:-”
. =

- Client 3
Server

Serverdl &5 1305 Clients ) J (e e sanall ) sloai¥) alla Jla ) oy 4d) asY
JS iy 4 ALl [P Address List 41 ) sl () sie aay agiy bl e
Gy S de senall slael paan ) DY) Ay TP Multicast 41 (i de sane
Gl Jaadll 8ol e 58 9 Class D A (eaia gy (535 TP Multicast ) (i

Jea IS o &ua peer-to-peer Technique - unmanaged b a5 S & o)
pasada (S Server Sl 2y Yy <8l Lads b client s server S Jex
Sl JSa de senall I alaai¥) il e 388 gall o5 s a5 5 JLEIY) dlaal
de sanall JalS Y JlaY s JLEY) & placai¥) A Gal) 4l de ganddl (3 Slea s
- il J<al By
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Client 1 Client 2

=) @)

- T
, Wi

e

== : =
Client 3 Client 4

IP Multicast Address b (o W 58 s Multicasting Ul dala o slic (auads o
Db LS A

LAN 4laall ¢il€,51224.0.0.255 A1 224.0.0.0 (s« sl

Internetwork 1 224.0.1.255 1) 224.0.1.0 ¢ 24l

AD-HOC Network block 1 224.0.255.255 1 224.0.2.0 o+ )

Multicasting Group Jex Lgaladi) g [P Multicasting :3.2

& Cus Socket Namespace ) pl2aiuls [P Multicast I s acd Cui gall i
IGMP Protocol ) 433 (e a =i (5l 5 SetSocketOption Al alasiuly Ledy j25
join) multicast group de sanall (A5 (e z 5 385 slaai¥) Glidee 3 ok a 58y (A
5 AddMembership — 4sanll olally; 48y i WS ( Jeave &
(Sazs ¢ Multicast Routing b 4dlxiall cilbleall ) 48LYL DropMembership
AR (e @l Jusiul s Al g Portdl 4 233l UdpClient Objectd) alasaia
Jaiud (8 g (Al ilgall 2aa3 NS e 35 [P Multicasting 3 & =5 ) Ayl
IP Multicast ) (i aadis s Port) 13 e Cuaiy (add ol abaivg Cua ¢ Al )
ai ) i s clea s ) Ay Jlasy ) 8 S0 aadtiy ¢ Al ada JUi

:J8eS 224.100.0.1 Group Jl (e 5 5020 Port-

C#:

using System,;

using System.Net;

using System.Net.Socket;
using System.Text;

class MultiSend

{

public static void Main()
{
Socket server = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Parse("224.100.0.1"),
5020);
byte[] data = Encoding. ASCII.GetBytes("This is a test message");
server.SendTo(data, iep);

~47 ~



server.Close();

}
}

VB.NET:

Imports System

Imports System.Net
Imports System.Net.Socket
Imports System.Text

Class MultiSend

Public Shared Sub Main()
Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)
Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Pars("224.100.0.1"), 5020)
Dim data As Byte() = Encoding. ASCII.GetBytes("This is a test
message")
server.SendTo(data, iep)
server.Close()

End Sub
End Class

sl s Wl Jid Casw i) dgall paads Socketd cay iy L Aol
g5 s & (a4l TP Multicast Group ) pladiul 241 e cuatly Socket
coe el J S 55l 5 Socketl

UdpClient J) —auzaiy 4ndi Socket ) i a3 paiiud o g JLsiul) el o LY 4

TTLA waad Lial (Sars ¢ agle ciaaill 3y Al Port Al o, 41 2iuis Object

e s alb Packetd! mews Al Routersd) 2= (e a5 Multicast Packetl!
:50 Hops - Llaaa JE) 13 Lg} A

Ct#:

using System;

using System.Net;

using System.Net.Socket;

using System.Text;

class UdpClientMultiRecv
{

public static void Main()

{
UdpClient sock = new UdpClient(5020);

sock.JoinMulticastGroup(IPAddress.Parse("224.100.0.1"), 50);

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);
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byte[] data = sock.Receive(ref iep);

string stringData = Encoding. ASCII.GetString(data, 0, data.Length);
Console.WriteLine("received: {0} from: {1}", stringData,
iep.ToString());

sock.Close();} }

VB.NET:

Imports System

Imports System.Net
Imports System.Net.Socket
Imports System.Text

Class UdpClientMultiRecv

Public Shared Sub Main()
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse("224.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)
Dim stringData As String = Encoding. ASCII.GetString(data, 0,
data.Length)
Console.WriteLine("received: {0} from: {1}", stringData,
iep.ToString)
sock.Close()
End Sub
End Class

Ctladl (KU aladind (S S Ll ) 5 bl JLEiaY aaie (3 ke aa i 43 o
b sl ) pail) s ()8 e Jl) liSay WS JLEia) 5 Sl 2 galidl) s B
Jial memory Stream -) 4l 5w lle L 3 Binary o 4bss oSay Al
JuuY aalip Jee iy LS Jusin) 5 JuyY) 38 ) Byte Array < 3 gall
5 36aY! gaeal Shutdown dee JiaS s any e ags oSadl Clients ) ) al sl
e 3 sma Jl,Y el dee Lagl @li€ays « Multicast Group ) (s e Jas
ol Jomdl) 8 Lea i e il ) deal ) i pladiull 3aawie Clea ) el

... Advanced Multicast Systems

~49~



Part 2
Streaming in Dot Net

Chapter4 Streaming in Dot Net

Chapter5 Applied Streaming in Dot Net
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Chapter 4
Streaming in Dot Net
Managed I/0O: Streams, Readers, and Writers

- Stream Classes
- Stream Members
- Stream Manipulation
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: Managed 1/O: Streams, Readers, and Writers : 2.1

e AT I (S (e Ll 8 Alee i Stream I L o) (e Cazgll
e daladl) i lildl) ae oty Jl) 58 WS Local Computers) (e sl 4803l e
o Lelisad Alee Lile Jeudt Cun 5900l Jgem 90 AT Slea o 4k (sl i dagthall
& ol anl g il Al JSUID e SN s e sa s LWl )y Byte Array
.. Binary Data as Jaldll

ol ulls Synchronous o il omsllls Streamd) ae Jalaill (Sa
S el Jiall o slulL TO Streams azes dexi ozl 538l S5 Asynchronous
L;j Processing Unitd! éy\s\_} ?}373 3 ?M\ L}S\j e aadll a‘):\S;U 9A 4 Cuall
Aleall (e el 2y W) AT el (g) 28 sy Y Cusgy mali yull deasadall Thread-)
3ol 85 el ae Jalaii cui€ 13 Al 8 gl il sl aladiiad Tay) oay ¥ 5 4y jlall
lax dege &I Magnetic Taped) s Floppy Diskd) die Luws diday 4K,
Ll <us Real Time Systems s afal) a3l Lakail e aatad t—sl-m: gain
dalee gL ALl ia Lo ga 5 bl Juaiul g Jla) dlee (3 el iall sbil) aaiad
Al g luY) sl cndl dadail Lple A8V (e g saY) 25 (e oY) cua ) 5 A
O Ala b bk | W e s il dBlay el Sf SIN e dakil Sl
Onl e aad) Gl aladiily ety Waie AL Gal a3 gay ) zling Y el
Oz dalaall 3an g & Al clilee 345 ANA e aubaiud Cus Asynchronous
Jia) qlla dalee JSI Separate thread L&) &3 3) 4 kel Zolaall olgs) jUaiY Zalall
LS 5 5ot il Alee il 1Y) dalaiinly aiy s Al Al e i Y ezl Al
Gigall (& (el Fle ) e Gal el Vgl aad (S s Lo diskay 8 gl A G (5
e JUeSy (el jia ol A aul 4y 8 End 5l Begin 4alS asa s s

.. EndRead-) s EndWrited! 5 BeginRead s BeginWrite

Stream Classes :¥ i

Gt daidls Classesd) (o 4e seaar Streamsd! Glblee i Ggall aeds
coatldl dal # Ay 5 JBaY) cllead aaatius Al System. IO Namespace
e 48Y) (s ¢ Backing storage ¢ Stream Classesd) ax  pidid
¥ lgan 8 dIXy MemoryStream-ls  BufferedStream- 5 FileStream
Jail aaaid )5 NetworkStreamd) leale 45Y) a5 Back Storage i pasiv
Stream Classes a~& 5 « Backing Storage alaaiul (s s 2803l ye Stream-!
- JSA LS el
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System.Object [
|
|

System.l0

Stream
BinaryReader |
BufferedStream

BinaryWriter

+
F aIm
TextReader 3
MemoryStream
+
Stre Head
Sy At
+ ¥
StringReader
*
Net Sockets. NetworkStream
TextWriter
ST S (
2
StreamWriter
+
o yoi arear

*
StringWriter

S Ge (pma Jle sl bl JS& aading s : BufferedStream Class -1
40y st Buffering) s il ars 223808 LS dipee dalee 28501 g JS0
ey lggle JUeSy JuEia) S Juao¥ls dallad) o Adasy 380 685
5o Ciipa I Lol ol ) k) o 3a3 Al 5,803 Gallal) w455 G ALl
& ol gl Lgd ()5S A clilasll L Buffering) aladin) (e (ol Chagll S
Sl d Bufferd) 8 Leaass bl dallee o Cua 2 AY) 5 JAoY) Slles (e
Lsle BufferedStream-) axivn s ¢ S JS5 4601 ot 3 aalin e 58 Lella )|
AN e Ll ) alpall UL o 351 NetworkStream-) ge Gl cilna o 4
JG | Wle U SY WS Backing storage oS s aadiiy ¥ Cua 3 SN 8
sl i) a5 BufferedStream) pladinl s 4096 bytes sas aly ol il

: JieS L WS BufferedStreamd) padiv 5, Aalall Cuus bl

C#

using System,;
using System.Text;
using System.IO;

namespace Network Buffering

{

class Program

{

static void Main(string[] args)

{
ASCIIEncoding asen = new ASCIIEncoding();

byte[] xx = asen.GetBytes("Hello Buffering");

MemoryStream ms = new MemoryStream(xx);
readBufStream(ms);
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public static void readBufStream(Stream st)
{
/I Compose BufferedStream
BufferedStream bf = new BufferedStream(st);
byte[] inData = new Byte[st.Length];

// Read and display buffered data
bf.Read(inData, 0, Convert.Tolnt32(st.Length));
Console.WriteLine(Encoding. ASCII.GetString(inData));

}
}
}

VB.NET:
Imports System
Imports System.Text
Imports System.10
Namespace Network Buffering
Class Program
Shared Sub Main(ByVal args As String())
Dim asen As ASCIIEncoding = New ASCIIEncoding
Dim xx As Byte() = asen.GetBytes("Hello Buffering")
Dim ms As MemoryStream = New MemoryStream(xx)
readBufStream(ms)
End Sub

Public Shared Sub readBufStream(ByVal st As Stream)
Dim bf As BufferedStream = New BufferedStream(st)
Dim inData(st.Length) As Byte
bf.Read(inData, 0, Convert.ToInt32(st.Length))
Console.WriteLine(Encoding. ASCIIL.GetString(inData))

End Sub

End Class
End Namespace

e & 4hwsis ASCIIEncoding! o235l Byte Array ) e Jisaiy Liad us
Ll caa Wil )5 readBufStream Al ) oblu ) & MemoryStream-
& BufferedStream-)l (2SN alasiuly 48850 3 K13 & sliles 5 Streamd! WIDA (1
Encoding. ASCII ) ahiiuly s ,a) 3 e pad ) alygad 2ay 454 fiae delday Lid

Ladebby

2 JaS ey ) 45l Buffringd! 4slesy 405 54 5 : MemoryStream Class -2
Caa Juiind) sf Jle Y)Y J8 Stream Data S 5 SIAl) 8 Cige IS8 cllall oy 5a30
sloa¥ Loy addivgs S JSG Alaall £ e Lee ale JS3 e L 335 e cliy
leteadinl Gun JUS (b LS aadig 5 sSall5 Stream ) Byte oo Jisaill Gllee

15 SIA (5 ) sea (Al
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C#

MemoryStream ms = new MemoryStream();
pictureBox1.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg);
byte[] arrlmage = ms.GetBuffer();
ms.Close();

VB.NET:

Dim ms As MemoryStream = New MemoryStream
pictureBox1.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrlmage As Byte() = ms.GetBuffer

ms.Close

QAN ye allu)Y Streamd e Jaladl addiw g NetworkStream Class -3
da s System.Net.Socket Namespaces (« ilediul abis Socket) aladiuly
Backing Storage e @sia: ¥ 3 unbuffered 4UNetworkStream (s3SI
JEaS L WS padii s ¢ 1a¥) auail 420 BufferedStream Classdl alaaiul Juady s
e AT Slea LS Gl JUaD) 8 e 5an el () 5 ) geall Jlu)) 35 das

: Socketd)

C#
TcpClient myclient = new TcpClient (“localhost”,5020);//Connecting
with server

NetworkStream myns = myclient.GetStream ();
BinaryWriter mysw = new BinaryWriter (myns);

mysw. Write(arrImage);//send the stream to above address
mysw.Close ();

myns.Close ();

myclient.Close ();

VB.NET:

Dim myclient As TcpClient = New TcpClient(localhost, 5020)
Dim myns As NetworkStream = myclient.GetStream

Dim mysw As BinaryWriter = New BinaryWriter(myns)
mysw. Write(arrlmage)

mysw.Close

myns.Close

myclient.Close

JS a2ty System. IO Namespaces plaainly leiletiul &5 : FileStream -4
Ll pafionrs Cila (g 3ol ol Cale ) GUSH o o il o Jalaill b ol
Backing oJS) 138 ey 9 A0S e alii Jeaw i g Byte Array ) <alall Jy a3l
Ceal 3SIA 8 cdge JS5 UL o 3as) Buffer 3SI3 pasius Eus Storage Class
3e) Al 3 yall Calall jlese 1an3 Lead Aalgdl e Cpag 368l o UK Adae e slemY)
s b LS axdin g agde LS f 4k
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C#

FileStream FS = new FileStream(@"C:\MyStream.txt",
FileMode.CreateNew);// Any Action For Example CreateNew to Create
Folder

VB.NET:
Dim FS As FileStream = New FileStream("C:\MyStream.txt",
FileMode.CreateNew)

: FileMode-! g« 411l Enumerationd! alasivl WiSa
Filed3tream(@"C Y\ MyStream.txt"”, FileMode. ) ;

= Append

i Create

P CreateMem
s Open

s OpenOrireate
ap Truncate

Sbal 3 s gall Calall LA‘ L al 2\3\...4‘)1 Append -1

25 g0 calall IS 1Y) s 8 overwriting e sty s ale LY Create -2
calall a5a 5 Ala 8 Exception e 431 ¥) Created) & WS 545 CreateNew -3
2l calall 3 ple A @ Excption Gbau Cua Lecala 3¢) 58l Open -4

psh odgag ade Ala 8, 4% i agh Caldl a g 1)) A 8 OpenOrCreate -5
Adlb

A8l alaa g alall G e a3ad aadiun s Truncate -6

FTP s gl Juadl) B FileStream) alidiu Jga cilaglaall (e 2y jal
. Programming
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: Stream Members : Wb
Glile Ly & 135 1l (Members) Methods— 5 (=l 520 (3« de sana @lllia
: b WS a5 Stream-

¢ BeginRead A

ity BeginWrite
ey CarRead
9 Cangeek
P CanTimeout
P Canwrite

@ Close

i CreakeObiRef

kg Dispose

@ EndRead Gl

dalee Jiy padiidll Stream) OIS 1) 48 jaal 223555 CanWrite 5 CanRead -1
Y4l dla 8 False s iy oS 13) dla 8 True ded g Cun Y ol 40 i 56 ) 3l
o A sl J8 dadlall (sae (andl LUK i 5ol il ddac ¢ ja) Ji sale andiug 5 Jiy
&5 Current Stream-) a8 50 vaail 3ale Seeking) axdiy Cus CanSeek -2
Y 4l s i False s Seeking e Streaml oS Al d True desd dualall o3a
4ileall 038 Backing Storage paiud Al Classes! ae i 33l A 5 Seekingdl e
. True 4ef aa i laxic 5 FileStreamd! Jis

Lk e (gsiay streamd) OIS 1) Al & True 4ad 2> 55 CanTimeout -3
L Aleall dasno i ‘;)aa_'i ‘;ﬁ\} Timeout!

Al 48 jmal Lgia 32Y) Sy ByteJb Stream-l asa 4 jaal p23%5 5 Length -4
. Stream-)) aaa e ¢l 48 siadll aan 3 o Stream-)

Stream ) a8 so a3 5f 46 el Set 5 Getdl p235 5 Position -5

: b LS A g Methods-) ¢ 45 sa2a; Stream-) &iliSa & idi g

: Synchronous Methods 4l 3l Jlgal) -1
& 4u)ais Stream Data 3¢l 8 223545 ReadByte s Read .1
pladiuly LeSel B b (A AL 2e aast Sayy Bufferd)
e dun Stream-) Al A e WBA e phiu WS ReadByte
Stream-) ¢lgi) Als 3 1- 4ad ReadByte 5 0 4a8 Read-)
OSars Stream) ne JbayY) doleal aasius s WriteByte-)s Write 11
.WriteByte) alasiuly 3 jo JS 8 LgliS st Al bl ase paa3

: Asynchronous Methods 4ie) jial) & J)gall -2
pladiuly UK ) 361 3l dleal 22355 s BeginWritel) s BeginRead .
s Al S 8 LS Gl e g ) ded 33U (el il uall Stream-)

F3.BeginRead|

IasyncResult FileStream,BeginRead (byte[] array, int offset, int numBytes, AsyncCallback userCallback, object stateObject)
array: The buffer to read data into,

agle AU 4ie Be) 3l dlea] a3 (o s Ul s Byte Bufferd) -1
Al o) 3e) yall QAJA sl @L.u.u ‘,SM\} Pointer A 5 sl sa 5 offsetd) -2
Bufferd e 5 e

~57~



LS s () S o (oaBY) 21 ypaa3 48 o g 55 nUmBYted) -3
Aeiel ji

dlee olgY alledivl 24 Cus Optional Delegate 52 5 AsyncCallback -4
Ay 8 Stream J) &w as Thread J Jas osv LU i 30l 3l
L odany)

Read & ) sl a3aiys User Provided Object s45 Stateobject) -5
. Requestsd! (s s_n& o= Write Request
Stream J s Jia s [AsyncResultd Begin Methods) a5
. Operation

: A9 Stream-) 513y addiud All g Jlgal) gl dlia g

J &1 G Banaall Aleall alad] 22y Buffer—) @il sise @‘)5-‘3 a2 s Flush -1
.Stream Object 4! (8 s3a% a3 (2l Destinationd) ) Bufferd) &b siss

J—8 (= 3 ) s>aall Resources— = a3 5 Stream—) (3 Y p233 w35 Close -2
Of e 28U Finally block = c=lall ¢ 5all & Lealasiuly mealy 5 Stream Object)
1wl (L) Exception Lﬁ\ Ggan Al & 250 gall 48K 5y a5 48] b Stream-!
2l B aa 51 3 ol pall a3 el ae (el

o oSt allEigl o alls ) a5 6315 Stream-)) aaa auasil pasinis SetLength -3
&Uas.a\ ‘_A\ S G 8 g SetLength_“ ‘_g Adaall e dﬁ\ Stream-! H\S 1) Ua
Sl cakls 13) V) Analadl 2 ?‘M‘ @le"j CH e e:\L.u Jla Al gay a5 Stream-!
e maay 131 CanSeek s CanWrite Aalall JA o clld ] A ial) el Lo
. Stream-) ana 3aa3 J& Yl Ladlal)

:Stream Manipulation ; GU
alaaiul iy salall s Text s Binary Data J&3 Stream-) <liiSa aladiul o Say
alaaiwl 219 Binary  Data—)) g J—lx3 BinaryWriter—! 5 BinaryReader—
pladi a3 g ¢ Text— g J—alail StreamWriter— 5 StreamReader—)
aie Text ) Stream — J— =i UnicodeEncoding s| ASCIIEncoding—
LS a5 JIsall e de gana p23050 Cus JluY) die Stream ) Text (s Jhdind)

-l Ja b

ASCITEncoding asc = new ASCIIEncoding() !
asc.

2T GetBykeCount
g GetBytes

=i GekCharCount

sig GetChars

sig GetDecoder

g GetEncoder

:ig GetHashCode

“iy GekMaxByteCount

sig GetMaxCharCount

g GetPreamble b

sl Character Array 2l ¢ Overloaded Method - s GetByteCount -1
. O g A Lgaliag 6 g Sl QL 2ae as 53 String
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Al Wb b ) ki os s Byte  Array ) String—!) J= s=i GetBytes -2
. Stream-

2 058 G Sl Cajal) ase aa yis Byte Array 22U ¢us GetCharCount -3
. Character Array 4 s String

Jusiul aie a0d3.03 6 String A Byte  Array (= Jagail a3 g GetChars -4
A 8 e pal ) L sad G Stream (e ULl

O Leile xin) ¥ ol amy Text J&i StreamWriter-! s StreamReader— g Jalxil s
1 b WS aa35u8 s Namespace System.[0-)

:ala (e 8¢l 3l StreamReader

C#
StreamReader str = File.OpenText(openFileDialogl.FileName);
textBox1.Text = str.ReadToEnd();

VB.NET:
Dim str As StreamReader = File.OpenText(openFileDialogl.FileName)
textBox1.Text = str.ReadToEnd

:ale ) 4,6l Stream Writer

C#

string fname = saveFileDialogl.FileName;
StreamWriter fsave = new StreamWriter(fname);
fsave. WriteLine(textBox1.Text);

VB.NET:

Dim fname As String = saveFileDialogl.FileName

Dim fsave As StreamWriter = New StreamWriter(fname)
fsave.WriteLine(textBox1.Text)

lexinl 2%y Binary Data &1 BinaryWriter-!s BinaryReader-! g Juladl
Binary Data 3¢/ 3 BinaryReader s233u Cus « Namespace System. IO (s
s—e Stream— . BinaryData J—_¥ BinaryWriterr 5 Stream—! ;—

:JEaS by WS Socket !

C#

NetworkStream myns = new NetworkStream(mysocket);
BinaryReader br = new BinaryReader(myns);

TcpClient myclient = new TcpClient("localhost", 5020);
NetworkStream myns = myclient.GetStream();
BinaryWriter mysw = new Binary Writer(myns);

mysw. Write(arrlmage);
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VB.NET:

Dim myns As NetworkStream = New NetworkStream(mysocket)
Dim br As BinaryReader = New BinaryReader(myns)

Dim myclient As TcpClient = New TepClient("localhost", 5020)
Dim myns As NetworkStream = myclient.GetStream

Dim mysw As BinaryWriter = New BinaryWriter(myns)

mysw. Write(arrImage)

O AN ¢ Lgaa Jalal) 5ok g i i gall (8 Stream-) CiliiSa aa) Uy 1382

ALY (e de gana M Juall) B Gadai g ¢ (el Fla il g (al Jiall Streams)
v Cigal) Ay A Steaming-) e Aslanl)
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Chapter 5
Applied Streaming in Dot Net

- Create a Simple Remote Control Application Using
StreamReader & StreamWriter Classes

- Create a Remote Desktop Application By Using TCP
Streaming Connection

- Create a Simple Application to Store & Read Images
(Binary Data) in Microsoft Access & Microsoft SQL
Server Database Management System By Using Streams
Library & ADO.NET
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sdadial)

L s TCP Streaming ) alaainly Glipkill (e de gana Jaadll 138 3 (8L (o g
481 yal Al ol g o5 jead) Qs elida) g el yall Juidii g lilaly aey o aSadl alkas
Access <bl) ac) 8 & Binary Data-) (0335 48 5l | 3l 5 ¢ 2 e il xha
.Streams-) CLiSa plaaiuly SQL Server Database

:Stream Reader & Writers! al2diuls Remote Control Example 5.1

Aal i) aliws (<) Chatting = 4ssd gl 4o adiisd U g Jausy (Al JUia
server=)) ) notepad 4alS Jlu b Uad 13) (i &y Eua Serverd! () sl gl slasy
i g Servers) ) Wl )y Cale 4GS, Mia Liad 13) 9 428 notepad-) gids asiy o

1S Agh Al ATY) ey

Client = gebin cre Jus )Y el aliay ¥ : Client b ¥) el n L) 1 Yl
TCP Connection (- JS 4 2035wy 5 Chapter ) (-8 43l Lid (531l Chat
Al alass il Jl ¥l Alee o) aY StreamWriter—! s NetworkStream—) s
G il il g at dolee &35 StreamWriter Objects) (s 8252 sll WriteLine
e NetworkStream- alaainls Lells ) o3 Bytes) (0 de gans Al Textboxd
LS a5 pdia oLiih o8 call g Serverd) m<b i (Al TCP Socket Connection-

- i Jea s

Formil.cs [Design] |
s . — =
Request Furm_ - fmo_B32 :

: 46l Namespaces -l 4dbaly o8 o5
C#
using System.Net.Socket ;
using System.lO;
VB.NET:
imports System.Net.Socket
imports System.1O

1 AUl 2SI AUSy W8 Send Button (o

L

TcpClient myclient = new TcpClient (txt_host. Text,5020);
NetworkStream myns = myclient.GetStream ();
StreamWriter mysw = new StreamWriter (myns);

mysw. WriteLine(txt_msg.Text);
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mysw.Close ();
myns.Close ();
myclient.Close ();

}
catch (Exception ex) {MessageBox.Show (ex.Message );}

VB.NET:

Try

Dim myclient As TcpClient = New TepClient(txt_host. Text, 5020)
Dim myns As NetworkStream = myclient.GetStream
Dim mysw As StreamWriter = New StreamWriter(myns)
mysw.WriteLine(txt msg.Text)

mysw.Close

myns.Close

myclient.Close

Catch ex As Exception

Msgbox(ex.Message)

End Try

5 Text o 4disaiy Stream-) b (Ao Jamy (5315 Server) gl «L55Y
sl a8 LS aaa g g e sliily B g A

Forml.cs [Design]* |

: 46l Namespaces -l 4dbaly o8 o3
C#
using System.Net.Socket ;
using System.lO;
using System.Threading;

VB.NET:

imports System.Net.Socket
imports System.IO

imports System.Threading

: Global Declaration J dakaia ) 4000 Cay jladl) Adlia) o3
C#:
TcpListener mytcpl;
Socket mysocket;
NetworkStream myns;
StreamReader mysr;
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VB.NET:

Private mytcpl As TcpListener
Private mysocket As Socket
Private myns As NetworkStream
Private mysr As StreamReader

: Clientsd) 3« Commands diiuin Al 5 Serverd! la £ Ui

Cit:
void our_Server ()

{
mytcpl = new TcpListener (5020);
mytcpl.Start ();
mysocket = mytcpl. AcceptSocket ();
myns = new NetworkStream (mysocket);
mysr = new StreamReader (myns);
string order = mysr.ReadLine();

// you can add any order and Response Here

if (order=="notepad") System.Diagnostics.Process.Start("notepad");
else if (order=="calc") System.Diagnostics.Process.Start("calc");
else MessageBox.Show("Sorry Sir Your Request is not in my
hand",order);

mytcpl.Stop();

if (mysocket.Connected ==true) {
while (true)

{
our_Server ();
}
}
}
VB.NET:

Sub our Server()

mytcpl = New TcpListener(5020)

mytcpl.Start()

mysocket = mytcpl. AcceptSocket

myns = New NetworkStream(mysocket)

mysr = New StreamReader(myns)

Dim order As String = mysr.ReadLine

If order = "notepad" Then
System.Diagnostics.Process.Start("notepad")

Else
If order = "calc" Then

System.Diagnostics.Process.Start("calc")

Else
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Msgbox("Sorry Sir Your Request is not in my hand", order)
End If
End If
mytcpl.Stop()
If mysocket.Connected = True Then
While True
our_Server()
End While
End If
End Sub

ale 48 5l 2 58 Request ¢l 25,5 Ala 8 Socketd e ity Alall o34 4 685 Cua
phaaiuly el Socketd) e Clily ‘_5\ g9 ddla 8 4aa 330a Session L)
Ada 8l Jaal) aladinly Al )l Gasdy & 85 25 Text ) Lel ssa s StreamReader—)
(raaa SA};}A\ Start adlall (.\Aﬁ.u\.} Lile at (.3_1 notepad 2 :\Jl_m)S\ s \'J;\ Siad

...System.Diagnostics Namespaces (s 535 sall s Process (»><I!

ol fay Gaas 8 Thread—)) <y a3 aia s (e 20¥ 23a Thread (raa el il

;b WS Forml
C#
Thread myth;
private void Form1 ILoad(object sender, System.EventArgs e)

{

myth= new Thread (new System.Threading .ThreadStart(our Server));
myth.Start ();

}

VB.NET:
Private Sub Form1 Load(ByVal sender As Object, ByVal e As
System.EventArgs)
Dim myth As Thread
myth = New Thread(New
System.Threading. ThreadStart(our_Server))
myth. Start()
End Sub

Socket-ll GMe) (e 2SI 13 Form  Closing—l ciaa 8 Uil 2ilaly o o
.. g=b_dl & Thread <\l 5 Stream-l 5

Cit:

private void Form1 Closing(object sender,
System.ComponentModel.CancelEventArgs e)
{

try

{

mytcpl.Stop ();

myth.Aport();
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}
catch (Exception ex) {MessageBox .Show (ex.Message );}

VB.NET:
Private Sub Form1_Closing(ByVal sender As Object, ByVal e As
System.ComponentModel.CancelEventArgs)

Try
mytcpl.Stop()
myth.Aport();

Catch ex As Exception

Msgbox(ex.Message)

End Try

End Sub

223 e Clients Computer) slibl a sy zealiy L) A8l ) gladl) bl WiCay WS
sl Shutdown 4alS 35 )5 vie (CUSH e (33 yall 5) Shutdown EXE «alall ity &3
Windows Juiil) alsi s b 52 s RPC — Remote Procedure Call 1 el s

. 2000/XP
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:Server J)  J) i<l o 3y 9 Juw ¥ Remote Desktop sl sLidy Ja 5.2

0o Sl mha 3 ga Jii) Ly Remote Desktop gl x sLiib o st JUall aa
: Stream Library 415 TCP JI alasiuly JAl ) Slea

: Client ) gl $L&S) Y
N S0 3 LS s 3 e el i G

Windows Monitoring System - Client

10.0.0.10

AUl Namespaces ) paaiod <o g
System.Net
System.Net.Socket
System.IO

o e K a5 Y 41 3) APT ) U5 pladinly (i€l el 5 ) g Jaliil) dlec o
CaptureScreen.dll <alell 8 J)sall o238 31y Cuad 38 5 Doleall 038 2] )Y Cud ol
Yl PRSI R A CL‘ wdyeadal SV L aaV lgaladt ) Jug il
« Image S —iSall mhas 3 ) gm aa 5 Cus CaptureScreen. GetDesktopImage()
dolee J8 Buffer ) (2 =55 Stream () 3 sall o2 Jusat (e 1Y Lella Y
LS 5 gl olis y% (53l s MemoryStream Class ) plasiuls dddaall 38 a3y ¢ Jlu Y

e

C#:

MemoryStream ms = new MemoryStream();

Image img = CaptureScreen.GetDesktoplmage();
img.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
byte[] arrlmage = ms.GetBuffer();

VB.NET:

Dim ms As MemoryStream = New MemoryStream

Dim img As Image = CaptureScreen.GetDesktoplmage()
img.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg)
Dim arrlmage As Byte() = ms.GetBuffer()

a3 L LS5 Socket <iai 0o 3 AV Sleadl ) Adasill ) seall Jls )Y
: TCP Socket alasiul

C#:

TcpClient myclient;
MemoryStream ms;
NetworkStream myns;
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BinaryWriter mysw;

myclient = new TcpClient (Server IP.Text,5020);
myns = myclient. GetStream ();

mysw = new BinaryWriter (myns);

mysw. Write(arrImage);

ms.Close();
mysw.Close ();
myns.Close ();
myclient.Close ();

VB.NET:

Dim myclient As TcpClient
Dim ms As MemoryStream
Dim myns As NetworkStream
Dim mysw As BinaryWriter

myclient = New TcpClient (Server IP.Text,5020)
myns = myclient. GetStream ()

mysw = New BinaryWriter (myns)

mysw. Write(arrlmage)

ms.Close()
mysw.Close ()
myns.Close ()
myclient.Close ()

Led New Thread L) &5 (a5 Infinity Loop Method (saa 2 581 138 aia g LiiSay

O Lealing A Jls )Y de yus e eUiy 438 Interval ) sasy s Timer (8 L sl «
B )lee a3 J00 MS 8 LAN 4SS5 ¢ s A dga (10 400 3 jaia g dga
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: Server ) gl y L) Ll

R k| [ el - R DX NVEENE PR DI T P LY Pt

i) Monitoring System - Server

-4l Namespaces ) paaiod <o g

System.Net
System.Net.Socket
System.1O
;s WS TCP Listener ' s Thread 2 s TCP Socket ! o =i &
C#:
Thread myth;
TcpListener mytcpl = new TcpListener (5020);
Socket mysocket;

NetworkStream myns;

VB.NET:

Dim myth As Thread

Dim mytcpl As TcpListener = New TcpListener(5020)
Dim mysocket As Socket

Dim myns As NetworkStream

ol LS g QL) A iy ey o i
Ct:

void ServerMethod 0
{

try

{

mytcpl.Start ();
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mysocket = mytcpl. AcceptSocket ();
myns = new NetworkStream (mysocket);

pictureBox1.Image = Image.FromStream(myns);
mytcpl.Stop();

if (mysocket.Connected ==true)

{

while (true)

{
ServerMethod ();

}

}
myns.Flush();

b
catch (Exception){}

}

VB.NET:
Private Sub ServerMethod()

Try

mytcpl.Start()
mysocket = mytcpl. AcceptSocket()
myns = New NetworkStream(mysocket)

pictureBox1.Image = Image.FromStream(myns)
mytcpl.Stop()

If mysocket.Connected = True Then
Do While True
ServerMethod()
Loop
End If
myns.Flush()

Catch el As Exception
End Try
End Sub

: Form Ul Jsacsal) fay s 8 M) 3 SU aual Thread ) Jedl

Cit:

myth=new Thread (new System.Threading
.ThreadStart(ServerMethod));

myth.Start ();
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VB.NET:

myth= New Thread (New System.Threading. ThreadStart(AddressOf
ServerMethod))

myth.Start ()

s 3 (b Cpi g ¢ AT ) g e iSall i B g Jlua ) A8y pla Uy 1388
Mouse -l ?SALU\ a,.u.a& 7@1..2:\ a_“ﬁ...ts (J.ﬁ& S| M‘) a&j}d\ @.E.'\SL; galdd)
APIA J) 2 aladiuly d1d g RemoteServer-! Keyboard-s

pladiul SOL Server s Access <iiiby3asl 83,00 cpidil JLia 5.3
: Stream-) <\ise s ADO.NET-!

JE e s SIML S ) s Jdiadll Memory Stream Class = JUial) 1aa 8 aads i
GetBuffer Method alaaiul Laa¥ Bytes () Leb sai Li€ay Evia Stream Data
AT

Cit:
try
{

MemoryStream stream = new MemoryStream();
pictureBox.Image.Save(stream,System.Drawing.Imaging.ImageFormat.
Jpeg);

byte[] arr = stream.GetBuffer();

Store it (arr);

}

catch(Exception ex)

{
MessageBox.Show(ex.Message);
}
}

VB.NET

Try

Dim stream As MemoryStream = New MemoryStream
pictureBox.Image.Save(stream,System.Drawing.Imaging.ImageFormat.
Jpeg)

Dim arr As Byte() = stream.GetBuffer()

Store it (arr)

Catch ex As Exception

MessageBox.Show(ex.Message)

End Try

: Microsoft Access alaiiul Y
pxdiuin Al Store it Method ) () lelw yis Byte Array () ) sall dasad 22
;b WS Databasel! | Byte Array-) < OleDbParameter-) > (e
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C#:
public void Store it (byte[] content)

{

try
{

oleDbConnection1.Open();

OleDbCommand insert = new OleDbCommand( "insert into img values
(?7)",oleDbConnectionl);

insert.Parameters.Add(new OleDbParameter("@pic",
OleDbType.Binary)).Value = content;

insert.ExecuteNonQuery();

}

catch(Exception ex)

{
MessageBox.Show(ex.Message);

}

finally {oleDbConnectionl.Close();}

}

VB.NET
Public Sub Store it(ByVal content As Byte())
Try
oleDbConnection1.Open()
Dim insert As OleDbCommand = New OleDbCommand("insert
into img values (?)", oleDbConnectionl)
insert.Parameters. Add(New OleDbParameter(" @pic",
OleDbType.Binary)).Value = content
insert.ExecuteNonQuery()
Catch ex As Exception
MessageBox.Show(ex.Message)
Finally
oleDbConnection1.Close()
End Try
End Sub

Al of angy OS) i) 5 al Babieall 48y k) aladiuly 3acl8 (e 5 ) saall Be ) 8 dplae A
aiis s A0 3 1 Stream () Dataset- (4 Lz s s Sl s Binary Data-l Ja =
RIS TMIIEN

C#:
oleDbDataAdapterl.SelectCommand.CommandText = "select * from
img";

~T72~



oleDbDataAdapter1.Fill(dsPicturesl);

byte[] arrPicture = ((byte[]) (dsPictures1.Tables[0].Rows[0]["pic"]));
MemoryStream ms = new MemoryStream(arrPicture);
pictureBox2.Image = Image.FromStream(ms);

VB.NET

oleDbDataAdapterl.SelectCommand.CommandText = "select * from
lmg"

oleDbDataAdapter].Fill(dsPictures1)

Dim arrPicture As Byte() =
(CType(dsPictures1.Tables(0).Rows(0)("pic"), Byte()))

Dim ms As MemoryStream = New MemoryStream(arrPicture)
pictureBox2.Image = Image.FromStream(ms)

eld x5 Byte Array (2 L 3335 Dataset-l) Sla sl Casting Jeexs Lied Cups
< Byte Array-l Jusa3 s « MemoryStream Classd) () Array-l 2 <
FromStream - 21233l PictureBox (e W je WiSay ladic 5 5 A1 3 Stream

... Method

: Microsoft SQL Server alaiiul Lk

43l s s Microsoft Access e SQL Server bl saelay (o jaill dalee alias Y
4 ) LS ¢ OleDbParameter o—e Y2 SqlParameter —J) aladi ) &1y
SQL Server s Access Database-!! (= <alisiw Connection String—!
posl 4 ) yad AU Ll il 3208y GalAl) Calall jlue J53U ) jas Cus Database
:JBS L LS5 SQL Server A e (s sisy A Hleall

:Connection String J L&y
C#:
string SQL_ CONNECTION_STRING =
"Server=SQL_SERVER NAME;DataBase=DB NAME;Integrated
Security=SSPI";

VB.NET

Dim SQL_CONNECTION_STRING As String =
"Server=SQL_SERVER NAME;DataBase=DB NAME;Integrated
Security=SSPI"

:sk WS Connection Object ) (Al ) &5
C#:
SqlConnection My Connection = new
SqlConnection(connectionstring);
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VB.NET
Dim My_Connection As SqlConnection = New
SqlConnection(connectionstring)

: SQL Server <lilull 328 85 ) suall (1 3al

C#:
public void Store it (byte[] content)

{

try{
My _Connection.Open();
SqlCommand insert = new SqlCommand( "insert into img values
(@pic)",My_Connection);
insert.Parameters.Add(new SqlParameter("@pic",
SqlDbType.Binary)).Value = content;
insert.ExecuteNonQuery();

}

catch(Exception ex)

{
MessageBox.Show(ex.Message);

}
finally {My_Connection.Close();}

}

VB.NET
Public Sub Store it(ByVal content As Byte())
Try
My _Connection.Open()
Dim insert As SqlCommand = New SqlCommand("insert into img
values (@picID)", My Connection)
insert.Parameters.Add(New SqlParameter("@pic",
SqlDbType.Binary)).Value = content
insert.ExecuteNonQuery()
Catch ex As Exception
MessageBox.Show(ex.Message)
Finally
My _Connection.Close()
End Try
End Sub

: 55 3 Picture Box (8 5 sall (a2l 5

C#:

SqlDataAdapter.SelectCommand.CommandText = "select * from img";
SqlDataAdapter.Fill(dsPictures1);

byte[] arrPicture = ((byte[]) (dsPictures1.Tables[0].Rows[0]["pic"]));
MemoryStream ms = new MemoryStream(arrPicture);
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pictureBox2.Image = Image.FromStream(ms);

VB.NET

SqlDataAdapter.SelectCommand.CommandText = "select * from img"
SqlDataAdapter.Fill(dsPictures1)

Dim arrPicture As Byte() =
(CType(dsPictures1.Tables(0).Rows(0)("pic"), Byte()))

Dim ms As MemoryStream = New MemoryStream(arrPicture)
pictureBox2.Image = Image.FromStream(ms)

Transport Layer & Network Layer aliu) oo AN ¢ 3al) 8 Euaal) alu
W gal) Ay A LY ¢S 98 5 10 A2a 09 Programming
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Part 3

Transport & Network Layer Programming

Chapter6 Transport TCP & UDP
(Classes & Members)

Chapter7 Synchronous Socket Programming

Chapter8 Asynchronous Socket
Programming

Chapter9 Advanced Multicasting Systems
Chapter10 Voice Over IP Programming

Chapterl1 Raw Socket Programming
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Chapter 6
Transport TCP & UDP
(Classes & Members)

- TCP Classes Members
- UDP Classes Members
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: TCP & UDP Classes Members : 6

213 UDP Classes —!s TCP Classes = = J—adll 118 8 &uaati Cogu
(s « Transport Layer Classes ) (8 Lo Jalail) o3y Al Legia JSI Members-
Lot s Jlu ¥ mileads aSatl) €0 TCP et 13 Akl oa 8 o s yaal
s Destination Portdl s Source ) wsi g o g A 4Ll Flags J1 s Offset!
e 3 Juyall iyl

O s (O 30 4 a1y G aal ol Packet U 32 Bits ¢ 055k s TCP Header Y sl
#3532 Bits o lulell o815 16 Bits & Jiiasalls 16 Bits & ) Port
pi e sy libully palall ¢ 5all g by Al (85 Checksumd! () ddLaily (gaadl)
) IS By (Jpaiiy J5Y) Juadll b 4a 58
Bifs
-

12 16 20 24 28 32

F

1 4 8

F 3

Header

TCP Header

Data Offset: 4 bits the number of 32 bit words in the TCP Header. This
indicates where the data begins. The TCP header (even one including
options) is an integral number of 32 bits long.

Window: The number of data octets beginning with the one indicated in
the acknowledgment field which the sender of this segment is willing to
accept.

e s in s aal gl Packet U ULl (4 32 Bits o= 038y UDP Headerd! WG
:Total Length 415 Checksum- 5 16 Bits aliwall 5 16 Bits du el o)) sic
Bits
12 18 220 24 78 37

— &
Is
oo

¥

UDP Header

~78~



: TCP Connection Oriented Protocol S4 4alil) Classes-) ¥ )

TepClient tep = new TopClient():
top.

i Close ~|
i Conneck
5 Connected
i EndConnect
‘i Equals
P ExclusivesddressUse
i GetHashCode
i GetStream
G GetType
P5 Lingerstate
5 MoDelay
P8 RecelveBufferSize
P RecelveTimeout
F8 sendBuffersize
25 SendTimeout s

4l ;w3 Simple TCP Socket < =il a3ai s :TepClient Class-1
dc gana Ao OIS (g ging g Lema JlaiV) & 5 i) dgall Port Vs IPAddress)
: Sl Leadli s Properties ' s Methods-) ¢

: TCPClient Methods :¥ i

[P () sie Lgad ) i Cuna server—)) pme Joai¥) dlac ¢l 5aY a2iius s :Connect
i b WS Portd) &85 5 Serverdb (alall

C#:

TcpClient tep = new TcpClient();

tcp.Connect(IPAddress.Parse("192.168.1.1"),5020);

VB.NET:
Dim tcp As TepClient = New TepClient
tep.Connect(IPAddress.Parse("192.168.1.1"), 5020)

.TCP Socketd g Juai¥) ¢&3Y :Close
Jusiny) s Juo¥ e 4 Socketd! o« Stream-) 3¢l 8l aadiny 5 :GetStream
NetworkStream Class ) g= Socketl ksl sale aniiud g

: TCPClient Properties uailail) aaj :Lili

Linger Time 4 yee sl a1 Set i get 33U 5 : LingerState

Yol Ll (e g ellia S 13 4 jaa ol aaail Set sl get 235 :NoDelay

e Socketd LS 13) 48 e s 2l Set sl get 2ali s :ExclusiveAddressUse
O 23 34)) SocketOption Class -} e 83le aadiuis ¢ ¥ of Client Port) alasiuly
(Appendixes (A) - kil il sladll

aaa Ad yra ol aaail Set sl get 23155 :ReceiveBufferSize s SendBufferSize
.TCP Client Object & <8 =all s stream-! A p2335al) Buffer-)
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C85ll A8 a5l sl Set sl get 24l 5 :ReceiveTimeout 9 Send Timeout
DAY Gyl aay ?l 43 Al @ Time Out Gl:uz.; Gua Jusiny) o) JlayY) dlaal CLLJ\
A dia )5 i A

Propertiesdl s Methods! (s« 4e seas Ao (5585 Cus :TepListener Class-2
roh WS A

Teplistener tep Listener = new Teplistener (IPLAddress.iny,5020) ;
tecp Listener.

% Arcepttocket
‘g AcceptTopclient
‘ig BegindcceptSocket
iy BeqgindcceptTopClient
‘ig EndAcceptSocket
‘ig EndacceptTepClient
‘i Equals

8 ExclusivesddressUse
‘i@ iaetHashiCode
i@ EetType

8 LocalEndpoint
‘i@ Pending

R Cerver

‘i@ Skart v

:TepListener 3 2 J) g3l aaf oY ol

Clientd) ge Juai¥) ddae J gl 2235035 5 : AcceptSocket

2o agaat Aty Leal) a8 5y pad s 8 430 Cua Overloaded Method 4 5 : Start
gl pae ad ) oy are Al B ¢ Qouee (8 Lo g gy e 1 3 3ga Y
e e Qouee

Try_“ (.\\Aﬁ.u\ die FinaﬂyJ\ @ Lo g Juaty g htail) dolac ey rﬂ&luﬁ} : Stop
Exception sl s o) ia coiaill dlee ¢lg) iy s 5 Catchd) s

:TcepListener 2 paibadll aaj ;Lil

LocalEndpoint) (4 235wl Portdl a8 55 [P as » &os : LocalEndpoint
sl

TCP Server-) & Jlsll 5 paibadll S Al J sea sl aakaii WINA a5 :Server
la_ne 5 Listen s Receivedls Sendtodl s Acceptd Jia Wilu lalia yi Al
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: UDP Connectionless Protocol 2% 4aill Classes-) Lk

UDP Datagram Protocol Connection oy =il aadiud 5 :UdpClient Class-1
Dk WS (o8 5 Leth sine aal Gt o Dl 138 (s Lere Jalacill 5 Ledy oty Ll Liad

OdpClient udp = new OdpClient ()
udp.

e B
g Conneckt

ﬁ“ ContFragment
i DropMulticastGroup

o EnableBroadcast
i EndReceive
i@ EndSend
i Equals

o ExclusiveAddressUse
i GetHashCode
iy GetType
i JoinMulticastGroup

e MulticastLoopback
i Receive
& Send i

s L daldl) (ailadll g J) gal) sk g

sl o) s—ie L3l 5l ) :DropMulticastGroup s JoinMulticastGroup
Multicast Group! i (rstiall (10 de sana

.socket) & Broadcasting! Ju=iil Set sl Get 2alis :EnableBroadcast
Milticast Loopbackl 2a3 5 4 = Set sl Get 2215 5 :MulticastLoopback

IP (A3 iy &us Multicasting—) (o p235w s :MulticastOption Class-2
Multicast Y Drop s Join Jexd Multicast Group 8 L= J<l=il Address List
: Multicast Jibu y JLinY 4, guac ddliay JUaS b WS 20335035 5 Group

: b LS5 UDP Socketd! <o i ¥l

C#:

mcastSocket = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

VB.NET:
mcastSocket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

Jaai 5l Group (A 4aa 3 55 3 TP Led) wisi o3 Address List <y =iy a 55 Lils
(kWS Bind Al alasiuly Socketb Ledas yi @l day 4wy () giall JAx Userdl
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Cit:
IPAddress locallPAddr = IPAddress.Parse(Console.ReadLine());
mcastSocket.Bind(IPlocal);

VB.NET:
Dim locallPAddr As IPAddress = IPAddress.Parse(Console.ReadLine)
mcastSocket.Bind(IPlocal)

1o WS aasdll ) giall Ll aii s Multicast Optiond) <y ety o 583 UG

Cit:
MulticastOption mcastOption;
mcastOption = new MulticastOption(locallPAddr);

VB.NET:
Dim mcastOption As MulticastOption
mcastOption = New MulticastOption(locallPAddr)

A5 31 o3a 2al5 5 SocketOptions  Method — (8 Ly i coay Lglunil
TCP s Socket e sl IPV6 e sl IP (e sl (5 sinse apaail J 531 &l a5 5l
oda Willa 8¢ (lad el 8 A Appendixes - Skl Gl gladl g 33) « UDP §f
35 Multicast Group ) IP ana s 52y 53 e 3 [P (e il i Cags
Al (o LAY (S5 4 samae A8l 2y 5 Cus il g 5 2aas SU i L)
4l 2w | 5415 DropMembership 4 s-ae +Lall 51 AddMembership 42 swac

joh WS ailiuly Lad (g3l g MulticastOption Object!

Cit:
mcastSocket.SetSocketOption(SocketOptionLevel.IP,
SocketOptionName.AddMembership,mcastOption);

VB.NET:
mcastSocket.SetSocketOption(SocketOptionLevel.IP,
SocketOptionName.AddMembership, mcastOption)

Ldlaial) g o Cygad) i (-8 Ly aSalil) Say (il g pailaadd) aal Uiy 13isa g
Juaill 4 <Network Layer Protocols 2! s Transport Layer Protocolsb
2 Lgaa Jualaill) 2y il g Members =) 4y (o Joaia JSn Euaal) alw AL
Synchronous Socket =) g Jwlaill (3,09 Network Layer Protocols—

.Asynchronous Socket-!s
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Chapter 7
Network Layer & Synchronous Socket Programming

- Introduction to Socket Programming
- Synchronous Socket Programming
- Synchronous Socket Classes & Members
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: Network Layer & Synchronous Socket Programming :7

Network Layer—) it dae e Saii S0 (<80 o Cisa e 3al) 138 8
s O et aay bl Jusind s Jls Y Leas Jualadll iy Al a5 Socket s
L Jusind s Juw 30 UDP s TCP aladinly Wl Liad (A0 &) e Stream
Classesls Socket Programming (se <aaaii (s e jall 1aa 85 Lagin (34l
..Socket ClassJb 4=l Members- s

Introduction to Socket Programming :7.1

AL Sles o LA e i) J5 iy 1 315Y) & Socket I of g el
¢ Cua System.Net.Socket Namespace =8 Al 8 o 3h Lgalaai Y
A AN Gliaa y (A Lwladiad 23y Al Classes) (e xS 23e e Namespace 12
UDP- 5l TCP-) g Jalail (5 LiSay 3 Socket Class st s ladl (oo Eiaai (o gu
&= Socket Object Methodd) ¢S s sl JS& Y S 55l (e JAT ¢ 58 61 e
b LS il s L 3

Cit:
Socket MySocket = new Socket(AddressFamily. , SocketType.,
ProtocolType.);

VB.NET:
Dim MySocket As Socket = New Socket(AddressFamily, SocketType,
ProtocolType)

lidany g 4 Jalaii Co g 215 TP Addressd) due 55 2 J5Y1 e g Ll 2l Cas
b paaiudll s ATM sl Noveld) ilSes b aadiuall 5 PX Leda s LAY (o S 230
@l jall oda aal ges .. e s NetBIOS Address sl ATM Networks cilSus
oy 5 QAL alAll Gl pall ae 2l JS5 4eaiini Le g4 5 InterNetwork-))
Sl dadail alel y b pan g Sila s e linall g8 5 TPv4 58 [P A g 55 0f (Ao
O 2 3al) TPVO Al a5 e o LiatusY) s laas ooy 3l Jafisal) (5 Ll 43 5 2l
g o (sl Socketd) g 55 st wly U e s L 8 (S Jaadl) lai) il slaal)
Raw -l axiys) Raw  Socket sl il Jew ;Y Dgram sl Stream addios
) Ledde ABRYI (ya g 23a0 Port g Jualaill allai Y 0 Y € 63 5l ae Socket
Stream- aladiul oy ails 5 5 (Ldie pueldl) Jiadll Hhai) Gl glaall (0 2 30 [CMP
& 53 aai | a5 ¢ UDP-) alaaind Al 8 Dgram Vs TCP ) alaain) il
Fia s AT Y K555 30 5l TCP 5l UDP g 5id) (e s Ja JuaaiDl padiivaall J € 53 5 50l
Internet Group IGMP - sl Internet Control Message Protocol ICMP-
IP Security <=3 Socket-) slis) Jiw 2y 5 Luil 5l Management Protocol
) TCPA) Jlias Casu Lia 5 cla e s [PSecAuthenticationHeader Juisl Header
ilee o) pa) e 138 5 4n 50 US55 58 TCP J5S 5 5 Of g yaall e s UDP
J5S5i 0 568 UDP JsS 55 Lal dama ba i () dia 5ill 5 J o sl) e (3831
laa ade g 5 Al jall bl sl J saa gl) (0 @32l didae aocy W ST 5 Lo g s
45 Multicast Group <&l Gile gans L3 5 Broadcast =13Y) ull ke &1 0

Ll g S 5 J oY) daail) b olia i L
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TCP & Svynchronous Socket Programming= aladidl 7.2

LS 5 Jal yall (4 Ao saaas TCP Socket Connection-) aladiuly Juaiy) e

¢q;tu\ds;u\g;
Server Client
socket() socket()
bind()
Tisten()
accept() |= connect()
recv() -+ send()
send() = recv()
close() | = close()

: b WS s Socketl ¢Liils serverd s Clientd! 8 dalead) o 3)

Cit:
Socket MySocket = new Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);

VB.NET:
Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

JLaiuy) aie Jash AXAAL Bind 4l e\d&lu\..\ ‘"AIAJ\ )3)_\4.455\ o Socket-! .Lg) (.3
AT DL

Cit:
IPEndPoint ip = new IPEndPoint(IPAddress.Any, 5020);
MySocket.Bind(ip);

VB.NET:
Dim ip As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
MySocket.Bind(ip)

e aaat ey g [istener Al e\difu.»\.} sl Port-) e caiiaill dlaxy e\_..\ﬂ\ ?:’

e A0 pally a8 a8 1= A0 4l ped ddna e e aiagly Lol e i) 5 36V
. & LS accept adlal e\.liiut_j Juaiyl
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C#:
MySocket.Listen(-1);
MySocket.Accept();

VB.NET:
MySocket.Listen(-1)
MySocket.Accept

&)_ﬂ\ (e 48 g8 ina Lﬁ Uil (e G Receive Alall DA e bl Jlasial ab g
: o WS Byte

Cit:
byte[]Received=new byte[1024];
MySocket.Receive(Received);

VB.NET:
Dim Received(1024) As Byte
MySocket.Receive(Received)

(JeS 5020)Port! (He Ledy 23 5 TCP ¢ 3l (= Connection ¢l Liad Lia
L1-0adl e Y Listen <uxis L s Bind Al alaaiuly Socketdb Leday oy Sus

Socket-) <y =3 e 1Y Socketd! alasiul TCP Client Jlw )Y geli o cay il
Juw) o5 IPEndPoint Instance Object-b Portdl a8 55 Server-) o) sie 2w
PREGNTILITEN socketd! @ A4y yal ol Lo Jla ) Aalee alis Send aJjall e\a&ﬁ.u\..\ lild)

. b WS Stream Socket

C#:

String str = Console.ReadLine();

ASCIIEncoding asen = new ASCIIEncoding();

byte[] msg = asen.GetBytes(str);

Socket MySocket = new Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);

IPEndPoint remote = new
IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020);
MySocket.Connect(remote);

MySocket.Send(msg);

MySocket.Close();

VB.NET:

Dim str As String = Console.ReadLine

Dim asen As ASCIIEncoding = New ASCIIEncoding

Dim msg As Byte() = asen.GetBytes(str)

Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Dim remote As IPEndPoint = New
IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020)
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MySocket.Connect(remote)
MySocket.Send(msg)
MySocket.Close

UDP L&Y Synchronous Socket Programming-) aladia) 7,3
: Connectionless

25 dalall (e de saaa UDP Socket Connectiond! aladiuly Juaiy) e

Sl g d s
UDP Server UDP Client
socket() socket()
bind()
recvfrom() |- sendto()
sendto() +| recvfrom()
clase() close()

Serverl 5 Client & 4leal) fasi 3 ,uS 3x Y] TCP UDP aladil dilac 4piiig
;b WS Socketd) sk

C#:

Socket MySocket = new Socket(AddressFamily.InterNetwork,

SocketType. Dgram, ProtocolType.Udp);

VB.NET:
Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType. Dgram, ProtocolType.Udp)

JLEiay) die add a0t s Bind Al aladinly s 5 el as Socketdl by &
b LSy
C#:
IPEndPoint sender = new IPEndPoint(IPAddress.Any, 5020);
MySocket.Bind(sender);

VB.NET:

Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
MySocket.Bind(sender)

EndPoint Azl & s =5 Suas ReceiveFrom Adlall aaat s calilnll JLsi wY
48 shias ae Reference Object =S o) iy Giladl 844 23 &5 e e ¢l Reference
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A (1 String ) 48 siaall Js sl apkain &3 (10 5 ReceiveFrom 44 ) Byte)
: sk WS 5 ASCII Class (s 33 9 sall GetString 41l

C#:

int recv;

byte[] data = new byte[1024];

EndPoint Remote = (EndPoint) (sender);

recv = newsock.ReceiveFrom(data, ref Remote);
Console.WriteLine(Encoding. ASCII.GetString(data, 0, recv));

VB.NET:

Dim recv As Integer

Dim data(1024) As Byte

Dim Remote As EndPoint = CType((sender), EndPoint)

recv = newsock.ReceiveFrom(data, Remote)

Console. WriteLine(Encoding. ASCII.GetString(data, 0, recv))

) String (s e a3 2a QUL Ll ) jai Cua SendTo Al aladiu) JluyY) A oy g
g 525 Length dnalall JA (e 458 j2e LiiSay 3) 4l jall UL aas 5 Byte Array
Port 5 IP Address - <22 53l 5 EndPointObject-) 41 ) <3 ) pals Flags)

: Broadcast Message Jws ¥ JUaS b WS 5 Socketd

C#:

string welcome = "Hello All";

data = Encoding. ASCIIL.GetBytes(welcome);

newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote);

VB.NET:

Dim welcome As String = "Hello All"

data = Encoding. ASCII.GetBytes(welcome)

newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote)

:Synchronous Socket Classes Members7.4

o odin) S Cia TPAddress ) i o padians : TPAddress  Class -1

Jue ) s 8 Array of Address 4D (e 0585 o) Sy 3 JES TPEndPoint-!
ok S g 4l Al dapall W e sane ) Lo Al

C#:

IPAddress newaddress = [PAddress.Parse("192.168.1.1");

VB.NET:
Dim newaddress As IPAddress = IPAddress.Parse("192.168.1.1")
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b LS (s () siall a8 Gl LA A ) G OLERY) (S

(dﬂ\ ) d\_\s.u.u\}!\ sy d\_\s.\.uY\ A.\c) PURA | L;s CLLA O sie LE\ Jaiadl PRENIP Any
Aalany js.a g_x_u:) a3l Lr‘° a).@AY\ bm;j L;Q\J\J\ Sl Jaadl a3l 9 Broadcast
il Broadcast-)) s 4,88 44 yral ¢ aadiisall Jaas ¢ 50 [P Broadcastd) clua
(S8 Jaadl)

127.0.0.1 s 5 loopback ! < 5 zall o)) giall Jiadl axiiun s Loopback

 Leaals J) gl (o Ao gann poyy WS

4_1)\3.451 (:Ji:l.u:\.u.u Lia 5 tow Objects O :\J)M e\.r_ J dlall o2a (.M Equa]s
US\AL\M Ll \Sj False 5 (peliia Ll \S} True c;)ﬁj Ol gie oy

Hash Code 4ma ) o)) sl gla )Y 20355 5 GetHashCode
Vsl e Networkdh galadl ¢ 3all aa 5 s HostToNetworkOrder

O)siadl e Hostdb galall ¢ 3all as 50 s NetworkToHostOrder

L 5 M5 Host - Portdl 5 o)) s2all ap0ail sliandinl &us : [PEndPoint Class
b LS bl Al 4 Juaiy

Cit:
IPEndPoint end = new IPEndPoint(IPAddress.Parse("192.168.1.1"),
5020);

VB.NET:
Dim end As IPEndPoint = New
IPEndPoint(IPAddress.Parse("192.168.1.1"), 5020)

;b WS a5 Socket Classd (2 acdi il (al sall de gana
Socket) A 48 jzall (3 gliall de gana a5 AddressFamily
Socketd ¢y 3¢ jall 3 jalall DUl ana aa 19 Available
Blocking Mode-!) a3t socket) (S 13) 48 2l Set sl Get a5 Blocking
Y ol

¢— J—ais Socketl (LS 13 A8 jaal 3,58 4y alall 02 4 a0a% W55 Connected
¥ o) Remote Host-!

Socketdl (8 axiiny sl JS 555 5all 48 jaal a2iivn s Protocol Type

Remote - g= padiuy 3 Socket-)) (se Cila slzs o 2 5 RemoteEndPoint
Host
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lgilaladin JUiaS g

C#:

using System,;

using System.Net;

using System.Net.Socket;
class Socket Properties

{
public static void Main()
{
IPAddress ia = [IPAddress.Parse("127.0.0.1");
IPEndPoint ie = new IPEndPoint(ia, 8000);
Socket fmo = new Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp);
Console.WriteLine(" AddressFamily: {0}",
fmo.AddressFamily);
Console.WriteLine("SocketType: {0}",
fmo.SocketType);
Console.WriteLine("Protocol Type: {0}",
fmo.ProtocolType);
Console.WriteLine("Blocking: {0}", fmo.Blocking);
fmo.Blocking = false;
Console.WriteLine("new Blocking: {0}", fmo.Blocking);
Console.WriteLine("Connected: {0}", fmo.Connected);
fmo.Bind(ie);
IPEndPoint iep = (IPEndPoint)fmo.LocalEndPoint;
Console.WriteLine("Local EndPoint: {0}",
iep.ToString());
fmo.Close();
}
}
VB.NET:

imports System
imports System.Net
imports System.Net.Socket

Public Shared Sub Main()
Dim ia As [IPAddress = [PAddress.Parse("127.0.0.1")
Dim ie As IPEndPoint = New IPEndPoint(ia, 8000)
Dim fmo As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)
Console.WriteLine("AddressFamily: {0}", fmo.AddressFamily)
Console.WriteLine("SocketType: {0}", fmo.SocketType)
Console.WriteLine("ProtocolType: {0}", fmo.ProtocolType)
Console.WriteLine("Blocking: {0}", fmo.Blocking)
fmo.Blocking = False

~90~



Console.WriteLine("new Blocking: {0}", fmo.Blocking)
Console.WriteLine("Connected: {0}", fmo.Connected)
fmo.Bind(ie)
Dim iep As IPEndPoint = CType(fmo.LocalEndPoint, IPEndPoint)
Console.WriteLine("Local EndPoint: {0}", iep.ToString)
fmo.Close()

End Sub

A il glaal) a Sl i

AddressFamily: InterNetwork
SocketType: Stream
ProtocolType: Tcp

Blocking: True

new Blocking: False
Connected: False

Local EndPoint: 127.0.0.1:8000
Press any key to continue . . .

E1aatl (g ¢ G cigll 4 8 Synchronous Socket -1 dawa s 4udus Uy 1358
Ll gl Ay 8 Asynchronous Socket 43 o8 (AU Juadl) b
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Chapter 8
Asynchronous Socket

- Asynchronous Socket Class and its members

- Applied Asynchronous Socket in Dot Net
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: Asynchronous Socket Programming :8

Nadi ST IS8 Asynchronous Socket ) aladiul (e ¢ jall 138 (8 Caoati i sa
il Jeai¥) it e Aslanll AT (e e pame (had iy 5 Uil 43 Lians Lae
LAl Gl (A (e

a3 (o Jaand) () zling Al Clpma sl (8 las aga Gl il Jlai¥) () Cag el (1
aalasiul s jlall Llead) olgiil amy () AT 3aY Jlai¥) aladinly ey ¥ s Rl
13 s 8 Aol ol meany Y (S ) 5 o2 Jie it Al lilead) 8 las age
Dialup! e 4.3l slie S SJow Connection aaaiud llnll dAlsiial) 4gal) cuils
Oeddivnall (e 5 S A gane cllin (IS 13 Al 8 5l Jiisall ae Ju jall (3 el Loy )
el e A0l e Graadiinall A (el i) gl ey Sua Serverl padiu
b Alallods Ay ¢ JAT Slea e lily Jite Serverd! 5S Al A JlY) ke
By ALl iyl (e L1 13) Ala 8 las g ting 3 (gl il adl JladV) alasiinly
a8 6L U S5 LS 5l ¢ Connection=)) (i aladiuls s Threaddl (i e 5 alge

- Serverdl (sl () sedding (peddice e da g 4dl ol L s Juai¥) S 1)

: Asynchronous Socket Class and its members ¥ )

(i 83 g all Methods—!) (= de ganan (gl 3l e Jai¥) s igall aens
85 System.Net.Socket Namespaces-) (s« e sinl o3y Al s Socket Classd!
Begin J<T g eadiall ?‘“‘“i alay Lﬁ Begin_‘\ 3 s 00 Methods—! sda <y < gall GO e
2ie callback result gla)Y axdiud Al 5 Ld 4ll5s End Method 2 » Method

(kWS o2 2l e Begin Method-) ele)

SJocket MySocket = new Socket [iddressFamily
HyZocket.b

e AddressFamily o
e fvyailable ]
) EiE-!,r;IiE!Fl.l:IZ;Ellfl!:
iy BeginConnect
% BeqginDisconnect
iy BeginReceive
iy BeqinReceiveFrom
iy BeginReceiveMessageFram
% Beqgindend
iy BeqginSendFile
iy BeqinSendTo
# Eind
a4 Blocking b

Object - (Al odiw)5 Client Request J -l a2aiu 5 BeginAccept -1
O 22e JUEiul g Server (Saiy o A8y Hhall oda aladiul s AsyncCallback
Ll ddeall (e oLV HUTY dalall g2 Bl Guds & Clients Requests!
LS aaa3ui g AsyncCallback Delegate-)) alasiuly Allall elesin 3y JS (3 o Cus

el LS



Cit:

m_mainSocket = new Socket(AddressFamily.InterNetwork,
SocketType.Stream,ProtocolType.Tcp);

IPEndPoint ipLocal = new IPEndPoint (IPAddress.Any, 5020);

m_mainSocket.Bind (ipLocal);
m_mainSocket.Listen (10);
m_mainSocket.BeginAccept (new AsyncCallback
(Client_request_method), null);

VB.NET:

m_mainSocket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Dim ipLocal As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
m_mainSocket.Bind(ipLocal)

m_mainSocket.Listen(10)

m_mainSocket.BeginAccept(New
AsyncCallback(Client_request _method), Nothing)

La 5 &bl (e Juatia Callback Reference 4 Client Request) 48] b Cua
Client Accepted - sLeils Client Requestd Jusiny method L) (e 22Y
:EndAccept 4l alasiuly Object

C#:
public void Client request method(IAsyncResult ar)
{
Socket listener = (Socket)ar.AsyncState;
Myclient = listener.EndAccept(ar);
Myclient.Send(/* data to be send*/ );
listener.BeginAccept(new AsyncCallback(Client request method),
listener);
Console.WriteLine("Socket connected to {0}",
client.RemoteEndPoint. ToString()); }

VB.NET:

Dim listener As Socket = CType(ar.AsyncState, Socket)

Myclient = listener.EndAccept(ar)

Myclient.Send

listener.BeginAccept(New AsyncCallback(Client_request method),
listener)

Console.WriteLine("Socket connected to {0}",
client.RemoteEndPoint. ToString)
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s LaS Jdf o MU Begin Accept Method<) <:asal Dot Net 2005 (2

State s AsyncCallBack Delegate 2alis 2005 52003 < <sall 8 J5¥) J<al
;b WSy Socket ) 2 Request ) Al e Gilaslaa gls ¥ Object
‘ MySocket.BeginAccept(AsyncCallback , object state)

Aaliall UL ana paaT 408 GliSay Cua 2005 S Gl A BN A
MySocket.BeginAccept(int Data Receive Size , AsyncCallback ,
object state)

:Accepted Socket 4l pasi 4 Sy dua 2005 Cap Sgall S G JA)
MySocket.BeginAccept(Socket accept _Socket ,int Data_ Receive Size,
AsyncCallback , object state)

Remote Machine! sl Server) g« Client)) ks )} p235 s BeginConnect -2
IPEndPoint Instance Object-) & 2w Cus Asynchronous Connection=
Asynchronous Callback-) Laasl Ll xiw 5 (Port) o5 P Address - 4 22a)
1k WS State Object)s

MySocket.BeginConnect(EndPoint IP,Syncallback Result,object state) |

Cit:

Socket MySocket = new Socket (AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);

IPEndPoint ipend = new IPEndPoint(IPAddress.Parse("192.168.1.101"),
5020);

MySocket.BeginConnect(ipend, new AsyncCallback(Connect him),
MySocket);
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VB.NET:

Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Dim ipend As IPEndPoint = New
IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020)
MySocket.BeginConnect(ipend, new AsyncCallback(Connect him),
MySocket)

1k WS CallBack Socketdl 1s3 2% Connect_him Methodd!

Cit:
public static void Connect_him (IAsyncResult iar)
{
Socket sock = (Socket)iar. AsyncState;
try
{
sock.EndConnect(iar);
}
catch (SocketException)
{
Console.WriteLine("Unable to connect to host");
}
}
VB.NET:

Public Shared Sub Connected(ByVal iar As IAsyncResult)
Dim sock As Socket = CType(iar.AsyncState, Socket)
Try

sock.EndConnect(iar)
Catch generatedExceptionVariable) As SocketException
Console.WriteLine("Unable to connect to host")
End Try
End Sub

Byte Array = Len 335 Clientd (= Slbily Jusiny 235035 9 BeginReceive -3
b LS L el il

MySocket.BeginReceive(Byte[] buffer,int offset,
SocketFlags,AsyncCallback, object sate)

(S b LS ki

Cit:

byte[] data = new byte[1024];

MySocket.BeginReceive(data, 0, data.Length, SocketFlags.None, new
AsyncCallback(ReceivedData), MySocket);
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void ReceivedData(IAsyncResult iar)
{
Socket remote = (Socket)iar. AsyncState;
int recv = remote.EndReceive(iar);
string receivedData = Encoding. ASCII.GetString(data, 0, recv);
Console.WriteLine(receivedData);

}

VB.NET:

Dim data(1024) As Byte

MySocket.BeginReceive(data, 0, data.Length, SocketFlags.None, New
AsyncCallback(ReceivedData), MySocket)

Sub ReceivedData(ByVal iar As IAsyncResult)

Dim remote As Socket = CType(iar.AsyncState, Socket)

Dim recv As Integer = remote.EndReceive(iar)

Dim receivedData As String = Encoding. ASCII.GetString(data, 0,
recv)

Console.WriteLine(receivedData)
End Sub

(.\Aﬁ_u\..\ Al aa CJ}A e bl Jlist BeginReceiveFrom adlal PRES LS
. IPEndPoint Refrance Object Glud) S il ) Coliay Cua UDP

Asynchronous -l e il caydall ) cliby Jls Y 22355 s BeginSend -4
1ol LS Ll dalall dxpall 5 Socket

MySocket.BeginSend (Byte[] buffer,int offset,
SocketFlags,AsyncCallback, object sate)
Cit:
private static void SendData(IAsyncResult iar)
{
Socket server = (Socket)iar. AsyncState;
int sent = server.EndSend(iar);
}

byte[] data = Encoding. ASCII.GetBytes("Hello Word");
MySocket.BeginSend(data, 0, data.Length, SocketFlags.None,
new AsyncCallback(SendData), MySocket);

VB.NET:

Private Shared Sub SendData(ByVal iar As [AsyncResult)
Dim server As Socket = CType(iar.AsyncState, Socket)
Dim sent As Integer = server.EndSend(iar)
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End Sub

Dim data As Byte() = Encoding. ASCII.GetBytes("Hello Word")
MySocket.BeginSend(data, 0, data.Length, SocketFlags.None,
AddressOf SendData, MySocket)

alaainl arse Remote Host (Al litall Jlw ¥ BeginSendto 41all aaitns LS
. IPEndPoint Refrance Object @bl S 5l ) ciliay Cus UDP

129 2005 < igal) (B Bl J)gall (e de gara AL o LaS -5

ol )Y BeginSendFile 5 J—<V) sL__¢Y BegonDiconnect
Gl e 2 sae JLiEiuY 22338 )5 BeginReceiveMessageFrom— s
.. Buferd) & sase lSa 8 L3 335

) sl

:BeginSendFile ) 23l

MySocket.BeginSendFile(string filename,AsyncCallback Asyn,object
state)

;S8 S il BeginReceiveMessageFrom-!

MySocket.BeginReceiveMessageFrom(byte Buffer ,int offset,int
size,SocketFlags sf,ref EndPoint,AsyncCallback ascb,object state)

:S4) S 3l BegonDiconnect

MySocket.BeginDisconnect(bool reuseSocket,AsyncCallback
ascb,object state)
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: Cud cgall B Asynchronous Socket) el sl

* Socket Object) ¢l fasi Jal jall (e de ganas ol Jia paad) Jlai¥) didee o
Asynchronous 120 BeginConnectd) <isai oi @lld 2y Server Sided
Method-'s TPEndPoint Object ) s Eus Socketd e Connection
Juai¥) dlee Aall 038 d asiy L State Object)s Asynchronous Callback
&b Cua Client Requestd Js&l BeginAcceptd) () Jad <lld a5 ¢ Socketdb
A0S g Andall J gty g anladd Clientd) ) Acknowledgement Jw s llall J g8
Al alasioly Jl)Yh eadl Audall e 488 gall 22y Clientd) aodaivn 5 Jla 20 el
BeginReceive dlall alaaiuly Clientd (e Al Serverd) Jiiw s BeginSend
Al dlee ol aY 2axidl End A1) s Begin dalee JS 8 il U S5 LS
(Ol el Juai¥) e (el e sl JuaiVl e le a5 el pall (8 Threadd) st e

b e (S <25 5 3 Uiyl dmaa s Server J eln Gl JA) o Jaadl
Methoddl o3 exiiy Endxxx Method ) alaaiuly 4l ai W Requestdl
By oele ol Juaty) dlee el aY  pasedddl Delegate dl aladul
Y dallaall ) pdlall Jsaall ddee 0S8 0 ) ddead) 026 40855 AsyncCallback
s g aly 1388 5 aa illa g5 Alls 8 Al dallaal) dlenl Server I eled) s

oo DY) e g0 Server J Al ol 5 43y Endxxx Method 4! () was

Miny Client/Server Chatting gl s Lailh (¥ o 58 o ga L) aalial) e ol
. bl Jusiul s Jusy¥ Asynchronous Socketd! e
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(A JSAN (A LeS paa g g e oLl A ol

Form1.cs [Design] |
0

Asynchronous Server

- # Clients Transmissions .

I Waiting far cliemt..
o i

140Ul Namespaces) adidiod ci g

C#:

using System.Net;

using System.Net.Socket;
using System.Text;

VB.NET:

Imports System.Net
Imports System.Net.Socket
Imports System.Text

oy jlatl) d8Lal; A8(Main Class-) < 5 23 5f) Global Declaration?) 2

sl
Cit:
public class Form1 : System. Windows.Forms.Form
{

Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Stream,
ProtocolType.Tcp);

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5020);
private byte[] data = new byte[1024];

private int size = 1024;

VB.NET:
Public Class Form1 Inherits System.Windows.Forms.Form

Private server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Private iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
Private data As Byte() = New Byte(1024)

Private size As Integer = 1024
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& 2alay Connection i dua MUl 298 A2l o8 Form Load-! 4
Al S 38 dles iy i 2% 5020 Port—) = J—223 TCP—
: BeginAccept-)
Cit:
private void Form1 Load(object sender, System.EventArgs e)
{
server = new Socket(AddressFamily.InterNetwork,SocketType.Stream,
ProtocolType.Tcp);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5020);
server.Bind(iep);
server.Listen(5);
server.BeginAccept(new AsyncCallback(AcceptConn), server);
b
VB.NET:
Private Sub Form1 Load(ByVal sender As Object, ByVal e As
System.EventArgs)
server = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
server.Bind(iep)
server.Listen(5)
server.BeginAccept(New AsyncCallback(AcceptConn), server)
End Sub

Accepted =) slgil 4zd aivw 535 Accept Callback Method sL&i) o5
J— ) i 239 End Accept Method— alaidi—uls Request
AARE iy Joni i 9 ) J gy Lgd 0 A5 Client—) =) Acknowledgement

:h Ls BeginSend Method-

C#:

void AcceptConn(IAsyncResult iar)

{

Socket oldserver = (Socket)iar. AsyncState;

Socket client = oldserver.EndAccept(iar);

conStatus. Text = "Connected to: " + client. RemoteEndPoint. ToString();
string stringData = "Welcome to my server";

byte[] messagel = Encoding. ASCII.GetBytes(stringData);
client.BeginSend(messagel, 0, messagel.Length,
SocketFlags.None,new AsyncCallback(SendData), client);

}

VB.NET:
Sub AcceptConn(ByVal iar As [AsyncResult)
Dim oldserver As Socket = CType(iar.AsyncState, Socket)
Dim client As Socket = oldserver.EndAccept(iar)
conStatus.Text = "Connected to: " + client. RemoteEndPoint. ToString
Dim stringData As String = "Welcome to my server"
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Dim messagel As Byte() = Encoding. ASCII.GetBytes(stringData)
client.BeginSend(messagel, 0, messagel.Length, SocketFlags.None,
New AsyncCallback(SendData), client)

End Sub
1k WS s BeginSend-) 4 Send Callback method s} &
C#:
void SendData(IAsyncResult iar)
{

Socket client = (Socket)iar. AsyncState;

int sent = client. EndSend(iar);

client.BeginReceive(data, 0, size, SocketFlags.None,new
AsyncCallback(ReceiveData), client);

}

VB.NET:

Sub SendData(ByVal iar As [AsyncResult)
Dim client As Socket = CType(iar.AsyncState, Socket)
Dim sent As Integer = client. EndSend(iar)
client.BeginReceive(data, 0, size, SocketFlags.None, New

AsyncCallback(ReceiveData), client)

End Sub

:b LSy BeginReceived) s4¢5¥ Receive Callback method sLid) Al
C#:
void ReceiveData(IAsyncResult iar)
{
Socket client = (Socket)iar. AsyncState;
int recv = client. EndReceive(iar);
if (recv == 0)
{
client.Close();
conStatus. Text = "Waiting for client...";
server.BeginAccept(new AsyncCallback(AcceptConn), server);
return;
}
string receivedData = Encoding. ASCII.GetString(data, 0, recv);
results.Items.Add(receivedData);
byte[] message2 = Encoding. ASCII.GetBytes(receivedData);
client.BeginSend(message2, 0, message2.Length,
SocketFlags.None,new AsyncCallback(SendData), client);

}

VB.NET:

Sub ReceiveData(ByVal iar As IAsyncResult)
Dim client As Socket = CType(iar.AsyncState, Socket)
Dim recv As Integer = client. EndReceive(iar)
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If recv =0 Then
client.Close()
conStatus. Text = "Waiting for client..."
server.BeginAccept(New AsyncCallback(AcceptConn), server)
Return
End If
Dim receivedData As String = Encoding. ASCII.GetString(data, 0,
recv)
results.Items.Add(receivedData)
Dim message2 As Byte() = Encoding. ASCII.GetBytes(receivedData)
client.BeginSend(message2, 0, message2.Length, SocketFlags.None,
New AsyncCallback(SendData), client)
End Sub

Client= Tl A e\g.fﬁ b g 0¥ Server=l Tl (e s lgid¥) A A8 Lia g
2l JSA) (8 LaS a9 pia s Ll a8 gl

Forml.cs [Design] |

iz R R EHFEFEEEHFEEEE ) L LR HEEE RS 0
_ (= Asynchronous Client - |
: il el e e e e e e e e e e e e e e e e e e Send
resuls :
Dizconnect
- |127.001 e
fizoomrecied

140Ul Namespaces-) aaiied Ci g

C#:

using System.Net;

using System.Net.Socket;
using System.Text;

VB.NET:

imports System.Net
imports System.Net.Socket
imports System.Text

iy jlail) ALl a8(Main Class-) < a5 23 sT) Global Declaration) 2
sl
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Cit:
public class Form1 : System. Windows.Forms.Form
{
private Socket client;
private byte[] data = new byte[1024];
private int size = 1024;

1Al 3481 LS 23 Connect Buttond!

conStatus.Text = "Connecting...";

Socket newsock = new Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text),
5020);

newsock.BeginConnect(iep, new AsyncCallback(Connected),
newsock);

VB.NET:

Private client As Socket

Private data As Byte() = New Byte(1024)
Private size As Integer = 1024

conStatus.Text = "Connecting..."

Dim newsock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(textBox1.Text), 5020)
newsock.BeginConnect(iep, New AsyncCallback(Connected), newsock)

:1 WS Callback Connect method sLiil a8 A
Cit:
void Connected(IAsyncResult iar)
{
client = (Socket)iar.AsyncState;
try
{

client. EndConnect(iar);
conStatus. Text = "Connected to: " + client. RemoteEndPoint. ToString();
client.BeginReceive(data, 0, size, SocketFlags.None, new
AsyncCallback(ReceiveData), client);

J

catch (SocketException)

{
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conStatus.Text = "Error connecting";

}
}

VB.NET:
Sub Connected(ByVal iar As IAsyncResult)
client = CType(iar.AsyncState, Socket)
Try
client. EndConnect(iar)
conStatus. Text = "Connected to: " +
client. RemoteEndPoint. ToString
client.BeginReceive(data, 0, size, SocketFlags.None, New
AsyncCallback(ReceiveData), client)
Catch generatedExceptionVariable0 As SocketException
conStatus. Text = "Error connecting"
End Try
End Sub

:ob LSy BeginReceived) s4¢5¥ Receive Callback method sLid) Al
Cit:
void ReceiveData(IAsyncResult iar)
{
Socket remote = (Socket)iar. AsyncState;
int recv = remote.EndReceive(iar);
string stringData = Encoding. ASCII.GetString(data, 0, recv);
results.Items.Add(stringData);
b
VB.NET:
Sub ReceiveData(ByVal iar As IAsyncResult)
Dim remote As Socket = CType(iar.AsyncState, Socket)
Dim recv As Integer = remote.EndReceive(iar)
Dim stringData As String = Encoding.ASCII.GetString(data, 0, recv)
results.Items.Add(stringData)
End Sub

: Send Button! 2 Al 348l Adlia) o
C#:
try
{
byte[] message = Encoding. ASCIIL. GetBytes(newText. Text);
newText.Clear();
client.BeginSend(message, 0, message.Length, SocketFlags.None,new
AsyncCallback(SendData), client);
newText.Focus();

}
catch(Exception ex){MessageBox.Show(ex.Message);}
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VB.NET:

Try

Dim message As Byte() = Encoding. ASCII.GetBytes(newText. Text)
newText.Clear

client.BeginSend(message, 0, message.Length, SocketFlags.None, New
AsyncCallback(SendData), client)

newText.Focus

Catch ex As Exception

Msgbox(ex.Message)
End Try
;b LSy BeginSend-! s4¥ Send Callback method L) o

Cit:
void SendData(IAsyncResult iar)
{

try

{

Socket remote = (Socket)iar. AsyncState;

int sent = remote.EndSend(iar);
remote.BeginReceive(data, 0, size, SocketFlags.None, new
AsyncCallback(ReceiveData), remote);

}

catch(Exception ex){MessageBox.Show(ex.Message);}

}

VB.NET:
Sub SendData(ByVal iar As [AsyncResult)
Try
Dim remote As Socket = CType(iar.AsyncState, Socket)
Dim sent As Integer = remote.EndSend(iar)
remote.BeginReceive(data, 0, size, SocketFlags.None, New
AsyncCallback(ReceiveData), remote)
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

1k WSy BeginReceive-) 4 Receive Callback method sld) o

Cit:
void ReceiveData(IAsyncResult iar)
{

try

{

Socket remote = (Socket)iar. AsyncState;

int recv = remote.EndReceive(iar);

string stringData = Encoding. ASCII.GetString(data, 0, recv);
results.Items.Add(stringData);
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}
catch(Exception ex){MessageBox.Show(ex.Message);}

}

VB.NET:
Sub ReceiveData(ByVal iar As [AsyncResult)
Try
Dim remote As Socket = CType(iar.AsyncState, Socket)
Dim recv As Integer = remote.EndReceive(iar)
Dim stringData As String = Encoding. ASCII.GetString(data, 0,
recv)
results.Items.Add(stringData)
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

o i dua Servers) gl 8 1488 A Y Clientd) gl OB UlaY LSy
Client-)) & Ll BeginAccept Method-!'s Socket Connection-! Server-)
{lee 889 BeginConnect Method—) s Socket Connection—) <i i

... Clientd!s Server (2 Wgudi A JLSin g Jua ¥

Multicasting Conference -} 4aliil daa s (30 o A Juadl) b Cyal) abi
i @gal) Ay A Systems
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Chapter 9
Advanced Multicasting Systems

- Architecture of Multicast Socket

- Using Multicast Socket with NET
- Multicast Conferencing Systems:

1. Full/Half Duplex Multicast Video
Conferencing System.

2. Full/Half Duplex Multicast Desktop
Conferencing System.

3. Full/Half Duplex Multicast Text

Conferencing System
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: Advanced Multicasting Systems :9

L Broadcasting - oms iw @l Lus Multicasting ) < jedy s Liad
ST JS8 e s Cagu Jaadl) o2 i Can gal) 8 Lgra Jalail) 4 5 Lge ) i
.Conferencingl Clise 3 duala s Gl Clina y 33 Sl LeiaaY Slld 5 Suads

: Architecture of Multicast Socket : ¥

plaaiuls UDPY JS55» e Multicastingd) ae Jaladll oy a8l Cag jmall (1
IGMP — I J € 55y aladins Cile sandll 3 )13 lee 355 Class D Subnet Mask-)
Internet Protocol 3! ¢ = > s 3l Internet Group Management Protocol
G@aadll cllee e 5 siny IGMPA) JsS 5550 o (U JSl) e ey LS Model
3 Aaa) o Al ) SIS Gl aas ) & s bl ailud) Jsea sl (e
3353 535 TTL Time to Lived) e Ll 5 5iad 5 ¢ (L o)) aua 0 Lilal) (S
%) Packet J Leia yarw ‘2;\5\ Hops Jaxe e ol Al ‘;».'4\)35\1\ yanl) 40
e sanall (o Glaglas plas) sl ¢ Ao sana o ola) ¢ Ao gana () aa) A laY) Adeal)
e Lae Ly by ) de el lsie 1yals (Membership Query

. Class D ! 21a4ll Range-

8-bit

&bt Type Max Response Time

16-bit Checksum

32-bit Group Address

S 224.0.00 = IP Multicastingd & Ranged) (anedd i
s Dynamic s Static ¢s 5% JSs L) b B3 snaad aplaini 5 239.255.255.255
(S L LS il j il s andid ale R4 5 Scope-Relatived) (sl e

Ao ad iy Y Ca Alaall Gl A aaes (203500 224.0.0.1  paraddl) JUaS
Ll JI a3l Multicasting ! leapadill aues 48 j2al  Router-! ye s A 2SS
‘Tana 2! M.L.m.a ua&l\ g\ﬂ\

http://www.iana.org/assignments/multicast-addresses

Ldle ) o3 CuaUnicast < Backbone Tunnelsd! = Multicast Packets-) J& a4
Backbone Tunneldl e _al I Router ¢« Jw 5 5 Routerdl ) 48wl Jals (e
A3 J i Gas 3803 8 Bandwidth-) o 53S0 i s L 585 Unicastd) o sluls
(3 8as 5l IS5 ¢ BroadcastS 3 ¢aY) e eay 35y s o505 Routerd ) 3asl
UDP Connectionless - alasiul e JwWlS < 5 o diay 45) 54 Multicast—

.Protocol

Peer to ) ClSed a5 GISall (e ) 53 4536 8 Multicasting-) plasin) Liay
b s A Groupd! Al 5 0w duip 9 Jiien JSIV 5 Server el 25a 5 Y Cus Peer
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Server-ll (Al saal g Alu ) Jluw ) a1y Sus Server Based Network &G g 53l
A (e pid A ¢ ol Lal S0l 85 5eaY) Al e Lm0 Serverl o s
) Client-) plenzail azy 255 Jlw yY) dlee & Ul JSA (0 ety WS 5 «Router-)
s Router—) (Al sas) s Al Clientd) Jw_n s IP Multicast) el Al de gasl)

Routing Table Laxiiva 4o ganall 3 3a¥) e L) s Router) a s

Client
(] —
=)
R
Client jain Glient
(3 -
s r--*,l =
data
r Lo
|
i
Cllent

Clignt Client

Multicasting 4 Jbs ¥ o3 Broadcasting- alaaiuls Jlu ¥ 4 sl oS WS
IS 058 G ¢ Broadeast) (8 LS JSU) ) Gl s e e gana ) 335 Slea (e
TP G5 s L SO LS v aadill &y 5 (al s Group 8-¢aY) (= de sans
JSiisae 22 ns [P Multicast—) (i de sane S llici &oa Multicasting
& Jes Y 5 one to Group de sexs () Js Y Lele 2BV (40 s Multicasting-l

: one to Multi Group 4e sexe (e S

:One to Group 4e sena N asls (0 Jua Y — ]

Receiver Users-) 48l M) [P Multicasting-) (+& Sender User—) ella 44
) Unicast =S d—w i caa ailcac asan () Group—l dals (e Js )Y s s
Csbubide sanall 3 elime W AES o Lgay s agi Con Access  Point—l
sS4l Jsill 8 WS 5 Broadcast)
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By FADI Abdel-Qader

Wireless
Metwork

Full Duplex Multicast System for one Group

:One to Multi-Groups 4c sese (e i1 ) JlyY) -2

~ias Receiver Users (e «alisa Sender User ! IP Multicasting-! ¢ sy 28 43
Ale gana (AlyLegin gume sa M Ae gaaddl ) Group! Jah User o= Jew Y
ol ¥ 3 i G e sanall Address List akaaiul anasd a5 s Al

By FADI Abdel-Qader

&
Lecturer Broadcast o 2 ' % !a.b Multicast Clients Group 3
224.400.0.1 Group! & Group3 . G | (@) ] QO Group : 224.100.2.1
224.100.2.1 LB @

wed®® O o

-

Wireless
MNetwork

Multicast Clients Group 2
Group : 224.100.1.1

Multicast Clients Group 1
Group @ 224.100.0.1

Half Duplex Multicast System for Multi-Groups
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:Using Multicast Socket with NET: Ll

Members-) e L jai5 <o &sall & Multicasting-) ae Jabadll 56 6la Us i
Lo akai s cllasll ods Jadill (e o iy (i b5 Lia 5 Ly ualall Classes— s
e lagize Conference System alai ¢l astia ¢l1d aay g ABY) (jo 4o gana
. Multicasting-

: Multicastingd) ae Jalaill 8 danl) clilasll (1

: Joining || Drop Group 4e sess (30 7 5 531 sf alacat¥) -]

e il (5 s B33 Glilee g Multicast Group-)) ) abaszai¥) dlee 2355 Y
udpClient Object g =i aay el aiyg ¢ 2aaall [P Multicasting— 5 port—)
¢ TP Multicasting-l) & 25 25 JoinMulticastGroup Method-) alasinb g
el LSy 4] anaii o g

Cit:

UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

VB.NET:

Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)

Cit:
sock.DropMulticastGroup(IPAddress.Parse("225.100.0.1"));

VB.NET:
sock.DropMulticastGroup(IPAddress.Parse("225.100.0.1"))

o=l DropMulticastGroup s JoinMulticastGroup Methods -} aaaius 3
Class al22iul 5 « Multicast Group—) (e (nsbiad) o de sana i O s ¢la)
Multicast (& Leze ol [P Address List ¢n a3 LiSay :MulticastOption
Ay JUieS L LS axaiui s Multicast Group Y Drop s Join d==! Group

: Multicast Jibuy JLsiny 4, guac

: b LS5 UDP Socketd! < i ¥ gl
C#:
mcastSocket = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);
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VB.NET:
mcastSocket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

5l Group-) o4 Alaa) 2y 53 s TP Leal) 2w o5 Address List <o ais o 583 Lils
;b WSy Bind Alall aladinly & oSl Leda 53 4y o) gial) JAy Userd) Jass

Cit:
IPAddress locallPAddr = IPAddress.Parse(Console.ReadLine());
mcastSocket.Bind(IPlocal);

VB.NET:
Dim locallPAddr As IPAddress = IPAddress.Parse(Console.ReadLine)
mcastSocket.Bind(IPlocal)

1o WS aasdll () giall Ll a1 s Multicast Optiond) <y ety o 583 Gl

Cit:
MulticastOption mcastOption;
mcastOption = new MulticastOption(locallPAddr);

VB.NET:
Dim mcastOption As MulticastOption
MulticastOption(locallPAddr New = mcastOption)

i yiga 5yl 45305 A 2 3al G SetSocketOption e il Ciai af (g
s UDP 5l TCP sl Socket e 5l IPV6 e 5l IP (Ao susill (5 sivsa aail J5Y)
Multicast Group ) IP a5 o235 La 3 [P (Ao aill add%us Co g o Lills
Als) (G LAY (S 5 4 guiae Al 3y 50 Cus sl & g5 daas SUD e g Ll (g
4) 35 ) 3l s DropMembership 4 swac +Lal) 5i AddMembership 42 s-ac

(b WS ailiuly Lad (g3l g MulticastOption Object!

C#:
mcastSocket.SetSocketOption(SocketOptionLevel.IP,
SocketOptionName. AddMembership,mcastOption);
VB.NET:

Dim mcastOption As MulticastOption

mcastOption = New MulticastOption(locallPAddr)

:Sending Data to a Multicast Group 4c seas A Jw y¥) -2

Socket I iy y=3 o ¥ sl 1Y [P Multicasting= alasiuly Jou Y aobais s
7 Portl o8, 5 IP Multicasting-! siws) s UDP Connection olaaiuly Object
L 2t us gendto method) plasiuly Jlu y¥) aukivsi 5 TPEndPoint Object-)
el Al Je Y b WS TPEndPoint Object s data as Bytes Array-)
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Cit:
Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,

ProtocolType.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Parse((“225.100.0.17),
5020);

byte[] data = Encoding. ASCII.GetBytes(msg.Text);
server.SendTo(data, iep);

server.Close();

msg.Clear();

msg.Focus();

VB.NET:

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse("225.100.0.1"), 5020)

Dim data As Byte() = Encoding. ASCII.GetBytes(msg.Text)
server.SendTo(data, iep)

server.Close

msg.Clear

msg.Focus

Memory Stream—) pladiul (e 20¥ Mia s ) 9ua Jlw S Binary Data S
A3 2235 Byte Array ) Leli sa3 o5 Stream L e 5 SN 35 5 sl o 30
1ok WS sendto Methodd! alasiuls Lell )

C#:

MemoryStream ms = new MemoryStream();
PictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jp
eg);

byte[] arrlmage = ms.GetBuffer();

ms.Close();

Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,

ProtocolType.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(“225.100.0.17),
5020);

server.SendTo(arrlmage,iep);

VB.NET:

Dim ms As MemoryStream = New MemoryStream
PictureBox1.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrlmage As Byte() = ms.GetBuffer

ms.Close
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Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse("225.100.0.1"), 5020)
server.SendTo(arrImage, iep)

:Receiving Data From a Multicast Group 4e saas (e Jusiny) -3

e sanally Galall TP Multicastd 2aa3 e Y5l Y de sana o JUEia¥) gohind s
b LS el iy Receive Method— aladiuly bl Juin) o5 a) aleazaty)
list Box (58 L e 5 Al Al ) JLiinY

Cit:

UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(*225.100.0.1), 50);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

byte[] data = sock.Receive(ref iep);
string stringData = Encoding. ASCII.GetString(data, 0, data.Length);
listBox1.Items.Add(iep.Address. ToString() +" :  "+stringData );

VB.NET:

Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)

Dim stringData As String = Encoding. ASCII.GetString(data, 0,
data.Length)

listBox1.Items.Add(iep.Address. ToString + " : " + stringData)

Receive Methodd! (x <l JLiiny memory Stream- 235 5 ) sea JLiiuY
Aladiuly (5 yAl 5 ya 8 ) sa (Al Lelisa o5 Stream Data 4us e 3 SIAN 8 Leiy 335 4
1 b WS 5 image.FromStream Method-

Cit:

UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(“225.100.0.17));
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

byte[] data = sock.Receive(ref iep);
MemoryStream ms = new MemoryStream(data);

pictureBox1.Image = Image.FromStream(ms);
sock.Close();
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VB.NET:

Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)

Dim stringData As String = Encoding. ASCII.GetString(data, 0,
data.Length)

listBox1.Items.Add(iep.Address. ToString + " : " + stringData)

s Gldl) dlaa uﬂ Multicasting=) aladi) u& Ay cdaada

Ju ) ilead Network — Stream— alaai il aalai o Y Ll la sl (3w -]
zlis ¢ 585 TCP Socket Connection 25> 5 geladiul allshy 3} Multicasting
Binary Jw,¥ memory Stream-)) slaiul Lgie (alaivg s Multicasting 4
... sendto method-) e Stream

Juail 5l 4S8 3 9a 5 are Al L loopback—SMulticasting) alasiul $liSay ¥ -2
AL dllla) pae s 4 Multicasting) linkd (e (gl & jad aulaing o <lldl

IS Ganrate Glea (o Jiion Eungde gana G ST ) a0 e JS1 S0 -3
.l gana Bae ‘A;\ JMJ\J\@LL*\

sendto - ,»e Multicasting Data-l Jlu )Y 4 sessall Al () 5SS 33l 44
JsS 535 Multicasting ) alaaial oa A8 o3¢] sl Cand) 5 33 350 Method
Jia sl pe s ¥ i A3l Al Al yal Data 31 45583 (Sa ¥ 535 UDP
Ethernet — —U —ad¥l anally Jlou y¥) bS] pany Lan o il (345
.Encapsoulation
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:Multicasting Conferencing Systems <) i gal) aldai £ g pdia gaadai GG

o 8 paladd) Wl jualadll o6l Cun Abia 48 )2 S5y (a8 Co g Guball B
A Ay M) adiing Ly 358 55 OO des U 2 Y 40l ol sy
Power Point 4 e 3 palsall (e dlS4) ) 28l (Full Duplex System)
Alaainly Y ae sl GO ailaivy WS(By Get Desktop Screen) Slides

...Voice Chattingd s Text Chatting

Loladl) Usi BaY agle Cipminy dyaill ) jaigal) alai g Sl el <) jaige allaig
Nl SN 8 LS 5 el pall A )1 BLAD £l o g8 o gas Aol 8 (i guall

Form1.cs [Design] |

. Multicast Conference System - for support please email me on: fadiB220... |:||E“Z|

L oo ol Sxslunll [ Type

Video Conference T & Lodlidlegl ENERENE
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sl

Type Hete

% rainfenul
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: Full/Half Duplex Multicast Video Conferencing System -1

DirectX 9 ) g Jalai 3l g dua Al Classes) ¢ 4 sans Microsoft W < g
i yh ‘3.5\ ji G gaall ji Scanner-! ji Iyl sl) & Jaladl Lgaladin @\J:L.u ETEN AR
LLElY Direct Show Dot Net Classes—) padin Cogu Ggankail) 13a 5 5 Al
) Laay s ) ko s Picture box—) (e leiase 5 15mal Sl y e 35
oLin Le 54 5 Sendto methodd!s memory Stream! alaaiuls Multicast Group

il

: b WS 5 ¢ 5l ) Direct Show Classes) acai o s Lgaladind aodain Jia

Solution Explorer - DShowMET o x

2l &
!a Selution 'Conference System' (2 prs
[+ @ Conference System
= F o8
# [53] References
- [#] assemblyInfa.cs
: Eﬂ DrsBugh, cs
- [*] DsCortrol.cs
: Eﬂ DsCore.cs
B Eﬂ DsDevice.cs
- ] DsD¥D.cs
: Eﬂ DsExtend.cs fd

L&
@ Solution Explorer ﬂ' Class Wisw

D el e i (g Lgma Jalali s
C#:
using DShowNET;
using DShowNET.Device;

VB.NET:
imports DShowNET
imports DShowNET.Device

) IS 8 LS 1 el Sl ) gali g S5 () sSame s
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MainForm.cs [Design]* | MainFarr,cs™ o x

EEX
i ganell ~
|224.100.0.1
Paused

bl Jiandi Al xie JAaY) Slea LAY DeviceSelector Class) paiiui o g
LA;‘ LAS}

Cit:

DeviceSelector selector = new DeviceSelector( capDevices );
selector.ShowDialog( this );

dev = selector.SelectedDevice;

VB.NET:

Dim selector As DeviceSelector = New DeviceSelector(capDevices)
selector.ShowDialog(Me)

dev = selector.SelectedDevice

¢ b WS s method el o 58 8 g ) palSll e 3 ) puall LG
Cit:
void OnCaptureDone()

{
try {
Trace.WriteLine( "!'DLG: OnCaptureDone" );
toolBarBtnGrab.Enabled = true;
int hr;
if( sampGrabber == null )return;
hr = sampGrabber.SetCallback( null, 0 );
int w = videoInfoHeader. BmiHeader. Width;
int h = videoInfoHeader.BmiHeader.Height;
if( (w & 0x03) !=0) || (W < 32) || (W >4096) || (h <32) || (h > 4096) )
return;
int stride =w * 3;
GCHandle handle = GCHandle.Alloc( savedArray,
GCHandleType.Pinned );
int scan( = (int) handle.AddrOfPinnedObject();
scan0 += (h - 1) * stride;
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Bitmap b = new Bitmap( w, h, -stride, PixelFormat.Format24bppRgb,
(IntPtr) scan0 );
handle.Free();
savedArray = null;
Image old = pictureBox.Image;
pictureBox.Image = b;
if( old != null ) old.Dispose();
toolBarBtnSave.Enabled = true;}
catch( Exception){}

}

VB.NET:

Private Sub OnCaptureDone()

Try

Trace.WriteLine("!'DLG: OnCaptureDone")
toolBarBtnGrab.Enabled = True
Dim hr As Integer
If sampGrabber Is Nothing Then
Return
End If
hr = sampGrabber.SetCallback(Nothing, 0)
Dim w As Integer = videolnfoHeader.BmiHeader. Width
Dim h As Integer = videoInfoHeader.BmiHeader.Height
If (w And &H3) <> 0) OrElse (w < 32) OrElse (w > 4096) OrElse (h <
32) OrElse (h > 4096) Then
Return
End If
Dim stride As Integer =w * 3
Dim handle As GCHandle = GCHandle.Alloc(savedArray,
GCHandleType.Pinned)
Dim scan0 As Integer = Clnt(handle. AddrOfPinnedObject())
scan( += (h - 1) * stride
Dim b As Bitmap = New Bitmap(w, h, -stride,
PixelFormat.Format24bppRgb, New IntPtr(scan0))
handle.Free()
savedArray = Nothing
Dim old As Image = pictureBox.Image
pictureBox.Image = b
If Not old Is Nothing Then
old.Dispose()
End If
toolBarBtnSave.Enabled = True
Catch el As Exception
End Try
End Sub

3y gaall Jalail) dulec J\fsuy‘a_;é&lﬂ\ 2 S ddbaa) g Timer Jae ?3
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C#:

int hr;

int size = videoIlnfoHeader.BmiHeader.ImageSize;
savedArray = new byte[ size + 64000 [;

VB.NET:

Dim hr As Integer

Dim size As Integer = videoInfoHeader.BmiHeader.ImageSize
savedArray = New Byte(size + 64000)

Ly Liad il 55 ) gacall Jlas ) Al oo i Cagus JAY) Gkl (5 ) gl Sl yY
toh WS dima 358 IS Jlu Yl dalee ) el ol s Timer plasiud A (e

Ct#:

try

{

MemoryStream ms = new MemoryStream();
pictureBox.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpe
g);

byte[] arrlmage = ms.GetBuffer();

ms.Close();

Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text),
5020);

server.SendTo(arrlmage, iep);

server.Close();}

catch (Exception){}

VB.NET:

Try

Dim ms As MemoryStream = New MemoryStream
pictureBox.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrlmage As Byte() = ms.GetBuffer

ms.Close

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(textBox1.Text), 5020)
server.SendTo(arrlmage, iep)

server.Close

Catch generatedExceptionVariable) As Exception
End Try
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That uses a Peer-to-Peer Wireless Network
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Receiver.cs [Design]* |

Multicast
Conference System

L Apadatl) Gl auadia ekl 0l 1ia
GO = ) Lo b
fadi822000@yahoo.com

: Multicast Groupl (s 5 sall JuiinY 4050 Namespaces - adiius <o s

C#:

using System.Net.Socket ;
using System.Net;

using System.lO;

using System.Threading;

VB.NET:

imports System.Net.Socket
imports System.Net
imports System.1O

imports System.Threading

:JLiindd Al method ) s

Cit:

void Image Receiver()

{
UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(textBox1.Text));
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);
byte[] data = sock.Receive(ref iep);
MemoryStream ms = new MemoryStream(data);
pictureBox1.Image = Image.FromStream(ms);
sock.Close();

}

VB.NET:

Sub Image Receiver()
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(textBox1.Text))
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
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Dim data As Byte() = sock.Receive(iep)
Dim ms As MemoryStream = New MemoryStream(data)
pictureBox1.Image = Image.FromStream(ms)
sock.Close()

End Sub

toas Timer Jwas o8 &lldy 2 583 a5 ¢« Threading-) pladio) (e 2 e it Ja
: ThreadingJ\ e\d&luy ‘glﬂ\ J}SJ\ 48

Ct#:

Thread myth;

myth=new Thread (new System.Threading

.ThreadStart(Image Receiver));

myth.Start ();

VB.NET:

Dim myth As Thread

myth = New Thread(New

System.Threading. ThreadStart(Image Receiver))
myth.Start

(-\-S'JPEG Image Fﬂem LA:: \)..polﬁ\ )_u;:\_bsﬂd\ '5)}...45\ u.:);ﬁu,num‘_;\;}
1 oh WS 4 3inl g saveFileDialog ¢ Ll

C#:

try

{
saveFileDialogl.Filter = "JPEG Image (*.jpg)|*.jpg" ;
if(saveFileDialogl.ShowDialog() == DialogResult.OK)
{
string mypic_path = saveFileDialogl.FileName;
pictureBox1.Image.Save(mypic path);
}

}

catch (Exception){}

VB.NET:

Try

saveFileDialogl .Filter = "JPEG Image (*.jpg)|*.jpg"

If saveFileDialogl.ShowDialog = DialogResult.OK Then

Dim mypic_path As String = saveFileDialogl.FileName
pictureBox1.Image.Save(mypic_path)

End If

Catch generatedExceptionVariable) As Exception

End Try

a5« Video Conference System-l s2 5 Js¥) & 5 pdiall (a elgiiV) a3 28 1284
Jny o580 Co s Power Point gl n aladiuly 3 jalaall aye jaalaal) ki
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:Full/Half Duplex Multicast Desktop Conferencing System -2

Power - gl aladiuly 3 alaall (i je (e L) (pSai 58 & 5 el 138 (e Cagl)
g Y5 ¢ Aalhall 8 heal ) ALY Slea o ISl o b gem Jus i Eus Point
b 8 ) sa LlEilly o 5831 Classes slis) (5 o oo (o8 Gobad) zali yll e Jle ¥ dilee
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. Data Show Projector alaaiul
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By FADI Abdel-Qader

Multicast Lecturer 225.100.1.1 Group
Broadcast to 224.100.0.1 Group

Multicast Students 224.100.0.1 Group

Full/Half Duplex Multicast Desktop Conferencing System— For Class Room
That uses a Peer-to-Peer Wireless Network
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JLa 4 LS 2a New Form Jeems o8 iSall mlai ) gua b)) gl o o LESY
:L._.;L“d\

Desktop.cs [Design] |

Conference System

bl Aot Liladl Jaiasa Al KY
S — i ae o
fadi822000@yahoo.com

GetDesktopWindow - Leia s APT I J) 52 aadiviv i) sebai 3 ) gu al&ilY
p st af 8 ) guall o)) BitBlt Method-Vs user32.dld casa 8252 5all s Method

C#:

using System;

using System.Drawing;

using System.Drawing.Imaging;

using System.Runtime.InteropServices;
using System.IO;

public class ScreenCapture

{

[DllImport("user32.d11")]

private static extern IntPtr GetDesktopWindow();

[DllImport("gdi32.d11")]

private static extern bool BitBlt(
IntPtr hdcDest, // handle to destination DC
int nXDest, // x-coord of destination upper-left corner
int nYDest, // y-coord of destination upper-left corner
int nWidth, // width of destination rectangle
int nHeight, // height of destination rectangle
IntPtr hdcSrc, // handle to source DC
int nXSrc, // x-coordinate of source upper-left corner
int nY Src, // y-coordinate of source upper-left corner
System.Int32 dwRop // raster operation code
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private const Int32 SRCCOPY = 0xCC0020;
[DllImport("user32.d11")]
private static extern int GetSystemMetrics(int nlndex);

private const int SM_CXSCREEN = 0;
private const int SM_CYSCREEN = 1;

public Size GetDesktopBitmapSize()

{

return new Size(GetSystemMetrics(SM_CXSCREEN),
GetSystemMetrics(SM_CYSCREEN));

}

public byte[] GetDesktopBitmapBytes()

{
Size DesktopBitmapSize = GetDesktopBitmapSize();
Graphics Graphic = Graphics.FromHwnd(GetDesktopWindow());
Bitmap MemlImage = new Bitmap(DesktopBitmapSize. Width,
DesktopBitmapSize.Height, Graphic);
Graphics MemGraphic = Graphics.FromImage(MemImage);
IntPtr dc1 = Graphic.GetHdc();
IntPtr dc2 = MemGraphic.GetHdc();
BitBlt(dc2, 0, 0, DesktopBitmapSize. Width,
DesktopBitmapSize.Height, dc1, 0, 0, SRCCOPY);
Graphic.ReleaseHdc(dc1);
MemGraphic.ReleaseHdc(dc2);
Graphic.Dispose();
MemGraphic.Dispose();
Graphics g = System.Drawing.Graphics.FromImage(MemImage);
System.Windows.Forms.Cursor cur =
System.Windows.Forms.Cursors. Arrow;
cur.Draw(g,new Rectangle(System.Windows.Forms.Cursor.Position. X-
10,System.Windows.Forms.Cursor.Position.Y -
10,cur.Size.Width,cur.Size.Height));
MemoryStream ms = new MemoryStream();
MemlImage.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
return ms.GetBuffer();

}
}

VB.NET

Imports System

Imports System.Drawing

Imports System.Drawing.Imaging
Imports System.Runtime.InteropServices
Imports System.IO
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Public Class ScreenCapture : Inherits System.MarshalByRefObject
<DIllImport("user32.d1l")> _
Private Shared Function GetDesktopWindow() As IntPtr
End Function

<DIllImport("gdi32.d11")> _

Private Shared Function BitBlt(ByVal hdcDest As IntPtr, ByVal
nXDest As Integer, ByVal nYDest As Integer, ByVal nWidth As
Integer, ByVal nHeight As Integer, ByVal hdcSrc As IntPtr, ByVal
nXSrc As Integer, ByVal nYSrc As Integer, ByVal dwRop As
System.Int32) As Boolean

End Function

Private Const SRCCOPY As Int32 = &HCC0020
<DIllImport("user32.d1l")> _
Private Shared Function GetSystemMetrics(ByVal nIlndex As Integer)
As Integer
End Function

Private Const SM_CXSCREEN As Integer = 0
Private Const SM_CYSCREEN As Integer = 1
Public Function GetDesktopBitmapSize() As Size
Return New Size(GetSystemMetrics(SM_CXSCREEN),
GetSystemMetrics(SM_CYSCREEN))

End Function

Public Function GetDesktopBitmapBytes() As Byte()

Dim DesktopBitmapSize As Size = GetDesktopBitmapSize()

Dim Graphic As Graphics =
Graphics.FromHwnd(GetDesktopWindow())

Dim MemlImage As Bitmap = New
Bitmap(DesktopBitmapSize. Width, DesktopBitmapSize.Height,
Graphic)

Dim MemGraphic As Graphics =
Graphics.FromImage(MemImage)

Dim dcl As IntPtr = Graphic.GetHdc()

Dim dc2 As IntPtr = MemGraphic.GetHdc()

BitBlt(dc2, 0, 0, DesktopBitmapSize. Width,
DesktopBitmapSize.Height, dc1, 0, 0, SRCCOPY)

Graphic.ReleaseHdc(dc1)

MemGraphic.ReleaseHdc(dc2)

Graphic.Dispose()

MemGraphic.Dispose()

Dim g As Graphics =
System.Drawing.Graphics.FromImage(MemImage)
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Dim cur As System.Windows.Forms.Cursor =
System.Windows.Forms.Cursors. Arrow
cur.Draw(g, New Rectangle(System. Windows.Forms.Cursor.Position.X
- 10, System.Windows.Forms.Cursor.Position.Y - 10, cur.Size. Width,
cur.Size.Height))
Dim ms As MemoryStream = New MemoryStream
MemlImage.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)
Return ms.GetBuffer()

End Function
End Class

Graphics s Bitmap Class ) p2aiuin s ) guall aaa 8 oSl aplaind Aa
tot WSy lgana juid 3 3 AN 3 ) seall s Width 45 Height) W 5 <iw 3) Class

Ci:

public Bitmap ResizeBitmap( Bitmap b, int nWidth, int nHeight )

{

Bitmap result = new Bitmap( nWidth, nHeight ); using( Graphics g =
Graphics.FromImage( (Image) result ) ) g.Drawlmage( b, 0, 0,
nWidth, nHeight );

return result;

}

VB.NET:
Public Function ResizeBitmap(ByVal b As Bitmap, ByVal nWidth As
Integer, ByVal nHeight As Integer) As Bitmap
Dim result As Bitmap = New Bitmap(nWidth, nHeight)
" Using
Dim g As Graphics = Graphics.FromImage(CType(result, Image))
Try
g.Drawlmage(b, 0, 0, nWidth, nHeight)
Finally
CType(g, [Disposable).Dispose()
End Try
Return result
End Function

: Multicasting Socket) g Jalail zali 5l 8 4010 Namespaces) adiius Co su

C#:

using System.Net;

using System.Net.Socket;
using System.lO;

VB.NET:
imports System.Net
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imports System.Net.Socket
imports System.1O

Multicast Group) ) Llls )} 5 il a3 ) gm LS Timer dars a5 o
sadaall

C#:

Bitmap bt = new Bitmap(CaptureScreen.GetDesktopBitmapBytes ());
picScreen.Image = ResizeBitmap(bt, 600, 400 );

MemoryStream ms = new MemoryStream();
picScreen.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg)

byte[] arrlmage = ms.GetBuffer();

ms.Close();

Socket server = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text),
5020);

server.SendTo(arrlmage,iep);

server.Close();

VB.NET:

Dim bt As Bitmap = New
Bitmap(CaptureScreen.GetDesktopBitmapBytes)
picScreen.Image = ResizeBitmap(bt, 600, 400)
Dim ms As MemoryStream = New MemoryStream
picScreen.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrlmage As Byte() = ms.GetBuffer

ms.Close

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, Protocol Type.Udp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(textBox1.Text), 5020)
server.SendTo(arrmage, iep)

server.Close
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:Full/Half Duplex Multicast Text Conferencing System -3

Text Chat Multicast — alaaiuly M uy) ) Gaadll 4l adaiy ia g
sl AN & LS5 s New Form Wik » 685 <8 s Conference System
msgl.cs [Design] |

T e T
| ™ Text Conference System - Luodll is5l20l]

Uil Ll sl bl g Oglll
Hl22510001
wirite wour Message Here
listBox1
o u]

B B AR AR AR AR AREEARAER | e A A AR R A IAARARIEARRTR

-4 Namespaces-) 43baly o8 &
Cit:
using System.Net;
using System.Net.Socket;
using System.Text;
using System.Threading;

VB.NET:

imports System.Net
imports System.Net.Socket
imports System.Text
imports System.Threading

La sl aie M\...u)ﬂ\ d.a.u)luz WINTN d\_..n)\‘J\ Llee ¢yl 06l methodd! (,As:m 8 g
: yaaidall Textbox) & Al )l 4US 2 Enterd! e

C#:

private void msg_KeyPress(object sender,

System.Windows.Forms.KeyPressEventArgs e)

{if(e.KeyChar == "\r'){

try{

Socket server = new

Socket(AddressFamily.InterNetwork,SocketType.Dgram,

ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(txt_host.Text),

5020);

byte[] data = Encoding. ASCIIL.GetBytes(msg.Text);

server.SendTo(data, iep);
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server.Close();
msg.Clear();
msg.Focus();

¥
catch(Exception){}
¥

}
VB.NET:

Private Sub msg_KeyPress(ByVal sender As Object, ByVal e As
System.Windows.Forms.KeyPressEventArgs)
If e KeyChar = Microsoft. VisualBasic.Chr(13) Then
Try
Dim server As Socket = New
Socket(AddressFamily.InterNetwork, SocketType.Dgram,
ProtocolType.Udp)
Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(txt host.Text), 5020)
Dim data As Byte() = Encoding. ASCII.GetBytes(msg. Text)
server.SendTo(data, iep)
server.Close()
msg.Clear()
msg.Focus()
Catch generatedExceptionVariable) As Exception
End Try
End If
End Sub

list Box 45 PAT YN | :\J\.m)l\ [BEPLARGITEN Jusiay) ddaad a6 adiall PRENIVY 8 g g
TUaaida

Cit:

public void server()
{

try

{
UdpClient sock = new UdpClient(5020);

sock.JoinMulticastGroup(IPAddress.Parse(txt _host.Text), 50);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

byte[] data = sock.Receive(ref iep);

string stringData = Encoding. ASCII.GetString(data, 0, data.Length);
listBox1.Items.Add(iep.Address. ToString() +" :  "+stringData );
sock.Close();

listBox1.Focus();

msg.Focus();

myth.Abort();

}
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catch(Exception){}
b

VB.NET:
Public Sub server()
Try
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(txt _host.Text), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)
Dim stringData As String = Encoding. ASCII.GetString(data, 0,
data.Length)
listBox 1.Items.Add(iep.Address. ToString + " : " + stringData)
sock.Close()
listBox1.Focus()
msg.Focus()
myth.Abort()
Catch generatedExceptionVariable) As Exception
End Try
End Sub

methodl 48 e 3iul s Timer Jazs o ¢ Threading alaaivl (e Y Lgile i
: sk WS s ThreadStart Delegate) alaainly 4Ll

Ct#:

Thread myth;

myth= new Thread (new System.Threading .ThreadStart(server));
myth.Start ();

VB.NET:

Dim myth As Thread

myth = New Thread(New System.Threading. ThreadStart(server))
myth.Start

timerl.Enabled = true alaaiuly Juai¥l ) Ao Jaxall die Timerd) Jads < su
sl 2 58l ALl 8 JuaiVl eled) ) i

C#:
timerl.Enabled = false;
txt_host.ReadOnly = false;
msg.Enabled=false;
try
{
Socket server = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(txt_host.Text),
5020);
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byte[] data = Encoding. ASCII.GetBytes("has Left the Room");

server.SendTo(data, iep);
server.Close();
msg.Clear();
msg.Focus();

J
catch(Exception){}

VB.NET:

timerl.Enabled = False

txt_host.ReadOnly = False

msg.Enabled = False

Try

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(txt_host.Text), 5020)

Dim data As Byte() = Encoding. ASCII.GetBytes("has Left the Room")
server.SendTo(data, iep)

server.Close

msg.Clear

msg.Focus

Catch generatedExceptionVariable) As Exception

End Try

< gall Ay A Multicast Conference Systems Jae 284S e Jaadl) 3o & U jas
Desktop Conference -5 Video Conference System-l L) (3 day <oy
L) e MG Juadll Be) )8 2ay (Saffis 5« Text Conference System s System

. Voice Conference System I

4a)adiul g Voice Over IP Programming =) (& (Al Juadl) o4 Eyaal) aliw

Direct 13 API’s <) alaidiuly Voice Conference Systemys Voice Chat Jead
S gl Ay 8 TAPI Telephony-! aladic) ) 48LaYL Play 9
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Chapter 10
Voice Over IP Programming

- The Concept & Requirements of Voice
Communication Systems

- How to Create a Voice Chat Through Dot Net
Using Unmanaged API’s Functions

- Testing UDP Multicasting, TCP and Thinking in
SCTP to Transfer Voice Through Networks

- How to Create a Voice Conference System Using
Microsoft Direct Play 9

- Design an Advanced Video/Voice Conferencing
System By Using API & TAPI Telephony to
Transfer Video/Voice Through Networks & Voicg
Through Analog Telephone Line
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: Voice Over IP Programming - 10

A sall Jysatis TP i Y1 JsS 55 0 e & gaall J85 (e dpulaY) 5 SE (ol
Datagram Packets < 4183 210 4ilS o5 Byte Array 8 gesd Bits ) 0« 4e sana
A prand aiy 5AY) Gyl 8 O sal) JLELW g ¢ 4S8l e Stream Data =S
FIFO — - fase (335361 3l dilac o355 « Byte Array 4 sicas 8 5 3l 3« Packets
. Yl (e Yl &) 6 First In First Out

0B e 5 Jloay) Ay ia G DU o g 8l 5865 s (B < gual) ity Al S (eSS
A aea e syl (e Microsoft Lea Le aal (1« Transport Layer J) ¥ oS 5i g »
Ta & ol Lebaay i€l Al Uil 2y 8 3als < seall JS5 4ulaal Dot Net
o) sl () Gy ) e 5 <DirectX—)) alaaiuls Managed sl APT - alasinly
1 @bl ixy 128 5 a8 UDP ) TCP JsS 535 0 aladindy Juai¥l aeyy Windows XP

QY}S}S}).\S\ b..JA UAJA\J(‘.\\JAL.ML\

: The Requirements of Voice Communication Systems : ¥ s/

Aladiuly & gall J&5 JSLG 5 AEN yie &G geall Ji ilillatia ¢ Jal) a8 8L (8
.. UDPJ 5 TCP A1 S 55

: ol Ggual) Ja5 clllaia
Ol S 35 ) DS 8 gl 138 ac g ¢ Stream S Jaill Gl ) 5Ss of Juady —
RTP- g daladind dlla & Laié UDPI Wl SCTP s TCP
Delivered on Sequence ac o) Gy & sual) Jiil axiisad) J S 5550 — 2
Voice Compression pidiall haall aas gaa e Jaillde juaaiai 3
d& Y Jaaa 31 KB\S o Jaill de pu J85 Y G Alall o288 Juady 5 4y lhaall 335200
Ui s yal Jaen ol shaie | (Sl ¢y gl 53] 1 2a8 8,000 KHZ 0o
U Taal ) dail s gy asladind L4S 48 2 G711
http://www.codeproject.com/KB/audio-
video/VoiceChatApplicationInCS.aspx

¢ 05aY) 028 UDP 1y TCP ) JsSsi50 Sy Jo « Y Al 2 shay () ) 3aad) -

O ale 3Ly ) 5al) oda JSTCP ) JsS 555 acay : TCP ) J9S 590 Yl
Jrand daladinl 40lS0) pre @llaS Real Time oud 490 58 J oS 555 1aa 8 A5
s Multicasting—! of <o s y=all = 423 3 Multicast Conference ~System
228 e (5 TCP ) ey ¥ 5 UDP ) J 553 5 m 4l 5¥1 (1« Broadcasting
Real Time JsSsislllaa osS of (Sars Gilball Juadll Jdatiy Le a5 ) V)
23« TCP Header-!! 4 Acknowledgment Lalb Lid 40s & Protocol
Liials Al adde slaie V) (Sa ¥ A Oriented Protocol 4s s« JsS 535 » TCPA

. Broadcasting =13y &ull s 3 ol Multicast Conference System Jas!

8Ll gall J83 A daal an I J5S 55500 e iy ¥ UDP ) JeS58 0 il
Delivered on 4glas ac 2y ¥ 45i 3 (A8 e &ga Ja3 L )l Lo dlla 8 Ladd) 4
=9 el Packets - Fragmentation Jdwe Alaiul e s Le 98 5 Sequence
Packet 1 1500 Bytes <= -2 %Y Ethernet Encapsulation asa o) iy el
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<Al Ethernet b (=)l Datagram Encapsulation - ad¥) aaall g g aal ol
il 345 Ggaall J gaa g o o Ll O sual Fragmentation Jees Liad Al 8
oda wjdaﬂ\FragmentsJ\g&S‘)ﬁBJLc‘\@Ac ggﬁm&%uﬁ}&ﬂ\
1 e s gaall J8 ilend dals gl duallad) Cilaliiall y cilS N e K uash Al
—Real Time Messaging Protocol &) JsS s leasihy 3 590 4S 1 i UDP
IETF Internet  4—khiay http://www.adobe.com/devnet/rtmp RTMP
RTP — Real Time Transport Jaill JsS 55 » sl Engineering Task Force
& saall J& daleal UDP A J S 5353 e lianad jlaall 138 Cilial ¢us ¢ Protocol

TCP (s px3iusall Stream - < sl anding 3 sl o3l &

: The Concept Of Voice Communication: Wil

Jaiais 055 Salall (e gl Ll i Jad yall (10 e ganay gl L) didae o
<L Sampling Jwea &b Bits - (o de geana (Al Ly sad o5 45 gall LA
gl JE Tdee ety ASLE e gl J5 Wiy uleall 038 2o 5 Abailal] A5 gl
DRy dalall (e de ganay A8 e

45 X3 Le 545 Bits () 4dy sl s & gaall Llal 48 )k « Application Layer J 4 -1
a5 Audio Compression Teachings < seall Jazial GLidi aladin) 5 ¢ Wl
iV A 53 ganall LKLY e Al ) Sy

OF 3 Jlie ) ey AT sy ) ) 5eY) aal e 585 ¢ Transport Layer ) 58 -2
Ly i A Aalall saw Ao aaiad TCP 5l UDP ) US55 0 sl (s dlaliall
Streamd) Ly Al & & seall Jail 48yl Jumdl o 3 o AT dga (e seall Bl g
aey ¥ 45 S Stream S Jail) dulee ae 2y ¥ UDP J S 555 30 o) s aad) e o<
duee (pe oS (Al o388 Wil 3) Delivered on Sequence < il (38 5 Jaa sl
A s 1l 385 Fragments ) J sa g (eaad O Cus Buffer - Fragmentation -
1500 s Packet - Ethernet -l < saaay 3@l ) jlaai Co g g e Jou )|
Bagaal) L) Gasy i ) Lol Co g AKEN 230 Jal s aa) ) Packet U BYTES
Jaill o slul Leia s Stream S & peal) Ji &4 sy UDP Al JsS 55 0 Sle aaiad Al
2y Lo cllad ¢ bl s e gl i csall aei Al (S0 ¢ Ll 43,83 535 H.323
LS GSITCP I J5S 5890 aladind (e W 03Y Stream—SUaT (A Dlea (e & goa J88

Broadcasting 4! s IP Multicasting -} aex ¥ 438 Wyl U S5

Lils UDP - alaic) (SRR 131 s Packets <! :\—'}4‘: 33-1 Network Layer A @ 3
Multicasting <ull Cile sens s Broadceasting =Y Sl dae (e (S o gas

s Ethernet ) plaaiuly ¢) gy b)Y 5 dash 30a% 2 Data Link Layer J) 2 -4
Wl Lt S5 LS il i K1 Ethernet =) (e 2laic V) Al A s LH} ot
1500 BYTES ) 553 Y 3 Frame J aas 43 gasa

285 lan 5 S Jaill Aglee L) Giaas a8 3l JSUWl) leaks Physical Layer I (4 -5
O Y Y Jli )Y o L) Bits ) prary g 38 51 AY 5l casd Delay sali doasy

Y lee o) Caad 8 il 5 JSLER o3 S prmaaill ac i Y S 55 53 5 s
Data Link ) »ze i5 Physical Layer <) 48 (1 Bits ) Jiliall o plall Jasioy
28 Packets I Jufie (b8 s yall 02 ¢ W) 85 Network Layer I &5 0«5 Layer
Ao sana Gae i 058 Bl Unicast Sull slul OIS Al 8 iaall (el g 58
<la) Broadcast =S W Ju ) &8 i 4S8l Cpaa (e 0585 3 ) Multicast JliiwY)
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Jiind o Al dgally dime e Jlu )Y dga (U 4e gane (e e Ja 43S Ala 4
Cus LIS s Packets I (e ¢ > Cliial o) g Siae e 4dld Alall o2a i 5 Packets)
L) JSLall (e S Caaa 38 Gl o jall Y Acknowledgment sl Jus ) sl 0
& gall J g s 8 (g3 5 Jo sall Packets ) (i e s gl Leie Ala jall o3a
e ARLY Y S 55 s e Al oda b sLie Y1 (5 5%y s Lk ¢ e JS
sda JS U TCP ) podia Juiuuall g Jow yall (S 138 Transport Layer Lia o4
gLl ¥l da 22 0 ¥ Cus UDP ) padiin 45 € 8 (a8 AlSG]) (ST Ja (g JSLE
s 3l gl sns adde Juf s2) s i Packets I 488 J a5 anm dilua jlins
.Juall Packets ) (5

Ethernet 4Sud aladiuly Jlu Y ¢ ) Packets Jl pam §luia dalae o g ) J<G)
1 geall G adal Gy EJ;—; L UDP IP Multicasting s Wireless LAN

( ) 1500 Bytes

Multicast Voice Conference System — Using
a Ethernet Wireless LAN & UDP Protocol

How to Create a Voice Chat Through Dot Net Using :G
: Unmanaged API’s Functions

el aY oSl ¢ Gsuall e g Lalal cildee (e sl a i al cas sall (8 il Ly WS
A e AU il DLL ) Glile e dilzall 5 APD s aladin) (e 23Y Clilasll o2
Multimedia - Jilu s ge Julaily (aldll 5 ¢ gl winmm.dll <ile Leia s Jpaeil
e & sall LLEN Methods 2 (e de sene Calall 138 acdy G ¢ Jnsil) Hlas o
o285 (5 yal 5 ymdiaye afipwas Byte Array Buffer - 4 iy ¢ sis Sl

: * Method-

e Ada s pall 5 JLaaY) 3 el dae daadl aadind )5 wavelnGetNumDevs

& yisa s )b 51 235 Y 5 Sound Card

Byte (8 JaaY) lea (82 sl Bits (A3 adius s wavelnAddBuffer
(25 @l i sl &3 Methodd) e 33l 5 Array Buffer

wavelnAddBuffer(IntPtr hwi, ref WaveHdr pwh, int cbwh)

834l Reference (Ul (2 aasy 5o Lia) ot 25 JaaY) Slea I o i
plissell Buffer J) asa 23y AN &5 Buffer ) n)as

Al Sl ae Juai¥) @32 ) 5 =38l waveInOpen 5 waveInClose 4!

< yisa s Ll s 3315 Buffer 1 a5 a3 wavelnPrepareHeader )
wavelnAddBuffer (32 s> sl

Ju ) o s Buffer I &l a Wile il 24 5 waveInUnprepareHeader 412
5 ATy afiuad] 3wt 43 588 o (a5 Buffer J

Jaa S Buffer b o=l Pointerd! éis« gla )Y wavelnReset 41l
L0558l (e Jaay) dlee (332 5 1 wavelnStop A1) s waveInStart 1
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C#:

[DllImport(winmm.dlIl)]

public static extern int wavelnGetNumDevs();
[DllImport(winmm.dll)]

public static extern int wavelnAddBuffer(IntPtr hwi, ref WaveHdr pwh,
int cbwh);

[DllImport(winmm.dlIl)]

public static extern int wavelnClose(IntPtr hwi);
[DllImport(winmm.dlIl)]

public static extern int wavelnOpen(out IntPtr phwi, int uDevicelD,
WaveFormat IpFormat, WaveDelegate dwCallback, int dwinstance, int
dwFlags);

[DllImport(winmm.dll)]

public static extern int wavelnPrepareHeader(IntPtr hWaveln, ref
WaveHdr lpWavelnHdr, int uSize);

[DllImport(winmm.dlIl)]

public static extern int wavelnUnprepareHeader(IntPtr hWaveln, ref
WaveHdr lpWavelnHdr, int uSize);

[DllImport(winmm.dll)]

public static extern int wavelnReset(IntPtr hwi);
[DllImport(winmm.dll)]

public static extern int wavelnStart(IntPtr hwi);
[DllImport(winmm.dll)]

public static extern int wavelnStop(IntPtr hwi);

VB.NET

<DllImport(winmm.dll)>

Public Shared Function wavelnGetNumDevs() As Integer

End Function

<DllImport(winmm.dll)>

Public Shared Function wavelnAddBuffer(ByVal hwi As IntPtr, ByRef
pwh As WaveHdr, ByVal cbwh As Integer) As Integer

End Function

<DllImport(winmm.dll)>

Public Shared Function wavelnClose(ByVal hwi As IntPtr) As Integer
End Function

<DllImport(winmm.dll)>

Public Shared Function
wavelnOpen(<System.Runtime.InteropServices.Out()> ByRef phwi As
IntPtr, ByVal uDevicelD As Integer, ByVal IpFormat As WaveFormat,
ByVal dwCallback As WaveDelegate, ByVal dwinstance As Integer,
ByVal dwFlags As Integer) As Integer

End Function
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<DllImport(winmm.dll)>

Public Shared Function wavelnPrepareHeader(ByVal hWaveln As
IntPtr, ByRef IpWavelnHdr As WaveHdr, ByVal uSize As Integer) As
Integer

End Function

<DllImport(winmm.dll)>

Public Shared Function wavelnUnprepareHeader(ByVal hWaveln As
IntPtr, ByRef IpWavelnHdr As WaveHdr, ByVal uSize As Integer) As
Integer

End Function

<DllImport(winmm.dll)>

Public Shared Function wavelnReset(ByVal hwi As IntPtr) As Integer
End Function

<DllImport(winmm.dll)>

Public Shared Function wavelnStart(ByVal hwi As IntPtr) As Integer
End Function

<DllImport(winmm.dll)>

Public Shared Function wavelnStop(ByVal hwi As IntPtr) As Integer
End Function

< Byte Array Buffer - Jussil 206l Methods- 4o sanse padid g LaS 5
1 AY S e aa e s AN e Gipea

Ct#:

[DllImport(winmm.dll)]

public static extern int waveOutGetNumDevs();
[DllImport(winmm.dll)]

public static extern int waveOutPrepareHeader(IntPtr hWaveOut, ref
WaveHdr IpWaveOutHdr, int uSize);

[DllImport(winmm.dll)]

public static extern int waveOutUnprepareHeader(IntPtr hWaveOut, ref
WaveHdr IpWaveOutHdr, int uSize);

[DllImport(winmm.dll)]

public static extern int waveOutWrite(IntPtr hWaveOut, ref WaveHdr
IpWaveOutHdr, int uSize);

[DllImport(winmm.dlIl)]

public static extern int waveOutOpen(out IntPtr hWaveOut, int
uDevicelD, WaveFormat IpFormat, WaveDelegate dwCallback, int
dwlnstance, int dwFlags);

[DllImport(winmm.dlIl)]

public static extern int waveOutReset(IntPtr hWaveOut);
[DllImport(mmdIl)]

public static extern int waveOutClose(IntPtr hWaveOut);
[DllImport(mmdIl)]

public static extern int waveOutPause(IntPtr hWaveOut);
[DllImport(mmdIl)]

public static extern int waveOutRestart(IntPtr hWaveOut);
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[DllImport(mmdll)]

public static extern int waveOutGetPosition(IntPtr hWaveOut, out int
IpInfo, int uSize);

[DllImport(mmdIl)]

public static extern int waveOutSetVolume(IntPtr hWaveOut, int
dwVolume);

[DllImport(mmdIl)]

public static extern int waveOutGetVolume(IntPtr hWaveOut, out int
dwVolume);

VB.NET

<DIllImport(winmm.dll)>

Public Shared Function waveOutGetNumDevs() As Integer

End Function

<DllImport(winmm.dll)>

Public Shared Function waveOutPrepareHeader(ByVal hWaveOut As
IntPtr, ByRef IpWaveOutHdr As WaveHdr, ByVal uSize As Integer) As
Integer

End Function

<DllImport(winmm.dll)>

Public Shared Function waveOutUnprepareHeader(ByVal hWaveOut
As IntPtr, ByRef IpWaveOutHdr As WaveHdr, ByVal uSize As Integer)
As Integer

End Function

<DllImport(winmm.dll)>

Public Shared Function waveOutWrite(ByVal hWaveOut As IntPtr,
ByRef [pWaveOutHdr As WaveHdr, ByVal uSize As Integer) As
Integer

End Function

<DllImport(winmm.dll)>

Public Shared Function
waveOutOpen(<System.Runtime.InteropServices.Out()> ByRef
hWaveOut As IntPtr, ByVal uDevicelD As Integer, ByVal IpFormat As
WaveFormat, ByVal dwCallback As WaveDelegate, ByVal dwinstance
As Integer, ByVal dwFlags As Integer) As Integer

End Function

<DllImport(winmm.dll)>

Public Shared Function waveOutReset(ByVal hWaveOut As IntPtr) As
Integer

End Function

<DllImport(mmdll)>

Public Shared Function waveOutClose(ByVal hWaveOut As IntPtr) As
Integer

End Function

<DIllImport(mmdll)>

Public Shared Function waveOutPause(ByVal hWaveOut As IntPtr) As
Integer
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End Function

<DIllImport(mmdll)>

Public Shared Function waveOutRestart(ByVal hWaveOut As IntPtr)
As Integer

End Function

<DIllImport(mmdll)> _

Public Shared Function waveOutGetPosition(ByVal hWaveOut As
IntPtr, <System.Runtime.InteropServices.Out()> ByRef IpInfo As
Integer, ByVal uSize As Integer) As Integer

End Function

<DIllImport(mmdll)> _

Public Shared Function waveOutSetVolume(ByVal hWaveOut As
IntPtr, ByVal dwVolume As Integer) As Integer

End Function

<DllImport(mmdll)>

Public Shared Function waveOutGetVolume(ByVal hWaveOut As
IntPtr, <System.Runtime.InteropServices.Out()> ByRef dwVolume As
Integer) As Integer

End Function

;&tﬂ\ ay yail) eMBufferJ\ G gina (e je (e (Sall Jag

C#:

using System;

using System.Runtime.InteropServices;
using System.Resources;

using System.IO;

public class Winmm

{
public const UInt32 SND_ASYNC = 1;

public const UInt32 SND MEMORY = 4;

[DllImport("Winmm.dIl")]
public static extern bool PlaySound(byte[] data, IntPtr hMod, Ulnt32
dwFlags);

public static void PlayWavResource(byte[] buffer)

{
PlaySound(buffer, IntPtr.Zero, SND_ASYNC |
SND_MEMORY);
}
}

VB.NET
Imports System
Imports System.Runtime.InteropServices
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Imports System.Resources
Imports System.10

Public Class Winmm

Public Const SND ASYNC As Ulnt32 =
System.Convert. ToUInt32(1)

Public Const SND_MEMORY As Ulnt32 =
System.Convert. ToUInt32(4)

<DllImport("Winmm.dll")> _

Public Shared Function PlaySound(ByVal data As Byte(), ByVal
hMod As IntPtr, ByVal dwFlags As Ulnt32) As Boolean

End Function

Public Sub New()

End Sub

Public Shared Sub PlayWavResource(ByVal buffer As Byte())

PlaySound(buffer, IntPtr.Zero, SND_ASYNC Or

SND_MEMORY)

End Sub
End Class

Juiiuyl Method (= aliwall s Byte Buffer - PlaySound Method ! )i Cus
ik WS 5 Socketb dalall

Cit:
void Voice Receiver()

{
UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(multicast IP.Text));
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);
byte[] voice _Come = sock.Receive(ref iep);
Winmm.PlayWavResource(voice Come);
sock.Close();

}

VB.NET

Private Sub Voice Receiver()
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(multicast IP.Text))
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim voice_Come As Byte() = sock.Receive(iep)
Winmm.PlayWavResource(voice Come)
sock.Close()

End Sub
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: Voice Chat System 4 gual) Lidlaall gl s pliily gadl)

Ao sana (B (A1 B e 4 e & Buffer I (8 4k 355 & peall Lalail) ddee (5 jad g
Microsoft — daalall Gilane nll (e S5SN8 daladin) o5 arudi 54 5 Classes (
sl 8 Classes ) 028 gani Cigw s Windows Sound Recorder gl L
gedall a8l 8 ¢ Classes ) 28 iy gisse 2a3 Ca g s Voice Library 4w aal g
:s® Classes Jl o2 5 ¢ QUSH aa (38 all

& gall LlElL Lalsll Methods ) 4488 gia gl 4edivi Cagws Waveln Class
Byte Array (8 4u 335

4 e o5 Buffer J (s Y & seall i jal 40adiis G su s WaveOut Clasas
Jen Sua Stream (A O geall Jo atl deadtus (o g 2y WaveStream Class
Cui Gl 8 Aeadiuadl MemoryStream Jae alee 4ndy 5 30381 ye Al )

Yol z ) Yol Jalall G se b s Stream ) askaiil FifoStream 4l

il Aalall Methods —U lis paill A4S i s Lgad ain s WaveNative 414
Al lalia 58 Al s winmm.dl

Full <l cosbul e ladina 5 Jaill dlexd UDP ) J5S 555 50 JUiall 138 (8 2280000 (o g
Do WS Jlai¥l zali yal aladl JSE (o sS s Diplex Unicast Voice Chat System

5 Peer to Peer Full Duplex Voice Chat ;_ ﬁ‘ﬂ'
Receviat [P }]m}ml

Receiving Port Number 000

Sendng Port Number [5000

Start Stop

= Peet to Peer Full Duplex Voice Chat ‘;] @

Recevier IP - [100.0.10

Receiving Port Number 5000

Sending Part Number E]

sat | Stop ]

= arai s gy Voice.dll <ot 848 ) Classes —I Al a g 83 g
L;_'ﬂ\ G.A\‘)_.lj\ e @ caldll 13 NRENY @L.u.u ) GALUJM 4aldll Referencesy
lS Ao xiuly Calall aladiil (Say dlasll 038 a3 gl JlaiV) dglac 23000 (i gas

toh WSy i @ sall 8 Managed Library Class

C#:

using System.Net;

using System.Net.Socket;
using System.Threading;
using Voice;

VB.NET

Imports System.Net
Imports System.Net.Socket
Imports System.Threading
Imports Voice
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s d.;'aé:\j G.AUJ:\M @ AdA) (8 g Lﬁm} ThreadJ\j Socket! oy iy e)s.a ?“

Llaal) 028 e aaglly et Hl) Class 2 i e any (5 gmalipall Dby 8 iy jaill 038

3 ,SIAl ‘;A 8y Sa GAI_.}‘):J\ ¢k} 2ie Threadd s Socket ) M) Je 3 a8l o
:&L«Sgﬂhéﬁ ¢ Juany! C.A\_a_).aé)u:\ die

Ci:

public class Form1 : System.Windows.Forms.Form
{

private Socket socket;

private Thread thread;

VB.NET

Public Class Forml1 : Inherits System.Windows.Forms.Form
Private socket As Socket
Private thread As Thread

G gaall Jiandt sl (53 Bufferd) <aai 5 43l Classesd (< Object < g s
Socketd) (3 ?ﬁ...ml\ G paall (a s s Lgﬂ\ Bufferd) s allu ) 2l yall

C#:

private WaveOutPlayer m Player;

private WavelnRecorder m_Recorder;

private FifoStream m_Fifo = new FifoStream();
private byte[] m_PlayBuffer;

private byte[] m_RecBuffer;

VB.NET

Private m_Player As WaveOutPlayer

Private m_Recorder As WavelnRecorder

Private m_Fifo As FifoStream = New FifoStream
Private m_PlayBuffer As Byte()

Private m_RecBuffer As Byte()

‘44)’-“\ 4—’135-’ e—s‘ Form Load Event | cf }i GALI)-\JL\ u.al;’l\ Constructor A ‘5
: Thread J's Socket Jb alall

Cit:

public Form1()

{

InitializeComponent();

socket = new Socket(AddressFamily.InterNetwork, SocketType.Dgram,

ProtocolType.Udp);
thread = new Thread(new ThreadStart(Voice In));
}
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VB.NET

socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

thread = New Thread(AddressOf Voice In)

Socketd) (o & saall Juiinl dileny Galsll 2SI Voice In Methodd! (& gl o g
b WS

Cit:
private void Voice In()
{
byte[] br;
socket.Bind(new IPEndPoint(IPAddress.Any, 5020));

while (true)
{
br = new byte[16384];
socket.Receive(br);
m_Fifo.Write(br, 0, br.Length);
}

}

VB.NET
Private Sub Voice In()
Dim br As Byte()
socket.Bind(New IPEndPoint(IPAddress.Any, 5020))

Do While True
br = New Byte(16383)
socket.Receive(br)
m_Fifo.Write(br, 0, br.Length)
Loop
End Sub

Gsall ) yai i Receive Method-! aladialy A& (e & puall Ui 2iy Sua
A B e Gipa M) Al ad 50280 4 s g m Fifo. Write Method- () il

(oed DAY Slead) ) Al ) g &seal) daaity o 58 Ul Method) Ll

Cit:

private void Voice Out(IntPtr data, int size)

{

//for Recorder

if (m_RecBuffer == null || m_RecBuffer.Length < size)

m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal. Copy(data, m_RecBuffer, 0,
size);
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//Microphone ==> data ==> m_RecBuffer ==> m_Fifo
socket.SendTo(m_RecBuffer, new
IPEndPoint(IPAddress.Parse(Peer IP.Text),5030));

}

VB.NET
Private Sub Voice Out(ByVal data As IntPtr, ByVal size As Integer)
'for Recorder
If m_RecBuffer Is Nothing OrElse m RecBuffer.Length < size Then
m_RecBuffer = New Byte(size - 1)
End If
System.Runtime.InteropServices.Marshal. Copy(Data, m RecBuffer,
0, size)
'Microphone ==> data ==> m_RecBuffer ==> m_Fifo
socket.SendTo(m_RecBuffer, New
IPEndPoint(IPAddress.Parse(Peer IP.Text), 5030))
End Sub

o A Qi 5 Jos y S Full Duplex geabi s deae L i La 13) Qs 8 43l JaaY
oyl 8y Juaind g Al Juw 20 aal s Tow Ports < 23 A Aalay Lild & )
. e Sl 5 4l JLEiaY) Port (o4 <bal JluyY) Port 588 AY)

& guall 33 53 paail WaveFormat ) Leadial Cua 4000 Alall 365 o4 el 55 8
WaveOutPlayer Classd Il @aisls | 2 Channels & 44100 KHz 16 Bits—
Voice Out Method I ) 4l ) oy 4%t Jla 8 g Buffer-) uail addiuns il
DAY Slead) ) Al e allu Y

C#:
private void Start()
{
Stop();
try
{

WaveFormat fmt = new WaveFormat(44100, 16, 2);
m_Player = new WaveOutPlayer(-1, fmt, 16384, 3, new
BufferFillEventHandler(Filler));

m_Recorder = new WavelnRecorder(-1, fmt, 16384, 3, new
BufferDoneEventHandler(Voice Out));

}

catch
{ Stop();throw;}

}

VB.NET
Private Sub Start()

Stop()
Try
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Dim fmt As WaveFormat = New WaveFormat(44100, 16, 2)

m_Player = New WaveOutPlayer(-1, fmt, 16384, 3, New
BufferFill[EventHandler(AddressOf Filler))

m_Recorder = New WavelnRecorder(-1, fmt, 16384, 3, New
BufferDoneEventHandler(AddressOf Voice Out))

Catch
Stop()
Throw
End Try
End Sub
&y s Buffer ) <l sisa o o Cua 2000 A1) 38 aid GlEY) 5 AL
1 geall Jasas
Ct#:
private void Stop()
{
if (m_Player != null)
try
{
m_Player.Dispose();
}
finally

{m_Player = null;}
if (m_Recorder != null)
try
{m_Recorder.Dispose();}
finally
{m_Recorder = null;}
m_Fifo.Flush(); // clear all pending data

}

VB.NET
Private Sub [Stop]()
If Not m_Player Is Nothing Then
Try
m_Player.Dispose()
Finally
m_Player = Nothing
End Try
End If
If Not m_Recorder Is Nothing Then
Try
m_Recorder.Dispose()
Finally
m_Recorder = Nothing
End Try
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End If
m_Fifo.Flush() ' clear all pending data
End Sub

e 4 e Tlee oY 5 Buffer 4 & < seall 2l Filler Method ) pasius s
:( Output Device )<le Lol

C#:

private void Filler(IntPtr data, int size)

{

if (m_PlayBuffer == null || m_PlayBuffer.Length < size)
m_PlayBuffer = new byte[size];

if (m_Fifo.Length >= size)

m_Fifo.Read(m_PlayBuffer, 0, size);

else

for (int i = 0; 1 < m_PlayBuffer.Length; i++)
m_PlayBuffer[i] = 0;
System.Runtime.InteropServices.Marshal. Copy(m_PlayBuffer, 0, data,
size);

// m_Fifo ==> m_PlayBuffer==> data ==> Speakers

}

VB.NET
Private Sub Filler(ByVal data As IntPtr, ByVal size As Integer)
If m_PlayBuffer Is Nothing OrElse m_PlayBuffer.Length < size Then
m_PlayBuffer = New Byte(size - 1)
End If
If m_Fifo.Length >= size Then
m_Fifo.Read(m_PlayBuffer, 0, size)
Else
Dim 1 As Integer = 0
Do While i <m_PlayBuffer.Length
m_PlayBuffer(i) = 0
i+=1
Loop
End If
System.Runtime.InteropServices.Marshal. Copy(m_PlayBuffer, 0,
data, size)
"m_Fifo ==>m_PlayBuffer==> data ==> Speakers
End Sub
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Testing TCP,UDP and Thinking in SCTP to Transfer Voice :lx
: Through Networks
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Half Duplex Multicast Voice Conferencing System— For Class Room That
uses a Peer-to-Peer Wireless Network

AR 8 2 Sl Y1 tie i ¢ 5 3 <) GRS Y (aal) el ) oo s¥) a8
: sk WS IP Multicasting -

Cit:

private void Voice Out(IntPtr data, int size)

{

//for Recorder

if (m_RecBuffer == null || m_RecBuffer.Length < size)
m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0,
size);

//Microphone ==> data ==> m_RecBuffer ==> m_Fifo
socket.SendTo(m_RecBuffer, new
IPEndPoint(IPAddress.Parse("224.0.1.7"), 5020));

}

VB.NET
Private Sub Voice Out(ByVal data As IntPtr, ByVal size As Integer)
'for Recorder
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If m_RecBuffer Is Nothing OrElse m RecBuffer.Length < size Then
m_RecBuffer = New Byte(size - 1)

End If

System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer,
0, size)

'Microphone ==> data ==> m_RecBuffer ==> m_Fifo

socket.SendTo(m_RecBuffer, New
IPEndPoint(IPAddress.Parse(""224.0.1.7"), 5020))

End Sub
O JLEY) 25 (e s TP Multicast Group—) () abeai¥h o 585 Jadiall syl 8
Cit:
private void Voice In()
{
UdpClient sock = new UdpClient(5000);
sock.JoinMulticastGroup(IPAddress.Parse("224.0.1.7"));
IPEndPoint iep = new IPEndPoint(IPAddress.Any,0);
while (true)

{

m_Fifo.Write(sock.Receive(ref iep), 0,sock.Receive(ref
iep).Length);

}
}
VB.NET

Private Sub Voice In()
Dim sock As UdpClient = New UdpClient(5000)
sock.JoinMulticastGroup(IPAddress.Parse("224.0.1.7"))
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Do While True

m_Fifo.Write(sock.Receive(iep), 0, sock.Receive(iep).Length)

Loop

End Sub

a4l g 5 eal s o) aSUy 5 Ulbad adaiy 8 gl g Jaa L i pall 285 )
38 138 5 40 glie oS Jle )Y Adee (18 Multicastingl s UDP Al JsS 535y alodiul
A IS 5 Of Laag 3538 JS 4Kl ye Aluyal) Packets ) (e ST ) asl 5 ¢ lia Cay
Ok il e Jraasill illae 5 Jsa sl G (3830 lilee e 51 023 Y UDP

C aine yel JSLEAD 038 e ST ol aal g Chgan

s JsS sl 138 () s « TCP JoS 55 n aladiads Jua ¥ dolee pias ()¥) Lie
Jsmadll e Gaaill Dllee aes aeny LS Oriented  Protocol 4 s J S 55
118 e le a5 Stream ) bl aladiuly cpd slall Ga Juai¥) ae sy 43S ) ALl
A pall bl amay 38N ) Sl ol daladind Ala 8 Ul 3) sy e JsS 55500
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Db LS alaa 5 (3lud) Socket I ciy yad g o i lile L S

Cit:
socket = new Socket(AddressFamily.InterNetwork, SocketType.Stream
, ProtocolType.Tcp);

VB.NET
socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp)

: sk WS 5 Network Stream Class-) aladiul liSasd Jls )Y dlee 8 Ll

Cit:

private void Voice Out(IntPtr data, int size)

{

//for Recorder

if (m_RecBuffer == null || m_RecBuffer.Length < size)
m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0,
size);

//Microphone ==> data ==> m_RecBuffer ==> m_Fifo
sock.Connect(new IPEndPoint(IPAddress.Parse("10.0.0.10"),5020));
NetworkStream ns = new NetworkStream (socket);

ns.Write (m_RecBuffer,0,m RecBuffer.Length);

}

VB.NET
Private Sub Voice Out(ByVal data As IntPtr, ByVal size As Integer)
'for Recorder
If m_RecBuffer Is Nothing OrElse m RecBuffer.Length < size Then
m_RecBuffer = New Byte(size - 1)
End If
System.Runtime.InteropServices.Marshal. Copy(data, m_RecBuffer,
0, size)
'Microphone ==> data ==> m_RecBuffer ==> m_Fifo
sock.Connect(New IPEndPoint(IPAddress.Parse("10.0.0.10"), 5020))
Dim ns As NetworkStream = New NetworkStream(socket)
ns.Write(m_RecBuffer, 0, m_RecBuffer.Length)
End Sub

;b (S s Al 5 5 Network Stream - aladinly o5& Jivall i yhall b

Cit:
private void Voice In()

{

Socket sock = new Socket(AddressFamily.InterNetwork,
SocketType.Stream , ProtocolType.Tcp);
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sock.Bind(new IPEndPoint(IPAddress.Parse("10.0.0.10"),5020));
NetworkStream ns = new NetworkStream (sock);

while (true){

byte[] buffer = new byte [16384];

ns.Read (buffer,0,16384);

m_Fifo.Write(buffer, 0, buffer.Length); }

}

VB.NET
Private Sub Voice In()
Dim sock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)
sock.Bind(New IPEndPoint(IPAddress.Parse("10.0.0.10"), 5020))
Dim ns As NetworkStream = New NetworkStream(sock)
Do While True
Dim buffer As Byte() = New Byte(16383)
ns.Read(buffer, 0, 16384)
m_Fifo.Write(buffer, 0, buffer.Length)
Loop
End Sub

Ui S @ guall b ahads gl aa gy YV 4l LaS 3 jlian ol & gaall 483 () Taa
sl Multicasting—l 8 ds3l 1) GlilSayl o328 (e 3L adains 1 Liil 6 (e
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- 32 Bil .
Source Port Destination Port
8CTP
Verification Tag Common
Header
Checksum
Type Flags Length
Chunk 1
User Data
Type Flags Length
Chunk N
User Data

How to Create a Voice Conference System Using Microsoft :luwlad
: Direct Play 9

Direct Play9— u=alall jlaayl 8 & pall Jaill o 423 ) liss Microsoft <uwe
DirectX-)) ic saxa (3o ¢ 3> 545 DirectPlay Transport Protocol Ll cawss
Network I gaiy Lad Glal¥) Gona padd 3a 50 Jlane 355 LSl (e iagll OUS
gl S Ca iy Aaldll julaall e de sane Ao A0Sl o2 Adixd 5 «Games
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Cit:
using Microsoft.DirectX.DirectPlay;

Address hostAddress = new Address();
hostAddress.ServiceProvider = Address.ServiceProviderTcplp;
/I Select TCP/IP service provider

ApplicationDescription dpApp = new ApplicationDescription();
appGuid = Guid.NewGuid(); /I Create a GUID for the application
dpApp.GuidApplication = appGuid; // Set the application GUID
dpApp.SessionName = "My Session"; // Optional Session Name

myPeer.Host(dpApp, hostAddress); // Begin hosting

VB.NET
Imports Microsoft.DirectX.DirectPlay

Private Address hostAddress = New Address()
Private hostAddress.ServiceProvider = Address.ServiceProviderTcplp
" Select TCP/IP service provider

Private dpApp As ApplicationDescription = New
ApplicationDescription

Private appGuid = Guid.NewGuid() ' Create a GUID for the application
Private dpApp.GuidApplication = appGuid ' Set the application GUID
Private dpApp.SessionName = "My Session" ' Optional Session Name
myPeer.Host(dpApp, hostAddress) ' Begin hosting

i i 5 IPX 5 TCP/IP OIS o) pms o235l J5S 53550 Aaple JLRY) g s
ol LS @b 5 [P Address A1 s Jiaal ol siall ga s

C#:

using Microsoft.DirectX.DirectPlay;
ServiceProviderInfo[] mySPInfo;

Peer myPeer;
System.Windows.Forms.ListBox listBox1;
ApplicationDescription myAppDesc;

myPeer = new Peer();
hostAddress = new Address();
peerAddress = new Address();
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/I Set the service provider to TCP/IP
peerAddress.ServiceProvider = Address.ServiceProviderTcplp;
hostAddress.ServiceProvider = Address.ServiceProviderTcplp;

/I Attach FindHostResponseEventHandler to receive
FindHostResponseMessages
myPeer.FindHostResponse += new
FindHostResponseEventHandler(myEnumeratedHosts);

// Call FindHosts to start the enumeration
myPeer.FindHosts(myAppDesc, hostAddress, peerAddress, null, 10, 0,
0, FindHostsFlags.OkToQueryForAddressing);

VB.NET

Imports Microsoft.DirectX.DirectPlay

Private mySPInfo As ServiceProviderInfo()

Private myPeer As Peer

Private listBox1 As System.Windows.Forms.ListBox
Private myAppDesc As ApplicationDescription

Private myPeer = New Peer
Private hostAddress = New Address
Private peerAddress = New Address

' Set the service provider to TCP/IP
Private peerAddress.ServiceProvider = Address.ServiceProviderTeplp
Private hostAddress.ServiceProvider = Address.ServiceProviderTcplp

" Attach FindHostResponseEventHandler to receive
FindHostResponseMessages

Private myPeer.FindHostResponse += New
FindHostResponseEventHandler(myEnumeratedHosts)

' Call FindHosts to start the enumeration
myPeer.FindHosts(myAppDesc, hostAddress, peerAddress, Nothing,
10, 0, 0, FindHostsFlags.OkToQueryForAddressing)

& DAY Gkl e Gndl ay s TCP/IP 5 5 padiosal) J oS g pall £ 53 yai o3
Al 339 ¢ Peer Class—) (saaia 83 92 5all s FindHosts Method-! alasinly 4,51
:sh WS Peer Class ) (asa 3252 541l s Connect Method alasindy 3 il Jay )l

Cit:

using Microsoft.DirectX.DirectPlay;

// Structure for FindHostResponseMessages
public struct HostInfo

{
public ApplicationDescription appdesc;
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public Address deviceAddress;
public Address senderAddress;

Peer myPeer = new Peer();
HostInfo hostinfo = new HostInfo();

// The FindHostResponseEventHandler

public void myEnumeratedHosts(object o, FindHostResponseEventArgs

args)

{
hostinfo.appdesc = args.Message.ApplicationDescription;
hostinfo.deviceAddress = args.Message.AddressDevice;
hostinfo.senderAddress = args.Message.AddressSender;

}

/I Attach the ConnectCompleteEventHandler to receive

ConnectCompleteMessages

myPeer.ConnectComplete += new

ConnectCompleteEventHandler(OnConnectComplete);

/I Call connect passing the Host information returned in the
FindHostResponse event
myPeer.Connect(hostinfo.appdesc, hostinfo.deviceAddress,
hostinfo.senderAddress, null,
ConnectFlags.OkToQueryForAddressing);

VB.NET
Imports Microsoft.DirectX.DirectPlay
' Structure for FindHostResponseMessages
Public Structure HostInfo
Public appdesc As ApplicationDescription
Public deviceAddress As Address
Public senderAddress As Address

End Structure

Private myPeer As Peer = New Peer
Private hostinfo As HostInfo = New HostInfo

' The FindHostResponseEventHandler
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Public Sub myEnumeratedHosts(ByVal o As Object, ByVal args As

FindHostResponseEventArgs)
hostinfo.appdesc = args.Message. ApplicationDescription
hostinfo.deviceAddress = args.Message.AddressDevice
hostinfo.senderAddress = args.Message.AddressSender

End Sub

" Attach the ConnectCompleteEventHandler to receive
ConnectCompleteMessages

Private myPeer.ConnectComplete += New
ConnectCompleteEventHandler(OnConnectComplete)

" Call connect passing the Host information returned in the
FindHostResponse event

myPeer.Connect(hostinfo.appdesc, hostinfo.deviceAddress,

hostinfo.senderAddress, Nothing,
ConnectFlags.OkToQueryForAddressing)
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Jui g Jaad cillee JS6 Aaladl s Microsoft.DirectX.DirectPlay. Voice ;b
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© FADI Abdel-gader O
Sound Card — Voice in
- Analog Microphone -

Cperating System
- MS Windows -

AP
- Application Program Interface -

Microsoft.DirectX.DirectPlay. Voice
To Record the Voice and Convert it to Stream

Microsoft DirectX DirectPlay.Peer
Connect to Remote Peer & Create a Session

The Sender Uses a Voice.Client Class
To Send a Voice to Remote Peer as Stream
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: Sessions - 3l 5 £y Server ) <y 4alall Classes -l -1
1JGeS b LS aadtiy 5 Server Class

Cit:
Server server = new Voice.Server(peerObject);

VB.NET
Dim server As Server = New Voice.Server(peerObject)
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Server - s sisy5 ¢« Peer Class ) (0 486881 5 (53l 5 Peer Object 4 41 aius Cus
(e A gana (A ALY dudall elgd) 5 oy dlesy Aalall Methods—!) 1= Object
s AY) Cllaall

SErVELr.

< GetType j
=@ InitializeLifetimeService

F PlayerCreated

F PlayerDeleted

E& SessionDescription

F SessionLosk

=8 SetTransmitTargets

@]
= StopSession

=8 Tastring bl

aly ¢ StartSession Method-l () dulall Gaibiad s Y i sy ddal) o
1t WS 5 SessionDescription ) A& (e Lgdy yas

C#:

//set up session description for the voice server
Voice.SessionDescription sessionDesc = new
Voice.SessionDescription();
sessionDesc.BufferAggressiveness =
Voice.BufferAggressiveness.Default;
sessionDesc.BufferQuality = Voice.BufferQuality. Default;
sessionDesc.Flags = 0;

sessionDesc.SessionType = type;
sessionDesc.GuidCompressionType = compressionType;

VB.NET

'set up session description for the voice server

Dim sessionDesc As Voice.SessionDescription = New
Voice.SessionDescription
sessionDesc.BufferAggressiveness =
Voice.BufferAggressiveness.Default
sessionDesc.BufferQuality = Voice.BufferQuality.Default
sessionDesc.Flags =0

sessionDesc.SessionType = type
sessionDesc.GuidCompressionType = compressionType

Voice s Peer Object 4l Led < Method «Lib a 523 Voice Session Ly s
(kWS @l 5y s Compression Type padiwall haall & 535 Session Type
C#:
protected void CreateVoiceSession(Peer dpp, Voice.SessionType type,
Guid compressionType)
{
try
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{

//set up session description for the voice server
Voice.SessionDescription sessionDesc = new
Voice.SessionDescription();
sessionDesc.BufferAggressiveness =
Voice.BufferAggressiveness.Default;
sessionDesc.BufferQuality = Voice.BufferQuality. Default;
sessionDesc.Flags = 0;
sessionDesc.SessionType = type;
sessionDesc.GuidCompressionType = compressionType;
//start the session
try
{

server.StartSession(sessionDesc);

mlsHost = true;

mlInSession = true;

}

catch(DirectXException dxe)

{
throw dxe;
}
§

catch(Exception e)

{
throw e;
§
}

VB.NET
Protected Sub CreateVoiceSession(ByVal dpp As Peer, ByVal type As
Voice.SessionType, ByVal compressionType As Guid)
Try
'set up session description for the voice server
Dim sessionDesc As Voice.SessionDescription = New
Voice.SessionDescription
sessionDesc.BufferAggressiveness =
Voice.BufferAggressiveness.Default
sessionDesc.BufferQuality = Voice.BufferQuality. Default
sessionDesc.Flags = 0
sessionDesc.SessionType = type
sessionDesc.GuidCompressionType = compressionType
'start the session
Try
server.StartSession(sessionDesc)
mlsHost = True
mlInSession = True
Catch dxe As DirectXException
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Throw dxe
End Try
Catch e As Exception
Throw e
End Try
End Sub

ol S Lgile i 2y
C#:
CreateVoiceSession(host, Voice.SessionType.Peer,
mConfigForm.CompressionGuid);

VB.NET
CreateVoiceSession(host, Voice.SessionType.Peer,
mConfigForm.CompressionGuid)

sl il Sessions ) g JuaiSl Client J) < ey 4alal) Classes ) -2
‘ :Server!
: Client Class ) (& 3252 5ol Methods-! a8l (5 Client Class I

i Connect to voice session
client.Connect (soundConfig,

B ClientCanfig -
E&' CompressionTypes

Yy

F ConnectResul:

=@ Create30SoundBuffer
<@ CreateCbiRef

=@ Delete3DSoundBuffer
=@ Disconnect

F DisconnectResult

=@ Dispose ﬂ

a8 Server 1 dw » s Voice  Session—! g Jay y1 223303 5 Connect 214
rob WS el oy g e Audall ) Js3al) (e Client A oS Wadie  Client ! Session-!

C#:
protected void ConnectToVoiceSession(Peer dpp, Form wnd)
{
try
{
Voice.SoundDeviceConfig soundConfig = new
Voice.SoundDeviceConfig();
//Set sound config to defaults
soundConfig.GuidPlaybackDevice =
DSoundHelper.DefaultVoicePlaybackDevice;
soundConfig.GuidCaptureDevice =
DSoundHelper.DefaultVoiceCaptureDevice;
soundConfig. Window = wnd;
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/ITODO: add error message for specific failures?
//Connect to voice session
client.Connect(soundConfig, mClientConfig, Voice.VoiceFlags.Sync);
//set state

mlInSession = true;

//set transmit targets to all players

int[] xmitTargets = new int[1];

xmitTargets[0] = (int) PlayerID.AllPlayers;
client. TransmitTargets = xmitTargets;

//get sound device config to check for half-duplex
soundConfig = client.SoundDeviceConfig;
mHalfDuplex = ((soundConfig.Flags &
Voice.SoundConfigFlags.HalfDuplex) != 0);

}

catch(Exception e)

{
throw e;
}
}
}

VB.NET
Protected Sub ConnectToVoiceSession(ByVal dpp As Peer, ByVal wnd
As Form)
Try
Dim soundConfig As Voice.SoundDeviceConfig = New
Voice.SoundDeviceConfig
'Set sound config to defaults
soundConfig.GuidPlaybackDevice =
DSoundHelper.DefaultVoicePlaybackDevice
soundConfig.GuidCaptureDevice =
DSoundHelper.DefaultVoiceCaptureDevice
soundConfig. Window = wnd
'"TODO: add error message for specific failures?
'Connect to voice session
client.Connect(soundConfig, mClientConfig,
Voice.VoiceFlags.Sync)
'set state
mlInSession = True
'set transmit targets to all players
Dim xmitTargets As Integer() = New Integer(0)
xmitTargets(0) = Clnt(PlayerID.AllPlayers)
client.TransmitTargets = xmitTargets

'get sound device config to check for half-duplex
soundConfig = client.SoundDeviceConfig
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mHalfDuplex = ((soundConfig.Flags And
Voice.SoundConfigFlags.HalfDuplex) <> 0)

Catch e As Exception
Throw e
End Try
End Sub

oS DirectPlay 2 4 Lels a3 38 UDP s TCP 1 0l 58 5555l 8 JSLaall () JaaY
GV da y acad (6 5 S5 3 Direct Play ) lis) (e Caagll ld s e 58 LS
L Ll V) 5 guall Juai¥) dlee 8 Direct Play ) leaii il 3 08l 4 g jall an g

...Linux 4t o=lall SCTP A JsS 535 0 ety Sl 5 Voice Over TP ) & judl

Voice ldaa s §ohsaSedll ye el JuaiV Gkl sl e padle Ly 138 4
Transport Layerl &Y sS 555 5 csae 5 Ol 3o aal g G Gsall daie Caa Chat
2 il s Classes I maY 7 3 1 5ual s 48l e @ puall Jail LgililSa) s2e 5
Guahis ¥ o g8t DirectPlay Transport Protocol 2l alaaiuly i saall Jlai¥)
58 5mall Jlu )Y TCP I alaxinly Video Voice Conference System z<U

. G pall Jis )Y UDP

~164~



TAPI =) aea Jalail) 5 a9 dsi yal) g A gmiaal) ddialacall grald y avamial (LA
s <gal) diy b Telephony

Design an Advanced Video /Voice Conferencing System By Using
API & TAPI Telephony to Transfer Video/Voice Through
Networks & Voice Through Analog Telephone Line:
dlaa Aoy daadla
451N ) gal) 3e) B VOIP I Juad (e £ 520 138 o) jis sl Jb &y (a iy
Streaming in Dot Net -1
TCP,UDP Socket Programming -2
Advanced Multicasting Systems -3
VOIP Juaill 138 ¢sa J ¥ 5500 -4

&= API unmanaged methods I alaain) 1S Juadl) 138 e J5¥) ¢ 5l 3 Uiy
i) aldas 45y 8 Multimedia — g J—alail Gaadall winmm. dl] <L)
Byte ) alismiy o8 Silall (e Gsaall Jiail Methods ) A sene Liaadiul
ol aladiuly 5 5318 e Gipa A Byte Array ) Jussd o8 (s b)Y Array
Gladd (e 3L JUEWll 138 8 Jglsin g« FIFO — First in First Out gl
Jlaill cailel) aadinn AT Gl ) @ pulall e & guall Jad i3 g TAPT telephony-)
8323 TAPI telephony - (e 33&uY) (,Sas5 <Analog Phone (= Y <iilell
oUsi ge liall s TAPT V3.0 il alai e 253 gall gealisall (e 33650Y) Lelgnd (3

) JSEll 8 LS g g pdiall aladl bl () S g ¢ .. Windows XP Jdl

=

SQL Server DataBase

Client A

Analog Telephone Line

C\intB
A Simple Example that shows a Company that has an Internal VOIP
& Video Conference System that Connected With TAPI Telephony

Gl gl (p 3A3 e adida g jai@ g« Database Server (Ao g s -sall (5 siaan -]
8 342y alall Computers Names I (nsbiad) 5 a3l sl ol IS 4S50l 8 (il sl
oo Ol 5l
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AS 5l Al a5l aa (el (sl JeaiV) (e i gal) ppan (S -2
.08l s Analog Phone 4 g« Juai™! TAPI Telephony- alasiul ) ALyl
b sl el o (g siad by B el apaaly a i g g pdiall okl call

ol S cagdl 5 ald )i 5 agaliddl 5 agie JSI Computer Name- s

Name(@Department String (Primary Kay)
Computer Name (hidden for String
Clients)
Telephone Number String
Group ID String (foreign Kay)
Other Info (Email Address) String
employees_info
Colurnn Mame | Data Type | Length | Allow Mulls A
' |Mame_Department warchar 50
| Telephane_Mumber varchar 50
- Computer_Marme warchar a0
_ |Group_ID warchar 50
b |Cther_Info varchar 150 W
w

elad 43 Cilzay Cua Group Name —)\s Group ID - (e s sin yal Jsaa s
paanal 223 ¢ Group ID b (pibs sall Sl slae Jgon pedasi o 9 4S a0 8 SLuBY)
dals (il pall Lgaadisis N Client—) sl apamaty favin ¢ 8Ll syl sacld

toh WS L Gl JRA G ¢S 5 48 40

{8 video/Voice Conference System - By FAD| Abdel-gader.

Talk 'With Ermployes Section Ermployes Mame -

ey, fadidotnet. org

My Camera Remote Camera TAP| Telephany

|DDSB2?SB2844?E{ |

Sending Yidea Part 5000 Start Camera III
Receiveing Yideo Port 200 e — = ‘ e ‘
Sending Yaice Part 3000 Start Talking

Receiveing Yoice Port 3001 B

B BE
ERERE
B EHE
EE

amsail) assl il aie g dme JLaiV) oy 5 ) andll ol paall ol ol gall dasy Cua
s b5 andl) IS 8 ) glany (pAll (pids sall slavd maen Jilid) Combo box I edase
u=ll Telephone Number ) (A= SELECT Query Jezs o s 438 aalas) jLial
adlsa o) o) Lal 4dSay duaa ¢ 40 alall Computer_Name Al ‘_A\ :\3\..4‘;2\.1 L_iL}d\.a
Aall 8y« VOIP ) alasiny 4030 AdiSa o) a) 5I TAPI Telephony - alaaiuly
Dbia) Ala 8 Ll ¢ dgaladl VLAY b ghai s Modem ) e e Juai¥) o8 Y
2 » M Computer Name J ) & gall Jlu jb el o3 ldie VOIP AL Juady)
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o 4t gl iy (il gl ol LA e Il 5ol (e i) 4ne JsiY]
o @ small J g 488 gall Jla 55 e 435 5um AallSe 3 g 5 0 5LAY Client)
W Agy Hhall iy el JeaiW) 8 3 leall 2155 ¢ Caba ol Gal sl Computer—)

sl JLayl i Lalia

LiSay g APT ) Jl g0 aladindy g & all 8 TAPT Telephony ) aladil dilee o5
TAPI Telephony -} e Jalxil Gavaiall il s 450 Sl Methods-) (e 3aldiuY)
el Say Al g Methods A ¢ pdia 230 e calall 138 (5 gisy 5 tapi32.d11 54

leale JUaSy Cu gall Ay i lgaa

Method Name Description
tapiRequestMakeCall(string stNumber, Juai¥) dalee o) ja Y a2d0
string stDummy 1, string stDummy?2, o Cua Modem ) plasiuly
string stDummy?3) ela) el caled) B8 ) L

axa Jlail
phoneShutdown (hPhoneApp app) TAPI ) zelin 3OeY andiu

[DllImport("tapi32.d1l")] Telephony

static extern long phoneShutdown(long

hPhoneApp);

LONGWINAPIphoneSetVolume( da ) paaal Allall o3 padtd
HPHONE hPhone, AL s Al L ) g & peall
DWORD dwHookSwitchDeyv, dall i Cua Hex
DWORD dwVolume) A a2 e 000000000

0X0000FFFF 4l i & yua
maximum - e _=id
... volume

clEald) kil TAPI Telephony b 4alall Methods ) 4l e g 3UadU ; 4y g3
(Part 5). Appendixes A

a8 Led )i Al tapiRequestMakeCall Method - g s el 138 8 axdiisin
ol LS Ly yat a5 ¢ Juai¥) e ) jaY el

Ci:

[System.Runtime.InteropServices.DllImport("tapi32.dll")]
static extern long tapiRequestMakeCall(string stNumber, string
stDummy1, string stDummy?2, string stDummy?3);

long RetVal = tapiRequestMakeCall(Telephone _number, "", "", "");

VB.NET:
<System.Runtime.InteropServices.DIlImport("tapi32.dll")>
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Shared Function tapiRequestMakeCall(ByVal stNumber As String,
ByVal stDummy1 As String, ByVal stDummy?2 As String, By Val
stDummy3 As String) As Long

End Function

nn

Dim RetVal As Long = tapiRequestMakeCall(Telephone number, "",

C#:
private void Voice In() // J8mall (e & saall Jliin)
{
byte[] br;
r.Bind(new IPEndPoint(IPAddress.Any,
int.Parse(text ReceiveingPORT.Text)));
while (true)
{
br = new byte[16384];
r.Receive(br);
m_Fifo.Write(br, 0, br.Length);
}
}

private void Voice Out(IntPtr data, int size)// 8 sl Al & sall Jls )

{

if (m_RecBuffer == null || m_RecBuffer.Length < size)

m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0,
size);

r.SendTo(m_RecBuffer, new
IPEndPoint(IPAddress.Parse(Server name),
int.Parse(text_SendingPort.Text)));

}

VB.NET:
Private Sub Voice In() ' J8wdl (30 & guall Jlusinl
Dim br As Byte()
r.Bind(New IPEndPoint(IPAddress.Any,
Integer.Parse(text ReceiveingPORT.Text)))
Do While True
br = New Byte(16383)
r.Receive(br)
m_Fifo.Write(br, 0, br.Length)
Loop
End Sub
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Private Sub Voice Out(ByVal data As IntPtr, ByVal size As Integer)
el ) el

If m_RecBuffer Is Nothing OrElse m RecBuffer.Length < size Then

m_RecBuffer = New Byte(size - 1)

End If

System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer,
0, size)

r.SendTo(m_RecBuffer, New
IPEndPoint(IPAddress.Parse(Server name),
Integer.Parse(text_SendingPort.Text)))
End Sub

1k WS Server A (s e 1 palSll 3 sea Jlial 5 Jls ) dplee a5

CH#:
private void Start Receiving Video Conference()
{

try

{

/I Open The Port
mytcpl = new TcpListener (int.Parse(text Camera rec_port.Text));
mytcpl.Start (); // Start Listening on That Port
mysocket = mytcpl. AcceptSocket ();
ns = new NetworkStream (mysocket);
pictureBox2.Image = Image.FromStream(ns);
mytcpl.Stop();
if (mysocket.Connected ==true)

{
while (true)
{
Start Receiving Video Conference ();
}
}
myns.Flush();
}
catch (Exception){}
}

private void Start_Sending Video Conference(string remote IP,int
port_number)

{

try

{
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MemoryStream ms = new MemoryStream();// Store it in Binary Array
as Stream
pictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jp
eg);
byte[] arrlmage = ms.GetBuffer();
myclient = new TcpClient (server IP,port number);//Connecting with
server
myns = myclient. GetStream ();

mysw = new BinaryWriter (myns);

mysw. Write(arrImage);//send the stream to above address

ms.Flush();

mysw.Flush();

myns.Flush();

ms.Close();

mysw.Close ();

myns.Close ();

myclient.Close ();

}

catch (Exception ex)

{

MessageBox.Show(ex.Message,"Video Conference Error
Message" , MessageBoxButtons.OK,MessageBoxIcon.Error);

}
}

VB.NET:
Private Sub Start Receiving Video Conference()
Try
mytcpl = New
TcpListener(Integer.Parse(text Camera rec_port.Text))
mytcpl.Start()
mysocket = mytcpl. AcceptSocket()
ns = New NetworkStream(mysocket)
pictureBox2.Image = Image.FromStream(ns)
mytcpl.Stop()

If mysocket.Connected = True Then
Do While True
Start Receiving Video Conference()
Loop
End If
myns.Flush()
Catch el As Exception
End Try
End Sub
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Private Sub Start Sending Video Conference(ByVal remote IP As
String, ByVal port number As Integer)
Try
Dim ms As MemoryStream = New MemoryStream
pictureBox1.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)
Dim arrlmage As Byte() = ms.GetBuffer()
myclient = New TcpClient(server IP, port number)
myns = myclient. GetStream()
mysw = New BinaryWriter(myns)
mysw. Write(arrImage)
ms.Flush()
mysw.Flush()
myns.Flush()
ms.Close()
mysw.Close()
myns.Close()
myclient.Close()
End Try

Ol sl Jos i 13) JES 5 Port ) (A 050 of g aDEay) i AY) Cakall
Al sda (4 aad Port 5000 ) (Ao csilall ol 8 Cals gall () ilaal) o
a5 Ll Lele Jia Y1 a5 30 Port I e e a3 Capall b gl Jliiad
Server—) ) (p=s Port (e Jbw ¥ Clients— < (S Waaie Server aladiul

22 Port e Clientsd! JS ) Messages-) Jb b Serverdl ok Gl
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Chapter 11
Raw Socket Programming

- Introduction to Raw Socket & Raw Protocols

- Raw Socket Programming

o ICMP — Internet Control Message
Protocol Programming (Ping &
Tracing)

o Using ARP Protocol to Get The
MAC of a Remote Machine in Dot
Net

- Introduction to Packet Sniffing Applications
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Introduction to Raw Socket & Raw Protocols ¥ s

e aadad Al Sliaa jll dals 5 daledl vl all 0 Raw Socket ) ¢ g ga iia
J <535 Leies Transport Layer =) (e (53Y) (5 siusall 3 Y o 55 ) an Jalil
Physical Address - sl MAC 2 calal uluf (€& axaivd) s RARP s ARP)
pasadall [GMP 5 (J5¥) Joaill o) e slaall (e 23 3al) Ethernet Card U
paxin Al s ICMP I JsS 55 0 ) 48aYh Multicasting J 8 Sile sanall 315
Ula JeanY AV llaall G 5880 ) 48l Ping ) dlee (8 sl S5
12 ¢ alall Header ) 2aL 5 « Destination — I Ll ;) 22 Message—))

: Sl A 8 el 5 58 LS dania 64 Byte J S 55 ull

Type Code Checksum
|dentifier Sequence
Message
ICMP Header

LSJ;\ e_uas.\j‘d\..u‘)j\ al@.} uat.a{\ Code_.“j‘d_u‘).d\ MLA-H‘)M &}_:Lg_ﬁ RRENE 16 Bytes
o328 [1-1 Jsaall miasa g ba Uadl yu )8 Error Message ) o2ainl Query cpe s

&) j.f\J\
TYPE CODE Description Query Error
0 0  Echo Reply X
3 0  Network Unreachable X
3 1  Host Unreachable X
3 2 Protocol Unreachable X
3 3 |Port Unreachable X
3 4  Fragmentation needed but no frag. bit X
set
3 5 |Source routing failed X
3 6  Destination network unknown X
3 7  Destination host unknown X
3 8  Source host isolated (obsolete) X
3 9  Destination network administratively X
prohibited
3 10  Destination host administratively X
prohibited
11 Network unreachable for TOS X
12 Host unreachable for TOS X
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TYPE CODE Description Query Error

3 13 |Communication administratively X
prohibited by filtering

3 14  Host precedence violation X
3 15 |Precedence cutoff in effect X
4 0  Source quench

5 0  Redirect for network

5 1 Redirect for host

5 2 Redirect for TOS and network

5 3 |Redirect for TOS and host

8 0  Echo request X

9 0  Router advertisement

10 0  Route solicitation

11 0 |TTL equals 0 during transit X
11 1 | TTL equals O during reassembly X
12 0  IP header bad (catchall error) X
12 1 Required options missing X
13 0  Timestamp request (obsolete) X

14 Timestamp reply (obsolete) X

15 0  Information request (obsolete) X

16 0  |Information reply (obsolete) X

17 0  'Address mask request X

18 0  |Address mask reply X

ICMP Messages J ¢!s3 11-1 Jsaa

ds—as (e 343 Checksum —k palall 25 Sl Led o s 3116 Bytes
2 el J ¥ Jaadll ) as ) msall S5 ICMP Message-b o=l Header -
(SR s 5 (Abua 44 Hha s Checksum ) J s Sl slaall (0

ICMP Packet - JLwlodll 8,116 5 Packet ID -l 16 - 2uéa 32 Bytes
s all

ARP — Address - JsSsi5: Network Layer ) (8 La dalgdl < 5S 55 ) (a5
Juoy) a5 A AU MAC Address ) sl aaaiy 3) Resolution Protocol
MAC U Filtering ) dskee ¢) ya) IS 535 ) 12gd (s )Y Glalaaia¥) (a5 L)
st daall lee (e ASLLA) Gl dlaad jaS JSG doleall 038 23 Address
MAC ) (e 48080 21235l L = sensdl MAC Addresses J bt Cus J 53l
352 sall 4ilie MAC Address <éllai il 5 3¢aY) il Jsaall aidd Router - 8 List
Hardware - (= JS (e 40 palall Header 2 s sisa5 ¢ ... MAC Listd (e
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Hardware & Protocol Type ) 4=y Protocol Address -5 Address
ral aladl ) U JS eaia gy ¢ J5S 555l 13 aadinal

16 32 bits
Hardware Type Protocol Type
Hlen(8) |  Plen (8) Operation
Sender Hardware Address
Sender Protocol Address
Target Hardware Address
Target Protocol Address

G simaa Ao Jant Al Y S5 5 5 e i ARP 5 ICMP I o i yaall (a5
Connectionless & 22128 s TCP/IP Model =) (e Network Layer—)
H&Y}i}h’})ﬂ\Q_Atﬁie\iﬁ_.a\ei‘—&yg)ﬁ})ﬂ\au 233 Y ¢ <Protocols
.e Jaladll die Ports ) plaain¥ 4als Y 3 Transport Layer-!

Jie LY S 559 9 Raw Socket ) daa 488 Jadll 138 (e Ul ¢ 3ol 3 i
i Gl 8 ARP Protocol ) ge daladll (3 ) AdaYl « ICMPA

: Raw Socket Programming : Wt

323 Raw Socket Type I < ya3 ¥ 5l sy cui 5all & Raw Socket ) e Jalail
(..::J_"i} Network Layer A LA.:; Ceand H\ Q\J)SJSJ).J\ ) LS‘ ol LS S
AW 15-2 Jgaall 8 al g ga LS 5 AUl Y S 63 5all ae Julaill Raw Socket!

Protocol Name Description

GGP Gateway-to-Gateway Protocol

ICMP Internet Control Message Protocol
IGMP Internet Group Management Protocol
IP A raw [P packet

IPX Novell IPX Protocol

ND Net Disk Protocol

PUP Xerox PARC Universal Protocol (PUP)
ROW A raw IP packet

SPX Version 1 & 2 Novell SPX Protocol

Raw Socket JI lgae 33 (Al &Y S 53 1l o 5 — 15-2 Table
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;b L& Raw Socket ) < y»3 Y 5l caay ICMP ) J S 5 5 deaa sl JUieS

Cit:
Socket row_socket = new
Socket(AddressFamily.InterNetwork,SocketType.Raw,Protocol Type.lc

mp);

VB.NET:

Dim row_socket As Socket = New
Socket(AddressFamily.InterNetwork, SocketType.Raw,
ProtocolType.lcmp)

Lyl 4iala axe iy 138 5 Connectionless Js< sis » ICMP 2 JsS 535 5 a5

=g 4t s Y Socket —l a— Binding =) sl Connect—) iles &) )Y

Port ) a8 23355 (5305 Destination - I[P Address <! IPEndPoint Object-)
:L._?J;‘Lﬂsj . - ~.nhi_| ,_“

Ci:
IPEndPoint iep = new IPEndPoint(IPAddress.Parse("10.0.0.10"), 0);

VB.NET:
Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse("10.0.0.10"), 0)

ICMP A alad) (KGN 33a3 325 Sendto Method ) aladiuly 3 il Jlu )Y e o35
A aladiuly Juiiny) dolee o3 Byte Array < 43k sise Ju i Cua Header Format
ICMP Header L&y s« e Jul (Al 48 5kl (udiy s ReceiveFrom Method
s LSy Field IS Data Type-ls Js< 555l 1agd aladl JS8IL a8l camy Class

i 15-3 dsaall 4 sl

Data Variable Size Type

Type 1 byte Byte

Code 1 byte Byte

Checksum 2 bytes Unsigned 16-bit integer
Message multibyte Byte array

Table 15-3 , ICMP Message Format

LS &b &4 s ICMP Header UV gaball S 5L 288l sy ICMP Class ) ey s
o

C#:
class ICMP

{
public byte Type;
public byte Code;
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public Ulnt16 Checksum;

public int MessageSize;

public byte[] Message = new byte[1024];
b

VB.NET:
Class ICMP

Public Type As Byte

Public Code As Byte

Public Checksum As Ulnt16

Public MessageSize As Integer

Public Message As Byte() = New Byte(1024)
End Class

paai Ping ) o G5 aal) s Ping ) A o) oY dasws geali  2adity ()Y) o s
Al Juiil JWial Gl o s S Juiiad) e Type 0 s JwsY Type 84
ICMP Message - Jusiul o313 5 ¢ Source Address— () (& LaS Ledbu ) 3ale |
Jsas e 341l 3Sa5 Destination) () J swasll a8 451 ey 138 Type 0L
e aa (3iUai 138 Checksum ) @l clua 22y musaall JSEIL [CMP Header)
Destination - Message- aslui & 43 4 jee aliivi vic Header Datall ¢ sexe

I O 8 el s g LSy el U

Echo Request
Type=8 |Code =0 Checksum

Server
Client Identifier = 1 Sequence = 1 —
[:]I— Message S
.’-;;'
[ 4 |l
Echo Reply
Type =0 [Code =0 Checksum
Identifier = 1 Sequence = 1
Message

o) JS 3 LS gealiall alall S8 () sSns (adaily el
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F-E' Row ICMP Socket E] W

10.0.0.10 | Fing

rezponze fram; 10.0.0.10:0
Type: O

Code: O

|dentifier: 1

Seguence: 1

data: Ping Meszage OK

Byte o 4Llsis ICMP Header - iy 3 ¥ 5l ey ICMP Class =) s LY
job LS s 4l oy i ) Ping Datadl 3 aay Array

Cit:

using System;

using System.Net;

using System.Net.Sockets;
using System.Text;

class ICMP

{
public byte Type;
public byte Code;

public Ulnt16 Checksum;
public int MessageSize;
public byte[] Message = new byte[1024];
public ICMP()
{
}
public ICMP(byte[] data, int size)
{
Type = data[20];
Code = data[21];
Checksum = BitConverter.ToUInt16(data, 22);
MessageSize = size - 24;
Buffer.BlockCopy(data, 24, Message, 0, MessageSize);
}

public byte[] getBytes()
{
byte[] data = new byte[MessageSize + 9];
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Buffer.BlockCopy(BitConverter.GetBytes(Type), 0, data, 0, 1);
Buffer.BlockCopy(BitConverter.GetBytes(Code), 0, data, 1, 1);
Buffer.BlockCopy(BitConverter.GetBytes(Checksum), 0, data, 2, 2);
Buffer.BlockCopy(Message, 0, data, 4, MessageSize);

return data;

}

public Ulnt16 getChecksum()
{
Ulnt32 chcksm = 0;
byte[] data = getBytes();
int packetsize = MessageSize + 8;
int index = 0;
while ( index < packetsize)
{
chcksm += Convert. ToUInt32(BitConverter. ToUInt16(data,
index));
index += 2;
¥
chcksm = (chcksm >> 16) + (chcksm & 0xffff);
chcksm += (chcksm >> 16);
return (Ulnt16)(~chcksm);

}
}

VB.NET:

Imports Microsoft.VisualBasic
Imports System

Imports System.Net

Imports System.Net.Sockets
Imports System.Text

Friend Class ICMP
Public Type As Byte
Public Code As Byte
Public Checksum As Ulntl16
Public MessageSize As Integer
Public Message As Byte() = New Byte(1023)
Public Sub New()
End Sub

Public Sub New(ByVal data As Byte(), ByVal size As Integer)
Type = data(20)
Code = data(21)
Checksum = BitConverter.ToUInt16(data, 22)
MessageSize = size - 24
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Buffer.BlockCopy(data, 24, Message, 0, MessageSize)
End Sub

Public Function getBytes() As Byte()
Dim data As Byte() = New Byte(MessageSize + 9 - 1)
Buffer.BlockCopy(BitConverter.GetBytes(Type), 0, data, 0, 1)
Buffer.BlockCopy(BitConverter.GetBytes(Code), 0, data, 1, 1)
Buffer.BlockCopy(BitConverter.GetBytes(Checksum), 0, data, 2, 2)

Buffer.BlockCopy(Message, 0, data, 4, MessageSize)

Return data
End Function

Public Function getChecksum() As Ulnt16
Dim chcksm As Ulnt32 = System.Convert. ToUInt32(0)
Dim data As Byte() = getBytes()
Dim packetsize As Integer = MessageSize + 8
Dim index As Integer = 0
Do While index < packetsize
chcksm +=chcksm Convert. ToUInt32(BitConverter. ToUInt16(data,
index))
index +=2
Loop
chcksm = (chcksm >> 16) + (chcksm And &HFFFF)
chcksm += (chcksm >> 16)
Return System.Convert. ToUInt32((Not chcksm))
End Function
End Class

Byte Array ) ICMP Packet - 25~ getBytes Method -1 ¢ Lash Liad Eas
getChecksum Method - Wil 5 BitConverter.GetBytes Method-) alaaiul,
O il Aleal aadiini g 4nl) dias Soa JCMP Packet-! Checksum <) baal

. za>all JSAL Destination - Packet Header ) Jsa s

o yai oS Raw  Socket “io et 2 a3 dile Gl Class ) aladi ol Sy
(= instance Object 3lidl 3 sendto Method () s2iwY IPEndpoint Object
ICMP L&) ICMP Header -l 4dlaiy) an8 2lw) 5 3Ll [CMP Class—)
Destination -} () Lelbu ) L€y 4030 35 Byte Array ) Lelissis Message
W ki il saall Time Out ) s2e s LiSay a8ty 5 sendto method I plasiuly
JS sy Alaiul) sae A 8 SocketException 2 e J sl cps Al Source-)

- b LS ells

CH#:

byte[] data = new byte[1024];

int recv;

Socket host = new Socket(AddressFamily.InterNetwork,
SocketType.Raw,Protocol Type.Icmp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text),0);
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EndPoint ep = (EndPoint)iep;
ICMP packet = new ICMP();

packet. Type = 0x08;
packet.Code = 0x00;
packet.Checksum = 0;

Buffer.BlockCopy(BitConverter.GetBytes((short)1), 0, packet.Message,
0, 1);

data = Encoding. ASCIIL.GetBytes("Ping Message OK");

Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length);
packet.MessageSize = data.Length + 4;

int packetsize = packet.MessageSize + 4;

Ulnt16 chcksum = packet.getChecksum();
packet.Checksum = chcksum,;

host.SetSocketOption(SocketOptionLevel.Socket,SocketOptionName.R
eceiveTimeout, 1000);

host.SendTo(packet.getBytes(), packetsize, SocketFlags.None, iep);

VB.NET:

Dim data As Byte() = New Byte(1023)

Dim recv As Integer

Dim host As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Raw,Protocol Type.Icmp)

Dim iep As IPEndPoint = New
IPEndPoint(IPAddress.Parse(textBox1.Text),0)

Dim ep As EndPoint = CType(iep, EndPoint)

Dim packet As ICMP = New ICMP()

packet. Type = &HO08

packet.Code = &HO00

packet.Checksum = 0
Buffer.BlockCopy(BitConverter.GetBytes(CShort(1)), 0,
packet.Message, 0, 2)
Buffer.BlockCopy(BitConverter.GetBytes(CShort(1)), 0,
packet.Message, 2, 2)

data = Encoding. ASCIIL.GetBytes("Ping Message OK")

Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length)
packet.MessageSize = data.Length + 4

Dim packetsize As Integer = packet.MessageSize + 4

Dim chcksum As Ulnt16 = packet.getChecksum()
packet.Checksum = chcksum
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host.SetSocketOption(SocketOptionLevel.Socket,SocketOptionName.R
eceiveTimeout, 1000)
host.SendTo(packet.getBytes(), packetsize, SocketFlags.None, iep)

Socket ! Gluall Cay jaill (udd adtuin Destination ) (e Al e a1 s
Reference Value ! Ledll i g ReceiveFrom  Method—) aadi i &us
ICMP I ) adbind &5 sl o)l a5 ¢ Al 1) 4aBA e Uls i 630 [PEndpoint-d

rsk WS @l JS Qi 5 « [CMP Class ) (e (3 53 Instance Object

C#:

try

{

data = new byte[1024];

recv = host.ReceiveFrom(data, ref ep);

}

catch (SocketException)
{
listBox1.Items.Clear();
listBox1.Items.Add("No response from remote host");
return;
}

ICMP response = new ICMP(data, recv);
listBox1.Items.Clear();
listBox1.Items.Add("response from: "+ ep.ToString());
listBox1.Items.Add(" Type: "+ response.Type);
listBox1.Items.Add(" Code: "+ response.Code);
int Identifier = BitConverter. Tolnt16(response.Message, 0);
int Sequence = BitConverter.Tolnt16(response.Message, 2);

listBox1.Items.Add(" Identifier: "+ Identifier);
listBox1.Items.Add(" Sequence: "+ Sequence);
string stringData = Encoding. ASCII.GetString(response.Message,4,
response.MessageSize - 4);
listBox1.Iltems.Add(" data: "+stringData);
host.Close();
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VB.NET:

Try

data = New Byte(1023)

recv = host.ReceiveFrom(data, ep)

Catch el As SocketException

listBox1.Items.Clear()

listBox1.Items.Add("No response from remote host")
Return

End Try

Dim response As ICMP = New ICMP(data, recv)

listBox1.Items.Clear()

listBox 1.Items.Add("response from: " & ep.ToString())
listBox1.Items.Add(" Type: " & response.Type)
listBox1.Items.Add(" Code: " & response.Code)

Dim Identifier As Integer = BitConverter.Tolnt16(response.Message, 0)
Dim Sequence As Integer = BitConverter. Tolnt16(response.Message, 2)

listBox1.Items.Add(" Identifier: " & Identifier)
listBox1.Items.Add(" Sequence: " & Sequence)

Dim stringData As String =

Encoding. ASCII.GetString(response.Message,4, response.MessageSize
- 4)

listBox1.Items.Add(" data: " & stringData)

host.Close()

g yaall (a5 Tracing =) deead gl o L&Y Gl Class ) plascind Loa LSy
La ye e 3 Routers ) sl Hops = caiady a 8y 423) Routing  Tracing—b
ICMP Replay Message 4>a ¢« Packet <)« Router JS ga_» Cus Packet-)
= a3 ) Router U [P I () 48l cals i i) Message =) (e s sia
Js=as —ia Router IS (A Jsmasll (3 ainul ol Cad fll 5 44 (e Message—)

tsb WS el pall alad) JSEN () S g « Destination 4 ) Packet-)
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52/ Row ICMP Socket M==

|1 0.0.010 | Pl it

|www.fadidntnet.olg | Trace it

hop responze from mz11000.0.133.015

hop responze from mz281.10.124.254:047

hop responze from mz3213.139.32.149.047
hop responze fram mad 193251 247 .01 41
hop responze fram ms5h213 248 77 205:0125
hop responze fram ms6213. 248 665301 25
hop responze from msf213.248.64.41:0140
hop responze from me8213.248.66.183:0141
hop responze from me9213.248.64.158:0141
hop responze from mel0213.248.72 146:0125
hop responze from mz11216 6624 157:.0234
hop responge from mel 2216 218200 100:0203
hop responze fram msl 36471 157 620250
hop responze fram ms14216 218,230 218:0260
reached in hops, ms 64.38.11.132:015266

Router S P Jl s e aais i el ) (l Tracing ) <y jal (e gl 5 58 WS
phainl ddeall 034 ¢l ya) GSayy (rall Caplall N Jsaasll o () ABDA e e
Loop Jals lgaai &va SetSocketOption Method— (e IpTimeToLive-)
e TTL S e duas TTL ) S 43e8 diud g sl 5 Hlaiey Loop ) 2338 e JS (s
Hop - €3 ) Ping Message Jlws ) a5 434 (sa 55 3l a3 Router sl Hop
IS e 2 Jsiud 5 Ping ) Jlw ) dslee (g 38 paiioal) duia 31 6 il s Gl YA
pladiuly el uld Wiy 5 aUA (3 Packet 1 e Hop AT Al Jsa sl s ) Hop
Integer 4« Property -} o2& aa 535 Environment Class-) (= TickCount -
el oha 23 L€y Cua el < gl ) Jeally Juseiill olis 1 (e Millisecond b
O oY) Al ok o3 (gas 20 Jliid i (5 )0 3 5e 3T Ping ) dae Ayl e

L LS Iy S iy o At

C#:
byte[] data = new byte[1024];
int recv, timestart, timestop;

Socket trace socket = new
Socket(AddressFamily.InterNetwork,SocketType.Raw,
ProtocolType.lcmp);

[PHostEntry dest = Dns.Resolve(textBox2.Text);
IPEndPoint iep = new IPEndPoint(dest. AddressList[0], 0);
EndPoint ep = (EndPoint)iep;

ICMP packet = new ICMP();

packet. Type = 0x08;

packet.Code = 0x00;

packet.Checksum = 0;

Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 0, 2);
Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 2, 2);
data = Encoding. ASCII.GetBytes("Tracing is OK,FADI Abdel-qader");
Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length);
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packet.MessageSize = data.Length + 4;
int packetsize = packet.MessageSize + 4;
Ulnt16 chcksum = packet.getChecksum();
packet.Checksum = chcksum,;

trace_socket.SetSocketOption(SocketOptionLevel.Socket,SocketOption
Name.ReceiveTimeout, 1000);
int badcount = 0;

for (inti=1;1<50; i++)
{
trace_socket.SetSocketOption(SocketOptionLevel.IP,SocketOptionNam
e.IpTimeToLive, 1);
timestart = Environment. TickCount;
trace socket.SendTo(packet.getBytes(), packetsize, SocketFlags.None,
iep);

try

{
data = new byte[1024];

recv = trace_socket.ReceiveFrom(data, ref ep);
timestop = Environment. TickCount;
ICMP response = new ICMP(data, recv);

if (response. Type == 11)
listBox1.Items.Add("hop response from ms"+ i+ ep.ToString()+
(timestop-timestart));

if (response. Type == 0)
{
listBox1.Items.Add(" reached in hops, ms " + ep.ToString()+ i+
(timestop-timestart));
break;
}

badcount = 0;

}

catch (SocketException)
{
listBox1.Items.Add("hop No response from remote host "+ 1);
badcount++;
if (badcount == 5)
{
listBox1.Items.Add("Unable to contact remote host");
break;

}
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trace_socket.Close();

VB.NET:
Dim data As Byte() = New Byte(1023)
Dim recv, timestart, timestop As Integer

Dim trace socket As Socket = New
Socket(AddressFamily.InterNetwork, SocketType.Raw,
ProtocolType.lcmp)

Dim dest As IPHostEntry = Dns.Resolve(textBox2.Text)

Dim iep As IPEndPoint = New IPEndPoint(dest. AddressList(0), 0)
Dim ep As EndPoint = CType(iep, EndPoint)

Dim packet As ICMP = New ICMP

packet. Type = &HO08

packet.Code = &HO00

packet.Checksum = 0

Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 0, 2)
Buffer.BlockCopy(BitConverter.GetBytes(1), 0, packet.Message, 2, 2)
data = Encoding. ASCIIL.GetBytes("Tracing is OK,FADI Abdel-qader")
Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length)
packet.MessageSize = data.Length + 4

Dim packetsize As Integer = packet.MessageSize + 4

Dim chcksum As Ulnt16 = packet.getChecksum()

packet.Checksum = chcksum

trace socket.SetSocketOption(SocketOptionLevel.Socket,SocketOption
Name.ReceiveTimeout, 1000)

Dim badcount As Integer = 0

For i As Integer = 1 To 49

trace socket.SetSocketOption(SocketOptionLevel.IP,SocketOptionNam
e.IJpTimeToLive, 1)

timestart = Environment. TickCount

trace socket.SendTo(packet.getBytes(), packetsize, SocketFlags.None,

iep)

Try

data = New Byte(1023)

recv = trace_socket.ReceiveFrom(data, ep)

timestop = Environment. TickCount

Dim response As ICMP = New ICMP(data, recv)

If response. Type = 11 Then

listBox 1.Items.Add("hop response from ms" & i+ ep.ToString()+
(timestop-timestart))

End If

If response. Type = 0 Then
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listBox1.Items.Add(" reached in hops, ms " & ep.ToString()+ i+
(timestop-timestart))
Exit Try
End If
badcount =0
Catch el As SocketException
listBox1.Items.Add("hop No response from remote host " & 1)
badcount += 1
If badcount = 5 Then
listBox1.Items.Add("Unable to contact remote host")
Exit For
End If
End Try
Next i
trace_socket.Close()

Jrand el s £ L2y dalatiad 3y ot gal) 3 [CMP ) aladiad 4 Ly 13
Joaill 12a e N ¢ jall 8 (i o gw ¢« Routing Tracing) dwa! 475 Ping-
¥ MAC Address <) culal o cisall 8 ARP Protocol =) g Jualadill 44

Al e Destination

sl Slhae p 4 MAC Address Jl sl ARP Protocol 2 aladil
A = nbtstat <Y JSA < [P Host g¥ MAC  Address - s LiiSay
:Sall JLil JaaY Command Prompt)

D:~Documents and Settings“fadi>*nbtstat —-a 108.8.8.18

Local Area Connection:
Mode IpAddress: [18.8.8.181 Scope Id: [1

HetBIOS Remote Machine Mame Tahle
Status

FADI-CYBER UNIGQUE Regiztered
FHMO GROUP Registered
FADI-CYBER UNIQUE Registered
FaDbI-CYBER UNIQUE Registered
FMO GROUP Regiztered

MAC Address = @B-11-B7-DB-13-21

e\d';i_u\g (G-t Q}J_“ J—Ala U—a Command N (I K'Y C—e 3281 WY L340 g
(e—a 35— sall Process Class—!s ProcessStartInfo Class—
Arguments - s Command ) )_< <us ¢ System.Diagnostics Namespace-!
e Y1 385 a5 ProcessStartInfo Instance Object—) () s2ud5 2y 5 (31)

1sb WS &l by 5 Process. Start Method 4 ) 3:wd) instance object!

Cit:
public string GetMac(string IP)

{
string str1=String. Empty;

try
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{
string str2=String. Empty;
ProcessStartInfo infol = new ProcessStartInfo();
Process process1 = new Process();
infol.FileName = "nbtstat";
infol.RedirectStandardInput = false;
infol.RedirectStandardOutput = true;
infol.Arguments = "-A " + IP;
infol.UseShellExecute = false;
process1 = Process.Start(infol);
int numl = -1;
while (numl <= -1)
{
numl = str2. Trim(). ToLower().IndexOf("mac address", 0);
if (num1 > -1) { break; }
str2 = process 1.StandardOutput.ReadLine();
j
process1.WaitForExit();
strl = str2. Trim();
}
catch (Exception exception2)
{ throw exception2; }
return strl;

}
}

VB.NET:
Public Function GetMac(ByVal IP As String) As String
Dim strl As String = String. Empty
Try

Dim str2 As String = String. Empty
Dim infol As ProcessStartInfo = New ProcessStartInfo
Dim process1 As Process = New Process
infol.FileName = "nbtstat"
infol.RedirectStandardInput = False
infol.RedirectStandardOutput = True
infol.Arguments = "-A " & [P
infol.UseShellExecute = False
process1 = Process.Start(info1)
Dim numl As Integer = -1
Do While num1 <= -1

numl = str2.Trim(). ToLower().IndexOf("mac address", 0)

If numl1 > -1 Then

Exit Do

End If

str2 = process 1.StandardOutput.ReadLine()
Loop
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process1.WaitForExit()
strl = str2. Trim()
Catch exception2 As Exception
Throw exception2
End Try
Return strl
End Function

alas o a5 63 Sleadl alall) TP Address =) i 4l Method - il 5
&= MAC Address ) ooty L Sy 3L Method ) ) (4 MAC Address
... Trim Method 4! alasiuly W lea jan ) Sl slall 48

(= psding Packet Sniffing 2 Glisw p Jwe T Jaadl) 138 (0 JU ¢ 32l & o
L Sniffing geli y elis aDA

Introduction to Packet Sniffing Applications : GG

e ciailly Packet Sniffing  Applications — (— Al 3 5 Sall (1S
Y Ll 3 Network Interface-d) Jliis) a2y RawSocket-) sl Network Layer—)
= Packet 5| Ll Raw Socket -l JMA (e gudaiivsi 5 330 Port (3Uai (yaca (s
S anall 48 y2a e 1Y Packetd) Jiadl s Network Interface Card 3 IS (e
Header JS (A Header Length -} 48laa) oty adls S5 5 ¢ a3ilia) o5 Header JSI
Header JS & Header Length 4l g8 5e aa¥ « TCP/IP Jl Sk (40 48k S (e
: TCP/IPd &Y S 555 0 (e

- Frame 97 (214 bytes on wire, 214 bytes captured)
Arrival Time: May 16, 2006 15:09:55.733567000
[Time delta from previous packet: 0.000092000 seconds]
[Time since reference or first frame: 4,720625000 seconds]
Erame Numher: 9
Packet Length: 214 bytes

[Protocols in frame: eth:ip:itepinbss:ismbidcerpc]
+ Ethernet II, srec: Micro-St_d0:13:21 (00:11:09:d0:13:210, Dst: CameoCom_a7d:75:
= Internet Protocol, Src: 10.0.0.10 (10.0.0.100, Dst: 10.0.0.111 (10.0.0.111)
version: 4
[Header Tength: 20 bytes |
+ Differentiated services Field: 0x00 (DSCP Ox00: pefault; ECH: 0x000)
Total Length: 200
Identification: 0x3491 (13457)
# Flags: 0x04 (Don't Fragment)
Fragment offset: O
Time to 1iwe: 128
Protocol: TCP (0x0&)
+ Header checksum: 0Oxbl26 [correct]
Source: 10,0.0,10 (10.0.0.10)
pcestination: 10.0.0.111 (10.0.0.111)
= Transmission Control Protocol, Src Port: 1170 (11700, Dst Port: microsoft-ds
Source port: 1170 (11700
Destination port: microsoft-ds (445)

Sequence number: 4896 (relative sequence number)
[Mext sequence number: 5056 (relative seguence number)]
acknowledgement number: 6062 (relative ack numher)

[ Header Tenogth: 20 bytes
# Flags: 0xQ01B (PSH, ACK)
window size: 65403

LaY « Layer JS! Header Length ) 48 jae 22 s AY) 02 Layer JS Juad LiSay
aie JsY) ¢ 3all DA (e Packet -1 ASH aaald) A yra LiiSay asi) Gilad) JSa (e
Alaledll JSA O Packet ) ‘f Data-ll Cj}“ U)u DAS.A.:} ¢« Frame 2u GA_M.AM}

Al
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Data in Application Layer =
(IP Header Length + Options) and

Total Length - Z )
(Transport Protocol Header Length + Options)
Packet ) (n 335 JOA (e Sie Jra pall LI TP Address =) 44 jae D Li€ay
ij‘“ é\.} A ¢ Aia el 8l Ay 5 qu‘ oSl offset ) uas f‘j Byte Array @Lsﬂ.d\
1 al JSil JaaY 12 Bytes 222 Wil TP Packet ) & TP Source Address-!
Bifs

1

4 8 12 168 20 24 23 32 First12 By‘[es

Data begins here...

Protocol JSI Header Elements - (e s 53 Struct sl Class slis) lails caag s
L Liall daidl e el Lgia JS daw nandig ‘LSA\JQM@M&;jWJABﬂ\&
: IPHeaderJb (=la Struct L&y JEaS

Cit:
public struct IPHeader

{
[FieldOffset(0)] public byte ip verlen; //IP version and IP Header
length
[FieldOffset(1)] public byte ip tos; //Type of Service
[FieldOffset(2)] public ushort ip_totallength; //Total Packet Length
[FieldOffset(4)] public ushort ip id; /Unique ID
[FieldOffset(6)] public ushort ip_ offset; //Flags and Offset
[FieldOffset(8)] public byte ip ttl; /Time To Live
[FieldOffset(9)] public byte ip protocol; //Protocol (TCP, UDP,
ICMP, Etc.)

[FieldOffset(10)] public ushort ip checksum; //IP Header Checksum
[FieldOffset(12)] public uint ip_srcaddr; //Source IP Address
[FieldOffset(16)] public uint ip destaddr; /Destination IP Address

}
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VB.NET:
Public Structure [PHeader
<FieldOffset(0)> _
Public ip_verlen As Byte 'IP version and IP Header length
<FieldOffset(1)> _
Public ip_tos As Byte '"Type of Service
<FieldOffset(2)> _
Public ip_totallength As System.UInt16 '"Total Packet Length
<FieldOffset(4)> _
Public ip_id As System.UInt16 'Unique ID
<FieldOffset(6)> _
Public ip_offset As System.UInt16 'Flags and Offset
<FieldOffset(8)> _
Public ip_ttl As Byte 'Time To Live
<FieldOffset(9)> _
Public ip_protocol As Byte 'Protocol (TCP, UDP, ICMP, Etc.)
<FieldOffset(10)>
Public ip_checksum As System.UInt16 TP Header Checksum
<FieldOffset(12)> _
Public ip_srcaddr As System.UInt32 'Source IP Address
<FieldOffset(16)>
Public ip_destaddr As System.UInt32 'Destination I[P Address
End Structure

[P ) Lz 2asi s Raw Socket <y =i asy [P Layer J (Ao coinaill dlae Jondil
Interface Card -U TP Address -Vl &= Binding Il Jw o 58 &3 Protocol Type=S
Y Ll 3 (ama Port 2uas3 Raw Socket - zlisd ¥ oSl g ¢ ade cuiatll 4y 55 g3

sk WS &l iy 5 ¢ Transport Layer Protocols A1 (s sh ae Jalai

C#:

socket = new Socket(AddressFamily.InterNetwork, SocketType.Raw,
ProtocolType.IP);

socket.Bind(new IPEndPoint(IPAddress.Parse(*“10.0.0.10), 0));
socket.BeginReceive(m_Buffer, 0, m Buffer.Length,
SocketFlags.None, new AsyncCallback(this.OnReceive), null);
VB.NET:

socket = New Socket(AddressFamily.InterNetwork, SocketType.Raw,
ProtocolType.IP)

socket.Bind(New IPEndPoint(IPAddress.Parse(“10.0.0.10”), 0))
socket.BeginReceive(m_Buffer, 0, m_Buffer.Length,
SocketFlags.None, New AsyncCallback(AddressOf Me.OnReceive),
Nothing)

<llb o4y 5 48l BeginReceive Method ! AsyncCallback Method - 48la) 5
PATRP

C#:

private void OnReceive(IAsyncResult ar)
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{

int received = socket.EndReceive(ar);
if (socket != null)
{
byte[] packet = new byte[received];
Array.Copy(Buffer, 0, packet, 0, received);
// Here The all Captured Packet in The Buffer
}
socket.BeginReceive(Buffer, 0, Buffer.Length, SocketFlags.None, new
AsyncCallback(this.OnReceive), null);

}

VB.NET:
Private Sub OnReceive(ByVal ar As IasyncResult)
Dim received As Integer = socket.EndReceive(ar)
If Not socket Is Nothing Then
Dim packet As Byte() = New Byte(received)
Array.Copy(Buffer, 0, packet, 0, received)
¢ Here The all Captured Packet in The Buffer
End If
socket.BeginReceive(Buffer, 0, Buffer.Length, SocketFlags.None,
New AsyncCallback(AddressOf Me.OnReceive), Nothing)
End Sub
43y a3y adaliill 2ty Network Layer - JMA (e e Packet s ol Ala jall o328 A5
Liilal Packetl! Header <) pas vy Ba alilas oSy dua (il Buffer 4 4
... Header J) & Element JS! aaall 46 j2a ) 4Ll

daa pal Lgwladinl 3088 5 cuis G gall & Raw Socket ) ae Jalail) 48K Uy 138
... Raw IP s ICMPJ &Y S 555

Application Layer - <¥ 58 59 4 o8 Ml ¢ Jad) (b Eyaal) ab
i Ggal) ddy 4 Remotingls
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Part 4

Application Layer Programming

Chapter12 DNS Programming
Chapter13 HTTP Programming
Chapter14 Web Services & XML Programming

Chapterl5 Remoting & Distributed Systems
Programming & Design

Chapter16 SMTP & POP3 Programming

Chapter17 FTP Programming
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Chapter 12
DNS Programming

- Synchronous DNS Members
- Asynchronous DNS Members
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:DNS Programming :12

cale JS il g e iyl o andid A Cileaall aal e 3al s DN'S 4ed ygiad
&1l s Domain IP oY) Domain Name-! s 5 dalaxy oLl DNS 4duda g paidsi
el Cuaaty o o8 il ) DNS @l e (e 1aa 8y Ao saae JOA (o clld Sy 5«
Client AV Al ddaall Sl b dgleal) 038 Taii ¢ (Aipna 35 S Lgy dalall i)
dua- 4 aldll Domain Name Jiab b g Client BAb o=l Domaind ks
L& - DNS Server — 4salall Gl ac18 & 4di (i 2% Client B ol Baa o
local A (axis Domains! Gasbie e s 583 Qlily sae @ e Client JS 55
138 Domain Name J>& (3« Domain o) sie e ldaly &l o s Sus DNS
DNS Server-l a s sala) 2235 DNS Server— (- (e sl Of sie callay a 58 sany
¢ 4 galall Local DNS (B Ol s2all n 3a% o530 a g5 Clientd) ) ol sl Sl )l
- Al J<a )l

) clianth. smal Yorg.org -
Client A DNS Server Client B

19%.168.1.6

chientA. smaliorg.org
cHient®, smallorg.org

N i }
~_ — =

s System.Net Namespace al23iuls DNS a Jalaill LiiSay i igall 8
DNS )52 andiy ¢ DNS — 4alall Methods—! 5 Classes—!) aan (Ao (5 5ia3
Asynchronous (=« ¢ s Synchronous Methods (! yie (end Al Class

ik WS 2 5 Methods

: &3 Synchronous Methods 4ial jiall Jigall Y
&3 String 4ed Alall o2 aa i Host ) asl) alad axdius 3l g GetHostName
Do WS Lgaladtiul Sy g Ol yia g )b (gl Al 028 3 Y s Computer Name-)) e

Cit:
string hostname = Dns.GetHostName();

VB.NET:
Private hostname As String = Dns.GetHostName

(b WS i JS aadiii y GetHostByAddress Al 5 GetHostByName 41l
Cit:
IPHostEntry host ip = Dns.GetHostByName(Computer Name); / <l
an¥) alaiuly o) siall
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IPHostEntry host name = Dns.GetHostByAddress(IP_Address); / sl

VB.NET:

Private host _ip As IPHostEntry =
Dns.GetHostByName(Computer Name)
Private host name As [IPHostEntry =
Dns.GetHostByAddress(IP_Address)

Led il 5 13) Host Name g 5 < Overloaded Method (4 s Resolve 4\l

IPHostEntryd) ;& Host Name ! <lu i 131 Host Address e s IP Address
: Lgaladind 44y yla (pay JU) 138 5 ¢ A5l J)sall aladind e Lgaladind Calisy Y

Cit:
using System;
using System.Net;

class FMO_DNS

{
public static void Main()

{
[PHostEntry IPHost = Dns.Resolve("www.yahoo.com");
Console.WriteLine(IPHost.HostName);

IPAddress[] addr = IPHost. AddressList;
for(int i= 0; 1 < addr.Length ; i++)
{Console.WriteLine(addr[i]);}

}

VB.NET:
Imports System
Imports System.Net

Class FMO_DNS
Public Shared Sub Main()
Dim [PHost As IPHostEntry = Dns.Resolve("www.yahoo.com")
Console.WriteLine(IPHost.HostName)
Dim addr As IPAddress() = [PHost.AddressList
Dim i As Integer = 0
While 1 < addr.Length
Console.WriteLine(addr(1))
System.Math.Min(System. Threading.Interlocked.Increment(i), 1
-1
End While
End Sub
End Class
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: Asynchronous Methods &) jial) il J)gall Lt
: lede A5 w5 End sl Begin 4l sale fasig
BeginGetHostByName s BeginResolve s EndGetHostByName
EndResolve
JLSY Ladudis Ja yidy Y 43 () 55 Calias LS el ial) Jlsal g Jlal 58 LS Lelae dayla
Al (8 Y) el pall (8 Al 3 ghadl) ) JEEY) and ¥ Gl Siall (s (A il Jae
Alaaiuly ay Gl el ) 8 ale IS8 A01Y) Gaids L) o2 Cand 38 5 Ll lg)
Db LS aadind g Aha) Yia el 48 Hlall

Begin

public static [AsyncResult BeginResolve(string hostname,
AsyncCallback requestCallback, object stateObject)

A G SUI e s )l 5 JsY) sies Wl 4 Host Name - g oy G
End axaiw g ¢ delegate Method () @aae o iy Sl a5 delegate-))
: b WS Back Result 4 8 duaall oleaY

‘ public static IPHostEntry EndResolve(lasyncResult ar)

Gla e Jary Eun 3GAN e 33 5a sall TP aaen s o 58 Jagy 9 Jalidi JBe Lia
24w StandardOutput 4-alall J3A 4w ProcessStartInfo (= host names-
AN A - whost  name —l4lissisigd s cNet  View s—Y!
Jasad s o5 Collicaion 2 W 335 &5 GetMachineNamesFromProcessOutput
StreamReader) aladiul a1 eala | Dns.Resolve 4lall DA (e (e ) elan)

: JUdl sa 1 5 ProcessStartInfolb o=l collectiond! 3¢) 3l

Cit:

using System,;

using System.IO;

using System.Diagnostics;

using System.Net;

using System.Collections.Specialized;

namespace NetworkIPs

{

public class Names

{

public StringCollection GetNames()
{

ProcessStartinfo _startinfo = new ProcessStartInfo("net","view");

_startInfo.CreateNoWindow = true;
_startInfo.UseShellExecute = false;
_startInfo.RedirectStandardOutput = true;
Process process = Process.Start(_startInfo);
StreamReader reader = process.StandardOutput;
StringCollection _machineNames =

GetMachineNamesFromProcessOutput(_reader.ReadToEnd());
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StringCollection _machinelPs = new StringCollection();
foreach(string machine in _machineNames)

{
_machinelPs.Add(IPAddresses(machine));

}

return _machinelPs;

}
private static string IPAddresses(string server)
{
try
{
System.Text. ASCIIEncoding ASCII = new
System.Text. ASCIIEncoding();
/I Get server related information.
[PHostEntry heserver = Dns.Resolve(server);
//assumin the machine has only one IP address
return heserver.AddressList[0].ToString();

}

catch

{
return "Address Retrieval error for " + server;
}
}

//string manipulations
private StringCollection GetMachineNamesFromProcessOutput(string

processOutput)

{

string _allMachines = processOutput.Substring(
processOutput.IndexOf("\"));

StringCollection _machines= new StringCollection();
while(_allMachines.IndexOf("\\") !=-1)

{
_machines.Add(_allMachines.Substring(_allMachines.IndexOf("\\"),

_allMachines.IndexOf(" ", allMachines.IndexOf("\\")) -
_allMachines.IndexOf("\\")).Replace("\\",String. Empty));
_allMachines = _allMachines.Substring(_allMachines.IndexOf("
", allMachines.IndexOf("\\") + 1));

}

return _machines;

}

public class Runner

{

static void Main()

{

Names names = new Names();
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StringCollection names = names.GetNames();
foreach(string name in names)
Console.WriteLine(name);
Console.ReadLine();

}

VB.NET:

Imports System

Imports System.1O0

Imports System.Diagnostics

Imports System.Net

Imports System.Collections.Specialized

Public Class Names
Public Function GetNames() As StringCollection

Dim _startInfo As ProcessStartInfo = New ProcessStartInfo("net",
"VieW")
_startInfo.CreateNoWindow = True
_startInfo.UseShellExecute = False
_startInfo.RedirectStandardOutput = True
Dim process As Process = Process.Start(_startlnfo)
Dim reader As StreamReader = process.StandardOutput
Dim machineNames As StringCollection =
GetMachineNamesFromProcessOutput(_reader.ReadToEnd())
Dim machinelPs As StringCollection = New StringCollection
For Each machine As String In _machineNames
_machinelPs.Add(IPAddresses(machine))
Next machine
Return _machinelPs
End Function
Private Shared Function IPAddresses(ByVal server As String) As
String
Try
Dim ASCII As System.Text. ASCIIEncoding = New
System.Text. ASCIIEncoding
' Get server related information.
Dim heserver As IPHostEntry = Dns.Resolve(server)
'assumin the machine has only one IP address
Return heserver.AddressList(0). ToString()
Catch
Return "Address Retrieval error for " & server
End Try
End Function
'string manipulations
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Private Function GetMachineNamesFromProcessOutput(ByVal
processOutput As String) As StringCollection
Dim _allMachines As String =
processOutput.Substring(processOutput. IndexOf("\"))
Dim _machines As StringCollection = New StringCollection
Do While _allMachines.IndexOf("\") <> -1

_machines.Add(_allMachines.Substring(_allMachines.IndexOf("\"),
_allMachines.IndexOf(" ", _allMachines.IndexOf("\")) -
_allMachines.IndexOf("\")).Replace("\", String. Empty))
_allMachines = _allMachines.Substring(_allMachines.IndexOf("

", allMachines.IndexOf("\") + 1))

Loop

Return _machines

End Function

End Class

Public Class Runner
Shared Sub Main()
Dim names As Names = New Names
Dim names As StringCollection = names.GetNames|()
For Each name As String In names
Console. WriteLine(name)
Next name
Console.ReadLine()
End Sub
End Class

Al ¢ G Ggal) Ay B daa Jalatll (3 10 g DNSH 4aaf Juailll oda 8 Uy 1354
S gl Ay B ey 30k HTTP 0 (AN Jualdl) & Cuaal)
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Chapter 13

HTTP Programming
- The Concept of HTTP Protocol
- Using HTTP in Dot Net
- Advanced HTTP Programming
- Using HttpWebRequest

- Using HttpWebResponse
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HTTP — Hyper Text Transfer Protocol Programming :13

paiall s Jiia il axaial) J S 535l 451 (e ale (S5 HTTPA Ak 5 (adlss
My Requestdl (e 214 web serverd) ol &5 Server <8l ) User Request
oaill (e (Multimedia) JSa1 gaaa Ji aodains 25U s Server Response — s
Client Applicationd) ) Web Serversl (s« .. o e 5 938 s Cigim 5 ) 9uag

.Byte object=

il G aaladiul  iay 138 5 Application Layers) (e HTTPA J oS 55y Jama
: Sl <& ) ki DNS,SMTP,POP3,FTP (& Jall sa LS aodiviall dgal 5 (e

Web Client Web Server
I_Aﬂl;zr Yirtual Connection I_Aﬂl;:zr
M === sss ssss= s
HTTF HTTF

! I
Tome gy el TP

Downloading From Web Server : ¥l

WebClient Class-) phainly oy cigall 8 Web Server-) g dualadll gt
b Jraa il LlSaY) aes Wil o285 ) System.Net Namespace (- 25> sall
WebClient Class! ae 35 User Request & Server Responseaile 2l 5 &5 3l
25 Web Serverd) (s <llal Jaeail Methods 4535

Byte 4 Lleuiais Web Serverd - CUlall als Lgiiks 5 s DownloadData -1
1B b WS aadind s HTML Code JS5 e (= =55 Array

C#:

using System;

using System.Net;

using System.Text;

class DownloadData_Method
{

public static void Main ()

{
WebClient we = new WebClient();

byte[] response =
wc.DownloadData("http://www.google.com");
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Console.WriteLine(Encoding. ASCII.GetString(response));

}
}

VB.NET:

Imports System
Imports System.Net
Imports System.Text

Class DownloadData Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As Byte() =
wc.DownloadData("http://www.google.com")
Console.WriteLine(Encoding. ASCII.GetString(response))
End Sub
End Class

0Bl e 3355 Web Serverd (o« Lo cale J85 L3l 55 DownloadFile-2

Q\S.A]\} alall cj}a el \)...wﬂ_)l:: Lnb) fas e\é&lu‘i\ d.@...u}é} Local Computer
du&:usemjé\:ﬁt_ﬂd\w)ﬁqjgﬂ\

Cit:
using System;
using System.Net;

class DownloadFile Method
{

public static void Main ()

{
WebClient we = new WebClient();

string filename = "C:\\ra.zip";
Console.WriteLine("Download in Progress Please Waite...");

wc.DownloadFile("http://www.personalmicrocosms.com/zip/ra.zip",
filename);

Console.WriteLine("file downloaded");

}
}

VB.NET:
Imports System
Imports System.Net

~203~



Imports System.Text
Class DownloadData Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As Byte() =
wc.DownloadData("http://www.google.com")
Console.WriteLine(Encoding. ASCII.GetString(response))
End Sub
End Class

<l Serverdl s 052 M (2 Read Only Stream ¢L&i) Leianla s s OpenRead -3
0 5 g a8 sl URLAN a3 220 Stream Object (o8 4% )23 5 3ae URL (3 @bl
Stream I (8 45 )34l bl (= ye aplaivi ReadLine Al aladiuly g 4 o

. HTML Code Js& e Object

. Stream Object- 4:¢3 48 j2al Peek Allall axain ; daadla

C#:

using System;
using System.IO;
using System.Net;

class OpenRead Method
{

public static void Main ()

{

WebClient we = new WebClient();
string response;

Stream strm = wc.OpenRead("http://www.google.com");
StreamReader sr = new StreamReader(strm);

while(sr.Peek() > -1)

{

response = sr.ReadLine();
Console.WriteLine(response);
h

sr.Close();

i

b

VB.NET:

Imports System
Imports System.1O0
Imports System.Net
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Class OpenRead Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As String
Dim strm As Stream = wc.OpenRead("http://www.google.com")
Dim sr As StreamReader = New StreamReader(strm)
While sr.Peek > -1
response = sr.ReadLine
Console. WriteLine(response)
End While
sr.Close()
End Sub
End Class

lalaadins Sl Properties—) (< 4c gans e WebClient Class—) s sisa g
lalandiig (M5 ResponseHeaders property Js Web Host-) ¢y <ila slas
~l 5 cash control ¢ s s Headers—! 2xe Ji web host) (e dala ila slas
b LS padiun g daledl Cila slaall (e W e 5 203%sall Encodingd! ¢ 0 5 Server-)

JES

Cit:
using System;
using System.Net;

class ResponseHeaders property

{

public static void Main ()

{

WebClient we = new WebClient();

byte[] response =
wc.DownloadData("http://www.google.com");
WebHeaderCollection whe = we.ResponseHeaders;
Console.WriteLine("header count = {0}", whc.Count);
for (int i = 0; 1 < whe.Count; i++)

{

Console.WriteLine(whc.GetKey(i) + " =" + whe.Get(1));
i

h

;
VB.NET:

Imports System
Imports System.Net

Class ResponseHeaders_property
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Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As Byte() =
wc.DownloadData("http://www.google.com")
Dim whc As WebHeaderCollection = wc.ResponseHeaders
Console.WriteLine("header count = {0}", whc.Count)
Dim i As Integer =0
While 1 < whe.Count
Console. WriteLine(whc.GetKey(i) + " =" + whc.Get(1))
System.Math.Min(System. Threading.Interlocked.Increment(i), 1
-1
End While
End Sub
End Class

//Output:
//header count = 6

//Cache-Control = private

//Content-Type = text/html

//Set-Cookie = PREF=ID=6ae22{44980c5d78...
//TIRA; expires=Sun, 17-Jan-2038 19:14:
//Server = GWS/2.1

//Transfer-Encoding = chunked

//Date = Wed, 23 Nov 2005 10:10:58 GMT

Uploading to Web Server : kit

: o2 Web Serverd ) <llull Jaesil Methods 42,1 WebClient) ac

el axy @l g Web Server- () Stream Datalws )Y 2335 5 OpenWrite -1
e o) ey Lok Web Page-l) (e 43S 2y 5 (o2l paill g LU URLA ) i
(S b LS padiy ¢ N Gl Slal)

C#:

using System;

using System.IO;

using System.Net;
method_class OpenWrite

{

public static void Main ()

{
WebClient we = new WebClient();
string data = "<h1>Welcome to My Page</h1>";
Stream strm = wc.OpenWrite("C:\\mypage.html");
StreamWriter sw = new StreamWriter(strm);
sw.WriteLine(data);
sw.Close();
strm.Close();

}
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}

VB.NET:

Imports System
Imports System.1O0
Imports System.Net

Class OpenWrite_method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim data As String = "<h1>Welcome to My Page</h1>"
Dim strm As Stream = wc.OpenWrite(" C:\mypage.html")
Dim sw As StreamWriter = New StreamWriter(strm)
sw.WriteLine(data)
sw.Close()
strm.Close()

End Sub

End Class

Web Serverd! ! Byte g sill (1o 43 shaas Gl sise Jiil p2siy s UploadData — 2
o e 5 sl ) suall (anll Jie CUL e g 53 5] ad) DA (e qodalin i) ixy 138
:JEaS b WS axdiin g Byte Array ) Ll sa3 3 web serverd! )

C#:

using System;
using System.Net;
using System.Text;

Method class UploadData
{

public static void Main ()

{

WebClient we = new WebClient();

string data = "This is The Text Before Converted it to Byte";
byte[] dataarray = Encoding. ASCII.GetBytes(data);
wc.UploadData("C:\\mydata.txt", dataarray);

}
h

VB.NET:

Imports System
Imports System.Net
Imports System.Text

Class UploadData_Method
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Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim data As String = "This is The Text Before Converted it to Byte"
Dim dataarray As Byte() = Encoding. ASCII.GetBytes(data)
wc.UploadData("C:\mydata.txt", dataarray)

End Sub
End Class

Web - A Local Computer-) (o <ale 28 )1 ddlall o2a 20355 3 UploadFile -3
B |KIXS & (XS P M g las ?\ ALY Z\_L_u_\ =y Host

C#:

using System,;

using System.Net;

class UploadFile Method
{

public static void Main ()

{
WebClient we = new WebClient();
wc.UploadFile("http://www.yoursite.com", "C:\\myfile.html");

}
h

VB.NET:
Imports System
Imports System.Net
Class UploadFile Method
Public Shared Sub Main()
Dim wc As WebClient = New WebClient
wc.UploadFile("http://www.yoursite.com", "C:\myfile.html")
End Sub
End Class

L Zaldll valuesl s <l = Collection @) 22355 s Upload Values -4
o 2ily Byte  Array Y Collection—! Josai 2y el b5 Server sl ()
Namespace 2 2= Il NameValueCollection (=2l a333 w5 Collection
Al _aY add A aas wia 4y e85 2 =9 System.Collections.Specialized

1JaaS b LS aadid s | s Collection)

C#:

using System;

using System.Collections.Specialized;
using System.Net;

using System.Text;

class UploadValues Method
{
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public static void Main ()

{

WebClient we = new WebClient();

NameValueCollection nvc = new NameValueCollection();
nvc.Add("firstname", "Fadi");

nvc.Add("lastname", "Abdel-qader");

byte[] response =
wc.UploadValues("http://localhost/mypage.aspx", nvc);

Console.WriteLine(Encoding. ASCII.GetString(response));

}
}

VB.NET:

Imports System

Imports System.Collections.Specialized
Imports System.Net

Imports System.Text

Class UploadValues Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim nve As NameValueCollection = New NameValueCollection
nvc. Add("firstname", "Fadi")
nvc.Add("lastname", "Abdel-qader")
Dim response As Byte() =
wc.UploadValues("http://localhost/mypage.aspx", nvc)
Console.WriteLine(Encoding. ASCII.GetString(response))
End Sub
End Class

:HTTP Programming-) (8 L JiSY) auda) gall; Wl

M5 Web Client Applications <iliski daa 3 4 ¢) 32 ¥) pal e e 3all 138 yiiay
s HttpWebRequest ~ Class—) (— S alaai ) (e 4 b G afi Capw
:HttpWebResponse Class-

: HttpWebRequest Class aladial -1

o eobad JSiy a3 ) 5 Properties—)) (s de sane (e Class—) 138 (s siny
: Jie ¢Li3Y Web Client Applications- <l

&8s Proxy Serverd! lsie led e Jlls 0 Web Proxyd) dsala alasial -]
sl Proxy Server <ala («HTTP Web Requests g dalall aulaivss ia Port)
:JES L WS Proxy Server Prosperity-! i 23 sk 5 Firewall

Cit:
using System;
using System.Net;
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class ProxyServer Property

{

public static void Main ()

{
HttpWebRequest hwr =
(HttpWebRequest)WebRequest.Create(
"http://www.google.com");
WebProxy proxysrv = new
WebProxy("http://proxy1.server.net:8080");
hwr.Proxy = proxysrv;

}
}

VB.NET:
Imports System
Imports System.Net

Class ProxyServer Property

Public Shared Sub Main()

Dim hwr As HttpWebRequest =
CType(WebRequest.Create("http://www.google.com"),
HttpWebRequest)

Dim proxysrv As WebProxy = New
WebProxy("http://proxyl.server.net:8080")

hwr.Proxy = proxysrv

End Sub
End Class

= WebProxy Object < =i »5 HttpWebRequest Object-) alall 3 s yai
aabivd dld a5 Port 41 &3 55 Proxy Serverd! o) sie 4l xii s webProxy Class
aan (- 3ale 825 ga () 5-S5 il Proxy dsalall aladiuly Object sl (o=l oaliou)

. HttpWebRequest Objects
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Streams alaainls Server <« sl (Al SUly Jw )Y HitpWebrequest) alasiul -2
-JES L;:‘ LS ARl

C#:

HttpWebrequest hwr =

(HttpWebRequest)WebRequest.Create("http://localhost");

Stream strm = hwr.GetRequestStream();

StreamWriter sw = new StreamWriter(strm);

sw.WriteLine(data);

VB.NET:

Dim hwr As HttpWebrequest =
CType(WebRequest.Create("http://localhost"), HttpWebRequest)
Dim strm As Stream = hwr.GetRequestStream

Dim sw As StreamWriter = New StreamWriter(strm)
sw.WriteLine(data)

4] 2 g Stream Object <2l » 58 HitpWebRequest Object-) <oy jas 2ay
. GetRequestStream 4l A (1« Request Stream-

:HttpWebResponse Class aladial - 2

) Server il o Sl gls Y HttpWebResponse Object—) aaius
»2¢l BeginGetResponse 11l 5 GetResponse 1Al saaiui Suas Client—
i3 BeginGetResponse ol s s+ Method-)) e2a disk g & (58 an 5 ¥ 5 dlaall

. asynchronous Method

. 2 Propertiesd (» 2 e HttpWebResponse Object I s si~

Character Set) g 53 wail aadiui s : CharacterSet -1

encodings) 4l a33iui s ContentEncoding -2

Ll aaa 48 jaal a2 5 0 ContentLength -3

Responsel ¢ s 13l : ContentType -4

¢ ) Cookie —ale el ¥ 5 aas Lgwlasiul s Cookies) g Jwlxil : Cookies -5
tJaS Gl LS gy ja g
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C#:
HttpWebRequest hwr =
(HttpWebRequest)WebRequest.Create(http:// www.amazon.com);
hwr.CookieContainer = new CookieContainer();

: b WS 4] o2 & HTTP Requestd) J& &l
HttpWebResponse hwrsp = (HttpWebResponse)hwr.GetResponse();
hwrsp.Cookies = hwr.CookieContainer.GetCookies(hwr.RequestUri);

VB.NET:

Dim hwr As HttpWebRequest =
CType(WebRequest.Create("http://www.amazon.com"),
HttpWebRequest)

hwr.CookieContainer = New CookieContainer

Dim hwrsp As HttpWebResponse = CType(hwr.GetResponse,
HttpWebResponse)

hwrsp.Cookies = hwr.CookieContainer.GetCookies(hwr.RequestUri)

HTTP Headers-) 4¢ =<l : Headers -6

o Al & )l 5 5 48 a5 ¢ LastModified -7

HTTP Responsed (8 aaains Al 5 allall 48 24l : Method -8
HTTP Versiond 4 =4l : ProtocolVersion — 9

Server— o=l URL- : ResponseUri— 10

Serverdl aul 48 24l : Server — 11

a2l Coding g 55 48 y2al : StatusCode — 12

HTTP A~ e s sy Text glaoY @ StatusDescription — 13

) e Jualail) (kg it igal) Ady B HTTP ) Aa s 4088 Juadl) 11 B Uy

Eiaati G g « i gl 4y 2 HttpWebResponse-!s HttpWebRequest
L Ggal) ddy (8 dea Jaladl) 3,k 9 XMLy Web Services (& (A Juadl) 2
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Chapter 14
Web Services & XML Programming

-Introduction to Web services & XML
-Create A Simple Web Service Application
-Using ADO.NET With Web Services

e Create a Simple GIS System to Send

Information About Countries Via SOAP &
XML to Clients.
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Web Services Programming :14

web server-) G Jeldill 4.8S 4.8 Lin g HTTP- Ase_n g Gaball Jaadl) 8 Uass
il Jadl e Uiaas W JaSe Juail 138 s s client ) s

web b 3352 sall Methods (= 3aléin¥) A0Sl web services) 4 5 padlss
Simple - Jbaial 54 5 SOAP I JsS 5 aladiudy s ¢ 533l el Jala server
' web Services server-l o= Result- J&i a3y Object Access Protocol
e Ji s XML - extensible Markup Language-) ) Leb sa3 222 Client!
(= Datadl Jsaas dagmds s aaladinl Ge gy 05030 Olea N HTTPA JsS 58 5
Gl agen of 3) ddlisd) il s firewalls - J3a e Clientd Y web server)
XML 4 alias V5 80 Portd) (Ao dway (3l HTTP JsS 55 0 pe X3 Gl
Elements - (= de sann A s HTMLA o4 2ol &l (udi 23505 )) HTMLA e
s lede JUaS 5 5S4 e jaadi (ST <> </>J) Jie Atttributes) s

<MyStuff>

<myName>FADI Abdel-qader</myName>
<myTelephone>+962796...</myTelephone>
<myEmail>fadi822000@yahoo.com</myEmail>
<myAge>25</myAge>
<myGender>M</myGender>

</myStuff>

Text,Binary Data, Serialization & su XML aladiuly oy 51 ¢ Lfi Ji (Sas
e J8 e el i )28 58 L e (e XML ) Sae ey A1 623 ) ) Object
bl aeay clibull ¢ 53

System.xml Namespaces -} alaaiuly ip Ggall (8 XML ) ae Jualall LiiSay
- XmlDocument<! (.\Aﬁu\..: d.a\.u]\ XML ) el Ec\)§ 4,3545 C_.A}.g A \'JA}

C#:

using System.Xml;

XmlDocument xDoc = new XmlDocument();
xDoc.Load(@"C:\myinfo.xml");

XmlNodeList name = xDoc.GetElementsByTagName("myName");
XmlNodeList telephone =
xDoc.GetElementsByTagName("myTelephone");

XmlNodeList email = xDoc.GetElementsByTagName("myEmail");
XmlNodeList age = xDoc.GetElementsByTagName("myAge");
XmlNodeList Gender = xDoc.GetElementsByTagName("myGender");
MessageBox.Show(

"Name: " + name[0].InnerText +"\n"+

"Telephone: " + telephone[0].InnerText +"\n"+

"Email: "+ email[0].InnerText +"\n"+

"Age: "+ age[0].InnerText +"\n"+

"Gender: "+ Gender[0].InnerText +"\n"
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VB.NET:

Dim xDoc As XmIDocument = New XmlDocument
xDoc.Load("C:\myinfo.xml")

Dim name As XmINodeList =
xDoc.GetElementsByTagName("myName")

Dim telephone As XmINodeList =
xDoc.GetElementsByTagName("myTelephone")

Dim email As XmINodeList =
xDoc.GetElementsByTagName("myEmail")

Dim age As XmINodeList = xDoc.GetElementsByTagName("myAge")
Dim Gender As XmlINodeList =
xDoc.GetElementsByTagName("myGender")

Msgbox("Name: " + name(0).InnerText + "" &

Microsoft. VisualBasic.Chr(10) & "" + "Telephone: " +
telephone(0).InnerText + "" & Microsoft.VisualBasic.Chr(10) & "" +
"Email: " + email(0).InnerText + "" & Microsoft. VisualBasic.Chr(10) &
"""+ "Age: " + age(0).InnerText + "" & Microsoft. VisualBasic.Chr(10)
& "" + "Gender: " + Gender(0).InnerText + "" &

Microsoft. VisualBasic.Chr(10) & "")

L& s XML Data s Ao <lly ¢33 XmiTextWriter Class 4 aladiul (Sas g

s Aul JEad 8
ng
| e gold el
| ol Gl el
Save to AddrezsBook I ':'L""-
<l g lizl | Lo =
Fead from AddressBoak <hAddressBook>
<MName yalilln e ald < Mame =
<Address = syl ules </ Address =
<lhddressBook=
C#:
private void btnSave Click(object sender, System.EventArgs e)
try

{
XmlTextWriter XMLWriter = new XmlTextWriter

("AddressBook.XML", null);
XMLWriter.Formatting = Formatting.Indented;
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XMLWriter. WriteComment(" ke g sball™);
XML Writer. WriteStartElement(" AddressBook");

XML Writer. WriteStartElement("Name");
XMLWriter.WriteString(tx_Name.Text);
XML Writer. WriteEndElement();

XML Writer. WriteStartElement(" Address");
XMLWriter. WriteString(tx_Address.Text);
XML Writer. WriteEndElement();

XML Writer. WriteEndElement();
XML Writer.Flush();
XMLWriter.Close();
MessageBox.Show("a");

}

catch(Exception ex)

{
MessageBox.Show(ex.Message);
}
}

private void btnViewXML Click(object sender, System.EventArgs e)
{

try
{

XmlDocument doc = new XmlDocument();

doc.Preserve Whitespace = true;
doc.Load("AddressBook.xml");
MessageBox.Show(doc.InnerXml,"<alall &l sisa™);

}

catch(Exception ex)

{
MessageBox.Show(ex.Message);

}
}

VB.NET:
Private Sub btnSave Click(ByVal sender As Object, ByVal e As
System.EventArgs)
Try
Dim XMLWriter As XmlTextWriter = New
XmlTextWriter(" AddressBook. XML", Nothing)
XMLWriter.Formatting = Formatting.Indented
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XMLWriter. WriteComment(" sl ¢y sbiall™)
XML Writer. WriteStartElement(" AddressBook")

XML Writer. WriteStartElement("Name")
XMLWriter. WriteString(tx_Name.Text)
XML Writer. WriteEndElement()

XML Writer. WriteStartElement(" Address")
XMLWriter.WriteString(tx_ Address.Text)
XML Writer. WriteEndElement()

XML Writer. WriteEndElement()
XML Writer.Flush()
XMLWriter.Close()
MessageBox.Show("a")
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try
End Sub

Private Sub btnViewXML Click(ByVal sender As Object, ByVal e As
System.EventArgs)
Try
Dim doc As XmlDocument = New XmlDocument
doc.PreserveWhitespace = True
doc.Load("AddressBook.xml")
MessageBox.Show(doc.InnerXml, "<l sise calall'™)
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try
End Sub
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A dal w A web servicesd! aladial Adac

e Gl Jusind 5 Jlw ) 4338 (e iy 3150 The web service server -1
. ASP.NETJ IISA alasiuly SOAPA J S 55 »

s e il Jusial 5 Jw )b Client U e 315 : The proxy object -2
oS A e HitpWebRequest-l) (8 4d =5 25 Cus web Services Serverd!
Gl ¢ jall (84 e 8 5 WebProxy

Web b Ledas ) by (Al 5 52 32 4alall Agal W 58 50 The client application -3
s AUl JS&) 8 LS Services Server

Web Server

Web Service Methods

Cliant

Web Service proxy

4

C# application

: Create a Simple Web Services Application :13.2

1aa ASP.NET Web Services g s+ Jazs o583 web services server Wiy s
oSl &) g o8 f System. Web. Services Namespaces (s Si—wi 5
(JES bS5 & 5 el i )l Class! WebService

C#:
using System;
using System.Web;
using System.Web.Services;
using System.Web.Services.Protocols;
[WebService(Namespace = "http://my_url.com/")]
[WebServiceBinding(ConformsTo = WsiProfiles.BasicProfilel 1)]
public class Service : System.Web.Services.WebService
{
public Service () {}
[WebMethod]
public int Add(int a, int b)
{
return a + b;
h
b
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VB.NET:
Imports System
Imports System.Web
Imports System.Web.Services
Imports System.Web.Services.Protocols
<WebService(Namespace="http://my_url.com/")> _
<WebServiceBinding(ConformsTo=WsiProfiles.BasicProfilel 1)> _
Public Class Service

Inherits System.Web.Services.WebService

Public Sub New()

End Sub

<WebMethod()> _

Public Function Add(ByVal a As Integer, ByVal b As Integer) As
Integer

Returna+b

End Function
End Class
Al g AV Al g i pla sl @l sy B s A (e il o S
JSal 4 eday LS s SOAP JsS 5y pladinls XML JS4 e Clientd) ) 4stl)

-l

=
Address cﬁ’} hittp: flocalbiost: 1624 \WebSite3/Ser

Yf A V“ESearcI'

The following operations are supported,

-

Service 3 http;#localhost:1 624/WebSite JService. asmxfAdd - Micr. .. |

File Edit “iew Faworites Tools  Help gf’

& g Bk & ;) |i-] lﬂ !\. j_\ Search ‘\J\Lc‘ Favarites ﬁ}

Add P 7 - T T
Address i%] http: ! flacalhost: 1624 WebSite3/Service . asmxAdd & Go Links

Test Y_" 7 £v v-:Search Weh + &7 B @' [ Lid

To test the operat

Click hers for a con

<?uml version="1.0" encoding="utf-8}

Parameter Walu <int xmins="http://tempuri.org/" Jints
3 {10
b: 22 _ &] Dore & Local intranet

4dlé ) sDIl File =) Gond) Gl J a3 ¥ sl sy Client—) el sl
s o WS asladinl o5 5 Client Resources-b
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Cit:
using System;
class Client_side

{

public static void Main(string[] argv)

{
My main_class mm = new My main_class();
int x = Convert.Tolnt16(argv[0]);
int y = Convert.Tolnt16(argv[1]);
int sum = mm.Add(x, y);
Console.WriteLine(sum);

}
}
h

VB.NET:.
Class Client_side
Public Shared Sub Main(ByVal argv As String())
Dim mm As My main_class = New My main_class
Dim x As Integer = Convert.Tolnt16(argv(0))
Dim y As Integer = Convert. Tolnt16(argv(1))
Dim sum As Integer = mm.Add(x, y)
Console. WriteLine(sum)
End Sub
End Class

Web Services Server -5 Client -l ;2 Connection Object ¢Li) (S LaS
Jal LS5 g 5 -l Web Services Reference 4dualy el abyy pilie JS
;&tﬂ\
la Solution 'web services Test' {1 projecl
- IE?J web services Test

+

Add Reference...
L add Web Reference. .. |

Glldg e Jlea o ol Jleadl Gais e Web Services ) cuilS el g HLia¥) i Gua
Ul JSa (8 LS 5 ad sl URL ) poa 2
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Add Web Reference E|

Mavigate to a web service URL (asmx or wsdl) and click Add Reference to add all the available services Found at that URL.

] o
}JRL: Jhttp:,l’,l’www.Fadidutnet.Urg,l’WebService,l’ _:J =360

‘Web services found at this URL:

Start Browsing for Web Services

Use this page as a starting point ko find Web services. ¥ou can dlick the links
belaw, or type a known URL into the address bar.

Browse to:
= Web services on the local machine

= Browse UDDI Servers on the local network
Query your local network Far UDDI servers,

= UDDI Directory

Query the UDDT business reqistry ta find companies and production \Web
services,

= Test Microsoft UDDI Directory
Locate test Web services to use during development.

Cancel
Help

O ¢ lead) G e 1gd) 5 WSzl ull & dslull Methods 3 slein) apkaiu lasie
Juw,Y Web Services ) g ADONET ) by 488 Jaadll) 138 0 W) 6 3al) 8
.Clientd) /) XML < Result I
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Using ADO.NET With Web Services :13.3
it Client 4 (Al Slibe Jew ¥ Web Services - Gilbadl JU 8 Liaadiul
) e @il 83 Web Services sLiil o gt JUal) 13a g« SOAP N JsSsiy 0
sl Text e 3k bl s 5S35 ) (e s Client J) ) SQL Server Database
A5 TIS I 3 Authenticationd) lalac) (e 5SU ¥ ol o @i cailly o 52 5l Image
Jall 8 LS TIS-) 4 Authentication <)) <ilalae) o 55 o casa s « SQL Server

s Sull

File Action Wiew Help

= @B 2

| HTTPHeaders | CustomBmors | ASPMET | Serverf

| | ‘webSike | IS4PIFiters | Home Di[eC‘t‘Dl}' | Documents | Diir

{27 Web Sites Anonpmous access and authentication control
+-il Default web Site
{1 FTP Sites

-5 Defaulk 5

Enable anornymous access and edit the
authentication methods for this resource.

Authentication Methods

ANOAYMOoLS acoess

Mo user namedpassword required to access this resource.

Account used for anonymous access:

User name: !FADI-D(BEFI'\ASF'NET |[ Browse... J

Passmord: |-_-+”M“M |

Allow 115t control pazsword - =
Ferver Certificate...

Authenticated access

Edil

For the following authentication methods, user name and password
are reguired when Edit
- anonymous access iz dizabled, or
- access is restricted uzing MTFS access contral lists

Erigest authentication for Windows domair semers

[ Basic authentication [password is sent in clear text]

Drefault damait:

Realm:

Integrated Windows authentization

[ Ok, ] [ Cancel ] [ Help ]

83 g gall g lilall 2cld e Jsda] Aima Gliadla 4l Jlari g aea User 23a5 Cua
(e Security ) G Glbadlall oda 4] rka_'lj «SQL Server | e
s Sl JSAll 8 WS 5 Microsoft SQL Server Jb o=l Enterprise Manager-!

+-[21 Replication
- |:| Securiky

Mew Login. ..
+ EE Lir Wiew ¥
=7 RE  peww Window from Here

+-_] Suppo
+-[_] Metall Refresh

Expork Lisk...

Help

1
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‘-Ac Jsaall ("GJ z sasall Users ) (o [IS A ‘5 slidaa Lﬁﬂ‘ em Ll (u.u\ Jans (.3
- JEE L bl sac s

Al S9L Server Group
2 iy (LocaL) (windows NT)
#-{Z Databases

-] Daka Transformation Ser

-] Managernsnt
-] Replication
= Security

- & Logins
%5 Server Roles
Jd Linked Servers

% @ Remote Servers

+[:| SUpport Services

[#+[1] Meta Data Services

BUILTIN'I,Administrators Windows G, Permit master

SOL Server

General 1 Server Holes1 Database Access1

w Marme: [

SQL Serwer Login Properties - New Login

Authentid

List N.amesz From: J WEADI-CYBER®

Marmes:

]

English
English
English
English

ﬁ _ wmware_uger_ [ wmware usVhware User

2 Administrator
# ASPHET [ASPNET Machine
€ fadi

€ Guest

Defaults

Add

ﬁ ALTUser [dpplication Center Tes Account used to launch the Application i
Built-in account for adminiztering the co
ount uzed for mwnning the A5P NET)

Built-in account for guest access ta the
ﬁ Helpdssiztant [Remote Deskiop Faccount for Providing Remote Assistar
ﬁ IUSR_FADI-CYBER [Intemet Gue Built-in account for anonymous access %

Search...

>

Add Name: 1FADI-EYBEF|\ASPNET

o]

Cancel ‘ Help ‘

) SlaSlaa aaad g Lgalaad wh a5 Al bt saeld HLAAS Gbadlaall ajaail
S5 SQL Server Login Properties 41 (= Server Rolesd! s Database Access

SOL Serwver, Login Properties - FADI-CYBERVASPNET E|

Eeneral] Server Foles  Database Access ]

Specify which databases can be accessed by this login.

Uzer A

Permit

Databaze

ala
Morthwind
P55
maszter
model
mzdb

-l

Databasze roles for 'GIS"

Permit in Databaze Role
£ public

€ db_owner

€ db_accessadmin
€ db_securityadmin
€ db ddladmin

L( | | £ |

= ]

Cancel | Help |

P [ N [

Ali) 3y 53 Al el pall e i Al 5 Ly 53 ) s Dlall spass iy aSly

L;SJ\ 2L e.m\ Client 2 Sy aves GIS e\_).-'a.'a ;mywzﬁwwm sl
ila ses Web Services <) &= 25 Web Services Servers! () 4da jlall (e 5 jlidy
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3acl 8 Table Jer 40l 8 2585 89 Client J () UL 32 (e ol 138 e
AU Sl 8 LS Al 13 e e glaa g Al and e (g sia g bl

ColumnMame | DataType  |Length | Allow Mulls
| Country warchar 50 W
Info warchar S0 Y

Server - (= &Y 5 asndl Web Services - ge bl 3ac 8 day jo o séi o8
il sl 8 LS s Explorer

Server Explorer Servicel.asmu.cs [Design] |
2] % 9 " N
= @ Diata Connechions E’E‘ sglConnectionl m sgiDatasdapterl

=) (3 FADI-CYBER.GIS.dbo
+- [32 Database Diagram
- Tables

+ m

g Views

(& stored Procedures

f&, Functions

+

+

+

Web Services ) (A dday Al (e ade Jaziay o 68 (o2 2Ll ol Client A Ja e
String &= _is 2a)s sise s )b 23U Method sl (A dalay s dall sda i
tot WS Al s e Slaslaa Ao (s 5ia5 Return Value

C#:
[WebMethod]
public string GIS _Country(string country)

{

try

{

sqlDataAdapterl.SelectCommand.CommandText = "select * from GIS
where Country=""+ country+""';

DataSet ds = new DataSet ();

sqlDataAdapterl.Fill (ds);

return ds.Tables[0].Rows[0][1].ToString ();

}

catch (Exception){return "I Can not Find Your Country! Please Select
Another One";}

}

VB.NET:
<WebMethod()> _
Public Function GIS_Country(ByVal country As String) As String
Try
sqlDataAdapterl.SelectCommand.CommandText = "select * from
GIS where Country="" & country & """
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Dim ds As DataSet = New DataSet
sqlDataAdapter].Fill(ds)
Return ds.Tables(0).Rows(0)(1).ToString()
Catch el As Exception
Return "I Can not Find Your Country! Please Select Another One"
End Try
End Function

JUE 8 LS5 Lili) o5 Sl Web Service 3 g 4day o g83w Client J) ek 8
Ll x> s Web Services Method = (A 44 sall add Client ) e 5 Gl
;b WS Clientl plad) JSE ¢ Ko g A all e Slaslaa

£= Simple GI5 System Using Web Services

VP LEBANTN i--—’-?'l ; y i
MORGCED | Ji e ASTRIA, | EAHRAIN
i i - PALESTINE | |
s \.Thﬁ'as..'“ — e ‘\.\'Rm yo | gamR
e, SAH AR , L S s ST L/ UAE
¥ aidricad ST 11 S ~ W W i
TN | WA A
£ . | LIEYA \ = v, s W
= } N X EGTRTL N SALIDIARAEA | iy
| MALRITAMIS "_H_ _ \ . b
- | y e i M 5, DN
T | g 1 o P Ftii e
e y ERITRES ™/
e, YR
The Arab World [~ SUDMd f i
y et
\ 1 DJEDUTI 7
= ML
N Y i
| / COMORDS
=

Web Al () bl sl Jus s Lgale Jazall die Cua Areas Jers 2l JS 2 gas st ankationd
2l JS e Panel )3k g s sall dais GDT A laia’y Jaxi Y (S ¢ Services
G die Jull o &I 4 Kas g ¢ Transparency-) <ladl) g sill e al alall ¢ 5l Jasi

it WSl S e de g gall Panel A e Mouse Down -l
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C#:

private void panell MouseDown(object sender,
System.Windows.Forms.MouseEventArgs e)

{

localhost.Servicel sr=new GIS.localhost.Servicel ();
this.Text = sr.GIS_Country ("Jordan");

}

VB.NET
Private Sub panell MouseDown(ByVal sender As Object, ByVal e As
System.Windows.Forms.MouseEventArgs)
Dim sr As localhost.Servicel = New GIS.localhost.Servicel
Me.Text = sr.GIS Country("Jordan")
End Sub

W L axy Mia 3y gwaS Binary Data gla_¥ Web Services ) aladiul ¢Sy
Gebi Sy ¢ Streaming b oalAl) Juadll & ds jd a0 La ga g Sl 3208 (e
O (AU Juall) B Euaal) s ARy jhall uiiyg ASP.NET I Ao aslial) oda S

L Ggall G gl s Remoting )
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Chapter 15
Remoting & Distributed Systems Programming &
Design

- The Distributed Systems Concept & Design

e Design a Distributed eCommerce System by
Using ASP.NET and Web Services.

- Serialization Programming
e The Serialization (Classes & Members)
e Using BinaryFormatter & SoapFormatter to
Serialize Objects & Images Through Network

- Remoting Programming

e Remoting (Classes & Members)

e Using Remoting Applications in Dot Net

e Create an Advanced Distributed eLearning
System (Remote Class Room)

e Create an Advanced Remote Desktop
Application With Remote (Mouse/Keyboard)
Control Features
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: The Distributed Systems Concept & Design - Y5l < 15

(s 2nl 5 A Lpmny o Jand 15 3¢ V) o e gane i) e g 5 sall At G ey
o le sy (5l se JSdy Jani sy 336 Y) (e de sane o el alee )58
ee Jexiy Server JS e zalinll (e 43 ellia 585 dua Toad Balancelb
g5 ol e Lpany e Jan Camy it J805 5l daal) 555 el e Lguiany
JS ) aleal) ari Business Applications Jlee¥) Claas (8 Juadys ¢ algall
:Jadis Server e e

S8y 0 s 3 Lera by il dgal 511 8 5 Presentation =) sl aadial) dgal s -1
ke

el 2ol il aaen s Business TierdleeY) gali y dagay 43 a1 g2ll ¢ 3al) 22
a5 43 )l ol adal) 44,k 5 Discounts e seadll Clua 48 5h Jie Jaally 4830
L el

ael @ o g oian s e 3ol 9o s Data Source ULl Jadal jaiaddll e 3all -3
el A80e alle U5 agillin ol (il 51 il laa Lede dadas ) 5 iyl

sl (Web Services)d Lesdivia (andl lecany aa o) 52 o3 (e IS Ty oy o (S
Web Services @bl Juadll 8 45y W a9 DLL Reference S lgelasiul
o= Lyl Remoting I qoslul aladin) oﬂal‘ A Ay ¢ Programming
(.\\A;.ML\ Ja.uﬂ\ 4uS Jadll 8 (e ‘_AU\ ;);J\ D R gy e adaa_ud\ Servers-!
% Ay DI ciiSe alaaind Serialization ) (e 336y 4485 Remoting-)
sl I TaaY s )Leé. &9 83 93 5 (4583

Client Tier Storage Tier
/’_‘*-m/’ :‘ =3
\:‘J;’: & (

Presentation Business

Storage
Layer Layer g

Layer

Loy st s Ao ) sall alaill dae s Aala 5 dalgdl ) 5aY) 0 Web Services I s
o JsAal sl asii Cus ¢ (R I 5 laill) (G A aall bl aasis
Slo adsal s gsiagg ASPNET JI e Judly 48,300 aldll Web Sited)
(i3 ASIY) ada) ABC I el 48l i i (S a1 5 48,0 Aalil) clatidl
Ay e g 3,20 0 LS e300 4 e (53 a1 Y il oo s DHL 1
% 50 ) Jeai il gemd 5 Ly gy Glalls Cubanl 5 2,V (2 Gpaiall (503 % 20
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ol LS5 ol 430 e sleall o3 audily o sitas Slaill ol pdl i

o e S8l s o5S ) (Says Presentation -l addiudl dgaly -]
Ao ) BLLYL #ie JS o palie 7 by Daiall ) ga e s 5iay ASP.NET-
daglly adgall (o adly il Ol e ey A5 Shopping Cart 4l b yidall
L lleay)

}i Gla gaadll e\.k&ctﬂj..ﬂ\ ) ;\)';i W e L (a.ms.a s 5 Business Part 4 -2
(JiS DHL daa sl aldaic il uzall

Ol o ) e 5 4S5l Aalal) bl sac8 Uia a5 Data Source Part J) -3
(Ol s gyl 6 5 ¢ Gl Cilaslaa o 53)

éUﬂ/;M&@debj&aw JJJSMIQE)JUQMIQMMI&Q;@J.U
5Jﬁﬂ/éh}M/MYJ l(,rh.ay‘f‘l).ﬁu ;La.u/g.b Jﬁd/&&ﬁ}d/ﬂ};ﬁu
el T Ly 8 gt a7 L g i) A 1

ABC J) &by 8 s Cus Web Services ) e ki) o3 (s Jay jl) (sl aaings
Web Service I DHL 1 s s 35 S adall (o sluls 4alall Web Service
O iy (55 S o sals Web Services ) o3 Ja i s ital) Jaa iy Aualal

pdal) dulee ALY A e sleall g i) o

Data Type Field Name
String (Full Name) o5 ) axd
String il &8 5 + (Full Address) o) sia
. oSl
Integer (Zip Code) 43l 5 50l 3a)
String MasterCard, O\S ¢l s Qlaii¥) 4y &8

VISA, Discover , American
s & o) Express

Float g3 sall alaall

String A8 ,all palall Cluall a8

(e b LS el sl Web Services b Method AV ¢St

C#

[WebMethod]

public bool Bank Tier(string Customer Name,string Address,int
zip_code,string payment _method,string ecard number,float
depositor,string acount_number)

{

// Check if the eCard number is correct

/I Check if the Account is Available

// Do The Transaction

// Return if the Transaction Done Successfully or not

}
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VB.NET
<WebMethod()> _
Public Function Bank Tier(ByVal Customer Name As String, ByVal
Address As String, ByVal zip_code As Integer, ByVal payment method
As String, ByVal ecard number As String, ByVal depositor As Single,
ByVal acount_number As String) As Boolean

' Check if the eCard number is correct

' Check if the Account is Available

" Do The Transaction

' Return if the Transaction Done Successfully or not
End Function

DHL J ¢l ¢us DHL Customers Table 1 8 Ll 3 38 48,80 o (= yidi
DHLA g (31 (42 Ly Ll sie 5 sl 2 Jia) 4,580 (e ALK <l sladl)
c0 30 o) Akl Jaa 610 e slaall 538

Data Type Field Name
String (Full Name) o2 3 ol
String ailell a8 ) + (Full Address) o) sl
oSl
Integer (Zip Code) Al 54 sall ja
String Leia o)l a3 ) A L5 anl
String (Primary Kay) Email 255811 3 ),
Float (Do) slhadll il dla
s s 3 method (e 48 sea ais)
o ALl ) ko) o 53 & gLl il
(O ) 8 ady

:JES L WS DHL Jb 4l Web Services b Method I ¢y sSiu

Ci:

[WebMethod]

public string DHL _Tier(string Customer Name,string Address,int

zip_code,string company_name,string email,float cost, int quantity)
{

// Check the Company Account

// Store all information about the Customer

// Do The Transaction

// if the Transaction Done Successfully

// it Return The Number of Days that Need to Deliver the Product to

Customer

}
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VB.NET
<WebMethod()> _
Public Function DHL_Tier(ByVal Customer Name As String, ByVal
Address As String, ByVal zip_code As Integer, ByVal company name
As String, ByVal email As String, ByVal cost As Single, ByVal
quantity As Integer) As String

' Check the Company Account

' Store all information about the Customer

" Do The Transaction

" if the Transaction Done Successfully

"it Return The Number of Days that Need to Deliver the Product to
Customer
End Function

A il slaall Jlas) 4t Callaipn @8 sall 8 Jamnsil) (523 6l 20 Lenie &l

Data Type Field Name
String (Full Name) 05 3 ax
String (Password) Ll 4alS
String (Primary Kay) Email s 5S1Y) 3 nll
Integer ailell a8 ) + (Full Address) o)) sl
. oSl
String (Zip Code) 4xall 5 gl e,

Gl 4 5o () 2y s yidall p 5 (Ll b i Al alull) o) 58 Gllee aan Jasi
Jsisll e (s 58t g Storage Tier ) 2 835 50 Qliky sac @ e (shopping Cart

-l

Data Type Field Name
String (Foreign Kay) Email (&5 A<y & 5l
String s Barcode (Foreign Kay) 4alud 258 Ul
Integer @ gllaall 2aal)
Date/Time allal) g g e )
Date/Time palel) 5 g 2 )
Float G slhall dlidl ila
String Check or Bank ) gl 44, )l
(Transfer..
String (DHL For Example) aledll 44 )la
Boolean (True/False) (Statues) ¥ ol gl &3 Ja
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53 ) Al el g 58 il ol e g siay jaT Table 5o 5 a sidiug

Ay

Data Type Field Name
String s Barcode (Primary Kay) 4l 2,8 L)
String ALl ol
Integer 8 giall 2aa)
Binary dalill 3 ) goa
Sy juall g 5 Sy o 5 55n3 i Tax Aoy ol ciluaal (a0 cilily sl
;M g

Data Type Field Name
Integer (Zip Code) Axall 5 A gall e,
Float Tax 4w pall

:ZUJJJSSC;M\Discount@aﬂ\;ujﬂ\eﬂ\uhg;ﬁa-g)iidﬁ;;

Data Type Field Name
Integer (Zip Code) Al 54 sall Ha )
Float discount ?mg\

ML@)};M\&Q}MALﬁ}iﬂ&d\&\;}\*ﬂ\im\ﬁgu\gé)cmuy\)

T Vet e B
e T8 Yo Tonte o

)1 focabomiconmere o WetFom wzi

Welcome To Our Stores

Rogistet Mex o |

(Al sl i LS s ASP.NET

Uicnrtimet

Add el clilull Asia e (3aadl) \J}i A ui “an Register Me Now 4 A= Larall ey

Cit:
try
{

: Gllal) sacld ) il slaall JA) A

// Check if All Information is Correct if Yes do:

sqlConnection1.Open();

sqlCommandl.CommandText = "insert into Clients_info
values('""+Email_TextBox.Text+","'+Pass TextBox.Text+"',""+Name T

extBox.Text+"',"+Zipcode TextBox.Text +

" "+address TextBox.Text+"')";
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sqlCommand]1.ExecuteNonQuery();
Response.Redirect("http://www.fadidotnet.org/welcome.aspx");
}

catch(Exception ex){msg_txt.Text = ex.Message;}

finally {sqlConnection]1.Close ();

}

VB.NET

Try

¢ Check if All Information is Correct if Yes do:
sqlConnectionl.Open()

sqlCommandl.CommandText = "insert into Clients_info values("" &
Email TextBox.Text & ","" & Pass TextBox.Text & "', &
Name TextBox.Text & "," & Zipcode TextBox.Text & "," &
address TextBox.Text & "")"
sqlCommand]1.ExecuteNonQuery/()
Response.Redirect("http://www.fadidotnet.org/welcome.aspx")
Catch ex As Exception

msg_txt.Text = ex.Message

Finally sqlConnection].Close ()

End Try

sl i G RSl Aalal) cilaiiall Lo g ging i dadeall ) it oIS sa
ol il Al b Lk o s bl 3 53 3 Aald)

Specialty Stares

Everyona's
pictures.
One ploce,

a B irtverat

(e Gisas Client  Information Table =) Juai 4 sall Ladaill) b 21y
alys Business Tire 4 Las o) il ddleial ) 5oY) 448 (ye Presentation Tier-)
A 3L Lalall ASPNET ) g 5 1w s Jay s Web Services plaaiuls buea Lehay
O AUl Juadll i a5 ¢ AT ) aas s Serialization Object S <ila slaall s 53 g
O9? Adla 4 Remote Method JS aa jin dua g sl aUaill ciliada (e ke JS

gﬂ_d\ Al Jaay daxdll 528 C\);iu\ 44 JL@J:\

~233~



Client Tier Business Tier Storage Tier

it oo,
\\,J . i [_J
= ,g:f;‘ = = e L
:’:&—'— *T I——'—--[":,x-._f‘.;a- 30 el e !
User Web Web Business Data Client Storage
Interface Service Service Logic Access Interface
Client Layer

: Business Tier Web Services 4/
Al (;u\‘)..al\ 5 Cila puadll @,\l\ eUA.'a) A (5 sind ‘;_"d\j Web Services - s3a &
O dabis o] pd o il day (552 31 (e A sthaall A8lall 408l Presentation Tier -
e s sinae SO Aol e e s sinan Y e sl Aag )l 3l Cua o al)
E&: Lﬁ‘j.\A:Lu: @\_)S\j A\.alu]\_a ua\AJ\ Barcode 4! L;s &dlﬂ\j U}JJS\J ua\ﬂ\ Email J
g dalad) ¢ i) G g 3l (g0 Ay sllaall dlall Leill Method ) s3a aa i pdall 44y )l

C#

[WebMethod]

public float Business_Tier Get Net Cost (int zip_code,string
email,string barcode,string payment_method,int quantity)

{

float tax = Calculate Tax(email,zip code,barcode,quantity);

float dicount = Calculate Discount(email,zip_code,barcode,quantity);
float DHL Cost =

DHL Cost(Products_barcode,Product weighing,Company ID,quantity;
float Product_Cost = Product(barcode,quantity);

return (Product Cost + tax + DHL Cost) - dicount;

}

VB.NET
<WebMethod()>
Public Function Business Tier Get Net Cost(ByVal zip code As
Integer, ByVal email As String, ByVal barcode As String, ByVal
payment_method As String, ByVal quantity As Integer) As Single
Dim tax As Single = Calculate_Tax(email, zip_code, barcode,
quantity)
Dim dicount As Single = Calculate Discount(email, zip_code,
barcode, quantity)
Dim DHL _Cost As Single = DHL_Cost(Products_barcode,
Product_weighing, Company ID, quantity)
Dim Product Cost As Single = Product(barcode, quantity)
Return (Product_Cost + tax + DHL_Cost) - dicount
End Function
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C#:

[WebMethod]

public bool Payment (string Customer Name,string Address,int
zip_code,string payment_method,string ecard number,string
acount_number)

{

Return Bank Tier( Customer Name, Address, zip_code,
payment_method, ecard number, Net Cost, acount_number);

}

VB.NET:
<WebMethod()> _
Public Function Payment(ByVal Customer Name As String, ByVal
Address As String, ByVal zip_code As Integer, ByVal payment _method
As String, ByVal ecard number As String, ByVal acount_number As
String) As Boolean

Return Bank Tier(Customer Name, Address, zip _code,
payment _method, ecard number, Net Cost, acount number)
End Function

}i&@\&mxﬁwaug\whasdsg}ék)}mgm@L&ﬂ X
syl (A Daatinaalyalda 8 1lS s buaa ey o030 Lexe dalady 1l dgal 5l
alailly OISl lisa o 8 Ledlandai s Remoting— s Serialization - o= Sl
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: The Serialization Programming - L

Jwe Serialization-) YA (3« LS4y : The Serialization Classes & Members

Stream ) aldiul Aladll 4S50 e ol s AT Y Slea e Object! Serializing
) alasin) i€y 5 « Remoting-)s WebServices alaainly < i) ye o Socket
System.Runtime.Serialization — J3& - < &gall 8 Serialization
s Classesl (= adam 22 e Namespace ) 12 (5 sy Coa Namespace
Jsaall Cp s ddglaall 40800l < Y1 e Object Y Serialization das (8 el

e ) gall alaill ol 3 Lgia saliiuY) WiCa Sl 5 Classes ) o3 aal )

Jand Zouw )l cailda 1) IS e Class ) 138 (s sisas
Serialize - p3iiws leie s Object Y Serialization
Stream 4l _»e Object Serializing Jw ¥ Method
Serializing ) Juiiw adius Al s Deserialize s
.53 5 3a Object Y 4lisad 5 Stream-) (= Object

JsSsisn e JasY) Laa e 55 Sl Y) dlee 230
Namespace I (e b s Soap

Sus System. Runtime.Serialization. Formatters.Soap
Juadll & Lin B 5 & 5 piall Reference I () 438lia) g
Object ) J s Eus SOAP ) J S 535 3 dae 4iS (L)
Jisady o 48l 44kl « XML Serial Stream )
(e b s Binary Serial Stream (Y Object

: Namespace-)

System.Runtime.Serialization. Formatters.Binary
(ol 138 8 Aadlal) ALY 3 Jpuaadilly dn 5 S 531

Formatters ,
Formatter &
FormatterServices

15 IFormatter Interface ) e s sisy Cus
A Jiia alblee 8 LegeadinY [Convertible Interface
... Serializing Stream J e 4w )) (Sa S Object

FormatterConverter

38 5 sisy Cua Object Y (S pdie TD iy 2 gil aadin
(shlasi 85 2 g5 2 iy J5Y) Tow Methods le Class -
A el dl) D ) Al a2 S5 GetID (oo Object -
) Lagia S 33y 5 HasId (se s Object

5 True dads 4 (uld 8 ) 365 3 i 53 Object

Led 5 Al 58 sall (& 028 il 13 Lo 30a%) False
.Y ol Object U ludusi 8 5 ad 53

Getld ( object name,out bool) 2to Set an ID

HaslId( object name,out bool) = to Return the ID

ObjectIDGenerator

dland el Zlind o) Sy Al e slaall JS e (5 sing
e Object ¥ Deserialize 4 s Serialize -

15 FullTypeName 4 5 AssemblyName

Objects ! Data Types ) <3 525 s MemberCount

BACRTp)

SerializationInfo

[Serializable] Attribute Jb <= ol ¥ 5l sy Serializable Class ol sy
Lele Serializing Jwe &b o) Sar (Al Classes 2 o= Class-) 12 o cajay Eus
: Gl JUaly 4=l Bank Tierd Serializable Class dead JEaS L LS
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Cit:

[Serializable]

public class Bank Tier

{

public string Customer Name;
public string Address;

public int zip_code;

public string payment _method;
public string ecard number;
public float depositor;

public string acount_number;
public Bank Tier(){// Get_Session ID();}

}

VB.NET:

<Serializable()> _

Public Class Bank Tier
Public Customer Name As String
Public Address As String
Public zip_code As Integer
Public payment_method As String
Public ecard number As String
Public depositor As Single
Public acount number As String
Public Sub New()

"Get_Session_ID()

End Sub

End Class

Binary < c«\}.u d\_m)‘;“ :\44)5: 3a0 e Y d\_m)\‘J\ Llu_a UA\A’J\ G.AU),J\ ;Li}.'a:){}
33> sall s BinaryFormatter ) paaiin J5¥) -8 XML Data sl Stream Data
i System.Runtime.Serialization. Formatters.Binary Namespace-! (e
SOAPFormatter Class -l (asia <o 2all s SOAP Protocol J g padivsusd Ul
System.Runtime.Serialization.Formatters.Soap ~ —l (e—a 252 5all
.Namespace

0= Y5l 1Y SOAP Formatter - alxaiuly il Class -1 Serialization Jws!s
-4l Namespaces < s

System.Runtime.Serialization
System.Runtime.Serialization.Formatters.Soap

i) 2ay Lad e S Bank Web Services =) ¢ Instance Jwas o 583 o
Bank Server = (A Wllw ) af 4.l Presentation Tier—) (- 48! by slaall
Binary Data < Jleall e Lhia si NetworkStream-) sl Remoting ) aladiuls
A J5S 550 plaainls XML File — Slaaa) g 348 JiS L WS s XML File

: SOAP
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C#:

Bank Tier bt = new Bank Tier();

bt.acount number = acount_number;
bt.Address = Address;
bt.depositor=depositor;

bt.ecard number = ecard number;
bt.payment method = payment method;
bt.zip_code = zip_code;

Stream str = new FileStream("bank result.xml", FileMode.Create,
FileAccess.ReadWrite);

[Formatter formatter = new SoapFormatter();
formatter.Serialize(str, bt);

str.Close();

VB.NET:

Dim bt As Bank Tier = New Bank Tier
bt.acount number = acount_number
bt.Address = Address
bt.depositor=depositor

bt.ecard number = ecard number
bt.payment _method = payment_method
bt.zip_code = zip_code

Dim str As Stream = New FileStream("bank result.xml",
FileMode.Create, FileAccess.ReadWrite)

Dim formatter As IFormatter = New SoapFormatter
formatter.Serialize(str, bt)

str.Close()

toh WS Ledlaa) o3l bl e g sy XML <k Qutput ) ¢ sSus

- <SOAP-ENV:Envelope
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:clr="http://schemas.microsoft.com/soap/encoding/clr/1.0"
SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/
">

- <SOAP-ENV:Body>

-<al:Forml x002B Bank Tier id="ref-1"
xmlns:al="http://schemas.microsoft.com/clr/nsassem/Serializatio
n/Serialization%2C%20Version%3D1.0.2309.39316%2C%20C
ulture%3Dneutral%2C%20PublicKeyToken%3Dnull">
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<Customer Name xsi:null="1" />
<Address id="ref-3">Amman Jordan</Address>
<zip_code>962</zip code>
<payment_method id="ref-4">Master Card</payment method>
<ecard number 1d="ref-5">66-6655-444433-
55655</ecard number>
<depositor>600</depositor>
<acount_number id="ref-6">3399948845</acount number>
</al:Forml x002B_Bank Tier>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Alaainly ol Network Stream - e Ulall Jla )Y JUall 138 aladial adains 2S5
J< e Object i Jiadl Serialization =) (e 33liuY) Li€a S « Remoting
.G A ysal 4 leala3iuY Binary Data sl XML

Object J,¥ BinaryFormatter Class <) (e 82Uiny) 408 Jal JEall & (e
SOAP I (e 33EGY) S i LS 3803 jie JAT ) Slea (e Binary Data
Jbes e 3 pa Jlu ) 251 JES s XML Stream= Binary Data Jw_Y¥ Protocol
;b WS s MemoryStream-) a23ub Binary Stream () leb o aay JAT )

:Jl Y el 8 BinaryFormatter 4! alasiuly - Y sl

C#:
using System.Runtime.Serialization.Formatters.Binary;
using System.Runtime.Serialization;

private void Send Image Using BinaryFormatter
{

MemoryStream ms = new MemoryStream ();
pictureBox1.Image.Save
(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
object op = (object) ms;

BinaryFormatter br = new BinaryFormatter ();
TcpClient myclient = new TcpClient ("localhost",5000);
NetworkStream myns = myclient.GetStream ();

br.Serialize (myns,op);

myns.Close ();
myclient.Close ();

}
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VB.NET
Imports System.Runtime.Serialization.Formatters.Binary
Imports System.Runtime.Serialization

Private Property Send Image Using BinaryFormatter() As void
Dim ms As MemoryStream = New MemoryStream ()
pictureBox1.Image.Save
(ms,System.Drawing.Imaging.ImageFormat.Jpeg)

Dim op As Object = CObj(ms)

Dim br As BinaryFormatter = New BinaryFormatter

Dim myclient As TcpClient = New TepClient("localhost", 5000)
Dim myns As NetworkStream = myclient.GetStream()
br.Serialize (myns,op)

myns.Close ()
myclient.Close ()
End Property

:JLsiny) el » A BinaryFormatter I aladiu

A—laall Aol o220 es JLELuY) el 52 (8 BinarFormatter —! plasiu 5
) d e Jisieall Object U Casting Jexs o 583 &5 Deserialize s 5 Serialize-!
Picture box ) (e 4w e glaind aie « 5 5415« MemoryStream Object
: Image Class 4 (= 32 52 5l s FromStream Method ) alaiinly

Cit:
void Image Receiver()

{

NetworkStream myns;
TcpListener mytcpl;
Socket mysocket;
Thread myth;

mytcpl = new TcpListener (5000);
mytcpl.Start ();

mysocket = mytcpl. AcceptSocket ();

myns = new NetworkStream (mysocket);
BinaryFormatter br = new BinaryFormatter ();
object op;

op= br.Deserialize (myns); // Deserialize the Object from Stream
MemoryStream mm = (MemoryStream) op; // Casting The Object to
MemoryStream Object
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pictureBox1.Image = Image.FromStream(mm);
mytcpl.Stop();
if (mysocket.Connected ==true)
{while (true){Image Receiver();}}
}

private void server Load(object sender, System.EventArgs e)

{

Thread myth;

myth=new Thread (new System.Threading
.ThreadStart(Image Receiver));

myth.Start ();

}

VB.NET
Imports System.Runtime.Serialization.Formatters.Binary
Imports System.Runtime.Serialization

Private Sub Image Receiver()

Dim myns As NetworkStream
Dim mytcpl As TepListener
Dim mysocket As Socket
Dim myth As Thread

mytcpl = New TcpListener(5000)

mytcpl.Start()

mysocket = mytcpl. AcceptSocket()

myns = New NetworkStream(mysocket)

Dim br As BinaryFormatter = New BinaryFormatter

Dim op As Object

op = br.Deserialize(myns) ' Deserialize the Object from Stream

Dim mm As MemoryStream = CType(op, MemoryStream) ' Casting
The Object to MemoryStream Object

pictureBox1.Image = Image.FromStream(mm)
mytcpl.Stop()

If mysocket.Connected = True Then
Do While True
Image Receiver()
Loop
End If
End Sub
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Private Sub server Load(ByVal sender As Object, ByVal e As
System.EventArgs)

Dim myth As Thread

myth = New Thread(New System.Threading. ThreadStart(AddressOf
Image Receiver))

myth. Start()
End Sub

- Y el 5 3 SOAP I alasiad - Lils
AT a8 saa A Julsall Gl 8 Jsai 5 XML Data S 80 geal) Jus i San
:Jl )Y i g (B L LS5 SOAP ) US55 0 plasinly dpleall 028 o3

C#:
using System.Runtime.Serialization.Formatters.Soap;
using System.Runtime.Serialization;

private void Send Image Using SoapFormatter

{

server fr = new server ();
fr.Show();

MemoryStream ms = new MemoryStream ();
pictureBox1.Image.Save
(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
object op = (object) ms;

TcpClient myclient = new TcpClient ("localhost",5000);
NetworkStream myns = myclient.GetStream ();

[Formatter formatter = new SoapFormatter();
formatter.Serialize(myns, op);
myns.Close();

}

VB.NET:
Imports System.Runtime.Serialization.Formatters.Soap
Imports System.Runtime.Serialization

Private void Property SoapFormatter() As Send Image Using
Dim fr As server = New server
fr.Show()

Dim ms As MemoryStream = New MemoryStream
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pictureBox1.Image.Save
(ms,System.Drawing.Imaging.ImageFormat.Jpeg)
Dim op As Object = CObj(ms)

Dim myclient As TcpClient = New TepClient("localhost", 5000)
Dim myns As NetworkStream = myclient.GetStream()

Dim formatter As IFormatter = New SoapFormatter
formatter.Serialize(myns, op)

myns.Close()

End Property

1LY el 3 & SoapFormatter 1 alasinl

Serialize-l duSlaall Al axivivio JLELY) zali 1 8 SOAP A JsS 55 alaaind
(H\ 4—‘);"} d—‘ﬁ—“‘-‘d\ ObjeCt 1 Castlng d—A’-i ?H (.\_"i Deserialize ‘r‘;}
Picture box -l (e 4nia e gl laric ¢ 5 5415 5« MemoryStream Object
: Image Class 4 (e 32 52 5l s FromStream Method ) alaiinly

C#:
using System.Runtime.Serialization.Formatters.Soap;
using System.Runtime.Serialization;

void Image Receiver()

{

NetworkStream myns;

TcpListener mytcpl;

Socket mysocket;

mytcpl = new TcpListener (5000);
mytcpl.Start ();

mysocket = mytcpl. AcceptSocket ();

myns = new NetworkStream (mysocket);
object op;

[Formatter formatter = new SoapFormatter();
op= formatter.Deserialize(myns);
myns.Close();

MemoryStream mm = (MemoryStream) op;
pictureBox1.Image = Image.FromStream(mm);
mytcpl.Stop();

if (mysocket.Connected ==true)

{
while (true)

{Image Receiver();}
}
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private void server Load(object sender, System.EventArgs e)
{

Thread myth;

myth=new Thread (new System.Threading
.ThreadStart(Image Receiver)); // Start Thread Session
myth.Start ();

}

VB.NET:
Imports System.Runtime.Serialization.Formatters.Soap
Imports System.Runtime.Serialization

Private Sub Image Receiver()
Dim myns As NetworkStream
Dim mytcpl As TepListener
Dim mysocket As Socket
mytcpl = New TcpListener(5000)
mytcpl.Start()
mysocket = mytcpl. AcceptSocket()
myns = New NetworkStream(mysocket)
Dim op As Object
Dim formatter As [Formatter = New SoapFormatter
op = formatter.Deserialize(myns)
myns.Close()
Dim mm As MemoryStream = CType(op, MemoryStream)
pictureBox1.Image = Image.FromStream(mm)
mytcpl.Stop()
If mysocket.Connected = True Then
Do While True
Image Receiver()
Loop
End If
End Sub

Private Sub server Load(ByVal sender As Object, ByVal e As
System.EventArgs)
Dim myth As Thread
myth = New Thread(New System.Threading. ThreadStart(AddressOf
Image Receiver)) ' Start Thread Session
myth.Start()
End Sub
Binary 3! lae si i &gall A4y 3 Serialization ) aladie) 4,48 Wy 138
Remoting ) oo daadll 138 (3 Ul ¢ adl & Cuaall ais « XML Data-l s
e ) sall alaill g ISl Claa y (A Lgaladial
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: Remoting Programming : &G

Uil oy 3) ¢ Dl il daa (8 las Al vl sall e Remoting ) & saia 9o ey
Remote ) e 3292 gall s Remote Methods I plasiu 548 jlia A dad) ) Sl
oS aa A Web Services - dalee Remoting ge Juladll Alee 40839 Server
S Alil&a) aw (<1 Client!) <o & Proxy Object dae Lgaladinl allaty Cua
Gl | jlaae il g sy Serverd) oLl a 58 Cua

« Remote Server - Gleaa (e saldiwdl Ay o) Gliphail) (a o e 5 IS I
i s Joadll 138 (e oY) 6 3l Jdelia 35 5305 Distributed  Systems—
Result-) Juw ) aiy (s 8 Server J (e Ly daldl) Aalledll e 5 methods-)
¢) s derdiindl JLai¥) 318 (v Binary Data sl XML Data < Clients - )
@) Proxy Object Il e Client 4 I Jis « TepChannel sl HttpChannel
;A4 JRAl baY Client ) &« Server J) e 25> 54!l Remote Class 4! ks )

Server Client

Remoting Channel Remoting
System System

Proxy

Server Object

Client Object

: Using Remoting in Dot Net -1
lee 235 Cum HTTP ) S si5 0 e (Y i sl Remoting ) alasiul (Sa
JsS 55 aladiuly &% 5 Clients 4 s Server 4 g XML Data < Jwl

sl il Al (5S35 Eum TCP Protocol ) alaaiuly 238 466 48,k Wl SOAP I
TCP A alaaiul Laily Jusady 5 « Clients <) 45 Server - o Binary Data <
;o) il 8 Channel

Linsd Aiay yow JladV) 5l il 13) 2 A Y

&= 4 Microsoft Windows Ju—sall sl axat od Eupa bl 48] 63 -2 sl
s 34l TCP Channel 2 aladivd e aal o 5a¥)o3a iy s ¢ clients)
alasinl sl oda & Jumiy 5 Client) Ledde Jaras A0 2l ansd ¥ Ean Webd
.. HTTP ) ¢« Jemdl TCP Channel 3 453l a5 o<1« HTTP Channel)

e Jalaty (5305 SOAP ) J5S 585 0 4elasiul 4 HTTP Channel 2 e Las
bl pes ae 4388 65 Ganay Las Jusl Sl dplee & XML

© el &3 Cus @ all & Remoting I alasind o 3k

TCP ) e sl XMLS HTTP 3 e o) gas daaiieall 3Ll dagsla 305 Y 5
HttpChannel Class-) (s Lagie IS i & 5all Cae 3 5 Binary Formatter<
System.Runtime.Remoting.Channels.Http Namespace (s 25 gall 5
(352 sall g TepChannel Class) s

) 43la) ) System.Runtime.Remoting.Channels. Tcp Namespace-!
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Server J 5 Client ) (s skl OIS 4 Ly ja3 any Sus ¢(g 5l 3 References !
(b WS

C#:
HttpChannel http_ Channel = new HttpChannel(Port Number);

VB.NET:
Dim http_Channel As HttpChannel = New HttpChannel(Port Number)

;b WS TepChannel ) aladiul s 45

Cit:
TcpChannel Tcp Channel = new TcpChannel(Port Number);

VB.NET:
Dim Tcp_Channel As TcpChannel = New TepChannel(Port Number)

(raa 8352 gall s RegisterChannel Allall aladinly dardioal) sUsl) i cang b 2ay
System.Runtime.Remoting.Channels 4! («sa ChannelServices Class-)
1 b WS Server J s Client) Laasl (pé yhall 3IS & &lld 3y 5 « Namespace
C#:
ChannelServices.RegisterChannel(chan);

VB.NET:
ChannelServices.RegisterChannel(chan)

aladiuly elld Sy g Server dl (e 43 jLia aiaw 53 Class ) <o y23 cany el 2ay
(i B3 92 9all g RegisterWellKnownService Type 41l
(s 352 54l s RemotingConfigurationClass-
:Server J <l 4 b WS elld 23y 5 System. Runtime. Remoting Namespace-!
C#:
RemotingConfiguration.RegisterWellKnownServiceType
(Type.GetType ("Class_File Name, Distributed Class Name"),
"unique Service Name", WellKnownObjectMode.SingleCall);

VB.NET:
RemotingConfiguration.RegisterWellKnownServiceType
(Type.GetType ("Class_File Name, Distributed Class Name"),
"unique Service Name", WellKnownObjectMode.SingleCall)

Js¥) Ol jises A3 RegisterWellKnownServiceType Method - 23l
4 )55 0 5 (sl 5 o slua s DI File A avl 2o Remote Class-) anul p=lall Type !
058 O s 4m )58 25 A Object b palall URT A1 sl (SEI yise s 5l 33l
22l ¢« Application Port) s sivee e unique 22 % ) URI Object -
13¢8 SingleCall sl a5 134 Remote Instance Object g s Sl yiwa 5 Ll
Remote -V (= Instance Wb o 58 Client JS! 23 New Instance ¢L)
Remote Instance - uadialadiul iay 12gd Singleton Jia) o513 5 <Class
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& sl aldaill LS AW 3 SingleCall aladin! a5 «Clients = J<I Object
G Server I oS Als 8 Singleton alaiiuh meaiys User JSI Session a2t
& 5 G i Client ) o8 el | 4808l e Clients 2 dS () Sl slaall s
o Leerdiul a5 i 3Ll ¢ o5 cows HTTP  Channel sl TCP ¢! < Channel-
URI ) 8 4xia s K55 Client Channel 3 2 Port ! a8 ) paa g a1 ¥ 5 Server-)

1ok WS Client J 4 slall iy 23 o4 5 Object

Cit:
HttpChannel http Channel = new HttpChannel

VB.NET:
Dim http_Channel As HttpChannel = New HttpChannel()

;b WS TepChannel ) ladinl Al A
Cit:
TcpChannel Tcp Channel = new TcpChannel();

VB.NET:
Dim Tcp_Channel As TcpChannel = New TcpChannel()

;b WS s Server A & Jall s WS Client 4! 4 RegisterChannelsUdll Jass ol 5
C#:

ChannelServices.RegisterChannel(chan);

VB.NET:

ChannelServices.RegisterChannel(chan)

Ol i ¢ Remote Client -l (= New Instance Object < yais a & GLI3 ay
58 & Distributed Class 2t o=l D11 File A Je Client Projectd) (s siss
el Olsirg a5 aadiall Protocol ) (e (s sias (sl s URT iy 4lad) 8
L o a3 i) daadl) al 5 axdisdd) Portdl ady a3 (e 5 Server b s=lall DNS I

i WS @l by g Server A (4

: TCP Channel alaaiu) s 8
Cit:
string URI = "Tcp://"+Remote IP.Text+":Port/ unique Service Name

"n.
b
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VB.NET:
Dim URI As String = "Tcp://" & Remote IP.Text & ": Port/
unique_Service Name "

: HTTP Channel plaaiul s 8
C#:
string URI = "Http://"+Remote IP.Text+": Port /
unique_Service Name";

VB.NET:
Dim URI As String =" Http://" & Remote IP.Text & ": Port/
unique_ServiceName "

pladiuly b o3 s Remote Class J) (i« New Instance Object sl o 6 Glld aay
W Uiy Activator Class J e 3sasdls GetObject Method-)
toh WS 5 ¢ olid e (A URI ) 5 Distributed Class Type-)

C#:

Distributed Class Name obj = (Distributed Class Name)
Activator.GetObject

(typeof (Distributed Class Name), URI);

VB.NET:

Dim obj As Distributed Class Name =
CType(Activator.GetObject(GetType(Distributed Class Name), URI),
Distributed Class Name)

sdala Adaadla

& Distributed Class Y !} MarshalByRefObject Class J & )58 oty )} s
duysi ey System  Namespace —(ea  dsagelly  Amds o n
5 cildeall 43S 3% i Distributed Class J) ) MarshalByRefObject-)
& 13 cps (B4 Al Result ) e Client J) Jeassus Server 4 e Process-)
oS! 5 Remote Class I pladiu) siw laxie MarshalByValueObjectd! olasiul
... Client Side J e dslladll dilae ot

& ealiall oda Gulaty O¥) a giiu Cud Al & Remoting ) pladiul 48 Ly 1Xa
gy palaall | 5aalSl 3 ) g Lgd Caspas Cum £ ) 4 oanladt ol () s J g1 (e 5 pdia
Badmia J g0 (A (pdga sall g Aallal) ) 4y paldl) okl
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: Distributed eLearning System alii sL&d) ;Y gi

b 5 ) gl L&) dyleny & 68 Distributed Class sbiil 0o ¥ sl 0¥ alaill 1 oLisy
Server 4l & TepChannel ) Ladivs Client ) () Wi s Serverdb (alall (iS4l
Al aledll o 58 Eus Remote Classroom sbi) JUall 13a 8 (= jidisg Client s
) i iyl e alaally Galdl) (Sl o g ) jaalSl 3 ) goa Eu oy g 4BUa () B pualaa

;‘!Jﬂ\ Jsal ‘_g LS g Baaxta J 92 ‘zg s sall 3 Classroom - ‘_g A

JS 3 ¢18Y) ¢ liiu s HitpChannel s TCP Channel 2 JUiall 1aa 8 axaiui
A IS dpnd el jll alall JSEN & oS ¢ Lagha
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:(Server Project) walaall zali s ¥
mg Remotting Server E]@ =

Camera- Screen Size

sl Real TP bl (S alla 8 e ) JBA (e 958 of oS5 Client ) gl
;&t:d\ M\@wﬁw}w\&ﬂ\g

i) T T —"

JIs3 padisins ¢ iSall b 3 pum s o 8 g3y Remote Class ) sL3Y 5
user32.dl) (e 3352 sall s GetDesktopWindow  Method—) Leie s APT
a5 Byte Array ) 3l dusady a din o5 3 ) guall o)) BitBIt Method-
MarshalByRefObject 48 sk aadiwiv 2 Sty 5 « Clients = () lelbw ) gakaiws

(b WS b g« Server Side ) e 3 pall Aallaa g Laléill dilee o5 s
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C#:

using System,;

using System.Drawing;

using System.Drawing.Imaging;

using System.Runtime.InteropServices;
using System.lO;

public class ScreenCapture : System.MarshalByRefObject
{

[DllImport("user32.d11")]

private static extern IntPtr GetDesktopWindow();

[DllImport("gdi32.d11")]

private static extern bool BitBIt(
IntPtr hdcDest, // handle to destination DC
int nXDest, // x-coord of destination upper-left corner
int nYDest, // y-coord of destination upper-left corner
int nWidth, // width of destination rectangle
int nHeight, // height of destination rectangle
IntPtr hdcSrc, // handle to source DC
int nXSrc, // x-coordinate of source upper-left corner
int nYSrc, // y-coordinate of source upper-left corner
System.Int32 dwRop // raster operation code

);

private const Int32 SRCCOPY = 0xCC0020;
[DllImport("user32.d11")]
private static extern int GetSystemMetrics(int nlndex);

private const int SM_CXSCREEN = 0;
private const int SM_CYSCREEN = 1;

public Size GetDesktopBitmapSize()

{

return new Size(GetSystemMetrics(SM_CXSCREEN),
GetSystemMetrics(SM_CYSCREEN));

}

public byte[] GetDesktopBitmapBytes()

{
Size DesktopBitmapSize = GetDesktopBitmapSize();
Graphics Graphic = Graphics.FromHwnd(GetDesktopWindow());
Bitmap MemlImage = new Bitmap(DesktopBitmapSize. Width,
DesktopBitmapSize.Height, Graphic);
Graphics MemGraphic = Graphics.FromImage(MemImage);
IntPtr dc1 = Graphic.GetHdc();
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IntPtr dc2 = MemGraphic.GetHdc();

BitBlt(dc2, 0, 0, DesktopBitmapSize. Width,
DesktopBitmapSize.Height, dc1, 0, 0, SRCCOPY);
Graphic.ReleaseHdc(dc1);
MemGraphic.ReleaseHdc(dc2);
Graphic.Dispose();

MemGraphic.Dispose();

Graphics g = System.Drawing.Graphics.FromImage(MemImage);
System.Windows.Forms.Cursor cur =
System.Windows.Forms.Cursors. Arrow;

cur.Draw(g,new Rectangle(System.Windows.Forms.Cursor.Position.X-
10,System.Windows.Forms.Cursor.Position.Y -
10,cur.Size.Width,cur.Size.Height));

MemoryStream ms = new MemoryStream();
MemlImage.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
return ms.GetBuffer();

}
}

VB.NET

Imports System

Imports System.Drawing

Imports System.Drawing.Imaging
Imports System.Runtime.InteropServices
Imports System.10

Public Class ScreenCapture : Inherits System.MarshalByRefObject
<Dlllmport("user32.d1l")> _
Private Shared Function GetDesktopWindow() As IntPtr
End Function

<Dlllmport("gdi32.d11")> _

Private Shared Function BitBlt(ByVal hdcDest As IntPtr, ByVal
nXDest As Integer, ByVal nYDest As Integer, ByVal nWidth As
Integer, ByVal nHeight As Integer, ByVal hdcSrc As IntPtr, ByVal
nXSrc As Integer, ByVal nYSrc As Integer, ByVal dwRop As
System.Int32) As Boolean

End Function

Private Const SRCCOPY As Int32 = &HCC0020
<DIllImport("user32.dll")> _
Private Shared Function GetSystemMetrics(ByVal nIlndex As Integer)
As Integer
End Function
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Private Const SM_CXSCREEN As Integer = 0
Private Const SM_CYSCREEN As Integer = 1
Public Function GetDesktopBitmapSize() As Size
Return New Size(GetSystemMetrics(SM_CXSCREEN),
GetSystemMetrics(SM_CYSCREEN))

End Function

Public Function GetDesktopBitmapBytes() As Byte()

Dim DesktopBitmapSize As Size = GetDesktopBitmapSize()

Dim Graphic As Graphics =
Graphics.FromHwnd(GetDesktopWindow())

Dim MemlImage As Bitmap = New
Bitmap(DesktopBitmapSize. Width, DesktopBitmapSize.Height,
Graphic)

Dim MemGraphic As Graphics =
Graphics.FromImage(MemImage)

Dim dcl As IntPtr = Graphic.GetHdc()

Dim dc2 As IntPtr = MemGraphic.GetHdc()

BitBlt(dc2, 0, 0, DesktopBitmapSize. Width,
DesktopBitmapSize.Height, dcl, 0, 0, SRCCOPY)

Graphic.ReleaseHdc(dc1)

MemGraphic.ReleaseHdc(dc2)

Graphic.Dispose()

MemGraphic.Dispose()

Dim g As Graphics =
System.Drawing.Graphics.FromImage(Memlmage)

Dim cur As System.Windows.Forms.Cursor =
System.Windows.Forms.Cursors. Arrow

cur.Draw(g, New Rectangle(System.Windows.Forms.Cursor.Position.X
- 10, System.Windows.Forms.Cursor.Position.Y - 10, cur.Size.Width,
cur.Size.Height))

Dim ms As MemoryStream = New MemoryStream
Memlmage.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)
Return ms.GetBuffer()

End Function
End Class

il Calall Cuilag 4xsa s a5 DI File () @il Class =) do s oy 28Uy

ahiv a5 Client 2 ¢ 5 e 4 References =) (e 4] Lia 5 ¢ & 5 il
. Severd) (226l Object JI e Casting ) Jes

~253~



: Remoting Server 2 ¢ : Y ol
Al 9e¥) A Server ) gelin (5 s

Class Object Name
pictureBox pictureBox1
mainMenu mainMenul

WebCamCapture — External DIl WebCamCapturel

File

alis Server Object J) ¢Lii) o5 TCP Remote Channel disdis eliils oY) & st
oL LS ol

C#:

TcpChannel chan = new TcpChannel(6600);
ChannelServices.RegisterChannel(chan);
RemotingConfiguration.RegisterWellKnownServiceType(Type.GetTyp
e("ScreenCapture, ScreenCapture"),
"MyCaptureScreenServer",WellKnownObjectMode.Singleton);

VB.NET

Dim chan As TcpChannel = New TcpChannel(6600)
ChannelServices.RegisterChannel(chan)
RemotingConfiguration.RegisterWellKnownServiceType(Type.GetTyp
e("ScreenCapture, ScreenCapture"),

"MyCaptureScreenServer", WellKnownObjectMode.Singleton)

Instance - 4xnk s MyCaptureScreenServer — Server Object - dran, Licd
2 5 Clients ) JS! Instance Object ) i aladinl =y 138 5 Singleton ¢S
) alasiul iad Client Request JS! New Instance Object ¢l Lia )i 13 dlla
Server-! e Load =) 23 ¥ (i s ¥ aladinly meay o2 Ll é 5 SingleCall
A L iy )l slaall 13 Clients 2 e 35S de gana (Ao adayy dlla

... =88 & Clients

Gaa A Ml 28N aami Picturebox ) (4 WebCamCapture Class 2 ks s
: sk WS s WebCamCapture Class b o=l ImageCaptured

Cit:
private void webCamCapturel ImageCaptured(object source,
WebCam_Capture. WebcamEventArgs e)

{

pictureBox1.Image = e. WebCamlImage;

}
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VB.NET:

Private Sub webCamCapturel ImageCaptured(ByVal source As

Object, ByVal e As WebCam_Capture. WebcamEventArgs)
pictureBox1.Image = e.WebCamImage

End Sub

main ) 4 25 sal Start Button 2 (e Jaxall aie |l KU Jia s aadains (Y0
Llee JSI Period Time 4 ) i s dosiil) 5 S Ly (alall Gaaall 8 auai s Menu
it WS el b5 1 Milliseconds S sa g Lalasl)

Cit:
this.webCamCapturel.TimeToCapture milliseconds = 1;
this.webCamCapturel.Start(0);

VB.NET:
Me.webCamCapturel.TimeToCapture milliseconds = 1
Me.webCamCapturel.Start(0)

: Remoting Client J ¢l : Ll
AUl ) s e Ll (5 sina

Class Object Name
pictureBox pictureBox1
mainMenu mainMenul

Timer timerl

TextBox textBox1
ScreenCapture Class — External ScreenCapture
Class in References

:z=U_ll Global Declaration 4 2 43l Objects )y < ypiall Cay jaty o st g

C#:

ScreenCapture obj;
TcpChannel chan;

string URI;

VB.NET:

Dim obj As ScreenCapture
Dim chan As TcpChannel
Dim URI As String

Incoming Remote ! e Casting ) w2l ScreenCapture Objectd) a2iiwiu
Remoting I «L43Y TepChannel Object ) p2aiuwiv s ¢ Instance  Object
Server Object Jb (=lall URT A URI String Variable ) & i s Channel

. Server J (g 4dy =i o5 (sl 5

<2 Remote Object s TCP  Channel —I dulud) iy il gn 50 o giins o
(b LS5 ¢ 5 il y=lil Constructer
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C#:
public Form1()

{

URI = "Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer",;
chan = new TcpChannel();
ChannelServices.RegisterChannel(chan);

obj = (ScreenCapture)Activator.GetObject(typeof(ScreenCapture),
URI);

}

VB.NET:

URI ="Tcp://" & textBox1.Text & ":6600/MyCaptureScreenServer"
chan = New TcpChannel()

ChannelServices.RegisterChannel(chan)

obj = CType(Activator.GetObject(GetType(ScreenCapture), URI),
ScreenCapture)

TextBox -l (= Server b =lall DNS 2 sf Remote P ) s i s Cas
...Client ) (& 44 y=3 3 53} Remote Object s Port I a8 ) 42y

S)JédsServerJ\wSJ}d\%@;Timer‘;&m\ J)Sl\e.'a.'m'é)}.aj\;.ﬂ;lj

R SREWY

C#:

private void timer]l Tick(object sender, System.EventArgs e)
{

try

{

URI = "Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer";
byte[] buffer = obj.GetDesktopBitmapBytes();
MemoryStream ms = new MemoryStream(buffer);
pictureBox1.Image = Image.FromStream(ms);

}

catch(Exception ex){timerl.Enabled=false;
MessageBox.Show(ex.Message);}

}

VB.NET:
Private Sub timer1 Tick(ByVal sender As Object, ByVal e As
System.EventArgs)
Try
URI ="Tcp://" & textBox1.Text &
":6600/MyCaptureScreenServer"
Dim buffer As Byte() = obj.GetDesktopBitmapBytes()
Dim ms As MemoryStream = New MemoryStream(buffer)
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pictureBox1.Image = Image.FromStream(ms)

Catch ex As Exception

timer1.Enabled = False
MessageBox.Show(ex.Message)

End Try
End Sub

-l TecpChannel - i 812 @ Hitp  Channel () SVl 5L oy sail
Internet -) »:= Remote Methods - saalis (e (Saiin Warie s HttpChannel
WSDL — Web Services Definition Language - —arai lialial s Browser
:Remote Object I y=all URT ! M W) Query

http://10.0.0.10:6600/MyCaptureScreenServer?wsdl

:SJall Jsall baY XML 4ug: Remote Interface Class I W et

@ http://10.0.0.10: 6600/MyCaptureScreenServer?wsdl - Microsoft Internet Explorer g
File Edit Wiew Favorites Tools  Help o

@Back b D ﬂ Lﬂ ;. /._."Search L:_:I":I‘Favorites 6“' - ,( i] = ﬁ FJ

hittp:ff10.0,0.10:6600/MyCaptureScreenServer Twsd] || a Go  links 2 ﬁ’ -

20PublickeyToken%o3Dnull" xmins: xsd="http:/ /vnew . w3.0org/ 2001/ XMLSchema"
wmlns:ssi="http:/ /www.w3.0rg /2001 / ¥MLSchema-instance"

wmins: suds="http://www.w3.0org/2000/wsdl/suds"

zmins:wedl="http:/ /schemas.xmlsoap.org/wsdl/"

#mins:soapenc="http:/ /schemas.xmlsoap.org/soap/encoding/" 3
wmlns:ns2="http://schemas.microsoft.com/clr/nsassem/ScreenCapture/ScreenCapture®o| -
2C%20Version%301.0.2314.30913% 2C % 20Culture2o3Dneutral®e2C %
20PublickeyToken%o3Dnull"
smlns:ns0="http://schemas.microsoft.com/clr/assem/ScreenCapture%2C%
20¥ersion%301.0.2314.30913%2C%20Culture%3Dneutral%2Co%
20PublickeyToken%o3Dnull"

#mins:nsi="http://schemas.microsoft.com/clr/ns /System"
wmlns:ns3="http://schemas.microsoft.com/clr/nsassem/System.Drawing/System.Drawinc
2C%20¥ersion%301.0.5000.0%2C%20Culture%3Dneutral®2Co%
20PublickeyToken%o3Db03f5f7f11d50a3a"

wmlns:soap="http:/ /schemas.umlsoap.org/wsdl/soap /">

- «typess

- =schema
targetMamespace="http:/ /schemas.microsoft.com/clr/nsassem/ScreenCapture/Screen
2C%20Version®%3D1.0.2314.30913%2C% 20Culture%e3Dneutral®o2Co%
20PublickeyToken%e3Dnull" xmins="http://www.w3.0rg/2001/¥MLSchema"
elementFormDefault="unqualified" attributeFormDefault="unqualified">

DIl J e Jsaall (o (St Al 8 Class U il S 5l (e 30lE5Y) aadais
DIl <als () Gdl XML A o a3 aedaind Evs « Remote Class=k (=l File
Metadata - plasinly bl 23y 5 Client =) gl 8 References ) g 42z o)
oalal J ¥ ¢ sall aia o Eom w3cexsd2001  Standard - Lee s Namespace
:JEaS L WS 5 Serializable Attribute J) 4 XML Namespace-&

C#:

<import
namespace="http://schemas.microsoft.com/clr/nsassem/System.Drawing/System.[
2C%20Yersion%301.0.5000.0%2C%20Culture% 3Dneutral%2C% ™
L) I | 2]
@Dune a Internet

using System;

using System.Runtime.Remoting.Messaging;

using System.Runtime.Remoting.Metadata;

using System.Runtime.Remoting.Metadata.W3c¢Xsd2001;
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[Serializable,SoapType(XmlNamespace=@ " http://http://schemas.micro
soft.com/clr/nsassem/ScreenCapture/ScreenCapture%2C%20Version%3
D1.0.2314.30913%2C%20Culture%3Dneutral%2C%20PublicKeyToke
n%3Dnull")]

public class ScreenCapture : System.MarshalByRefObject

{// Your Methods with Return Values Only}

VB.NET:

Imports System

Imports System.Runtime.Remoting.Messaging

Imports System.Runtime.Remoting.Metadata

Imports System.Runtime.Remoting.Metadata. W3cXsd2001

<Serializable(),
SoapTypeAttribute(XmlNamespace:="http://http://schemas.microsoft.co
m/clr/nsassem/ScreenCapture/ScreenCapture%2C%20Version%3D1.0.
2314.30913%2C%20Culture%3Dneutral%2C%20PublicKeyToken%3
Dnull"), Serializable(),
SoapTypeAttribute(XmlNamespace:="http://http://schemas.microsoft.co
m/clr/nsassem/ScreenCapture/ScreenCapture%2C%20Version%3D1.0.
2314.30913%2C%20Culture%3Dneutral%2C%20PublicKeyToken%3
Dnull")>

Public Class ScreenCapture : Inherits System.MarshalByRefObject
“Your Methods with Return Values Only

End Class

Remote ) g 4lla d Lails Juaid HTTP Channel ) si TCP I ¢ Jlaiadl
< HTTP Channel ) aladin) <o iyl e aze Joali Slea e 3 6a 50 Object
o > sl Windows ¢l s aldai (gl ae (38 53 435S ) ALYl Juai¥) de ju 430 50na
... Local Network-l ki Juzail TCP Channel 4 4e yu 5 ¢lal iy o<1
Distributed L) Aslee Uitk g cuyd & gall & Remoting ) aladiu) 4,48 Uy 1384
3 sa Ji Gaila ) & geal) 858 e ddla) V1 aadaisi aSky 5 ¢ eLearning System
oalall Jeadl) ) s a bl (e 2 5al) aialanalls Aealall | yuel S 3L
Remote GA\_:).I ;\_Ju\ 41\345 Joadl) 13 O L"A_“J\ ;).A.j\ @ O g c(VOIP_“.\
ASaill sl s Desktop Application
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Create an Advanced Remote Desktop 2 (s aSail) mald y eldi) ; Ll
: Application With Remote (Mouse/Keyboard) Control Features

(X,Y) Mouse—!) ililaa) Juu ) (Ao gl pdl sda Jlia 8 bl 5 5 Sall o giag
2 33 sall g APT ) Jl g0 aladtinly Sl IS 4 5 Server 4 ) Kay Press Eventdl s
Leias JIsall g pdoia dae e Caladl a8 (g 5iag Cus user32.d11 el pasiosd) ol
agle lxall o5 M jnput Button Type <) Ll o Ju 5 Al s SendInput A1)
lilaa) 33 5 SetCursorPos 4lall s Mouse - sl Keyboard b

OSang ¢ Al yall CldlaaY) Je Moused! jiii poa g oy Cus Mouse U Y g X I
Server—l! Desktop Screen ) aaa 48 j2al GetSystemMetrics Al aladi
(O sl e e Sa31 ) gall 038 aladiul (S5 ¢ (Height & Width)

~ Socket -I) »e Serialization Object - Server - (A Gbilaayl Juw ) -1
oD Ay Hhll ol éd&mﬁ iall 0K 56 Jsall ) dlsiead) caldlaaly) 5 iy Ladaat o Ledliaial
O bl Juw ) ol 5all sy o S G clilaay) Jla ) ke (8 edasl)

... Control Object A Ju)) dalee & 4alain (53l Bandwidth-)

Methods = Client ) = iy Cioa oSaill ddee & Remoting ) alasion) -2
oo=as Server Side ) (Ao Leiallae ddee (5 )85 a5 (a5 Server! (e 33 5 gl
Server-) e 535 5all Remote Methods-! () aSailly 4alal) abilaay) Client-)
iz G ¢ Serverd) () pSaill il glas Ju )Y Gobl g ml e 48kl 02 iais ¢
e alld axy 35 5 Clientd) e WilS s Server J e 33 5a sall Methods - ¢le i
. Server Side J

A8l Aaldll JIsall S Ao (5 sinaw 31 5 Distributed Class ) ¢Laih a st el
= Methods— JS 2818 21y Sy System.MarshalByRefObject paiiiug ¢
s Unsigned Variables ) (= e gane Cajmiwdladl 8¢ Server Side-)
Hex b aill de gena led ) paig Lgy aSaill by 53 Al Dpleall Zapida ) pail B Y Lgaadinn
s dkee JS (aad Al Decimal

C#:

const uint MOUSEEVENTF _MOVE = 0x0001; //mouse move
const uint MOUSEEVENTF LEFTDOWN = 0x0002; // left button
down

const uint MOUSEEVENTF _LEFTUP = 0x0004; // left button up
const uint MOUSEEVENTF RIGHTDOWN = 0x0008; // right button
down

const uint MOUSEEVENTF RIGHTUP = 0x0010; // right button up
const uint MOUSEEVENTF _MIDDLEDOWN = 0x0020; // middle
button down

const uint MOUSEEVENTF_ MIDDLEUP = 0x0040; // middle button
up

const uint MOUSEEVENTF _WHEEL = 0x0800; // wheel button rolled
const uint MOUSEEVENTF _ABSOLUTE = 0x8000; // absolute move
const uint KEYEVENTF _EXTENDEDKEY = 0x0001;

const uint KEYEVENTF_KEYUP = 0x0002;

const uint INPUT MOUSE =0;

const uint INPUT KEYBOARD = 1;
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VB.NET:

Const MOUSEEVENTF MOVE As Integer = &H1 'mouse move
Const MOUSEEVENTF LEFTDOWN As Integer = &H2 ' left button
down

Const MOUSEEVENTF LEFTUP As Integer = &H4 ' left button up
Const MOUSEEVENTF RIGHTDOWN As Integer = &H8 ' right
button down

Const MOUSEEVENTF RIGHTUP As Integer = &H10 ' right button
up

Const MOUSEEVENTF MIDDLEDOWN As Integer= &H20 'middle
button down

Const MOUSEEVENTF MIDDLEUP As Integer = &H40 'middle
button up

Const MOUSEEVENTF WHEEL As Integer = &H800 ' wheel button
rolled

Const MOUSEEVENTF ABSOLUTE As Integer = &H8000 ' absolute
move

Const KEYEVENTF_EXTENDEDKEY As Integer = &H1

Const KEYEVENTF _KEYUP As Integer = &H2

Const INPUT _MOUSE As Integer = 0

Const INPUT _KEYBOARD As Integer = 1

(= Kay Press Value 41 Jia) Alee 8 LealadinY Structs ) (e 4e gana <8 jain o3

Mouse Buttons J2¥ MOUSE INPUT 25 Server 2! () Client - J-8

Keyboard Button Press Value J&3¥ KEYBD INPUT-s Press Values
c,A" WS INPUT Struct ) alasiuls Leia IS el

Cit:

struct MOUSE _INPUT

{

public uint dx;

public uint dy;

public uint mouseData;

public uint dwFlags;

public uint time;

public uint dwExtralnfo;

}

struct KEYBD INPUT

{

public ushort wVk;
public ushort wScan;
public uint dwFlags;
public uint time;

public uint dwExtralnfo;

}
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[StructLayout(LayoutKind.Explicit)]
struct INPUT

{

[FieldOffset(0)]

public uint type;

// union

[FieldOffset(4)]

public MOUSE INPUT mi;
[FieldOffset(4)]

public KEYBD INPUT ki;

}

VB.NET:
Friend Structure MOUSE_INPUT
Public dx As System.UInt32
Public dy As System.UInt32
Public mouseData As System.UInt32
Public dwFlags As System.UInt32
Public time As System.UInt32
Public dwExtralnfo As System.UInt32
End Structure

Friend Structure KEYBD INPUT
Public wVk As System.UInt16
Public wScan As System.UInt16
Public dwFlags As System.UInt32
Public time As System.UInt32
Public dwExtralnfo As System.UInt32
End Structure

<StructLayout(LayoutKind.Explicit)> _
Friend Structure INPUT
<FieldOffset(0)> _
Public type As System.UInt32

"union
<FieldOffset(4)> _
Public mi As MOUSE INPUT

<FieldOffset(4)> _
Public ki As KEYBD INPUT
End Structure

e e oSaill Alee 1aw) 406N Methods ) pasiu Cogusg

Hise aoia g oy G Mouse Y s X ) ldilas) 345 SetCursorPos 41l -
A Se ey ail andiidin Sua ¢ Client <) o 4 el lilaay) e ¢l Mouse!
. Server ) & Mouse
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sdlee IS 8 VLAY aae IV @l a5 5l 4330 Lgad Juyiu s SendInput 4l -
Virtual 1 326 Lgils Keyboard ) 4l 3 iw 413040l 4laall Reference Value
SendInput Method ) iy 5 caqle Lzl a3 (531l Button ! Kay Code
SendKeystroke Method-'s PressOrReleaseMouseButton Method {—iiius
Input Struct-)) (= Instance i S G joxiall (e de sana Leia JSI ) jainsg
ji Mouse _ (= ;;\}.m Input Type A el G.o\_]_),d\ J\_J\J,\ LH a\_’\é_)x: Lﬁu\}
&) s Kay Buttonl s -disall caliilas) 41 ) 43 Mouse 4l ¢» oS 136 Keyboard-!
VirtualKeyCodedl 41 5 seiué Keyboard 41 (e daadl oS 13 Wi ¢« Right sl Left
.. ade baall 5 A Button Jb =l

Cit:
[DllImport("user32.d11")]
private static extern uint SendInput(

uint nInputs,  // count of input events

ref INPUT input,
int cbSize // size of structure
);

public void PressOrReleaseMouseButton(bool Press, bool Left, int X,
intY)

{

INPUT input = new INPUT();

input.type = INPUT_MOUSE;
input.mi.dx = (uint) X;
input.mi.dy = (uint) Y;

input.mi.mouseData = 0;
input.mi.dwFlags =0;
input.mi.time =0;
input.mi.dwExtralnfo = 0;

if (Left)

{
input.mi.dwFlags = Press ? MOUSEEVENTF LEFTDOWN :
MOUSEEVENTF_LEFTUP;

}

else

{
input.mi.dwFlags = Press ? MOUSEEVENTF RIGHTDOWN :

MOUSEEVENTF RIGHTUP;
}

SendInput(1, ref input, Marshal.SizeOf(input));
}

[DllImport("user32.d11")]
private static extern void SetCursorPos(int x, int y);
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public void MoveMouse(int X, int y)
{SetCursorPos(x, y); }

public void SendKeystroke(byte VirtualKeyCode, byte ScanCode, bool
KeyDown, bool ExtendedKey)

{
INPUT input = new INPUT();

input.type = INPUT _KEYBOARD;
input.ki.wVk = VirtualKeyCode;
input.ki.wScan = ScanCode;
input.ki.dwExtralnfo = 0;

input.ki.time =0;

if ('KeyDown)
{
input.ki.dwFlags |- KEYEVENTF KEYUP;

}

if (ExtendedKey)

{
input.ki.dwFlags |= KEYEVENTF _EXTENDEDKEY;

}

SendInput(1, ref input, Marshal.SizeOf(input));
}

VB.NET:

<DIlImport("user32.dll")> _

Private Shared Function SendInput(ByVal nlnputs As System.UInt32,
ByRef input As Input, ByVal cbSize As Integer) As System.UInt32
End Function

Public Sub PressOrReleaseMouseButton(ByVal Press As Boolean,
ByVal Left As Boolean, ByVal X As Integer, ByVal Y As Integer)
Dim input As Input = New Input

input.type = INPUT _MOUSE

input.mi.dx = System.Convert. ToUInt32(X)
input.mi.dy = System.Convert. ToUInt32(Y)
input.mi.mouseData = 0

input.mi.dwFlags = 0

input.mi.time = 0

input.mi.dwExtralnfo = 0

If Left Then
If Press Then
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input.mi.dwFlags = MOUSEEVENTF LEFTDOWN
Else
input.mi.dwFlags = MOUSEEVENTF LEFTUP
End If
Else
If Press Then
input.mi.dwFlags = MOUSEEVENTF _RIGHTDOWN
Else
input.mi.dwFlags = MOUSEEVENTF RIGHTUP
End If
End If

SendInput(1, input, Marshal.SizeOf(input))
End Sub

<DIlImport("user32.dll")> _
Private Shared Sub SetCursorPos(ByVal x As Integer, ByVal y As

Integer)
End Sub

Public Sub MoveMouse(ByVal x As Integer, ByVal y As Integer)
SetCursorPos(x, y)
End Sub

Public Sub SendKeystroke(ByVal VirtualKeyCode As Byte, ByVal
ScanCode As Byte, ByVal KeyDown As Boolean, ByVal ExtendedKey
As Boolean)

Dim input As Input = New Input

input.type = INPUT KEYBOARD
input.ki.wVk = VirtualKeyCode
input.ki.wScan = ScanCode
input.ki.dwExtralnfo = 0
input.ki.time = 0

If (Not KeyDown) Then
input.ki.dwFlags = input.ki.dwFlags Or KEYEVENTF _KEYUP
End If

If ExtendedKey Then
input.ki.dwFlags = input.ki.dwFlags Or
KEYEVENTF _EXTENDEDKEY
End If

SendInput(1, input, Marshal.SizeOf(input))
End Sub
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o padiuind Server Jb paldl) Wl s ) el Bitmap I cilas Blas Las Wl
Jsni s gealiyal) cilials aanally o i G5 ¢ Galadl JUid) 8 Lalia je il <l gladl)
uilay aum saw s Reference < Client Jb 38 s s DI wale ) @illl ClassH

- Serverd! AJJLJ ualdll ‘_gdgs.ﬂ\ —aldll

: Server 2 Y
a5t oM s Remoting Registration Channel 2! (e Server) gl y (5 sisyws
Jlaiy O LiSaus Eus 4.1\.&.1\ ru L..SM\} Control Class 4! @)}4} Jlaiy) sl =i

rsb WS @b a3 g 20k Port e Remote Class ) g

CH#:

TcpChannel chan = new TcpChannel(6600);
ChannelServices.RegisterChannel(chan);
RemotingConfiguration.RegisterWellKnownServiceType(Type.GetTyp
e("ScreenCapture, ScreenCapture"),
"MyCaptureScreenServer",WellKnownObjectMode.Singleton);

VB.NET

Dim chan As TcpChannel = New TcpChannel(6600)
ChannelServices.RegisterChannel(chan)
RemotingConfiguration.RegisterWellKnownServiceType(Type.GetTyp
e("ScreenCapture, ScreenCapture"),

"MyCaptureScreenServer", WellKnownObjectMode.Singleton)

: Client 2 LiG

AR (e a s S Bl Sl 8 ALl Ui (o) gl Cliient ) zeeb_y 4

o=lall Virtual Kay Code = s Mouse —b doalall culdilaall and 1y iy

(AU JSA 8 LS 5 o & g e £ LA3L &8 s 2l g « Keyboard Buttons-b

#5 Remotting Client [;l | @

Monitoring E -
127.00

Remote Desktop With
Mouse/Keyboard Control

Developed By Fadi Abdel-gader
www.fadidotnet.org

© FADI Abdel-gader , www fadidotnet.org
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A_JLJ\ Namespaces i ?bii“'\ L_A\ GU;.L.»

System.Runtime.Remoting
System.Runtime.Remoting.Channels
System.Runtime.Remoting.Channels.Tcp
System.IO
System.Runtime.InteropServices
System.Threading

:z=b ) 3 Global Declaration ) 4dkia ) 43Ul Cay jlail) 2y o8 @l 2ay
C#:
string URI;
ScreenCapture obj;
TcpChannel chan;
bool connected = false;

VB.NET:

Dim URI As String

Dim obj As ScreenCapture

Dim chan As TcpChannel

Dim connected As Boolean = False

claluser32.dll A (= Lo diwin Al s MapVirtualKey Method aadiw <8 g g

Aaddiiin G agle sl aivs 63 Button b o= Virtual Kay Code =)

Control =) sl Shift-d (e <o yal¥) 4US (1) Lgale Jazaall 23 ) oSaill ) ) 51 48 el
o sl

C#:

[DllImport("")]

private static extern uint MapVirtualKey(

uint uCode, // virtual-key code or scan code

uint uMapType // translation to perform

)i

VB.NET:

<DIlImport("user32.dll")> _

Private Shared Function MapVirtualKey(ByVal uCode As
System.UInt32, ByVal uMapType As System.UInt32) As
System.UInt32

End Function

(b WS 5 3aa Start Method (o2 JuadV) 8L Cay jaiy (aldl) 2 &I A0S o gt o
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Ct#:

void start()
{

try

{

URI = "Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer";
chan = new TcpChannel();
ChannelServices.RegisterChannel(chan);

obj = (ScreenCapture)Activator.GetObject(typeof(ScreenCapture),
URI);

connected = true;
timerl.Enabled = true;
textBox1.ReadOnly = true;

this.FormBorderStyle = FormBorderStyle.None;// Full Size Mode
this. WindowState = FormWindowState. Maximized,;
textBox1.Visible = false;

menultem5.Enabled = true;

}
catch (Exception){stop();};

}

VB.NET:
Private Sub start()
Try

URI ="Tcp://" & textBox1.Text &
":6600/MyCaptureScreenServer"

chan = New TcpChannel

ChannelServices.RegisterChannel(chan)
obj = CType(Activator.GetObject(GetType(ScreenCapture), URI),
ScreenCapture)
connected = True
timerl.Enabled = True
textBox1.ReadOnly = True
Me.FormBorderStyle = FormBorderStyle.None ' Full Size Mode
Me.WindowState = FormWindowState.Maximized
textBox1.Visible = False
menultem5.Enabled = True
End Try

psiiw (a4 Start monitoring 2! L) e 4aLud) Start Method ) oo diwing

s4ili) a3 3l Remote Object = s s Juai¥) 332y s 14l Method Ll
:Serverdu palall CiSall mhai 5 ) g ala o 58 (53 Timer 4 alayy
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C#:

Fi;i stop()
{
try
{

timerl.Enabled = false;
textBox1.ReadOnly = false;
connected = false;

this.FormBorderStyle = FormBorderStyle.Sizable; // Normal
Size Mode

this. WindowState = FormWindowState.Normal;

textBox1.Visible = true;

this.Width = 584;

this.Height = 440;

ChannelServices.UnregisterChannel(chan);//to Un Register chan
Channel

J
catch(Exception){}

}

VB.NET:

Private Sub Stop()

Try

timerl.Enabled = False

textBox1.ReadOnly = False

connected = False

Me.FormBorderStyle = FormBorderStyle.Sizable ' Normal Size Mode
Me.WindowState = FormWindowState.Normal

textBox1.Visible = True

Me.Width = 584

Me.Height = 440

ChannelServices.UnregisterChannel(chan) 'to Un Register chan Channel
End Try

13a aain Eua L LS Remote Object 2 (o iSall a3 ) som la dilae 25
‘Picture box e 3 sall (e 5 lall ddae ) S3 Timer 4 2550

L

URI = "Tcp://"+textBox1.Text+":6600/MyCaptureScreenServer",;
byte[] buffer = obj.GetDesktopBitmapBytes();

MemoryStream ms = new MemoryStream(buffer);
pictureBox1.Image = Image.FromStream(ms);}

catch (Exception){stop();}
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VB.NET

Try

URI ="Tcp://" & textBox1.Text & ":6600/MyCaptureScreenServer"
Dim buffer As Byte() = obj.GetDesktopBitmapBytes()

Dim ms As MemoryStream = New MemoryStream(buffer)
pictureBox1.Image = Image.FromStream(ms)

Catch el As Exception

stop()
End Try

MoveMouse Method 4l sle3iuls a g3iu Server ) () Mouse ) Slilas) p jadl
Mouse Move Event = g=ass @l remote Class ) 4 Lali e Al
it WS Picture box-l!

Properties

|picl:urEBm-:1 System.Windnws.FDrrj

A==

LocationChanged ﬂ
MouseDown pictureBoxl_M
MouseEnter

MouseHowver

Mouseleave

MouseMove pictureBox1_ ;I
Mousellp pictureBox1_M

Move

Paink
ul | ol 8 - LI

MouseMove
Occurs when the mouse is moved.

Cit:
private void pictureBox1 MouseMove(object sender,
System.Windows.Forms.MouseEventArgs e)

{
if (connected == true) {obj.MoveMouse(e.X, e.Y);}

}

VB.NET:
Private Sub pictureBox1 MouseMove(ByVal sender As Object, ByVal
e As System.Windows.Forms.MouseEventArgs)

If connected = True Then

obj.MoveMouse(e.X, €.Y)

End If
End Sub

PressOrReleaseMouseButton - 1l Mouse Button Event ! Jeins
»2a 2aliy Mouse Down Events s Mouse up—) o leilexiuls Method

~269~



4 Event J) )< 13 False sl True 4ad 41 a1 J5¥) &) sise s 54 42 )l Method!
Mouse up Event ) dla & (&all5 True Wi ¢ 585 Of caaa aie Mouse Down
Right i Left ¢) s« Mouse Jb 4ide Jasall o3 (3 Button 3 (S i s Ll 38k
13l MouseButtons.Left ) as e.Button - ¢ )& ¢us False sl True 4 33l
Left s 4ule bl a3 52l Mouse Button I o)} (e Jay €Ll ¢lé True «uilS

:3all Y s X ) cillan) a5l g SN s s 5L 32k Right ) Alls 3 uSall

Cit:
private void pictureBox1 MouseDown(object sender,
System.Windows.Forms.MouseEventArgs e)
{
if (connected == true)
{
obj.PressOrReleaseMouseButton(true, e.Button == MouseButtons.Left,
e.X,e.Y);
b
b

private void pictureBox1 MouseUp(object sender,
System.Windows.Forms.MouseEventArgs e)

{
if (connected == true)

{
obj.PressOrReleaseMouseButton(false, e.Button == MouseButtons.Left,
e.X,e.Y);

}
}

VB.NET:
Private Sub pictureBox1 MouseDown(ByVal sender As Object, ByVal
e As System.Windows.Forms.MouseEventArgs)
If connected = True Then
obj.PressOrReleaseMouseButton(True, e.Button =
MouseButtons.Left, e.X, e.Y)
End If
End Sub
Private Sub pictureBox1 MouseUp(ByVal sender As Object, ByVal e
As System.Windows.Forms.MouseEventArgs)
If connected = True Then
obj.PressOrReleaseMouseButton(False, e.Button =
MouseButtons.Left, e.X, e.Y)
End If
End Sub

agle baall o3 53 Keyboard b u=la Buttons —! Kay  Code ) s <l
(st WS Form b 4alall Kay upls Kay Down laal) addiuis
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Properties

I Forml System.Winduws.FDrms.FDrrj

28] B[4
ForeZolorZhange ;I

GiveFeedback
HelpRequested

ImefModei_hange:
InputLanguageCt J

InputLanguageCt

KeyDawn Forml_KeyD ;I
keyPress
Keylp Forml_KeyUp
T [
KeyDown
Dcours when a key is firsk pressed.

Cit:

private void Form1 KeyDown(object sender,
System.Windows.Forms.KeyEventArgs e)

{

if (connected == true)

{

e.Handled = true;
obj.SendKeystroke((byte) e.KeyCode, (byte) MapVirtualKey((uint)
e.KeyCode, 0), true, false);

}
}

private void Form1 KeyUp(object sender,
System.Windows.Forms.KeyEventArgs e)
{

if (connected == true)
{
e.Handled = true;
obj.SendKeystroke((byte) e.KeyCode, (byte) MapVirtualKey((uint)
e.KeyCode, 0), false, false);

}
}

VB.NET:
Private Sub Form1 KeyDown(ByVal sender As Object, ByVal e As
System.Windows.Forms.KeyEventArgs)
If connected = True Then

e.Handled = True

obj.SendKeystroke(CByte(e.KeyCode),
CByte(MapVirtualKey(System.Convert. ToUInt32(e.KeyCode), 0)),
True, False)

~271~



End If
End Sub

Private Sub Form1 KeyUp(ByVal sender As Object, ByVal e As
System.Windows.Forms.KeyEventArgs)
If connected = True Then
e.Handled = True
obj.SendKeystroke(CByte(e.KeyCode),
CByte(MapVirtualKey(System.Convert. ToUInt32(e.KeyCode), 0)),
False, False)
End If
End Sub

G, e 13 a5 e.Handled = Trued) alaaiul Buttons ) Adeld calily dyladl L
o2 3ali; SendKeystroke Method - ) 4nle laaall 2 530 Kay code
Virtual Kay - Byte ) 2abs Js¥1 ¢ Jull sail) e <l a5 )b 42051 Method)
Shift Kay ¢! s« Keys-) 4l Scan Code Il Sl 33l 5 44de Jaxuzall 23 53 code
aSaill 50 g e e sl Caps look Mode - casi i€ 1) i Control Kay
&= unassigned Integer Code ) md o i e &b &4 g Keyboard b alall

ool Gl el e Al MapVirtualKey ) ) e.KayCoded! (=

* False s KayDown s& Caall oS Ula 3 True ded 24k G e 5 5l Ll
pid ol G false Aed el Jise s )Ll 38k s KayUp s Gaall s ddls
.. shall el o) Extended KeysH

pladi) (3 by Remoting =) pldiuly 1o (o aSail ol oLy diis Uiy 138
2 Gaaiin de ) gall AaBil) araialy slis (3 a9 i agll B Serialization=)
Mail ) 3¢1,8 POP3 dly Emil’s Jw ¥ SMTP ) aladind 5k (8 AUl Juadl)

e Gl B Box
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Chapter 16
SMTP & POP3 Programming

- SMTP Protocol
1. SMTP Concept
2. Using SMTP in Dot Net
3. Advanced SMTP Programming

- POP3 Protocol
1. POP3 Concept
2. Using POP3 in Dot Net
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: SMTP & POP3 Programming :16

2l e dil )l Jla ) e Jstaall s SMTP Ass i e o all 138 & ot (o g
Alu ) Download - Acke e J siwall s POP3- 5 Mail Serverd) ) (55 581y
oo e A Mail Serverd) ¢

SMTP — Simple Mail Transfer Protocol Prograrpming N gl
s A 2l Jusial 5 Jla ) @llee 25 338 o 8 Mail Serverdl o <o jaall (10
O i 0 oo [ R DX PP PN s L g R S

E-mall Serves

[ Mail Detivery Agent (MDA)

Remote MTAS

| Mail User Aigent (MUA} | Mail Transhar Agant (MTR) /y/’

|

Workstation

Jasill s Outgoing Jw Y (e J sl s Message Transfer Agent— MTA
Jib Incoming

O 2S5 filtering ) lidee (ye J sl 5 Message Delivery Agent -MDA
ANl Jsaas

AL AT el ) B Ake e Jsiuadly Message User Agent -MUA
POP - Post JsSsisnaladinl dleall sda 2355 Client Jiiwdll sl Database
s Sull Jeal I ksl Office Protocol

E-mail Server
f POP3 Server

Workstation
[ PoP3Client
{ —— Mail folders

o bl U3 SMTP Simple Mail Transfer Protocol- JsS i i
. Jl,l Incoming Jea 535 Outgoing Jus ) Slilee 5l MTA
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¢l alall Internet Providerd) (o SMTP luss éllas elifl e 58U Y 5l any (Gdat]
352 sall Outlook Express— gebi » A (e el Galdll Accountd! & ot aakaind
L) A (e el 4 a8 aplains SMTP s el Y i€ 13 Windows) as
Control Panel >> : (- Leiudity dlld5 JIS 32 s e Virtual SMTP Server
:Sall JSal 3 L SMTP s TIS (3e JS Jundi e <15 Add/Remove Programs

T add of remave & component, click the checkbox. A shaded box mears that only
E&toflhewrm\twi'baimaled Tozee whal's mcluded in-a component, chck

Internet Information Services (i15)

SEINIC

To add or remove & component, cick the check bow. & shy
| E:Mmmdmd Morord  ©f the comporient will be istalled. Tosee what's inchuded

W s Message Queung Subcomponents of Intemet Information Services IS}
i e s it
Description: Inchides Weband Pl | 2 @) Documentation

wansactions, Active y ) TIFile Transter Frotocel [FTP) Service
Toued sk sponch g s ] & FrontPage 2000 Server Extensions
Space available o diske %) Inteinet Infoimation Services Snapn

! ol wiord wide Web Senvice FMO)_12

. L}JUH Ja L.sﬁ LS IS 0 Serverd! alac) ?3

& Lamputar Managameni

a:n. Rction Ve Window  Help | 1B %]

- BEEFRE & ¢

g i Systann Took i N, — 5
L] Bt Viswer %

# pa] Fhared Folders

- M Lot Wners a0 Geronps

* Prerformancs Logs and ik

?;E?“ Dl SHTF Vil Save

! Dirwice Ielansegar
o Serage 1P ke
] Fosvracrwable Shorsgs =
sk Doesfragmenter 121681900 | | Aeeanced - I
Disk Maragosmnni :
= i Servicer e Applcations | P Limit raambet of corinecons o E'Iﬂ
Ser T T
Wﬁ:'t\rd Advanced | I
i SR Contguen ki decstie or s vt serves
3 wWebishes | Addeesy.
L) FTP Shes P Aadess B 1
s Dt 5411
Dorruaing
Ciarend
£
s i ]
sid. | s || Reneve | |
EMO_82 o ] coes | W |

Namespace J3—3 — SMTP— Js—Sgig paladi il o gy Naca 3

Al padi WISA e Al s SmtpMail S e (5 6a5 5 System. Web.Mail
JsS 5855 anaddl Portdl s2 525 Port ) e Alla 3l Jla )Y aadiid Al Send
Sl 3 JWil sae 33l dua " gverloaded Method " Send Al a3 5 SMTP
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PRECENGRpPRIEH [ ) I SPPRCH [ TP e P R RN PR PP BN PR PN REG W
s Al @l e gLl

| SmtpMail.Send(string from, string to, string subject, string body)

5 al) deapall ) sie A am g LN g Joss el ) sie 4 g sn V) el
Al Gl s Al ) sid SIS a4

sl Ji) 8 LS New Form sWish o8 55 53STY1  5all Jl )b o s el o Jaal

Forml.cs [Dnign]l rl s
o (=} =]
% SMTP - eMail Sender - fadi822000@yahoo.com [H{E E3
From |
To |
Subjed |
SHTP Sensa |
oL S !
. Send it [
L — s s

zob a8 Mail ehal yelas o113)) ¢ System. Web.Mail Namespace 48l o8 o
s Sl 2SI AUSy W8 &3 (Referencesd! ) System. Web Namespace

Cit:
using System.Web.Mail;

VB.NET:
imports System.Web.Mail;

ol Lo Al e ) e 5
Ct#:
try
{
string from = textBox1.Text;
string to = textBox2.Text;
string subject = textBox3.Text;
string body = textBox4.Text;
SmtpMail.SmtpServer = textBox5.Text;
SmtpMail.Send(from, to, subject, body);

}
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catch (Exception ex)
{ MessageBox.Show(ex.Message);

}

VB.NET:

Try

Dim from As String = textBox1.Text
Dim to As String = textBox2.Text

Dim subject As String = textBox3.Text

Dim body As String = textBox4.Text
SmtpMail.SmtpServer = textBox5.Text
SmtpMail.Send(from, to, subject, body)
Catch ex As Exception
Msgbox(ex.Message)

End Try

s Jaa daly daadla

& SY LS TS e SMTP-Y Junii e 2l iy G cn S Jramy 35501 12
(SMTP Virtual Server & Buuwe 44y 323 a3 (52l 5) SMTPL paladl TP 1 5 i)
aeay bl SMTP Server) (e Liad aSUll sy ¢ SMTP Server Textbox -l
CDO?2 - Microsoft Collaboration Data Objects Version 2 4-iSall alasin
« CDO2 Object Y Jsa sl aadaivns ¥ 4ils & 3y Exception e Joand Cagu V) 5
=l il JSi Jaad s Windows 2000 s Windows XP g leeddin oiy 3alal) 8
Ll Microsoft Exchange Server2003 g« sl SMTP Virtual Server Cus xic
Exceptionl e Joasicasud 55 51 Exchange Version 5 i < 1)
L OSAl Gl
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SMTP Advanced Programming :asii ,isY) ¢ jal)

235 ¢« CDO2 o23iuls SMTP Il ;e iy Jlw ¥ Javsy JUe bl JU yiagy
ML.AYL} HTML Format=! e\dilu\ ?Sf Outlook-! G‘AUJ” Jia G.A\_).} ;Lﬁu\ Qe 3alaldl
s ASY) ad) Jlii) 5 Jle,Y @l lba sae dllary Laads s Cliale Jla ) 4lSa) )

.. POP3) 5l HTTP ol Ja

SMTP alasialy 55 SV pall Judiiasd 5 Jls s o sy Jagwy el oLl o 583 (o gas
Capfiy o 585 0 5l POP3 laas @laal i 6y o o POP3) i 4y POP3 I
Microsoft  axaiui of 5 Windows Server a= 5 il s POP3  Service-)
gliad G g Laaie ) POP3 aadiy Comg salae ) 5 & jlea e Exchange Server
< 48LaYh Windows  Server 5 Ol (e <o Domain Controller 25 5!

Ade Active Directory- <

Namespace AR e el g Gal oAl 02 e\d&:\_uy Oliea e L Grgall Chaad
SsHTML Format-l se2! MailMessage (=S aladinly s System. Web.Mail
POP3- dae nl o8I Al )l ae cliale Jlu ) 44S4) acal MailAttachment (S
System.IO s System.Net s System.Net.Socket Namespace plhasi—ul a 3L
s saan il 255 s dulaay ALl Serverdl ae pald Session Jee ok Cua
e baaall vie g dalall Cowa Treelist sl List Box (2 Lefiais o 5% Las ga g s
Advanced Jwxls Mail Serverdl (= 4lu )l Download Jdex: Clientd! a 52 Walaa)

: b LS MailMessage oS (5 Object 23l 28 SMTP eMail Sender

Cit:
using System.Web.Mail;

try
{
MailMessage mm = new MailMessage();
mm.From = textBox1.Text;
mm.To = textBox2.Text;
// mm.Cc =
// mm.Bece =
mm.Subject = textBox3.Text;
mm.Headers.Add("Reply-To", "fadi822000@yahoo.com");
mm.Headers.Add("Comments", "This is a test HTML message");
mm.Priority = MailPriority. High;
mm.BodyFormat = MailFormat.Html;
mm.Body = "<html><body><h1>" + textBox4.Text +
"</h1></html>";
SmtpMail.Send(mm);

}
catch (Exception ex) {MessageBox.Show(ex.Message);}

VB.NET:
imports System.Web.Mail;
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Try
Dim mm As MailMessage = New MailMessage

mm.From = textBox1.Text

mm.To = textBox2.Text

mm.Subject = textBox3.Text

mm.Headers.Add("Reply-To", "fadi822000@yahoo.com")
mm.Headers.Add("Comments", "This is a test HTML message")
mm.Priority = MailPriority.High

mm.BodyFormat = MailFormat.Html

mm.Body = "<html><body><h1>" + textBox4.Text + "</h1></htm]>"

SmtpMail.Send(mm)

Catch ex As Exception
Msgbox(ex.Message)
End Try

@l sl aaa 5l O ol pas (e ey 138 5 HTMLA 28 axdcin Al ana o aaY
o ciliale Ji ) e a8 bl Jaaly « HTMLA) Aladials alee (Say o
D28 b LS g and sl s #) 53) s MailAttachment (S pladiul

Cit:

MailAttachment myattach =

new MailAttachment("Your_ Attached File path.extension",
MailEncoding.Base64);

VB.NET:

Dim myattach As MailAttachment = New
MailAttachment("Your_ Attached File path.extension",
MailEncoding.Base64)

aaini l ne 5 Design J) dikee b ¢ JalS (5% SMTP geali g (o Lingi) 28 138
C_A)J.AS\ [P ;155}‘3}5%&:
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POP3- Post Office Protocol Version 3 Programming : Wt

MUA - Mail J ¢ 3 (b Sery 21 POP3 J5S 55 50 Adda 5 ol8 Wl Liaas LaS
Llee e Jyall 35S 8 e85 TCPA JsS 58 0 geaia 110 Port A= User Agent
Mail Serverd ¢ Ld Download Jee J3& (e Client o5l ) Al )l Jua si
) il Client) Slea A Lulad 352 salls Mail Folder 2 Jibu )l Jadas Gua
;g\ﬂ\ JE

E-mail Server
r POP3 Server

Workstation

[ poP3Ciem | @
{ —— Mail folders

o~ Interactive Mail Access Protocol — IMAP JsS 58 » POP3 U diladl (e s
o=l s Mail servers) (4 (Sls 44l Mail Folder ¢l aadival) aukivg 4abA
Ayl e 3 o 31 g s ailisns s IMAPY e (e 038 iy (501 Slea (8
48 A aall (K15 Client (s ST e Lgde) i ankind Cum Serverdl JA (e 3 pilie ot
3} Mail Folder-) ~>>: Mail Server Administrator Jibu il adla jaa oS85 a

sl JSal ) kil 50 sana Lgties 3alall 8 (5SS

E-mail Server
=

| IMAP Server |
[ 1\ Mail mml,!

Workstation
[ IMAP Client |

| |

Giaill 3 a4 tel B aias Mail — Server (e & Mail  Folder— of Lia¥
B eSS Al e (L8 Ll LaS (ST g pall AalS g araiiiall asl (4w Authentication
e 45 S POP3- aladiul 3 Sl S il sty 1M Mail Folder—) 4z 433 gasa
Mail Server —Jd33Y;Client) 58 daull S8 a8a3 5 (38 4a ) 250 aa

. Administrator
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) a3y 3 Ain y o Co g Jils ) 361 58 dglead POP3 alaic) Uiy 8 il Lay g
aiz G System.]O s System.Net s System.Net.Socket Namespace alaaiul
Jiba) 255 andi dlaay 2Ll Socketd) plaiul Serverd) g (=la Session dee
s gald Treelist sl List Box (o Leis sbie 4 o s Ladsa s Alla 855000
Mail 3 i« At ) Download Jwa Client-!) a s& lalas) e oz all vie g sl

.Textbox (* la_e i Mail Folderd! J Server

sl JSa 8 jedas WS s New Form sLih o Gulail

Forml.cs [Design] | e

POP Seaver [l slogoeddan eom —_ —
Uzes i‘su:-l:-uﬂ@al:-imdmcm : =
vomudl | [Dcomeat |

HTML Code Jo5 ok La ol b 2 o - Massage

= i
[ Read Last Come Enad |
Chatus
.......... i

C#:

using System.Net;

using System.Net.Socket;
using System.lO;

VB.NET:

imports System.Net
imports System.Net.Socket
imports System.IO

: 4l Namespaces 48l o8 &

alasiuly Serverdl ae Session Wiy Stream-)s Socket! ae Jalaill oy 4d) Loy
Stream Socket ) a33%u s CPOP3 Server) (e Alu )l 321 435 TCPI JS 55 0

:»5 Serverd) ) Commands J s il Gl

~281~



USER (USER USER_NAME) Password 115 User Name 4l J&.)
PASS (PASS PASSWORD) 1) giadl clilee o) ,aY
Authentication

RETR (RETR Message Number) POP3 I (e Al )l alad aasiud
... Byte Array S aa 55

STAT Jila ) dae g3 Jilu ) dsa g 48 jaal
inbox J & syl

QUIT POP3 Server 4l g« Session 4! 33

Lihaia b — ot DS Gy oy (1) el ) Ay 8 A0 iy jlactl) AdLialy o8 o5
: (Global Declaration-

C#:

public TcpClient Server;// ¢Lii) cags g o (w Al J K 55 0 (0 (A8 GlaLE)
Al

public NetworkStream NetStrm;// a2aiuall Cla slaa i )Y 4ediiod o g
public StreamReader RAStrm; // 3 <sll (e 53] 5l Sl glaall 361 58l
public string Data; /s el () sal 831 53 sai 6 Laladinl

public byte[] szData; / 3 @l (e 82 sl ULl oy 335

public string CRLF = "\r\n";/ .2 sl Jaal zali ) 8 Lealasiny
VB.NET:

Public Server As TcpClient

Public NetStrm As NetworkStream

Public RdStrm As StreamReader

Public Data As String

Public szData As Byte()

Public CRLF As String ="" & Microsoft.VisualBasic.Chr(13) & "" &
Microsoft. VisualBasic.Chr(10) & ""

: a2 Sl ddlsly o8 Connect Button

Cit:
// create server POP3 with port 110
Server = new TcpClient(POPServ.Text,110);

try

{

// initialization

NetStrm = Server.GetStream();

RdStrm= new StreamReader(Server.GetStream());
Status.Items.Add(RdStrm.ReadLine());

// Login Process
Data = "USER "+ User.Text+CRLF;
szData = System.Text.Encoding. ASCII.GetBytes(Data. ToCharArray());
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NetStrm.Write(szData,0,szData.Length);
Status.Items.Add(RdStrm.ReadLine());
Data = "PASS "+ Passw.Text+CRLF;

paiinsally (alad) 3 ) sl (§ gaia Bel B Ay ) 5 pall AalS 5 ariiosal) aul (g U ey
szData = System.Text.Encoding. ASCII.GetBytes(Data. ToCharArray());
NetStrm. Write(szData,0,szData.Length);
Status.Items.Add(RdStrm.ReadLine());

Send STAT command to get information ie: number of mail and size
STAT <Y alaaiuls POP3 Server o8 52 sa sall Jilu )l 2ac 48 pedl

Data ="STAT"+CRLF;

szData = System.Text.Encoding. ASCII.GetBytes(Data. ToCharArray());

NetStrm. Write(szData,0,szData.Length);

Status.Items.Add(RdStrm.ReadLine());

: Disconnect Button- ) AUl 2 ¢Sl a3l 28

C#:

/' Send QUIT command to close session from POP server

Data = "QUIT"+CRLF;

szData = System.Text.Encoding. ASCIL.GetBytes(Data. ToCharArray());
NetStrm.Write(szData,0,szData.Length);
Status.Items.Add(RdStrm.ReadLine());

//close connection

NetStrm.Close();

RdStrm.Close();

VB.NET:

Server = New TcpClient(POPServ.Text, 110)

NetStrm = Server.GetStream

RdStrm = New StreamReader(Server.GetStream)
Status.Items.Add(RdStrm.ReadLine)

Data ="USER " + User.Text + CRLF

szData = System.Text.Encoding. ASCII.GetBytes(Data. ToCharArray)
NetStrm. Write(szData, 0, szData.Length)
Status.Items.Add(RdStrm.ReadLine)

Data = "PASS " + Passw.Text + CRLF

szData = System.Text.Encoding. ASCII.GetBytes(Data. ToCharArray)
NetStrm. Write(szData, 0, szData.Length)
Status.Items.Add(RdStrm.ReadLine)

Data="STAT" + CRLF

szData = System.Text.Encoding. ASCIIL.GetBytes(Data. ToCharArray)
NetStrm. Write(szData, 0, szData.Length)
Status.Items.Add(RdStrm.ReadLine)

Data ="QUIT" + CRLF

szData = System.Text.Encoding. ASCIIL.GetBytes(Data. ToCharArray)
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NetStrm. Write(szData, 0, szData.Length)
Status.Items.Add(RdStrm.ReadLine)
NetStrm.Close

RdStrm.Close

Alaly a8 (5a Y1 Al )l 3ol B Al a8 JS5 )3 ) 511 (5 saia (e Jilas 1) 361 3l
: Read Last Come Email Button-) () Gl 2SIl

Cit:
string szTemp;
Message.Clear();

try
{

// retrieve mail with number mail parameter
Data = "RETR 1"+CRLF; // el 8 3 pall Al Jll o8 ) ypaail

szData = System.Text.Encoding. ASCII.GetBytes(Data. ToCharArray());
NetStrm.Write(szData,0,szData.Length);
szTemp = RdStrm.ReadLine(); // Lie b &b (Ja Cdge J50 ALl o ja5

if(szTemp[0]!="-")

{

while(szZTemp!=".")

{
Message.Text += szTemp+CRLF;
szTemp = RdStrm.ReadLine();

}

}
else
{Status.Items.Add(szTemp);}
}

catch(InvalidOperationException err){Status.Items.Add("Error:
"+err.ToString());}

VB.NET:
Dim szTemp As String
Message.Clear
Try
Data="RETR 1" + CRLF
szData = System.Text.Encoding. ASCII.GetBytes(Data. ToCharArray)
NetStrm. Write(szData, 0, szData.Length)
szTemp = RdStrm.ReadLine
If Not (szTemp(0) = "-"C) Then
While Not (szTemp =".")
Message.Text += szTemp + CRLF
szTemp = RdStrm.ReadLine
End While
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Else

Status.Items.Add(szTemp)
End If
Catch err As InvalidOperationException
Status.Items.Add("Error: " + err. ToString)
End Try

aie e 2ll aadaiod Jay iy JUie 124 5 <t i gall 8 dlaa 09 POP3) Jae 4088 Uy 184
cala aladin) aadatind uga b g g Saay (al Al Qutlook—b 4nd Jw\S & 5 ydia Jaal
JS e e je g Va3l sl Jils )l (ia pad ) slanS) s iYL (alall DL
Al J< 4 5Ss Gua o)) 5l Bile ) aua o Tree List Jee aabaind WS HTML Code
el I 5 Casid) i Lol i Gl 50 8 iy iy Ll 8

5051 5 a1 Al Bel iy a sy 531

L a9l Ay B dna Jalatl (34 g FTP ) ¢ 1 Juandl) 3 sl piges
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Chapter 17
FTP Programming

- Introduction to FTP — File Transfer Protocol

- Create a Simple Application to Transfer Files By
Using COM Components

- Create a Simple Application to Transfer Files By
Using Web Classes Components

- Create a Simple Application to Transfer Files By
Using Socket Programming & Streaming Libraries
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: FTP — File Transfer Protocol Programming 17

JsS 55 a5 Application Layer- ¥ sS 5y (e JAT 58 65 5 7 i U lag Cagus
il yploading 4 s downloading 4 dlee 3 ol (S50 aadiny (53) s FTPA)
sy e el Al 5 GlAN Slaa p le) 433K FTP Server! (s ox
2 FTP -l Gasadsll Portdl (e &ialy Server— o 58 S Client/Server
Serverdl 4w &oaTCP Connection Oriented Protocol! alaiul: 21 Port-)
Gk ¢ ya) amy542a Session sLidh Client) (o calla a5, 51 SUSEY) g g
A Coa Audally eadll e 4680 gall iy Sl e SU 5 Authentication (sl
Ol Slea A oY) sl s aABa e SUlall Jliial o5y (o g (53l 5 Portd) ) aaas

sl JE 8 S dleall 238 i g Serverd) 4 20 Portd) e

Server waits for connection

Listening 7
on port 21 | |4

connection

Client uploads file
control link

upload link

ASUN Y sl asy FTP Server =S ¢l lga Jeay Gy bl FTP dead Jpedil -AlaMa
sl ISl 8 jeday LS 5 TISI) e ehal &3 FTP Services-) of (s
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iy Eomspeiig iz Wicaid

Windows Components
‘Yo can add of eemone components of \Windows XP

Imterpet: Information Services (1i5)

Tcaﬁmmcmd&hh&-hmﬂﬁnﬂhmmﬂmﬂm
iof the ciossponend will be rotalind To see what's moiuded i a component, cick

Subcorponants of Intemed Infomation Senaces 155

[# < Comman, Fiex 1oME =
| B FioriPege 2000 Seros Caenmon: 4.3
% ntemeed Infomation S enices Snapln 1.3M8
CEQ SMTP Servize T1ME

B ol orid Wide Wieh Service. 23ME ¥

Descrighions  Paovides support bo ceeate FTF sites used to updosd and downkoad fles

Totad dink space requned: Se2Me
Space avalsbin on dek: 12623 MB

Administrative Tools a3 Control Panel (= Services — lelnii (ya 5SUl &5 (0 5
D AUl JSE 4 eday LS5 Services g

= Services

Ho Agian) Wew  Hep

r-@FRR R 0w

Ewm
FTP Publishing Kae o lbesweren | Sas  |SeheTpe A
Bcob Seve Froce... Providesly...  Sated  Aubenai
op1he service B i St Mandgei .., Shated Autinaek
S Ratntsbuod Uk Tra, Martansh. St Automigic
i Rolotrbubed fracads,., Conrdnabe  Sated  Manuad
e Gt et Boschrs n,,. Seted At
Bt P b B Frree Rogortivg fer...  loert mre,, Sarted  Automiati
sdmireration Hraough e tbaret R Evat Lo Erabiod v, Bharted  Automati
Eefetratne Sarved e e b AT !
ByHT TP S5 s poric,,.  Started  Harud
o Btarfatn D, Erdbled oo, Presbied
By tis Adnin Bloerd pck,, Sharted  Aubenadi
B AP CBurniey €., Managed (-, Marwsl =
By i m e B i - e
‘. - ' ’. 3
\Eonded (Sardrd 7

s ) JSEl 8 LS ety Cupay TS 8 4ke oS o3
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Fle  Adbion  Vew Help
o QR ESBE 22 L

R e — '-:\:-;m
= FADES el dimputer } s

) Wl S2en
= o) FIPSeet
B5N btk FT Sk
< ey Dol TP vl Soveer

B, Corvsing

1] Curent Seigon

Ll Pl

Flhesd

Cizex vy Lritrey Shis
@il
E M50k &

Befaull FIP Sie Properties

FTP 50 | Secistyfoopunts | Mocpdis

[ "H

it Exeachiny

adentrs et i) 35 s feupse, i Surient e B vt By
50 8 detey batated o e SR
1 & ghaps kg sbed on sroife Computer

Ll n ot { E‘::‘"!;F

Cawsl |

FTP Commands : ¥

d)5;;3)-.' aed Cus S s ) Telnetd) e FTP AU plaaiu¥) Jlai¥) dlee ands
&= s Server-)) ae hladl ilee LA fa piy Al gyl 9¥) (e de sana FTP-
s Sl JRA 8 LS Alaal) 038 sl s Remote Hostl

AWINDOWS\system32%em

rosoft Windous XP [Ue n 5.1.26881
(C>» Copyright 1985-2881 Microsoft Corp.

iC:“Documents and Settings“FADI>ftp fadi—co

onnected to fadi-co.
220 Microsoft FIP Service
lzeyr (fadi-co:<none>>: FADI
31 Password required for FADI.
Password:
238 User FADI logged in.
ftp> 7
Commands may bhe abbreviated.

delete
debug

dip
disconnect
get

gloh

hash

help

lcd

literal

nde lete
mdir
nget
mkdir
mls
mput
open

Commands are:

send
status
trace
type
user
verhose

prompt

put

pud

quit

gquote

recu
remotehelp
rename
rodip

:FTP Commands-)) a¥ & i la

L) (Ui ganall Aglenl 4y llae

USER <username> & PASS
<password>

Az Servepj\dpn_ﬂatkjiﬂeailugj
uiLd\eu\.ylaﬁ

RECV sl RETR <filename>

2 Serverdl (A alall ad )l andig
uiLd\eu\.ylaﬁ

SEND sl STOR <filename>

Ll o 0 L Aa 3] ol o
e WSy

-a ASCII —e EBCDIC -1 for
Binary Data - L<Byte

Al S (531 5Size>

TYPE <type indicator>

5l Passive s s dulall & 5 aal

PASV
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i s Passivel s 4 43) 3} Active
. Serverd! A 5w

uploading & s Juai¥! Ala Lasdl Status s) STAT
Downloading

o daladll B agle Cojlatia o LS 8 Delete , cd , mkdir , rename ...
DOS Ui 8 cilalaall 5 culalall

Remote Host ae dulall olesy Close s' QUIT

: COM Components aladiul <o @gal) B FTP) ae Jaladl) ; Wil
¢ 3 25 ITC — Internet Transfer Control je FTP- pladiul iy & gall acas
New Windows ¢LiibadeadlyCOM  Components Controls—! ¢—

s Sall gl 8 WS Application

Form1.cs [Design] |

: 4l Namespaces 48l o8 &

Cit:
using System.IO;
using System.Reflection;

VB.NET:
imports System.1O
imports System.Reflection

: Upload Button-) ) Ul 2SI ddliza) o3
C#:
private void buttonl Click(object sender, System.EventArgs e)
{
FileInfo thisFile = new FileInfo(tbFile.Text);
Type ITC;
object[] parameter= new object[2];
object ITCObject;
ITC = Type.GetTypeFromProgID("InetCtls.Inet");
ITCObject = Activator.Createlnstance(ITC);
parameter[0] = (string)tbServer.Text;
parameter[1] = (string)"PUT " + thisFile.FullName + " /" +
thisFile.Name;
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ITC.InvokeMember("execute", BindingFlags.InvokeMethod,null,
ITCObject, parameter);

}

VB.NET:
Private Sub buttonl Click(ByVal sender As Object, ByVal e As
System.EventArgs)

Dim thisFile As FileInfo = New FileInfo(tbFile.Text)

Dim ITC As Type

Dim parameter(2) As Object

Dim ITCObject As Object

ITC = Type.GetTypeFromProgID("InetCtls.Inet")

ITCObject = Activator.Createlnstance(ITC)

parameter(0) = CType(tbServer.Text, String)

parameter(1) = CType("PUT ", String) + thisFile.FullName + " /" +
thisFile.Name

ITC.InvokeMember("execute", BindingFlags.InvokeMethod,
Nothing, ITCObject, parameter)
End Sub

Namespace (s 292 sall s Type Class 2 & (e ITCA) o jad ol 8 o5
) el A Lgwlaain el s Object ¢ sl 0« Array U e &3 System.Reflection
ITC Control 3 (s 3252 54!l s InvokeMember Al J) FTP Serverd) 5 <l

... Object

: M\@w)eﬁgugﬂ\uld\ Qa0 8 g
C:\Inetpub\ftproot
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: Web Class<! alddialy cud <gall A FTPS ae Jaladd) ; GG

Namespaces (o—ad3gasallsweb  Class plasiwlh FTP— das p (S
s WebRequest —l g Jabaill 8 LS 4 aa Jalaill A 3kee 40 &5 5 System. Net
LSy Srgm HTTP Ase o (8 Lgze Lilalad 3l 5 Classes webResponse—!)

b WS a5 FTP Protocold) ae Jaladl Lgia saléiuY]

@l s WebClient (38 olasiul dot net Framework 2 a=2 o3 3l WebClient -
44y =3 b 5 System. Net Namespaces (s« 4l diul ol (63l g FTPA aw Jaladl) ae sy
Db WS

Cit:
using System,;
using System.Net;

namespace Web_Client

{

class Program

{

public static void Main(string[] args)

{
string filename = "ftp://ms.com/files/dotnetfx.exe";
WebClient client = new WebClient();
client. DownloadFile(filename, "dotnetfx.exe");

h
}

VB.NET:

Imports System
Imports System.Net
Namespace Web_Client

Class Program

Public Shared Sub Main(ByVal args As String())
Dim filename As String = "ftp://ms.com/files/dotnetfx.exe’
Dim client As WebClient = New WebClient
client. DownloadFile(filename, "dotnetfx.exe")
End Sub
End Class
End Namespace
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¢ ot LS Gaay s FTP e sl T 5 Jiassil o33 s FtpRequestCreator -
C#:
using System,;
using System.Net;

namespace FTP

{
public class FtpRequestCreator : IWebRequestCreate

{
public FtpRequestCreator()
{
}

public System.Net. WebRequest Create(System.Uri uri)
{

return new FtpWebRequest(uri);
}
h
b

VB.NET:

Imports System
Imports System.Net
Namespace FTP

Public Class FtpRequestCreator
Implements IWebRequestCreate

Public Sub New()
End Sub

Public Function Create(ByVal uri As System.Uri) As
System.Net. WebRequest
Return New FtpWebRequest(uri)
End Function
End Class
End Namespace

download or upload a file on an FTP el a2iiy s FtpWebRequest -
Db WS Ll =i g server

C#:

using System;
using System.Net;
namespace FTP

{
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public class FtpWebRequest : WebRequest
{
private string username = "Fadi";
internal string password = "fff";
private Uri uri;
private bool binaryMode = true;
private string method = "GET";

internal FtpWebRequest(Uri uri)
{

this.uri = uri;

}

public string Username

{

get { return username; }
set { username = value; }

}

public string Password

{

set { password = value; }
}

public bool BinaryMode
{
get { return binaryMode; }
set { binaryMode = value; }
b

public override System.Ur1 RequestUri

{

get { return uri; }
}

public override string Method
{

get { return method; }

set { method = value; }

}
public override System.Net. WebResponse GetResponse()

{
FtpWebResponse response = new FtpWebResponse(this);
return response;

}
}
}
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VB.NET:

Imports System
Imports System.Net
Namespace FTP

Public Class FtpWebRequest
Inherits WebRequest
Private username As String = "Fadi"
Friend password As String = "fff"
Private uri As Uri
Private binaryMode As Boolean = True
Private method As String = "GET"

Friend Sub New(ByVal uri As Uri)
Me.uri = uri
End Sub

Public Property Username() As String
Get
Return username
End Get
Set(ByVal value As String)
username = value
End Set
End Property

Public WriteOnly Property Password() As String
Set(ByVal value As String)
password = value
End Set
End Property

Public Property BinaryMode() As Boolean
Get
Return binaryMode
End Get
Set(ByVal value As Boolean)
binaryMode = value
End Set
End Property

Public Overloads Overrides ReadOnly Property RequestUri() As
System.Uri
Get
Return uri
End Get
End Property
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Public Overloads Overrides Property Method() As String
Get
Return method
End Get
Set(ByVal value As String)
method = value
End Set
End Property

Public Overloads Overrides Function GetResponse() As
System.Net. WebResponse
Dim response As FtpWebResponse = New
FtpWebResponse(Me)
Return response
End Function
End Class
End Namespace

i WS Ld et a5 Serverd! 8 (e 2 Aleal 2035 s FtpWebResponse -
C#:
using System;
using System.IO;
using System.Net;
using System.Net.Socket;

namespace FTP

{
public class FtpWebResponse : WebResponse

{
private FtpWebRequest request;
private FtpClient client;
internal FtpWebResponse(FtpWebRequest request)
{

this.request = request;

h

§

h

VB.NET:

Imports System

Imports System.IO

Imports System.Net

Imports System.Net.Socket

Public Class FtpWebResponse

Inherits WebResponse
Private request As FtpWebRequest
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Private client As FtpClient
Friend Sub New(ByVal request As FtpWebRequest)
Me.request = request
End Sub
End Class

Jaill A leal add3 iy (o g (5211 Stream—) <oy el a0 1y s FtpWebStream -
toh WS (He S oy

C#:

using System,;

using System.IO;

using System.Net.Socket;

namespace FTP

{

internal class FtpWebStream : Stream
{
private FtpWebResponse response;
private NetworkStream dataStream;

public FtpWebStream(NetworkStream dataStream, FtpWebResponse
response)
{
this.dataStream = dataStream;
this.response = response;

}
h
}

VB.NET:

Imports System

Imports System.10
Imports System.Net.Socket
Namespace FTP

Friend Class FtpWebStream
Inherits Stream
Private response As FtpWebResponse
Private dataStream As NetworkStream
Public Sub New(ByVal dataStream As NetworkStream, ByVal
response As FtpWebResponse)
Me.dataStream = dataStream
Me.response = response
End Sub
End Class
End Namespace
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Stream-! alsdiuls Server J42 () Client J42 (o cila a8 )1 Aadat JUia ; lagl
:Sockets) g

Stream ) g Jwlai s Client / Server (pasel e Liil a 983 Cagu o jall 12a 8
plainls Stream-) e 4l 5 Byte Array () <alel) Jusats o 83 g Library
¢ Ll o8 Clientd) sl Jls YL palddl ¢ 5all a5l s « TCP Connection s Socketd)

P [ e - R DAL TREN P

Formil.cs [Design] | Formlics |

: 4ull Namespaces aaiivd b s

C#:

using System.IO;

using System.Net;

using System.Net.Socket;
using System.Text;

VB.NET:

imports System.1O

imports System.Net
imports System.Net.Socket
imports System.Text

sl 2 SN AUS 8 Send Button! 8
C#:
try
{
Stream fileStream = File.OpenRead(textBox1.Text);
/I Alocate memory space for the file
byte[] fileBuffer = new byte[fileStream.Length];
fileStream.Read(fileBuffer, 0, (int)fileStream.Length);
// Open a TCP Connection and send the data
TcpClient clientSocket = new TcpClient(textBox2.Text,8880);
NetworkStream networkStream = clientSocket.GetStream();
networkStream. Write(fileBuffer,0,fileBuffer.GetLength(0));
networkStream.Close();

}

catch (Exception ex){MessageBox.Show(ex.Message);}
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VB.NET:

Try

Dim fileStream As Stream = File.OpenRead(textBox1.Text)

Dim fileBuffer(fileStream.Length) As Byte
fileStream.Read(fileBuffer, 0, CType(fileStream.Length, Integer))
Dim clientSocket As TcpClient = New TepClient(textBox2.Text, 8880)
Dim networkStream As NetworkStream = clientSocket.GetStream
networkStream. Write(fileBuffer, 0, fileBuffer.GetLength(0))
networkStream.Close

Catch ex As Exception

Msgbox(ex.Message)

End Try

i s g Stream Object — 4 33 g 4l ) 295 (g2 Calall Be) 8 Alall 8 Liad
— Airadiy Lidd g Byte ¢ sl (e 4 sian () 4dy 523 e 29Y Socketd! e 4l )
Liad ¢lb a2y 5 FileStream (s 2 g gall g Read Al aladiuly 4iuas &5 FileBuffer
Al fiaa Jlu ) a3 & TCP - Connection) alaaiuls Server—) g Juail cL3k

... NetworkStream Class #2335l Serverd) J FileBuffer-!

LS s g 5 e o Lily a8 4y 335 5 Calal) JLstl e Jssel) 58 5 Server ¢ > 4ae il

Al S b el
Formi.cs [Design] |
Clizsss i Qs
File Transfer Serve :
|bConnections
I:_I []
................. HD

: 4ull Namespaces I paiiu s gu
C#:
using System.Threading;
using System.Net;
using System.Net.Socket;
using System.Text;
using System.IO;

VB.NET:

imports System.Threading
imports System.Net
imports System.Net.Socket
imports System.Text
imports System.1O
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: & WS handlerThread sl 0S4 5 40Ul Method-)) 4dla) o

CH#:

public void handlerThread()

{

Socket handlerSocket = (Socket)alSocket[alSocket.Count-1];
NetworkStream networkStream = new
NetworkStream(handlerSocket);

int thisRead=0;

int blockSize=1024;

Byte[] dataByte = new Byte[blockSize];

lock(this)

{

// Only one process can access

// the same file at any given time

Stream fileStream = File.OpenWrite(@'"c:\upload");
while(true)

{
thisRead=networkStream.Read(dataByte,0,blockSize);
fileStream. Write(dataByte,0,thisRead);

if (thisRead==0) break;

fileStream.Close();

§

IbConnections.Items.Add("File Written");
handlerSocket = null;

}

VB.NET:
Public Sub handlerThread()
Dim handlerSocket As Socket = CType(alSocket(alSocket.Count - 1),
Socket)
Dim networkStream As NetworkStream = New
NetworkStream(handlerSocket)
Dim thisRead As Integer = 0
Dim blockSize As Integer = 1024
Dim dataByte(blockSize) As Byte
SyncLock Me
Dim fileStream As Stream = File.OpenWrite("c:\upload")
While True
thisRead = networkStream.Read(dataByte, 0, blockSize)
fileStream. Write(dataByte, 0, thisRead)
If thisRead = 0 Then
" break
End If
fileStream.Close()
End While
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IbConnections.Items. Add("File Written")
handlerSocket = Nothing
End SyncLock
End Sub

45 8880 Port ) e TCP Connection zidl ¢y samaa (5 yal 402 44U 8
. ok WS listenerThread leas) S35 Lple Cuaill g al i)

Cit:
public void listenerThread()
{
TcpListener tcpListener = new TcpListener(8880);
tcpListener.Start();
while(true)
{
Socket handlerSocket = tcpListener.AcceptSocket();
if (handlerSocket.Connected)
{
IbConnections.Items.Add(handlerSocket.RemoteEndPoint. ToStri
ng() + " connected.");
lock (this)
{
alSocket.Add(handlerSocket);
¥
ThreadStart thdstHandler = new
ThreadStart(handlerThread);
Thread thdHandler = new Thread(thdstHandler);

thdHandler.Start();
j
}
}
VB.NET:

Public Sub listenerThread()
Dim tcpListener As TcpListener = New TcpListener(8880)
tepListener.Start()
While True
Dim handlerSocket As Socket = tcpListener. AcceptSocket
If handlerSocket.Connected Then

IbConnections.Items.Add(handlerSocket.RemoteEndPoint. ToString + "
connected.")
SyncLock Me
alSocket.Add(handlerSocket)
End SyncLock
Dim thdstHandler As ThreadStart = New
ThreadStart(handlerThread)
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Dim thdHandler As Thread = New Thread(thdstHandler)
thdHandler.Start()
End If
End While
End Sub

: Form Load gebiall Qe oy Gaas )l 2 oS0 ddlaly o8 &5

Cit:
private void Form1_ Load(object sender, System.EventArgs e)

{
[PHostEntry IPHost = Dns.GetHostByName(Dns.GetHostName());

IbConnections.Text = "My IP address is " +
[PHost.AddressList[0]. ToString();

alSocket = new ArrayList();

Thread thdListener = new Thread(new ThreadStart(listenerThread));
thdListener.Start();}

VB.NET:
Private Sub Form1 Load(ByVal sender As Object, ByVal e As
System.EventArgs)

Dim IPHost As IPHostEntry =
Dns.GetHostByName(Dns.GetHostName)

IbConnections.Text = "My IP address is " +
[PHost.AddressList(0). ToString

alSocket = New ArrayList

Dim thdListener As Thread = New Thread(New
ThreadStart(listenerThread))

thdListener.Start()
End Sub

oy yaty Lt Liad Al [istenerThread Method ) 345 a5 Thread—) plasinb
Client)) e b alls (sl J 5 aisss Cus 8880 Port I e 4lwii s TepListener)
Juiiwl Led 2t 1l 5 handlerThread A1) elexiwl Ul 22y 5 Port ) 128 e
axaall LSl 8 Lehy 335 Lglel 8 o5 Byte Array = Leis )33 Stream  Data—
alall aid Ao (5 580 535 Stream-) A U e Cus fileStream. Writed) aladiul

. DataByte Array-ls thisRead
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(A g (e ala e Y FileStream Class <) 9 Serialization <) aladia) Lald
CROAS aly ) 43l sine s caladl sl JL )Y Serialization) 3 jae (e saléiuy) WiCay
LaS el yall aladl JSAH ()5S 5 ¢ L) Gl and e el Al Gl e calall

[ File Receiver, By Fadi Abdel-qader fadidotnet.org, g@@ E¥ File Sender - By Fadi Abdel-gader fadidotnet.org g@@
Autornatically Save to o
Successfully Saved to: CAFUll Version.jpg |D:\Documents and SettingsitaditMy Documents' =

Send The File Tar |12?.D.U.1

Il ) zdls Y

WS ¢ Byte Array ) 4t} o jall alall b g3l FileStream Class ) 4 adiiuiu g
Serialization S Al )} &4 (a5 alall aul sl FileInfo Classd) aadiuiu

(o WS Alaall 038 &35 5 BinaryFormatter Class- ol235ub Object

C#
string FileName;

openFileDialogl.ShowDialog();

textBox1.Text = openFileDialogl.FileName;

FileInfo TheFile = new Filelnfo(textBox1.Text); // Get The File Name
FileName = TheFile.Name;

FileStream fs = new FileStream(textBox1.Text,FileMode.Open);
byte[] buffer = new byte[fs.Length];

int len = (int)fs.Length;

fs.Read(buffer,0,len);

fs.Close();

BinaryFormatter br = new BinaryFormatter ();

TcpClient myclient = new TcpClient (text IP.Text,7000);
NetworkStream myns = myclient.GetStream ();
br.Serialize (myns,FileName);

BinaryWriter mysw = new BinaryWriter (myns);

mysw. Write(buffer);

mysw.Close ();

myns.Close ();

myclient.Close ();

VB.NET:
Private FileName As String
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openFileDialogl.ShowDialog()

textBox1.Text = openFileDialogl.FileName

Dim TheFile As FileInfo = New Filelnfo(textBox1.Text) ' Get The File
Name

FileName = TheFile.Name

Dim fs As FileStream = New
FileStream(textBox1.Text,FileMode.Open)

Dim buffer As Byte() = New Byte(fs.Length - 1)

Dim len As Integer = Clnt(fs.Length)
fs.Read(buffer,0,len)

fs.Close()

Dim br As BinaryFormatter = New BinaryFormatter ()
Dim myclient As TcpClient = New TcepClient (text IP.Text,7000)
Dim myns As NetworkStream = myclient.GetStream ()
br.Serialize (myns,FileName)

Dim mysw As BinaryWriter = New BinaryWriter (myns)
mysw. Write(buffer)

mysw.Close ()

myns.Close ()

myclient.Close ()

-y el 5 Ll

C#:

NetworkStream myns;
TcpListener mytcpl;
Socket mysocket;
Thread myth;
BinaryReader bb;

void File Receiver()

{

mytcpl = new TcpListener (7000);

mytcpl.Start ();

mysocket = mytcpl. AcceptSocket ();

myns = new NetworkStream (mysocket);

BinaryFormatter br = new BinaryFormatter ();

Object op= br.Deserialize (myns); // Deserialize the Object from Stream

bb = new BinaryReader (myns);

byte[] buffer = bb.ReadBytes(Buffer Size);

FileStream fss = new FileStream(@textBox1.Text + (string) op,
FileMode.CreateNew, FileAccess.Write);

fss. Write(buffer,0,buffer.Length);

fss.Close();
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mytcpl.Stop();
listBox 1.Items.Add ("Successfully Saved to: " + textBox1.Text +

(string) op);
if (mysocket.Connected ==true)
{
while (true)
{
File Receiver();
h
h
h
VB.NET:

Private myns As NetworkStream

Private mytcpl As TcpListener

Private mysocket As Socket

Private myth As Thread

Private bb As BinaryReader

Private Sub File Receiver()

mytcpl = New TcpListener (7000)

mytcpl.Start ()

mysocket = mytcpl. AcceptSocket ()

myns = New NetworkStream (mysocket)

Dim br As BinaryFormatter = New BinaryFormatter ()

Dim op As Object

op= br.Deserialize (myns) ' Deserialize the Object from Stream
bb = New BinaryReader (myns)

Dim buffer As Byte() = bb.ReadBytes(Buffer Size)

Dim fss As FileStream = New FileStream(textBox1.Text + CStr(op),
FileMode.CreateNew, FileAccess. Write)

fss. Write(buffer,0,buffer. Length)

fss.Close()

mytcpl.Stop()

listBox1.Items.Add ("Successfully Saved to: " & textBox1.Text +
CStr(op))

If mysocket.Connected =True Then
Do While True

File Receiver()
Loop

End If

End Sub

b ¢ g gl Ay b Aina gy Gy FTP ) JsS 5890 Jas Ay pha Uiy, 135S

Network = gd galadia) g saddal) &\Fb dub o AUl g 5l gd Euaall
. Security Programming
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Part 5
Network Security Programming

Chapter18 Cryptography & Network
Security Programming

Chapter19 Socket Permissions
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Chapter 18
Cryptography & Network Security Programming

- Cryptography in Dot Net:

e Symmetric Encryption
= DES (Data Encryption Standard)

e Asymmetric Encryption
= RSA (Rivest Shamir Adleman)
= Digital Signature Algorithms
= Hashing Algorithms

e Using Security Encryption Standards With
Network Applications
= Create an Advanced RSA Client Server
Chat System.
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: Network Security Programming : 18

unauthorized Access Jsaall ye Jsaall (e calbilal) dlany (oY) (e 5S4l adls
: gl 5 i sac alasiuly

sl Sty a3l Data Encryption & Decryption -
ALl s o g2l 458 (40 333l Authentications -
Glbadlall 5 bl 285 5 2085 Set Policies & Permissions -

Security | e\dﬂ.u\..: L LQU)S'J H\ alaall L_uﬂ_ui ae G QJJJ\ @ Ciacd
d&ﬁ\@usua}&m}l\ L}L}M\ wama.c}m&s g#&d\}Namespaces
L._?Jl_“d\

Sgstem.Security.l

83 Croptooraphy
{} Permissions

{} Palicy

{} Principal

: Cryptography Namespace Overview : Y3l

elay 5 s Shlee pads e S 2igl Al 4384 a5 :Cryptography in .NET
el bl JS8 axdius s Sall s Cipher Text ) Clear Text ¢ bl il
ol e bl (ko s s 5 ¢ @YY ie o oy Jla,¥) e J il

et Aot ) oLl A2

Ll 4313 (g ) Lkl padiiy 43 5 Jilaiad) o 5luY) :Symmetric algorithms -A
Al ol L« el dld g paiall dlac o) aY Aag pu Ay 4 g paill Gli g el
Classes—) (= dc ganar Jhlatall jua ) o Ggal) Chacn g Alilaal) joal) 48y S

i Algorithms

: DES-Data Encryption Standard 4} alaaiuly 5858l acyy (g2ll IS -
DESCryptoServiceProvider

RC2CryptoServiceProvider : RC2 Algorithms as (sl L3S -
RijndaelManaged : Rijndael Managed Algorithms a2 (3 (3 -

O A yue Ll g Alu ) i e Jilaial) slulL il 8 salinall 43 k)
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Symmetric Stream Encryption Example:

C#:

byte[] Key = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09,0x10, Ox11, 0x12, 0x13, 0x14, 0x15, 0x16};

byte[] IV = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09,0x10, Ox11, 0x12, 0x13, 0x14, 0x15, 0x16};

string phrase = msg.Text;
MemoryStream ms = new MemoryStream();

TripleDESCryptoServiceProvider tdes = new
TripleDESCryptoServiceProvider();

CryptoStream csw = new CryptoStream(ms,tdes.CreateEncryptor(Key,
IV), CryptoStreamMode. Write);

csw.Write(Encoding. ASCIIL.GetBytes(phrase), 0, phrase.Length);
csw.FlushFinalBlock();

byte[] cryptdata = ms.GetBuffer();

textBox1.Text=Encoding. ASCIIL GetString(cryptdata, 0,
(int)ms.Length);

VB.NET:
Dim Key As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7,
&H8, &H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16}

Dim IV As Byte() = {&H], &H2, &H3, &H4, &H5, &H6, &H7, &HS,
&H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16}

Dim phrase As String = msg.Text

Dim ms As MemoryStream = New MemoryStream()

Dim tdes As TripleDESCryptoServiceProvider = New
TripleDESCryptoServiceProvider()

Dim csw As CryptoStream = New CryptoStream(ms,
tdes.CreateEncryptor(Key, IV), CryptoStreamMode. Write)

csw. Write(Encoding. ASCII.GetBytes(phrase), 0, phrase.Length)
csw.FlushFinalBlock()

Dim cryptdata As Byte() = ms.GetBuffer()
textBox1.Text=Encoding. ASCIIL GetString(cryptdata, 0,
ClInt(ms.Length))
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Symmetric Stream Decryption Example:

C#:

byte[] Keyy = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09,0x10, 0x11, 0x12, 0x13, Ox14, 0x15, 0x16};

byte[] IVv = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08,
0x09,0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16};

ms.Position = 0;

byte[] data = new byte[1024];

CryptoStream csr = new CryptoStream(ms,tdes.CreateDecryptor(Keyy,
IVv),CryptoStreamMode.Read);

int recv = csr.Read(data, 0, data.Length);

string newphrase = Encoding. ASCIIL. GetString(data, 0, recv);
textBox1.Text=newphrase;

VB.NET:

Dim Keyy As Byte() = {&H]1, &H2, &H3, &H4, &H5, &H6, &H7,
&H8, &H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16}
Dim IVv As Byte() = {&H1, &H2, &H3, &H4, &HS5, &H6, &H7, &HS,
&H9, &H10, &H11, &H12, &H13, &H14, &H15, &H16}
ms.Position = 0

Dim data As Byte() = New Byte(1023)

Dim csr As CryptoStream = New CryptoStream(ms,
tdes.CreateDecryptor(Keyy, IVv), CryptoStreamMode.Read)

Dim recv As Integer = csr.Read(data, 0, data.Length)

Dim newphrase As String = Encoding. ASCII.GetString(data, 0, recv)
textBox1.Text=newphrase
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Cit:

public byte[] Encrypt(string strData,CspParameters PrivateKey)

{

RSACryptoServiceProvider rsa = new
RSACryptoServiceProvider(PrivateKey);

byte[] data = rsa.Encrypt(Encoding.Unicode.GetBytes(strData), false);
return data;

}

public byte[] Decrypt(byte[] en_data,CspParameters PrivateKey)
{

RSACryptoServiceProvider rsa = new
RSACryptoServiceProvider(PrivateKey);

byte[] data = rsa.Decrypt(en_data, false);

return data;

}

VB.NET:
Public Function Encrypt(ByVal strData As String, ByVal PrivateKey
As CspParameters) As Byte()

Dim rsa As RSACryptoServiceProvider = New
RSACryptoServiceProvider(PrivateKey)

Dim data As Byte() =
rsa.Encrypt(Encoding.Unicode.GetBytes(strData), False)

Return data
End Function

Public Function Decrypt(ByVal en_data As Byte(), ByVal PrivateKey
As CspParameters) As Byte()

Dim rsa As RSACryptoServiceProvider = New
RSACryptoServiceProvider(PrivateKey)

Dim data As Byte() = rsa.Decrypt(en_data, False)

Return data
End Function

O—= Instance  Object +L—ii) ¥ 5l (o s 48l i Methods —J) alasiwY
KeyContainerName I ) alall zLsidll )y« o8 CspParameters Class—)
ik WSy CspParameters Classk u=all Instance Object ) (asa Proparity

Ci#:
public byte[] mymsg;

Try // il
{

CspParameters cp = new CspParameters();
cp.KeyContainerName = text_private. Text;
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mymsg = Encrypt(text msg_to_send.Text,cp);
text_encrypted.Text = Encoding.Unicode.GetString(mymsg);

}
catch (Exception ex){MessageBox.Show(ex.Message);}

{
CspParameters cp = new CspParameters();
cp.KeyContainerName = text privatel.Text;

byte[] my_msg = Decrypt(mymsg,cp);
text_decrypted.Text = Encoding.Unicode.GetString(my msg);
}

catch (Exception ex){MessageBox.Show(ex.Message);}

VB.NET:
Public mymsg As Byte()

Try ] ~.' :~..S
Dim cp As CspParameters = New CspParameters
cp.KeyContainerName = text private. Text

mymsg = Encrypt(text msg to_send.Text,cp)
text_encrypted.Text = Encoding.Unicode.GetString(mymsg)
Catch ex As Exception

MessageBox.Show(ex.Message)
End Try

Try ! ).\A.Jaﬂ\ <l
Dim cp As CspParameters = New CspParameters
cp.KeyContainerName = text privatel.Text

Dim my msg As Byte() = Decrypt(mymsg, cp)
text decrypted.Text = Encoding.Unicode.GetString(my msg)
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try

Oe RSAL 4Sa) o2 DESYs RSA I il bl aladid G 35 8l (e o JaaY
o addial ol dag o il oli #Uike oyl ~like Caliny L paliie oladin
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DSACryptoServiceProvider for Digital Signature Algorithm : b
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Set Signatue IM_',' Signature Generate Sighature |
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il WS @b S Sy s ¢ False g osSall s True dad g o @il 13 ol )

C#:

using System,;

using System.Security.Cryptography;
using System.Text;

public class MD5HashHelper

{

public byte[] GetHash(string message)
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{
byte[] data;
data = UTF8Encoding. ASCII.GetBytes(message);
MDS5CryptoServiceProvider mdS = new MD5CryptoServiceProvider();
return md5.ComputeHash(data, 0, data.Length);

}

public bool VerifyHash(string message, byte[] hash)

{

byte[] data;

data = UTF8Encoding. ASCII.GetBytes(message);

MDS5CryptoServiceProvider mdS = new
MDS5CryptoServiceProvider();

byte[] hashTemp = md5.ComputeHash(data, 0, data.Length);

for (Int32 counter = 0; counter <= hash.Length - 1; counter += 1)

{

if (hash[counter] != hashTemp[counter])

{
return false;
}

}

return true;

}

public class DigitalSignatureHelper
{

private RSAParameters m_public;

public byte[] CreateSignature(byte[] hash)

{

RSACryptoServiceProvider RSA = new
RSACryptoServiceProvider();
RSAPKCS1SignatureFormatter RSAFormatter = new
RSAPKCS1SignatureFormatter(RSA);
RSAFormatter.SetHashAlgorithm("MD5");
m_public = RSA.ExportParameters(false);
return RSAFormatter.CreateSignature(hash);

}

public bool VerifySignature(byte[] hash, byte[] signedhash)

{
RSACryptoServiceProvider RSA = new RSACryptoServiceProvider();
RSAParameters RSAKeyInfo = new RSAParameters();
RSAKeyInfo.Modulus = m_public.Modulus;
RSAKeylInfo.Exponent = m_public.Exponent;
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RSA.ImportParameters(RSAKeyInfo);
RSAPKCS1SignatureDeformatter RSADeformatter = new
RSAPKCS1SignatureDeformatter(RSA);
RSADeformatter.SetHashAlgorithm("MDS5");

return RSADeformatter.VerifySignature(hash, signedhash);

}
}

VB.NET:

Imports System

Imports System.Security.Cryptography
Imports System.Text

Public Class MD5HashHelper

Public Function GetHash(ByVal message As String) As Byte()
Dim data As Byte()
data = UTF8Encoding. ASCII.GetBytes(message)
Dim md5 As MD5CryptoServiceProvider = New
MDS5CryptoServiceProvider
Return mdS.ComputeHash(data, 0, data.Length)
End Function
Public Function VerifyHash(ByVal message As String, ByVal hash
As Byte()) As Boolean
Dim data As Byte()
data = UTF8Encoding. ASCII.GetBytes(message)
Dim md5 As MDS5CryptoServiceProvider = New
MDS5CryptoServiceProvider
Dim hashTemp As Byte() = md5.ComputeHash(data, 0,
data.Length)

Dim counter As Int32 =0

Do While counter <= hash.Length - 1
If hash(counter) <> hashTemp(counter) Then

Return False

End If
counter += 1

Loop

Return True

End Function
End Class

Public Class DigitalSignatureHelper
Private m_public As RSAParameters
Public Function CreateSignature(ByVal hash As Byte()) As Byte()
Dim RSA As RSACryptoServiceProvider = New
RSACryptoServiceProvider
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Dim RSAFormatter As RSAPKCS1SignatureFormatter = New
RSAPKCS1SignatureFormatter(RSA)
RSAFormatter.SetHashAlgorithm("MDS5")
m_public = RSA.ExportParameters(False)
Return RSAFormatter.CreateSignature(hash)
End Function

Public Function VerifySignature(ByVal hash As Byte(), ByVal
signedhash As Byte()) As Boolean
Dim RSA As RSACryptoServiceProvider = New
RSACryptoServiceProvider
Dim RSAKeyInfo As RSAParameters = New RSAParameters
RSAKeyInfo.Modulus = m_public.Modulus
RSAKeylInfo.Exponent = m_public.Exponent
RSA .ImportParameters(RSAKeyInfo)
Dim RSADeformatter As RSAPKCS1SignatureDeformatter =
New RSAPKCS1SignatureDeformatter(RSA)
RSADeformatter.SetHashAlgorithm("MD5")
Return RSADeformatter.VerifySignature(hash, signedhash)
End Function
End Class

4Ll Methods ) alasiny
Ct#:
DigitalSignatureHelper ds = new DigitalSignatureHelper();
byte[] hashl;
byte[] hash2;
byte[] signedhash;

try /s gl a3
{

MD5HashHelper mdS = new MD5HashHelper();

hash1 = md5.GetHash(textBox1.Text);

signedhash = ds.CreateSignature(hash1);

MessageBox.Show("Signature Created Successfully!");

}
catch(Exception ex){MessageBox.Show(ex.Message);}

try /a8 il daa (0 XU
{
MDS5HashHelper mdS = new MDS5HashHelper();
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hash2 = md5.GetHash(textBox2.Text);

if (ds.VerifySignature(hash2, signedhash))
{

MessageBox.Show("Signatures verified Successfully!");

}

else

{
MessageBox.Show("Signatures verification failed!");
}

}
catch(Exception ex){MessageBox.Show(ex.Message);}

VB.NET:

Dim ds As DigitalSignatureHelper = New DigitalSignatureHelper()
Dim hashl As Byte()

Dim hash2 As Byte()

Dim signedhash As Byte()

Try' <80 & 5ill 55
Dim md5 As MD5HashHelper = New MDS5HashHelper()
hash1l = md5.GetHash(textBox1.Text)
signedhash = ds.CreateSignature(hash1)
MessageBox.Show("Signature Created Successfully!")
Catch ex As Exception

MessageBox.Show(ex.Message)
End Try

Try a8 5l daa (4a 2SU
Dim md5 As MD5HashHelper = New MD5SHashHelper()
hash2 = md5.GetHash(textBox2.Text)

If ds.VerifySignature(hash2, signedhash) Then
MessageBox.Show("Signatures verified Successfully!")
Else
MessageBox.Show("Signatures verification failed!")
End If

Catch ex As Exception
MessageBox.Show(ex.Message)

End Try
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:JeS L LS5 byte Array (2 423335 hash codedl 253 Method

C#:

SHA1Managed shaM1 = new SHA 1Managed ();

byte[] my_kayl= ASCIIEncoding. ASCIIL.GetBytes("convert this text to
hash code");

byte[] hashed kayl = shaM1.ComputeHash(my kay1);
MessageBox.Show(ASCIIEncoding. ASCII.GetString(hashed kayl));

SHA256Managed shaM2 = new SHA256Managed();

byte[] my kay2= ASCIIEncoding. ASCIL.GetBytes("convert this text to
hash code");

byte[] hashed kay2 = shaM2.ComputeHash(my_kay?2);
MessageBox.Show(ASCIIEncoding. ASCII.GetString(hashed kay?2));

SHA384Managed shaM3 = new SHA384Managed ();

byte[] my kay3= ASCIIEncoding. ASCIL.GetBytes("convert this text to
hash code");

byte[] hashed kay3 = shaM3.ComputeHash(my kay3);
MessageBox.Show(ASCIIEncoding. ASCII.GetString(hashed kay3));
SHAS512Managed shaM4 = new SHAS512Managed ();

byte[] my kay4= ASCIIEncoding. ASCIL.GetBytes("convert this text to
hash code");

byte[] hashed kay4 = shaM4.ComputeHash(my kay4);
MessageBox.Show(ASCIIEncoding. ASCII.GetString(hashed kay4));
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VB.NET:

Dim shaM1 As SHA 1Managed = New SHA 1Managed

Dim my_ kayl As Byte() = ASCIIEncoding. ASCII.GetBytes("convert
this text to hash code")

Dim hashed kayl As Byte() = shaM1.ComputeHash(my kay1)
Msgbox(ASCIIEncoding. ASCIIL.GetString(hashed kayl))

Dim shaM2 As SHA256Managed = New SHA256Managed

Dim my_ kay2 As Byte() = ASCIIEncoding. ASCII.GetBytes("convert
this text to hash code")

Dim hashed kay2 As Byte() = shaM2.ComputeHash(my kay?2)
Msgbox(ASCIIEncoding. ASCIIL. GetString(hashed kay?2))

Dim shaM3 As SHA384Managed = New SHA384Managed

Dim my_kay3 As Byte() = ASCIIEncoding. ASCII.GetBytes("convert
this text to hash code")

Dim hashed kay3 As Byte() = shaM3.ComputeHash(my kay3)
Msgbox(ASCIIEncoding. ASCIIL. GetString(hashed kay3))

Dim shaM4 As SHAS512Managed = New SHAS512Managed

Dim my_kay4 As Byte() = ASCIIEncoding. ASCII.GetBytes("convert
this text to hash code")

Dim hashed kay4 As Byte() = shaM4.ComputeHash(my_kay4)
Msgbox(ASCIIEncoding. ASCII.GetString(hashed kay4))
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C#:

using System.Text;

using System.Security.Cryptography;

using System.Net.Sockets;

using System.Net;

using System.IO;

using System.Runtime.Serialization.Formatters.Binary;

public byte[] mymsg;

public byte[] Encrypt(string strData,CspParameters PrivateKey)

{

RSACryptoServiceProvider rsa = new
RSACryptoServiceProvider(PrivateKey);

byte[] data = rsa.Encrypt(Encoding.Unicode.GetBytes(strData), false);
return data;

}

try
{

CspParameters cp = new CspParameters();
cp.KeyContainerName = text private.Text;

mymsg = Encrypt(text msg to_send.Text,cp);
text_encrypted.Text = Encoding.Unicode.GetString(mymsg);

object op = (object) mymsg;

BinaryFormatter br = new BinaryFormatter ();

TcpClient myclient = new TcpClient (text IP.Text,7000);
NetworkStream myns = myclient.GetStream ();

br.Serialize (myns,op);

myns.Close ();
myclient.Close ();

}
catch (Exception ex){MessageBox.Show(ex.Message);}
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VB.NET:

Imports System.Text

Imports System.Security.Cryptography

Imports System.Net.Sockets

Imports System.Net

Imports System.1O0

Imports System.Runtime.Serialization.Formatters.Binary

Public mymsg As Byte()
Public Function Encrypt(ByVal strData As String, ByVal PrivateKey
As CspParameters) As Byte()

Dim rsa As RSACryptoServiceProvider = New
RSACryptoServiceProvider(PrivateKey)

Dim data As Byte() =
rsa.Encrypt(Encoding.Unicode.GetBytes(strData), False)

Return data
End Function

Try

Dim cp As CspParameters = New CspParameters
cp.KeyContainerName = text private. Text

mymsg = Encrypt(text msg to_send.Text,cp)
text_encrypted.Text = Encoding.Unicode.GetString(mymsg)

Dim op As Object = CObj(mymsg)

Dim br As BinaryFormatter = New BinaryFormatter

Dim myclient As TcpClient = New TcepClient(text IP.Text, 7000)
Dim myns As NetworkStream = myclient.GetStream()
br.Serialize (myns,op)

myns.Close ()
myclient.Close ()

Catch ex As Exception
MessageBox.Show(ex.Message)
End Try

: Server Il il il

~ Encrypted Message as an Object - Juiinl &% Server 4 Jiiwall o yla A
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ad My palall ~Lidall alasiuly W e s ¢ld S RSA Decryption Method )
e alayl
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Cit:

using System.Text;

using System.Security.Cryptography;

using System.Net.Sockets ;

using System.lO;

using System.Threading;

using System.Runtime.Serialization.Formatters.Binary;
using System.Runtime.Serialization.Formatters;

public byte[] mymsg;
NetworkStream myns;
TcpListener mytcpl;
Socket mysocket;
Thread myth;

public byte[] Decrypt(byte[] en_data,CspParameters PrivateKey)
{

RSACTryptoServiceProvider rsa = new
RSACryptoServiceProvider(PrivateKey);

byte[] data = rsa.Decrypt(en_data, false);

return data;

}

void RSA_Server ()/_ e JS& b 1) Judin)

{

mytcpl = new TcpListener (7000);

mytcpl.Start ();

mysocket = mytcpl. AcceptSocket ();

myns = new NetworkStream (mysocket);

BinaryFormatter br = new BinaryFormatter ();

object op;

op= br.Deserialize (myns); // Deserialize the Object from Stream

mymsg = (byte[]) op;
text_encrypted.Text = Encoding.Unicode.GetString(mymsg);

mytcpl.Stop();

while (true)

{
RSA_ Server();
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try // Al )l i ol
{

CspParameters cp = new CspParameters();
cp.KeyContainerName = text privatel.Text;

byte[] my_msg = Decrypt(mymsg,cp);
text_decrypted.Text = Encoding.Unicode.GetString(my msg);

}
catch (Exception ex){MessageBox.Show(ex.Message);}

VB.NET:

Imports System.Text

Imports System.Security.Cryptography

Imports System.Net.Sockets

Imports System.10

Imports System.Threading

Imports System.Runtime.Serialization.Formatters.Binary
Imports System.Runtime.Serialization.Formatters

Public mymsg As Byte()

Private myns As NetworkStream
Private mytcpl As TcpListener
Private mysocket As Socket
Private myth As Thread

Public Function Decrypt(ByVal en_data As Byte(), ByVal PrivateKey
As CspParameters) As Byte()

Dim rsa As RSACryptoServiceProvider = New
RSACryptoServiceProvider(PrivateKey)

Dim data As Byte() = rsa.Decrypt(en_data, False)

Return data
End Function

Private Sub RSA_Server() 'ade JS&y Allu )l Juiu
mytcpl = New TcpListener(7000)
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mytcpl.Start()

mysocket = mytcpl. AcceptSocket()

myns = New NetworkStream(mysocket)

Dim br As BinaryFormatter = New BinaryFormatter

Dim op As Object

op = br.Deserialize(myns) ' Deserialize the Object from Stream

mymsg = CType(op, Byte())
text_encrypted.Text = Encoding.Unicode.GetString(mymsg)

mytcpl.Stop()

Do While True
RSA_Server()
Loop
End Sub

Try ' Al i ol

Dim cp As CspParameters = New CspParameters
cp.KeyContainerName = text privatel.Text

Dim my msg As Byte() = Decrypt(mymsg, cp)
text decrypted.Text = Encoding.Unicode.GetString(my msg)
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try

sddl alles ) aY Cryptography-) g Jalaill L8 Juadll 12a gﬁ Ly 1352 4
SDES ) Jia i) plaa aladicd) 3o U WS ¢ 4040 e 4l !l Data ) e
(o Cuaall alu ¢ Sl &gl 4y A Digital Signature )y RSA- s Hashing-)
e g g i G gad) Ay B Lgaladiail g Socket Permission = ¢ AU Juaidl)

)
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Chapter 19
Socket Permissions

- Permission Namespace Overview
- Security Action

- Socket Access property

- Socket Permissions
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: Permission Namespace Overview : 19

A s Claadlall e gl 51 A3 Cus & gall & Permission Namespace-) ae 3 5
Role- based —sIdentity Permissions—s Code access permissions
...permissions

AUl Classesd) (= £ Je Code access permissions - (s

WebPermission: The ability to make/accept connection to/from the
web.

OleDbPermission: The ability to access databases with OLEDB.
SQLClientPermission: The ability to access SQL databases.
UlIPermission: The ability to use User Interface.

PrintingPermission: The ability to print.

FilelOPermission: The ability to work with files.

SocketPermission: The ability to make/accept TCP/IP connections on a
transport address.

SecurityPermission: The ability to execute, assert permissions, call into
unmanaged code, skip verification and other rights.

4l Classes 2! (Je Identity permissionss) (ki s

PublisherIdentityPermission: Software publisher's digital signature
StrongNameldentityPermission: Assembly's strong Name
URLIdentityPermission: URL from which the code is originated
ZoneldentityPermission: Zone from which the assembly is originated
SiteldentityPermission: Location of web site from which the code is
originated

ki PrincipalPermission Class 4! e Role- based permissions 4 (3uki

Gilase A Socket alasin) iliadia apaad (1w dliSaS 5 :Socket Permission
(n—a SocketPermissionAttribute s SocketPermission plaiuly SISy L)
ahivi JUS 5 System. Security. Permissions Namespaces-Y s System. Net-
<l b5 ¢ Listener Applicationd) ge Juai¥) (3 (p2e Client Host Address g«
s Access Kindls dleall & 55 Lead 2asi SocketPermission Attribute < e
¢) s Transport=) ¢ 555 Portdl a3 ) s Permissiond 4dle Galass (3l Hostdl o)) sic

UDP i TCP 4s 50 52 sl 45 50

&= e Socketdb loopback 127.0.0.1 Address-! Juai) aia JUAl) 138 A& & 5
3wl Socketd! ¢ 58 e Lhill (k5 Ports

[SocketPermission(SecurityAction.Deny, Access="Connect",
Host="127.0.0.1",Port="All", Transport="All")]
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teh WS by 5 Al dleall ¢ o3 2aa5 e SecurityAction objectd) WiSa

[SocketPermission iSecuritgrActiDn.L Aocess="Connect™,

= Demand

mr Deny

Ef Inheritancelemand
B LinkDemand

B Permitonky

B RequestMinimum
B RequestOptional
Er RequestRefuse

833a0 dalee ¢ jal (e (uxe Client Host zlewdl S35 : Assert

Stack-l dghia 8 285 Al Classes) ges Ao Sladlall ubi =iy :Demand
Defined Abstractd) el

Al Alee ¢l a) (s Client Hostd! gis 235 :Deny

Class! & o Class) (Ao ladlall 3ok Led 5 ; TnheritanceDemand
RN

.... 24l Client Userd! la= Accessd g g 44 5 :PermitOnly

laa o bd 3l 2landl f aiall dlac £ 55 2385 Access propertyd! i s

TP Address- ae Binding Jwe (= Client Socket - zladl sf aial Accept
sl Portd!

Remote Host-Yl as connect Jw= = Client Socket 4 zlewdl s a3l Connect
sl

Portdl s, 5 Permission-! 4de (guhass 3 Host) o)) sie 2aa5 Portdl s Host!) (8
aadlall Gulai e AVl g]] AalS y a8 audaind Port property-! (8 ) b daals (Al

(Portsd) axen e

34l aasiidl Socket ¢ 5 Lesd <o ymin SNl 5 Transport property-) sasi | il s
:@tﬂ\ | _)\,35]\

Socket gz (e Permission o328 (32k3 3 Socket! & = a5 (5503 Al
.Types

JUiss  Datagram Protocols s3aiui Socket—!) <5\ 13 Connectionless
JUDP JsSsi5 0

JYaS 5 Oriented Protocols a23iud Socket! <ilS 13 ConnectionOriented
TCP JsSsi50

5 pilie s3p3n3 ks 3 TCP
_ilie s20a3 laiass 3 UDP

O Instance Object 3E& A (= Socket Permission - aladin) Loai ¢ Sas s
Of iy g 4aa g 3 yall Permission ) g 55 233s3 o5 SocketPermission Class—
a3 5l 2xaall Permission - aie sl zlewd i3 s Permission State ) L) 4l
Connect Ju<il ¢l s Network Access ) 23 JMA (e 2 55 53 Permission I
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3 TCP &) s padiidl) J5S 535 ) ¢ 5 233a% 25 Accept Incoming sl Outgoing
a4 Remote Machine - TP Address - )i ¢lld any 5 Law 501 5l UDP
a2 Local Machine U TP I si Access incoming —Ul aiall 5 Lol

(b WS el 5y 5« Connect Outgoing

SocketPermission mySocketPermission =
new Soc}cetPermissinn(Networknccess.l, TransportType.Tco, IP Address, Port):

hccept S
----- Connectionless

CaonnectionOriented

Tep

Udp

State -l 4J aaas 3) SocketPermission Class-U! Socket State - sl 1Say g LS

SocketPermi=sion mySocketPermi=sion= new SocketPermlsslon{Permlsslonstate.wone]:

3235« Union Method ) alasiuls &lly 5 Socket Permission ¢ S e (Sar WS
:JEaS b LS5 aaa SocketPermission Object (o) 2ind <l

C#:

SocketPermission mySocketPermissionl= new
SocketPermission(PermissionState.None);
mySocketPermissionl.AddPermission(NetworkAccess.Accept,
TransportType.Tcp, IP, Port);

SocketPermission mySocketPermission2 =new
SocketPermission(NetworkAccess.Connect, TransportType.Tcp, 1P,
Port);

SocketPermission mySocketPermissionUnion =
(SocketPermission)mySocketPermission1.Union(mySocketPermission2

);

VB.NET:

Dim mySocketPermissionl As SocketPermission = New
SocketPermission(PermissionState.None)
mySocketPermissionl.AddPermission(NetworkAccess.Accept,
TransportType.Tcp, IP, Port)

Dim mySocketPermission2 As SocketPermission = New

SocketPermission(NetworkAccess.Connect, TransportType.Tcp, 1P,
Port)
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Dim mySocketPermissionUnion As SocketPermission =
CType(mySocketPermissionl.Union(mySocketPermission2),
SocketPermission)

Intersect ) alasiuly ¢lld s Union Permission List (e S| gees Ladl oS LS
1k WS s Method

C#:

SocketPermission mySocketPermissionIntersect =
(SocketPermission)mySocketPermissionl.Intersect(mySocketPermissio
nUnion);

VB.NET:

Dim mySocketPermissionIntersect As SocketPermission =
CType(mySocketPermissionl.Intersect(mySocketPermissionUnion),
SocketPermission)

O Lehai oSars XML Data ! 4Ll Permission List ) J& Lyl padaisi
3¢)_8ll FromXml Method 3/ alaaiuly elly g (s A 3 3 Permission List ) XML
:JES L WS s XML A Permissiond) di =il ToXml Method J's XML ¢

Cit:
mySocketPermissionl.FromXml(mySocketPermissionl.ToXml());

VB.NET:
mySocketPermissionl.FromXml(mySocketPermissionl.ToXml());

« Deny) ¢ 33al5 WAL Security Permissions ) Gukal audaid g
:(Assert,PermitOnly

Ci#:

SocketPermission sp = new SocketPermission(PermissionState.None);
sp.AddPermission(NetworkAccess.Accept, TransportType.Tcp,"0.0.0.0"
,0);

sp.AddPermission(NetworkAccess.Connect, TransportType.Tcp,"0.0.0.0
H,O)

// sp.Deny; // gl

/! sp.Assert;//z L)

sp.PermitOnly();

VB.NET:

Dim sp As SocketPermission = New
SocketPermission(PermissionState.None)
sp.AddPermission(NetworkAccess.Accept, TransportType.Tcp,"0.0.0.0"
,0)

sp.AddPermission(NetworkAccess.Connect, TransportType.Tcp,"0.0.0.0
",0)
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' sp.Deny; // gl
' sp.Assert;//z L)
sp.PermitOnly()

J8 e JLaiy) aidd Socket Permissions ) 4 aaddind Jasey JUie (Gudaty (¥ 4 st
8 gma 85 B (eSS el ) 5 5S8 ¢ axie 5l JlaiWl Client U zlasdl 5l Lo J5S 535 5
Gladlia aaa g o8 (w9 Socket ) plaaiuly Serverd) (Al Client ) Jlea (e | aelSd)

... Server J as Juai™

: Server 4 gl Y
i QU il 8 WS Picturebox sle s i

55! Secure Camera System - Socket Permission - Server [_T_l !Ej@

C#:

void StartMethod ()

{

TcpListener mytepl;
Socket mysocket;
NetworkStream myns;

SocketPermission sp = new SocketPermission(PermissionState.None);
sp.AddPermission(NetworkAccess.Accept, TransportType.Tcp,"0.0.0.0"
0);

sp.AddPermission(NetworkAccess.Connect, TransportType.Tcp,"0.0.0.0
",0);

// sp.Deny; // =d )
// spAssert;//z Les)
sp.PermitOnly();

mytcpl = new TcpListener (5020);
mytcpl.Start ();

mysocket = mytcpl. AcceptSocket ();
myns = new NetworkStream (mysocket);

pictureBox1.Image = Image.FromStream(myns);
mytcpl.Stop();
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if (mysocket.Connected ==true)

évhile (true)
StartMéthod 0;
\ }

}

VB.NET:

Private Sub StartMethod()

Dim mytcpl As TcpListener

Dim mysocket As Socket

Dim myns As NetworkStream

Dim sp As SocketPermission = New
SocketPermission(PermissionState.None)

sp.AddPermission(NetworkAccess.Accept, TransportType.Tcp,
"0.0.0.0", 5020)

sp.AddPermission(NetworkAccess.Connect, TransportType.Tcp,
"0.0.0.0", 5020)

' sp.Deny; // (=8l

" spAssert;//z e

sp.PermitOnly()

mytcpl = New TcpListener(5020)

mytcpl.Start()

mysocket = mytcpl. AcceptSocket()

myns = New NetworkStream(mysocket)

pictureBox1.Image = Image.FromStream(myns)

mytcpl.Stop()

If mysocket.Connected = True Then
Do While True
StartMethod()
Loop
End If
End Sub
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: Client 2 zeali y il

55 Secure Camera System - Socket Permission - Client E]

-+ Server - [lacalhost - Port 5020

. Conhect to The Server &nd Start
i The Stream

Stop The Stream

listB ol

Cit:

private void timerl Tick(object sender, System.EventArgs e)
{

try{

MemoryStream ms = new MemoryStream();// Store it in Binary Array
as Stream
pictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jp
eg);
byte[] arrlmage = ms.GetBuffer();
ms.Close();
TcpClient myclient = new TcepClient
(txt_host.Text,int.Parse(text Port.Text));//Connecting with server
NetworkStream myns = myclient.GetStream ();
BinaryWriter mysw = new BinaryWriter (myns);
mysw. Write(arrmage);//send the stream to above address
mysw.Close ();
myns.Close ();
myclient.Close ();}
catch (Exception ex){timer1.Enabled=false;
listBox1.Items.Add(ex.Message );
}
VB.NET:
Private Sub timer]l Tick(ByVal sender As Object, ByVal e As
System.EventArgs)
Try

Dim ms As MemoryStream = New MemoryStream ' Store it in
Binary Array as Stream

pictureBox1.Image.Save(ms,
System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrlmage As Byte() = ms.GetBuffer()

ms.Close()

Dim myclient As TcpClient = New TcepClient(txt host. Text,
Integer.Parse(text Port.Text)) 'Connecting with server

Dim myns As NetworkStream = myclient.GetStream()
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Dim mysw As BinaryWriter = New Binary Writer(myns)
mysw. Write(arrImage) 'send the stream to above address
mysw.Close()
myns.Close()
myclient.Close()
Catch ex As Exception
timer1.Enabled = False
listBox1.Items.Add(ex.Message)
End Try

SocketPermissionl s Permission Attribute 4! g s (e LAY cliSay 43l JaaY
35 Jell o) ladlall gy 3 5 S Al La ol ot o A B
SocketPermission ) alasiul Jiadd Runtime #W) CGladlall ol e 4l
e 5 s Al ()5 5 aila (S cliadlall s s < ) 13 Wl instance Object
... Attribute) aladiul Juady aie ¢ S el pll Scope I (s st

Euaal) b ¢ Cud cigal) 4y B Socket Permission ) ge Jalaill (3 Uy 1384
L Ggal) ddy (A8 gwladdul g Multithreading 3 ¢ AW s ) A
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Part 6

Multithreading

- Chapter 20 Multithreading (Using &
Managing)
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Chapter 20
Multithreading Using & Managing

- Introduction to Threading in Dot Net

- Threading Classes & Members
- Multithreading & Network Applications
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: The Concept of Threading : 20.1

£

@l o Gy dusiil) dadail & Multitasking ) » s¢&e Multithreading ) » seie e
o Jang o) AlSa] ) ALY SAY) e Juadia Thread (e doms o 48 el
2 Multitasking ) 3 )S8 j ohai 22 o siall 138 51 ¢Thread oo S5S1 e zali il
o algall arniiy a5y A Jordil) alas U8 e cililea) 028 5 1) g ¢ Jarodiil Al
o Clleall o2 338 LGe (1S5 ¢ Agia ) @l b e s Thread JSI el sl (385 aelladl)
sall G A WS 5 Task Manager 3 YA (e o) oUas

E Windows Task Manager

File Options VYiew Shut Down  Help
applications Performance | Metworking | Users
Image Mame User Name CPU | Mem Usage
taskmgr.exe FaDI i} 3,060 K
rcwsftsn, exe FaDL on 4,236 K
MpfAgent. exe FaDI oo 352K
Threading.exe FaDL gl 11,604 K
Threading, vshost.exe FaDI i} 11,832 K
sqimangr.exe FaDL on 3420 K
ckfmon. exe FaDI [ili} Z,320K
realsched.exe FaDI oo 664 K,
acrokray.exe FADIT oo 1,792 K
McWSEscn.exe FaDI uL] 5.516K
hpztsbi0.exe FaDl on 2428 K
hpcmpmgr. exe FaDI i} 4,516 K
schedhlp.exe FaDl on 120K
TruelmageMonitor,... FaDI JuL] 2,012k
MpfTray exe FaDI uL] G216 K
mcagent.exe FaDI JuL] 685K
oasclnk.exe FaDL on 2,508 K
mevsshid, exe FaDI i} 4,508 K
wrnnlawer. ax e FanT ns a.arRk M
[]show processes from all users
Processes: 58 CPIU Usage: 100% Commit Charge: 477M [ 9130

amty il ol oy 5 aiala e ol gllaall (o (ama Jlaie Jaay gali g JS () JaaY
Al O BaY il 51581 5 Aalall 335 mllaal) e algall

Process B

Thread B2
12.5%

Threacd B1
12.5%

Thread Al
25%

Process A
7} S58001

Thread D1
25%

Process D
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LS 4 Interrupt Jwe (e LSy 3) Qi) plas 8 Thread obs aSaill (pSay 2 Sl
sl dalio llaall o2 J< ¢ 43 Abort Jeem 48lal) Loayl 5 g JS5 4dldy) Lika
e s Lgaladiad - lie Ll 5 Lgs bl User)

Process Process
Global Data Giahal Data
Global Data Global Data

Thread Thread
Instruction Instruction
Instruction Instruction

; : Threading in Dot Net : 20.2

Jaten o Sar Y 4 L'LE;Y} ¢l Glase @ Threading A e\d&l..u\.} il Lad
a3 Lae Form - galad) Thread 2 s (Ao Gy 4558 Al b o 6 eyl
Lieasiial Ll 3) ¢ gl dhasgy o Le s 5 Ay jlall Alaall elgiil 22y V) (5 580 dglee (o i
D oal Om LAY AKE o3gd dall 5 ¢ Alaii¥) e gali )

4a i) 5 Synchronous Programming a-sal yiall dae ) aladiul oo slaiaW) o J5Y)
e yall Sd4s )55 L s sAsynchronous Programming 4l yidll e daayll sas
.Asynchronous Socket 45 Streaming b =&l

e demy adas g el b alall Thread ) e Infinity Loop =) Josad ¢ (S
o Aallaall anisi S Cua Multithreading b (oo b 138 5 ¢ Jaadia JAT Thread
;‘g\:ﬂ\ Jdal Ay « Al Y“j Lﬁﬂ\ Thread J' s C_AL\).\SL} u=&ll Thread -

Process
Global Data
Glabal Data
Thread Thread
Instruction Imstruction
Instruction Instruction

Ll LS Ll S a5 bl ae (53] st Sy Adladl 038 (8 Jangus
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System.Threading ) < =3 ¥ 5l coay i sall 8 Threading 2 laainy
Thread 4! (= Instance Object BEil a 535 2aa Thread < =il s <Namespaces
Thread Start - AL Thread Jwe 2 5 ) Method <) al =3 &5 Class

toh WS Baa) 53 sl 58 Sl @) (S Jue (S Delegate

Cit:
Thread my_thread = new (new ThreadStart (my_method));

VB.NET:
Dim my_thread As Thread = New (AddressOf my_method)

my_thread.

P IsThreadPoolThread &
i Join

[ ManagedThreadld

7% MemberwiseClone

o Mame
5 Priority
iy Resume
i SetApartmentstake
i SetCompressedSkack,
o EXTI—
i@ Suspend
¥ Threadstate
& ToSkring
i TrySetApartmentstate s

Thread - J2a = Threading ) pasd Al Glleall gpen oSail) SliSay 43 LaaY
Jamadl PREN I L;_‘ﬂ\} Stop g Start <) calileall 528 &A\ Oy g ABLET G ad L}'M‘ Object
Aalledll (e Wiles Thread ) ¢y Abort J) a2 WS s Thread 4 <alay

Thread Class Methods ) a4l : ¥

Al uind AT Thread 285 iy Wile xiud 235 5 JS 8 Thread ) 1ad axaius s Start
& et 3 Sl Method

Al Abort Jee dic Thread ) sled) Led s (Al 3 il oS5l 2035035 3 J 0l

@l e dmani V5 e I3y JLall Thread —)) Gl axii i s Suspend
8 il ma g & Thread-) oS Al & Exception

) o3a pomy Jumi s 5_SI (e 4da) 5 35 U< Thread J) GleY aaid s Abort
353 8 Thread ) 8 ¥ S b b gl Closing Eventd) 4 Method
pladinly i e JSUA 48le) 2 Thread J) 28 g la )Y 2233505 3 Resume

. Suspend !

Alma 4310 ) 3% Thread J) &Y 223555 Sleep
Thread Class Properties 4! aal : L

et aagll 5 4g3Lis) a3 2 Thread ) as) 48 yee 5l 3aa3) Set sl Get 2365 Name
a=bodl 8 Multithreadsd) ge Jalatll Jaguss
.Thread ) 3¢} 48 jzall 4alll 4 jea ol 3021 Set sl Get 23155 CurrentCulture
(il ol 8 desdie) 45 46 jaal Get 23U 5 CurrentUICulture
Yol Jszil) a8 sl Thread 4 oS 13) 48 2l Get 2365 IsAlive
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Jasrws s Jass Thread ) S 13) 4 jae 5f 2aail Set s Get 2ali5 IsBackground

.Backgrount Proccess!

Pool queue a3t Thread 2 /S 13) 44 2l Get 3355 IsThreadPool Thread

Y ol Thread (s i sanal

.= Thread b =lAll Unique 1D ) 43 2l Get i ManagedThreadld
oasl A5 Mol Thread U 4o s15Y) 44 e ) 23aadl Set 5| Get 2555 Priority

:ob LS s s Sy Normal 0585 oanhall

th.Priority = ThreadPriority.

oy Aboverormal
s Belowkarmal
= Highest
g Lowest
a2 Mormal

Al 2515 il Lgizenl 520 L 20ny Sam

eais Y al dny o8 da sl Thread ) Ala 4 j=dl Get 23155 ThreadState

. False sl True

:First Thread Program in Dot Net <u < sall _d Thread 2 o JUia

;A JA A LS New Form aseals A0l o éin

Threading

listBiox1

Start a New Thread
Abart it
Suspend

Get Info

C#:

King System.Threading;

Thread th;

u)

: 1 Thread sLisy

private void Start New Thread Click(object sender, EventArgs e)

{

th = new Thread(new ThreadStart(xx));

th.Start();
}

VB.NET:

Imports System.Threading

Private th As Thread
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Private Sub Start New Thread Click(ByVal sender As Object, ByVal e
As EventArgs)

th = New Thread(AddressOf xx)

th.Start()
End Sub

:i8 50 JS& Thread A <alayy

‘ th.Suspend()

B8 (e At J<& Thread ) sy

| th.Abort()

st Cuny el yll Closing Event <) e Abort Method -1 g s Lalla Juady
.Ul elada) vie Thread J el

:L,.,;BJ\ Thread J (e Ol slaall 23S 48 pral

listBox1.Items.Add(th. ApartmentState)
listBox 1.Items.Add(th.CurrentCulture)
listBox1.Items.Add(th.CurrentUICulture)
listBox1.Items.Add(th.IsAlive)
listBox1.Items.Add(th.IsBackground)
listBox1.Items.Add(th.IsThreadPool Thread)
listBox1.Items.Add(th.Managed Threadld)
listBox1.Items.Add(th.Priority)
listBox1.Items.Add(th. ThreadState)

Al adayg aal g lader T3 0 JS 3 5 Infinity Loop e Method I (s siai g
il plaai Ly Llea la aal G Infinity Loop il plaaiu) ey ‘.Forrn Text 2 e
Al o2 & Thread

Ci:

void xx()

{

inti=0;

while (true) { i++; this.Text = 1. ToString(); }

}

VB.NET:
Private Sub xx()
Dim 1 As Integer = 0
Do While True
i+=1
Me.Text = i.ToString()
Loop
End Sub
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;QA\:\]\ S @ LS C.A\.a).\ﬂ Output A oS

5 9906

MTA

Arabic {Jordan)
English (United States)
True

False

False

3

Mormal

Running

Skark a Mew Thread
Get Info Abort it
Suspend

s lSudd) e o 4 Multithreading -} o)2iil

Al Jiall dae ol aaiad AN Sl Slanse 2 (A Multithreading - plasiuls s
Lo s 5 Aluduia Cilyma il o328 8 2asill Ll ) 3) Synchronous Programming
Jozmiall a4l 3 e A ladl Adeall e e LgiY) (pad (5 AT Cililee 35 (e gy Ci s
i Agleal) of o ALy gha s 3 HUawY) ) U ks 8 dglee (S (iadie Thread aladiul
bl Jandi s 38 Ak diiil) g (B

: Clients ¢ s M Cbas 3 (8 Threading ) pladial -

Connect = (‘.\\35:\.‘&\ da LA ;QA\)’M\ Juasyi ‘f Connect L.UJ\ adla e\d&:\_u\ -
6252 Laa a8 1) rany 2alin 488 gall ddae ol ¢ day Serverdl oS Al 85 Method
Aladiul Adlall sda o Juady 5 J sl ddee alai) cpad latuV) e mali ) a5 )
etV dlasy oLsll Jiadie Thread

Sl ) s 8 Jady ¢ gl 33l QLYY 5 Sl Adee 8 Client 2 plasi -
el e gl LS 13 dala 5 dlee JSI adia Thread pladio ade (gl il
Jhiinly Jadie ¢ sSs Ga Server padi (A ddbisal Glaglsil) (e de sane J)
LS 13) il i) e Finaall aladid Alladl o3 8 Jumi s ¢ Ll ) iy i 30 clagdad)
Al (e 2 DU Cpal 3l JLELY) a8 Lal cgadl udil s dagled (e SY L LY

At e el yall G 55 ) 525 Thread ) aladiul axe Y Thread-
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: Server &) Slias » A Threading J) plasiul -2
pladin) Alls & Juadia Thread phaiu) (o 2Y ¢ AcceptSocket Jsall 4l alasiu -
2 Aty e el ) o8 i 4d) ) Akl il Axe 0l 3 AcceptSocket J sl Al
Infinity (8 33e i Sun AcceptSocket =) g Thread - plasiul are Adls

.Loop

vdiald U

81 i Server I 0 13 Ala 8 A i) e Ao ll ) e salll ) et 8
305 ul) pad )5 ol J5f sl () (5250 Law 851 (i A Client Reqouest ¢
@l gl Clients ) 22e oy i 3y e Jonp malipd) S 1Y Lald 5 Jad joe
Aol il e Ayl ) e palll (e Y ANaT 0dn g 0 Adg jaa pat aglsdn
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55 Images Sender/ Client Form B (|

Server ﬂucalhusl

Send Text | Send Image I

_———
- -

Hello Server

: Client ) Js,Y) gl ¥ s
C#:

void send(byte[] arrImage)
{

try

{

TcpClient myclient = new TcpClient (txt_host. Text,5000);
NetworkStream myns = myclient.GetStream ();
BinaryWriter mysw = new BinaryWriter (myns);

mysw. Write(arrlmage);//send the stream to above address
mysw.Close ();

myns.Close ();

myclient.Close ();

}

catch (Exception ex){MessageBox.Show(ex.Message );}

}

void send(string msg) // overloading method
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{

{
TcpClient myclient = new TcpClient (txt_host. Text,7000);

NetworkStream myns = myclient.GetStream ();
StreamWriter mysw = new StreamWriter (myns);
mysw. Write(msg);

mysw.Close ();

myns.Close ();

myclient.Close ();

}
catch (Exception ex){MessageBox.Show(ex.Message );}

}

VB.NET:
Private Sub send(ByVal arrlmage As Byte())
Try
Dim myclient As TcpClient = New TepClient (txt_host. Text,5000)
Dim myns As NetworkStream = myclient.GetStream ()
Dim mysw As BinaryWriter = New BinaryWriter (myns)
mysw. Write(arrlmage)
mysw.Close ()
myns.Close ()
myclient.Close ()
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try
End Sub

try

Private Sub send(ByVal msg As String) ¢ overloading method
Try
Dim myclient As TcpClient = New TcepClient (txt_host. Text,7000)
Dim myns As NetworkStream = myclient.GetStream ()
Dim mysw As StreamWriter = New StreamWriter (myns)
mysw. Write(msg)
mysw.Close ()
myns.Close ()
myclient.Close ()
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try
End Sub

: Server 4 Juiny) el Wil

Cit:
Thread mythl;
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Thread myth2;

private void Form1 Load(object sender, System.EventArgs e)
{

mythl=new Thread (new System.Threading
.ThreadStart(Image Receiver));

myth1.Start (); / Start Thread 1

myth2= new Thread (new System.Threading
.ThreadStart(text Receiver));
myth2.Start ();// Start Thread 2

}

NetworkStream ns;
TcpListener tep;
Socket sock;
StreamReader sr;

void text Receiver()
{
tcp = new TcpListener (7000);// Open The Port
tep.Start ();// Start Listening on That Port
sock = tcp.AcceptSocket ();// Accept Any Request From Client and
Start a Session
ns = new NetworkStream (sock);// Receives The Binary Data From Port
sr = new StreamReader (ns);// Convert Received Data to String
textBox1.Text = sr.ReadLine();
tep.Stop();
while (true)
{
text Receiver();// Back to First Method
}
}

NetworkStream myns;
TcpListener mytcpl;
Socket mysocket;
void Image Receiver()

{
mytcpl = new TcpListener (5000);// Open The Port
mytcpl.Start ();// Start Listening on That Port
mysocket = mytcpl. AcceptSocket ();
myns = new NetworkStream (mysocket);
pictureBox1.Image = Image.FromStream(myns);

mytcpl.Stop();

if (mysocket.Connected ==true)//if Connected Start Again
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{

while (true)
{
Image Receiver();// Back to First Method
}
}

}

VB.NET:
Private mythl As Thread
Private myth2 As Thread
Private Sub Form1 Load(ByVal sender As Object, ByVal e As
System.EventArgs)

mythl = New Thread(New System.Threading. ThreadStart(AddressOf
Image Receiver))

mythl.Start() ' Start Thread 1

myth2 = New Thread(New System.Threading. ThreadStart(AddressOf
text Receiver))

myth2.Start() ' Start Thread 2
End Sub

Private ns As NetworkStream
Private tcp As TcpListener
Private sock As Socket
Private sr As StreamReader
Private Sub text Receiver()
tcp = New TcpListener(7000) ' Open The Port
tep.Start() ' Start Listening on That Port
sock = tcp.AcceptSocket() ' Accept Any Request From Client and
Start a Session
ns = New NetworkStream(sock) ' Receives The Binary Data From
Port
sr = New StreamReader(ns) ' Convert Received Data to String
textBox1.Text = sr.ReadLine()
tep.Stop()
Do While True
text Receiver() ' Back to First Method
Loop
End Sub

Private myns As NetworkStream
Private mytcpl As TcpListener
Private mysocket As Socket
Private Sub Image Receiver()
mytcpl = New TcpListener(5000) ' Open The Port
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mytcpl.Start() ' Start Listening on That Port
mysocket = mytcpl. AcceptSocket()
myns = New NetworkStream(mysocket)
pictureBox1.Image = Image.FromStream(myns)
mytcpl.Stop()
If mysocket.Connected = True Then 'if Connected Start Again
Do While True
Image Receiver() ' Back to First Method
Loop
End If
End Sub

adle 4l Lo JS (33e) s 5 Threading Aportd) & ala el ) oLyl cang s
... Formdl Closing &as & Threadd! 33¢) Jé Teplistenerd! Jie Socket-u
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Appendixes (A)

- System.Net Namespace

- System.Net.Socket Namespace
- Socket Option Members

- System.Threading Namespace

- TAPI 2 Telephony Functions

- Remoting TCP / HTTP Channels Members
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1- System.Net Namespace Classes

Transport 3! s Application Layer J) 43« » Namespace ) o3 as iy
:lgilaladiul g Classes <) o2 a2} (a9 Web Protocols 'y Layer

Class

Authorization

Cookie

Dns

EndPoint
GlobalProxySelection

HttpVersion

HttpWebRequest
HttpWebResponse

IPAddress
IPEndPoint

[PHostEntry

NetworkCredential

SocketAddress
SocketPermission

WebClient

WebException

WebPermission

Description

Provides authentication messaging for a web
server.

Provides a set of properties and methods used
to manage cookies. This class cannot be
inherited.

Simple domain name resolution functionality.

Identifies a network address. This is an
abstract class.

Global default proxy instance for all HTTP
requests.

Defines the HTTP version numbers supported
by the HttpWebRequest and
HttpWebResponse classes.

HTTP-specific implementation of the
WebRequest class.

HTTP-specific implementation of the
WebResponse class.

Internet Protocol (IP) address.

A network endpoint consisting of an [P
address and a port number.

Container class for Internet host address
information.

Provides credentials for password-based
authentication schemes such as basic, digest,
NTLM, and Kerberos authentication.

Stores serialized information from EndPoint-
derived classes.

Controls rights to make or accept socket
connections.

Provides common methods for sending data to
and receiving data from a resource identified
by a URL

The exception that is thrown when an error
occurs while accessing resources via the
HTTP protocol.

Controls rights to access HTTP Internet
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Class Description
resources.

WebPermissionAttribute Specifies permission to access Internet

resources.

WebProxy Contains HTTP proxy settings for the
WebRequest class.

WebRequest Makes a request to a Uniform Resource
Identifier (URI). This class is abstract.

WebResponse Provides a response from a Uniform Resource

Identifier (URI). This class is abstract.

2- System.Net.Socket Namespace Classes

TCP & UDP 4“<ldj Transport Layer— daan Ao ibal JS80 38 jig
e Al Classes-) a2 (w9 Socket Programming

Class Description

LingerOption  |Contains information about the amount of time it will
remain available after closing with the presence of
pending data (the socket's linger time).

MulticastOption |Contains IP address values for IP multicast packets.

NetworkStream |Provides the underlying stream of data for network
access.

Socket Implements the Berkeley Socket interface.

SocketException ' The exception that is thrown when a socket error

occurs.

TcpClient Provides client connections for TCP network services.

TcpListener Listens for connections from TCP network clients.
This is essentially the TCP server class.

UdpClient Provides User Datagram Protocol (UDP) network
services.

3- Socket Options Class:

Al rans 4 dald § el claa gﬁ dagal) Classes <) csa (S 138 yiing g
s Network Layer 4/ ¢ sisa o 1 g Juaiy) dlany &8s 4 jaf of Joaaciy
LS Al dalal) drpall g 4di Socket ) s i Ao Js gl Transport Layer-)
e
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Jocket host:
hozst . 3etiocketOption (J3ocketOptionLevel.

FocketOptionName, wvalue); I
MoDelay ;l
OutofBandInline Socket
PacketInfarmation Tep

ReceiveBuffer Udp
Receivelow\Water
ReceiveTimeout
Reusedddress

SendBuffer J
SendLowii aker

SendTimeout LI

) i) w53 A Socket Option ) s giea Jo¥) (B dany &) e by A6 3l
Lgaia ol Lgladi 3y 53 3 Option 3 & 53 AN Jia gkl (B 229 (gl Option
o Alend) CilS M Object Value 33 i g ) 3abg ¢ Lgad B s ol
dagdl) JAUS e ad waad g s S 1)) g False o) True L) 3308 (28 )11 ) zlawd)
: 4 Socket Option Name ) adl (a9 ¢ W it 3 53 Al

Member name Description
AcceptConnection Socket is listening.
AddMembership Add an IP group membership.
AddSourceMembership Join a source group.
BlockSource Block data from a source.
Broadcast Permit sending broadcast
messages on the socket.

BsdUrgent Use urgent data as defined in
RFC-1222. This option can be
set only once, and once set,
cannot be turned off.

ChecksumCoverage Set or get UDP checksum
coverage.

Debug Record debugging information.

DontFragment Do not fragment [P datagrams.

DontLinger Close socket gracefully without
lingering.

DontRoute Do not route; send directly to
interface addresses.

DropMembership Drop an IP group membership.

DropSourceMembership Drop a source group.

Error Get error status and clear.

ExclusiveAddressUse Enables a socket to be bound for
exclusive access.

Expedited Use expedited data as defined in
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RFC-1222. This option can be
set only once, and once set,
cannot be turned off.

HeaderIncluded Indicates application is
providing the IP header for
outgoing datagrams.

IPOptions Specifies IP options to be
inserted into outgoing
datagrams.

IpTimeToLive Set the IP header time-to-live
field.

KeepAlive Send keep-alives.

Linger Linger on close if unsent data is
present.

MaxConnections Maximum queue length that can
be specified by Listen.

MulticastInterface Set the interface for outgoing
multicast packets.

MulticastLoopback IP multicast loopback.

MulticastTimeToLive IP multicast time to live.

NoChecksum Send UDP datagrams with
checksum set to zero.

NoDelay Disables the Nagle algorithm for
send coalescing.

OutOfBandInline Receives out-of-band data in the
normal data stream.

PacketInformation Return information about
received packets.

ReceiveBuffer Send low water mark.

ReceiveLowWater Receive low water mark.

ReceiveTimeout Receive time out.

ReuseAddress Allows the socket to be bound to
an address that is already in use.

SendBuffer Specifies the total per-socket
buffer space reserved for sends.
This is unrelated to the
maximum message size or the
size of a TCP window.

SendLowWater Specifies the total per-socket

buffer space reserved for
receives. This is unrelated to the
maximum message size or the
size of a TCP window.
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SendTimeout Send timeout.

Type Get socket type.

TypeOfService Change the IP header type of
service field.

UnblockSource Unblock a previously blocked
source.

UseLoopback Enable Or Disable a Loop Back
Connection

4- System.Threading Namespace Classes

gl B dariial) sessiond) (s Alaiia Session Jax! Threading-) paiday
(s 4= gaza System. Threading a2y Asynchronous—l ,3)  sleul 92
1k WS (A g Threadings) lilas 313 (& axdied Al g Classes-)

Class Description

AutoResetEvent This event notifies one or more waiting
threads that an event has occurred.

Interlocked This class protects against errors by
providing atomic operations for
variables that are shared by multiple
threads.

ManualResetEvent This event occurs when notifying one
or more waiting threads that an event
has occurred.

Monitor This class provides a mechanism that
synchronizes access to objects.

Mutex A synchronization primitive that grants
exclusive access to a shared resource to
only one thread. It can also be used for
inter-process synchronization.

ReaderWriterLock This class defines a lock that allows
single-writer and multiple-reader
semantics.

RegisteredWaitHandle This class represents a handle that has

been registered when calling the
RegisterWaitForSingleObject() method.

SynchronizationLockException This exception is thrown when a
synchronized method is invoked from
an unsynchronized block of code.

Thread This class creates and controls a thread,
sets its priority, and gets its status.

Thread AbortException This exception is thrown when a call is
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Class

Description
made to the Abort() method.

ThreadExceptionEventArgs This class provides data for the

ThreadException event.

ThreadInterruptedException | This exception is thrown when a thread

ThreadPool

ThreadStateException

Timeout

Timer

WaitHandle

is interrupted while it is in a waiting
state.

This class provides a pool of threads
that can be used to post work items,
process asynchronous I/O, wait on
behalf of other threads, and process
timers.

This is the exception that is thrown
when a thread is in an invalid state for
the method call.

This class simply contains a constant
integer used when we want to specify
an infinite amount of time.

This class provides a mechanism for
executing methods at specified
intervals.

This class encapsulates operating
system-specific objects that wait for
exclusive access to shared resources.

: i @gall 2 Threading) 8,3 & addiud Al Methods) a)

Public Method Name
Abort()

AllocateDataSlot()

Description

This overloaded method raises a

Thread AbortException in the thread on
which it is invoked, to begin the process of
terminating the thread. Calling this method
usually terminates the thread.

This static method allocates an unnamed data
slot on all the threads.

AllocateNamedDataSlot() This static method allocates a named data

FreeNamedDataSlot()

GetData()

GetDomain()

slot on all threads.

This static method frees a previously
allocated named data slot.

This static method retrieves the value from
the specified slot on the current thread,
within the current thread's current domain.

This static method returns the current domain
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Public Method Name Description

GetDomainlID()

GetHashCode()

GetNamedDataSlot()

Interrupt()
Join()
ResetAbort()
Resume()

SetData()

Sleep()

SpinWait()

Start()

Suspend()

Public Property
Name

ApartmentState

CurrentContext

CurrentCulture

in which the current thread is running.

This static method returns a unique
application domain identifier.

This method serves as a hash function for a
particular type, suitable for use in hashing
algorithms and data structures like a hash
table.

This static method looks up a named data
slot.

This method interrupts a thread that is in the
WaitSleepJoin thread state.

This overloaded method blocks the calling
thread until a thread terminates.

This static method cancels an Abort()
requested for the current thread.

This method resumes a thread that has been
suspended.

This static method sets the data in the
specified slot on the currently running thread,
for that thread's current domain.

This static and overloaded method blocks the
current thread for the specified number of
milliseconds.

This static method causes a thread to wait the
number of times defined by the iterations
parameter.

This method causes the operating system to
change the state of the current instance to
ThreadState.Running.

This method will either suspend the thread,
or if the thread is already suspended, has no
effect.

: Threading-k 4<lill Properties- a8 (g
Description

Sets or gets the apartment state of this thread.

This static property gets the current context in
which the thread is executing.

Sets or gets the culture for the current thread.
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Public Property
Name

CurrentPrincipal

CurrentThread

CurrentUICulture

IsAlive

IsBackground

Description

This static property sets or gets the thread's
current principal. It is used for role-based
security.

This static property gets the currently running
thread.

Used at run time, this property sets or gets the
current culture used by the Resource Manager to
look up culture-specific resources.

Gets a value that indicates the execution status of
the current thread.

Sets or gets a value that indicates whether a
thread is a background thread or not.

IsThreadPoolThread |Gets a value indicating whether a thread is part of

Name

Priority

ThreadState

a thread pool.
Sets or gets the name of the thread.

Sets or gets a value that indicates the scheduling
priority of a thread.

Gets a value that contains the states of the current
thread.

5- TAPI 2 Telephony Functions:

TAPI Initialization and Shutdown

Function

linelnitializeEx

lineShutdown

Description

Initializes the TAPI line abstraction for use by
the invoking application. Synchronous.

API Example:

public static extern int linelnitialize(ref int h TAPI,
int hinst, LineCallBackDelegate fnPtr,ref int
szAppName, ref int dwNumLines);

Shuts down the application's use of TAPI's line
abstraction. Synchronous.

API Example:

[DllImport("Tapi32.dll", SetLastError = true)]
public static extern int lineShutdown(int
hLineApp);

Line Version Negotiation

Function

Description
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lineNegotiateAPIVersion | Allows an application to negotiate a

TAPI version to use. Synchronous.
API Example:
[DilImport("Tapi32.dll", SetLastError =
true)|public static extern int
lineNegotiateAPIVersion(int hTAPI, int
dwDevicelD, int dwAPILowVersion, int
dwAPIHighVersion, ref int
IpdwAPIVersion, ref lineextensionid
IpExtensionID);

Line Status and Capabilities

Function

lineGetDevCaps

lineGetDevConfig

lineGetLineDevStatus

lineSetDevConfig

Description

Returns the capabilities of a given line
device. Synchronous.

API Example:

[DllImport("Tapi32.dll", SetLastError =
true)]public static extern int
lineGetDevCaps(int hLineApp, int
dwDevicelD, int dwAPIVersion, int
dwExtVersion,ref linedevcaps
IpLineDevCaps);

Returns configuration of a media
stream device. Synchronous.

API Example:
[DllImport("tapi32.d11")] static extern
long lineGetDevConfig(long
dwDevicelD, ref VARSTRING
IpDeviceConfig, string
IpszDeviceClass);

Returns current status of the specified
open line device. Synchronous.

API Example:
[DllImport("tapi32.dll")] static extern
long lineGetLineDevStatus(long hLine,
ref LINEDEVSTATUS
IpLineDevStatus);

Sets the configuration of the specified
media stream device. Synchronous.
API Example:
[DllImport("tapi32.d11")] static extern
long lineSetDevConfig(long
dwDevicelD, Any IpDeviceConfig,
long dwSize, string IpszDeviceClass);
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lineSetStatusMessages

lineGetStatusMessages

lineGetID

lineGetlcon

lineConfigDialog

Specifies the status changes for which
the application needs to be notified.
Synchronous.

API Example:
[DllImport("Tapi32.dll", SetLastError =
true)]

public static extern int
lineSetStatusMessages(int hLine,int
dwLineStates, int dwAddressStates);

Returns the application's current line
and address status message settings.
Synchronous.

API Example:
[DllImport("tapi32.d1l")]

static extern long
lineGetStatusMessages(long hLine, ref
long IpdwLineStates, ref long
IpdwAddressStates);

Retrieves a device ID associated with
the specified open line, address, or call.
Synchronous.

API Example:
[DllImport("tapi32.d1l")]

static extern long lineGetID(long hLine,
long dwAddressID, long hCall, long
dwSelect, ref VARSTRING
IpDevicelD, string IpszDeviceClass);

Allows an application to retrieve an
icon for display to the user.
Synchronous

API Example:
[DllImport("tapi32.d11")]

static extern long lineGetlcon(long
dwDevicelD, string IpszDeviceClass,
ref long Iphlcon);.

Causes the provider of the specified
line device to display a dialog box that
allows the user to configure parameters
related to the line device. Synchronous.
API Example:
[DllImport("tapi32.dll")] static extern
long lineConfigDialog(long
dwDevicelD, long hwndOwner, string
IpszDeviceClass);
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lineConfigDialogEdit

Addresses

Function

lineGetAddressCaps

lineGetAddressStatus

lineGetAddressID

Displays a dialog box allowing the user
to change configuration information for
a line device. Synchronous.

API Example:
[DllImport("tapi32.d11")] static extern
long lineConfigDialogEdit(long
dwDevicelD, long hwndOwner, string
IpszDeviceClass, Any
IpDeviceConfigln, long dwSize, ref
VARSTRING IpDeviceConfigOut);

Description

Returns the telephony capabilities of an
address. Synchronous.

API Example:

[DllImport("tapi32.d1l")] static extern long
lineGetAddressCaps(long hLineApp, long
dwDevicelD, long dwAddressID, long
dwAPIVersion, long dwExtVersion, ref
LINEADDRESSCAPS IpAddressCaps);

Returns current status of a specified address.
Synchronous.

API Example:

[DIlImport("tapi32.d11")] static extern long
lineGetAddressStatus(long hLine, long
dwAddressID, ref LINEADDRESSSTATUS
IpAddressStatus);

Retrieves the address ID of an address
specified using an alternate format.
Synchronous.

API Example:

[DllImport("tapi32.dll")] static extern long
lineGetAddressID(long hLine, ref long
IpdwAddressID, long dwAddressMode,
string IpsAddress, long dwSize);

Opening and Closing Line Devices

Function

lineOpen

Description

Opens a specified line device for
providing subsequent monitoring
and/or control of the line.
Synchronous.

~360~



lineClose

Address Formats
Function

lineTranslateAddress

lineSetCurrentLocation

lineSetTollList

API Example:
[DllImport("Tapi32.dll", SetLastError =
true)] public static extern int
lineOpen(int hLineApp, int
dwDevicelD, ref int IphLine, int
dwAPIVersion,int dwExtVersion, ref int
dwCallbackInstance,int dwPrivileges,
int dwMediaModes,ref int
IpCallParams);

Closes a specified opened line
device. Synchronous.

API Example:
[DllImport("tapi32.dll")] static extern
long lineClose(long hLine);

Description

Translates between an address in
canonical format and an address in
dialable format. Synchronous.
API Example:
[DllImport("tapi32.dll")]

static extern long
lineTranslateAddress(long
hLineApp, long dwDevicelD, long
dwAPIVersion, string
IpszAddressIn, long dwCard, long
dwTranslateOptions, ref
LINETRANSLATEOUTPUT
IpTranslateOutput);

Sets the location used as the context
for address translation.
Synchronous.

API Example:
[DllImport("tapi32.dll")] static
extern long lineSetCurrentLocation
(long hLineApp, long dwLocation);

Manipulates the toll list.
Synchronous.

API Example:
[DllImport("tapi32.d1l")] static
extern long lineSetTollList(long
hLineApp, long dwDevicelD, string
IpszAddressIn, long
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dwTollListOption);

lineGetTranslateCaps Returns address translation
capabilities. Synchronous.
API Example:
[DllImport("tapi32.d1l")] static
extern long
lineGetTranslateCaps(long
hLineApp, long dwAPIVersion, ref

LINETRANSLATECAPS
IpTranslateCaps);
Call States and Events
Function Description
lineGetCalllnfo Returns fixed information about a call.
Synchronous.
API Example:

[DIlImport("tapi32.d11")] static extern
long lineGetCalllnfo(long hCall, ref
LINECALLINFO IpCalllnfo);

lineGetCallStatus | Returns complete call status information
for the specified call. Synchronous.
API Example:
[DIlImport("tapi32.dll")] static extern
long lineGetCallStatus(long hCall, ref
LINECALLSTATUS IpCallStatus);

lineSetAppSpecific | Sets the application-specific field of a
call's information structure. Synchronous.
API Example:
[DIlImport("tapi32.dIl")]
static extern long
lineSetAppSpecific(long hCall, long
dwAppSpecific);

Making Calls
Function Description

lineMakeCall | Makes an outbound call and returns a call
handle for it. Asynchronous.
API Example:
[DllImport("tapi32.dIl")]
static extern long lineMakeCall(long hLine, ref
long IphCall, string lpszDestAddress, long
dwCountryCode, ref LINECALLPARAMS
IpCallParams);
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lineDial Dials (parts of one or more) dialable addresses.
Asynchronous.
API Example:
[DIlImport("tapi32.d11")] static extern long
lineDial(long hCall, string lpszDestAddress,
long dwCountryCode);

Answering Incoming Calls

Function Description

lineAnswer | Answers an incoming call. Asynchronous.
API Example:
[DllImport("Tapi32.dll", SetLastError = true)]
public static extern int lineAnswer(int hCall, ref string
IpsUserUserlInfo, int dwSize);

Toll Saver Support
Function

lineSetNumRings

lineGetNumRings

Description

Indicates the number of rings after which
incoming calls are to be answered.
Synchronous.

API Example:

[DllImport("tapi32.dll")] static extern long
lineSetNumRings(long hLine, long
dwAddressID, long dwNumRings);

Returns the minimum number of rings
requested with lineSetNumRings.
Synchronous.

API Example:

[DllImport("tapi32.dll")] static extern long
lineGetNumRings(long hLine, long
dwAddressID, ref long IpdwNumRings);

Call Privilege Control

Function

lineSetCallPrivilege

Description

Sets the application's privilege to the
privilege specified. Synchronous.
API Example:
[DllImport("tapi32.d1l")]

static extern long
lineSetCallPrivilege(long hCall, long
dwCallPrivilege);
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Call Drop Functions

Function Description

lineDrop Disconnects a call, or abandons a call
attempt in progress. Asynchronous.
API Example:

[DllImport("Tapi32.dll", SetLastError = true)]
public static extern int lineDrop(int hCall,
string IpsUserUserInfo, int dwSize);

lineDeallocateCall | Deallocates the specified call handle.
Synchronous.
API Example:
[DIlImport("tapi32.d11")] static extern long
lineDeallocateCall(long hCall);

Call Handle Manipulation

Function Description

lineHandoff Hands off call ownership and/or changes
an application's privileges to a call.
Synchronous.
API Example:

[DllImport("tapi32.dll")] static extern
long lineHandoff(long hCall, string
IpszFileName, long dwMediaMode);

lineGetNewCalls Returns call handles to calls on a
specified line or address for which the
application does not yet have handles.
Synchronous.

API Example:
[DllImport("tapi32.dll")] static extern
long lineGetNewCalls(long hLine, long
dwAddressID, long dwSelect, ref
LINECALLLIST IpCallList);

lineGetConfRelated | Returns a list of call handles that are part
Calls of the same conference call as the call
specified as a parameter. Synchronous.
API Example:
[DllImport("tapi32.dll")] static extern
long lineGetConfRelatedCalls(long
hCall, ref LINECALLLIST IpCallList);
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Location and Country/Region Information

Function Description

lineTranslateDialog | Displays a dialog box allowing the user
to change location and calling card
information. Synchronous.
API Example:
[DllImport("tapi32.d1l")] static extern
long lineTranslateDialog(long
hLineApp, long dwDevicelD, long
dwAPIVersion, long hwndOwner, string
IpszAddressIn);

lineGetCountry Retrieves dialing rules and other
information about a given
country/region. Synchronous.
API Example:
[DIlImport("tapi32.dll")] static extern
long lineGetCountry(long dwCountryID,
long dwAPIVersion, ref
LINECOUNTRYLIST
IpLineCountryList);

Request Recipient Services
The following two functions are used only in support of Assisted
Telephony.

Function Description

lineRegisterRequestRecipient | Registers or deregisters the
application as a request recipient
for the specified request mode.
Synchronous.
API Example:
[DIlImport("tapi32.d11")] static
extern long
lineRegisterRequestRecipient(long
hLineApp, long
dwRegistrationlnstance, long
dwRequestMode, long bEnable);

lineGetRequest Gets the next request from the
Telephony dynamic link library.
Synchronous.
API Example:
[DllImport("tapi32.d1l")] static
extern long lineGetRequest(long
hLineApp, long dwRequestMode,
Any IpRequestBuffer);
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6- Remoting TCP / HTTP Channels Members

12 Laldll Members ) aai (s HTTP Channel 3 ¥ sl

Member Name Availability Description

allowAutoRedirect |Client A Boolean value that determines
whether the client will handle
HTTP redirects.

bindTo Server A string representing an [P

address for the server to bind to.

clientConnectionLimit Client An integer defining how many
concurrent connections can be
opened to the server.

connectionGroupName Client A string representing a group
name if the
unsafeAuthenticatedConnectionSh
aring property is set.

credentials Client An ICredentials instance that
allows a client to pass credentials
for password- based authentication
schemes such as Kerberos
authentication.

exclusiveAddressUse Server A Boolean value that forces the
server to use the listening [P
address and port exclusively so
that another application cannot
steal the listening TCP port.

listen Server A Boolean value that determines
whether to allow activation to
hook into the outside listener

service.
name Client and A string representing the name of
server the channel.
port Server An integer value that specifies

what TCP port the server will
listen on or what port the client
will send TCP packets from. If the
value 0 is selected, the
infrastructure will choose a port

automatically.

priority Client and An integer value that defines the

server priority of the channel when

multiple channels are available.

proxyName Client A string identifying a proxy if the
client communication must pass
through a proxy.

proxyPort Client An integer identifying the port on

which a proxy is listening for
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Member Name Availability Description
communication from a client.

suppressChannelData Server A Boolean value that prevents the
server channel from returning
channel properties.

timeout Client An integer that specifies how long
the client channel will wait for a
server response.

unsafeAuthenticatedC Client A Boolean value that indicates the
onnectionSharing client will supply credentials and a
group name for the connection.
useAuthenticatedConn Client A Boolean value that tells the
ectionSharing server to reuse a connection from

an authenticated user.

uselpAddress Server A Boolean value that forces the
channel to use a specific IP
address instead of using the
machineName property.

machineName Client and A string representing the machine
server name of the listening server.

14 Lol Members I aa) (a9 TCP Channel &) Lt

Member Name |Availability Description

bindTo Server A string representing an IP address
for the server to bind to.

exclusiveAddre Server A Boolean value that forces the

ssUse server to use the listening IP

address and port exclusively so that
another application cannot steal the
listening TCP port.

machineName |Client and server A string representing the machine
name of the listening server.

Name Client and server |A string representing the name

Port Server An integer value that specifies what
TCP port the server will listen on or
what port the client will send TCP
packets from.

Priority Client and server |An integer value that defines the
priority of the channel when
multiple channels are available. A
larger value indicates greater

priority.
rejectRemoteR Server A Boolean value that determines
equests whether the server will only accept

requests from the local host.
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Member Name |Availability Description

suppressChan |Server A Boolean value that prevents the

nelData server channel from returning
channel properties.

uselpAddress |Server A Boolean value that forces the

channel to use a specific IP address
rather than the machineName

property.
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- References
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ASCII Code Table:

Table 1:

Dec Hxoct Char Dec Hx Oct Himl Chr
O 0000 NUL (rall) 32 Z0 040 &#32:; Space
1l 1 001 30H (start of heading) 33 21 041 &#33:

2 2 002 3T (atart of text) 34 22 N4z s#34: "
3 3003 ET (end of text) 35 23 043 &#35; #
4 4 004 EOT (end of transmizaion) 36 24 044 &#367 %
5 5 005 ENQ (encuiry) 37 25 045 #3703
6 6 006 ACE [acknowleddge) 38 26 046 &#38) &
7 7 007 BEL (bell) 39 27 047 &#39;

8 & 010 BES (backspace) 40 28 050 &#407 |
9 9 011 TAE (horizomtal tahb) 41 29 051 &#41: )

10 & 0lZ LF (NL line feed, new line)| 42 Z4 052 &#da: ¥

11 B 013 VT (wertical tah) 43 ZE 053 &#43; +

1z C 0l4 FF (NP form feed, new page)| 44 ZC 054 &#4d; |

13 D 015 CR (carriage return) 45 ZD 055 &#45; -

14 E 0lg 50 (shift out) ds ZE 055 &#d6; .

15 F 017 5I (shift in) 47 ZF 057 «#d7:

16 10 020 DLE (data link escape) 43 30 060 &#43; 0

17 11 021 DC1 (dewice control 1) 49 31 06l &#49; 1

13 12 022 DCZ [dewice control 2) 50 32 0AZ &#50; 2

19 13 023 DC3 [dewice control 3) 51 33 063 &#51: 3

20 14 024 DC4 (dewice control 4) 52 34 0ad &#52; 4

21 15 025 MAE (negatiwe acknowledge) 53 35 0R5 &#53:; 5

22 16 026 3¥N [(synchronous idle) 54 36 066 &#54; 6

23 17 027 ETE (end of trans. block) 55 37 0AT &#55: 7

24 18 030 CAN (cancel) S 38 070 s#56: A

25 19 031 EM  (end of medium) 57 39 071 &#57: 9

26 1& 032 5SUE (substitute) 58 34 072 &#58:

27 1B 033 E3C (escape) 59 3B 073 &#59: :

28 1C 034 F3 [(file separator) 60 3C 074 &#60: <

29 1D 035 GF  (group separator) 61 30 075 &#6l: =

30 1E 036 R3 [(record separator) 62 3E 076 &#0Z: >

31 1F 037 U3  [unit separator) 63 3F 077 &#03: ?
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Table 2:
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Dec Hx Oct Himl Chr] Dec Hx ©Oct Himl Chr
G4 40 100 «#64; [ | 96 g0 140 &#96;

65 41 101 &#65; & | 97 61 141 &#97; a
66 42 102 «#66; B | 95 62 142 «#958; b
67 43 103 «#67; C | 99 53 143 &#99; C
68 44 104 «#68; D |100 64 144 &#100; d
69 45 105 «#69; E |101 &5 145 &#l01: &
70 46 106 «#70; F |102 66 145 &#102: €
71 47 107 &#71: G |103 67 147 &#103: O
72 48 110 &#72; H |104 65 150 &#104: h
73 49 111 &#73; I |105 59 151 &#105; 1
74 44 112 &#74; T |106 64 152 &«#106; ]
75 4B 113 «#75; K |107 6B 153 &#107: k
76 4C 114 «#76; L |108 6C 154 &#105: 1
77 4D 115 =#77: M |109 6D 155 &#109;
78 4F 116 «#78: N |110 6E 155 &#110; n
70 AF 117 &#79; 0 |111 &F 157 &#ll1: ©
50 50 120 &#80; P |11z 70 lg0 &#llz2: b
Gl 51 121 «#51: 0 |113 71 1lel «#11353: O
82 52 122 &«#8Z2; R |l114 72 152 &#lld: ¢
83 53 123 &#83; 5 |115 73 153 &#l15: =
84 54 124 &#54; T |116 74 14 s#ll6; ©
8L EL 125 &#85; T |117 75 165 &#117: u
86 EE 126 &«#86; V |118 76 leg &#1158; v
57 57 127 &#87; W |119 77 167 &#119:; W
55 55 130 &#558; X |l20 75 170 &#120; =
89 59 131 &#589; T |121 79 171 &#1Z21:; ¥
Q0 54 132 &#90; Z |122 74 172 &#lZ2ZZ: 2
91 5B 133 «#91; [ |123 7B 173 «#123; |
a2 EC 134 &#92; v |124 7C 174 &#1z24; |
93 5D 135 &#93; ] |125 7D 175 &#125:; !
94 5E 135 &«#94; * |126 7E 176 &#1l26:; ~
9% 5F 137 &#95;  |127 7F 177 «#l1l27; DEL
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