


 الشامل لأساسيات شبكات الحاسوب  
Networking fundamentals 

 
 

 

أفضل خلق الله سيدنا محمد وعلى آلة وصحبو    ىبسم الله والصلاة والسلام عل
اجمعين. نقدم لكم ىذا الكتاب الذي ىو بعنوان الشامل لأساسيات شبكات  
الحاسوب, حيث يحتوي ىذا الكتاب على أىم الجوانب العملية والنظرية  

ىذا الكتاب البداية  . حيث يعتبر  الخاصة بأساسيات شبكات الحاسوب
تمكنو من الفيم    ةبطريق  لمن يريد البدا في عالم الشبكات  ةالصحيحة والسليم
 التركيز في    . تملعملية انتق ال البيانات داخل الشبكات المختلفة  الجيد والعميق

 في اللغة هىذ لأىمية نظرا الإنجليزية باللغة الكتابكتابة وأعداد  ىذا   
ق الات العلمية المؤثرة  الابحاث والم  الكتب و  اغلب  أنو   تقنية المعلومات مجال

 . وذات الاىمية البالغة مكتوبة باللغة الانجليزية

على تصميم    احمد جعفرود ان  اشكر  زميلي وصديقي الميندس  أكم   
  تنسيقال ىعل عوقي أحمد إسرآءوكذلك الميندسة   ,الغلاف الخارجي للكتاب

 .الرائع  

 م ا يجع ل أنو    الكريم لوجيو خالصا   العمل ىذا يجعل أن الله نسأل الختام وفي
 . والآخرة الدني ا ف ي لن ا نافع ا   درس ناه
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Chapter 1  

Outlines 
 

1. Define a computer networks 

2. The purpose of computer networks 

3. How networks impact daily life 

4. Network components 

5. Networks defined by geography 

 

Objectives 
 

By end of this lecture the student will be able : 

• Define a computer networks. 

• Explain the basic operation of network fundamentals . 

• Explain the purposes of computer networks. 

• Describe network components(switch, hub,router,reperter ETC) . 

• Describe basic operation of network components . 

• Describe types of computer networks. 

• Describe and list the different types of network components 

• List the different types of Networks as defined by Geography. 
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Defining a computer Network 
 

 A computer network is a set of computers connected together for the 

purpose of sharing resources. The most common resource shared oday 

is connection to the Internet. Other shared resources can include a 

printer or a file server. 

• The Internet itself can be considered a computer network. 

• computer network or data network is a telecommunications network 

that allows computers to exchange data. 

• In computer networks, networked computing devices pass 

data to each other along data connections. 

• The connections (network links) between nodes are established 

using either cable media or wireless media. The est-known computer 

network is the Internet. 
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The Purpose of Networks 

• At its essence, a network’s purpose focus on four major Items cost, speed, 

performance and effort ) is to make connections. These connections might be 

between a PC and a printer or between a laptop and the Internet, as just a couple 

of examples :- 

1. Easy access and sharing of information 

2. Sharing of files and network resources (printers , scanners, fax,) 

3. Networks (e-commerce, IP telephony, Video on Demand, Video conferencing 

…etc) 

4. Electronic mail 

5. An automated teller machine (ATM) 

6. Ability to use network software  
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 Network Components 
 

1. Repeater :-  

• Repeater receives a signal and preamplifiers 

or regenerates that signal and then forwards 

the digital signal out all active ports without 

looking at any data 

• Most of the time, repeaters were used in the 

old Thinnet networks of yesteryear. Today, 

they’re just employed as the multi-port 

repeaters that we call hubs. 

------------------------------------------------------------------------------------------------ 

2. Hub 

a hub is the device that connects all the devices 

of the network together in a star 

topology. Every device in the network connects 

directly to the hub through a  

single cable. An transmission received on one 

port will be sent out all the other 

ports in the hub, including the receiving pair for 

the transmitting device, so that 

Carrier Sense Multiple Access with Collision Detection (CSMA/CD) on the 

transmitter can monitor for collisions. 

 

3. Bridge   

A bridge —specifically, a transparent bridge—is a 

network device that connects two similar network 

segments together. Its primary function is to keep 

traffic separated on either side of the bridge 
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4. Switch 

Switches connect multiple devices of a 

network together much like hubs do, but 

with three significant differences—a 

switch recognizes frames and pays 

attention to the source and destination 

MAC address of the incoming frame as 

well as the port on which it was received 

Hubs don’t do those things. 

The switch will only forward the frame out from the specific port on which its 

destination is located 

-------------------------------------------------------------------------------------------- 

5. Router 
• A router is a network device used to connect two or more network to gether. A 

well-configured router can make intelligent decisions about the best way to get 

network data to its destination.It gathers the information it needs to make these 

decisions based on a network’s particular performance data. 

• Routers are used to connect networks together 

• Route packets of data from one network to another. 

• Router chooses best path to final destination 
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• Cisco became the standard of routers because of their high-quality router 

products 

----------------------------------------------------------------------------------------------- 

6. Wireless Access Point (AP) 

• A wireless access point (AP) allows mobile users to connect to a network 

wirelessly via radio frequency technologies. Using wireless technologies, APs 

also allow wired networks to connect to wireless network. 

----------------------------------------------------------------- 

7. Network Interface Card 

A network interface card (NIC) is a printed circuit 

board that provides network communication 

capabilities to and from a personal computer. Also 

called a LAN adapter. 

----------------------------------------------------------------- 

8. Firewall 

A firewall protects your LAN resources from invaders that prowl the Internet 

for unprotected networks, while simultaneously preventing all or some of your 

LAN’s computers from accessing certain services on the Internet. You can 

employ them to filter packets based on rules that you or the network 

administrator create and configure to strictly delimit the type of information 

allowed to flow in and out of the network’s Internet connection. 

------------------------------------------------------------------------------------------------ 

9. Servers 

Servers are also powerful computers, They get their name because 

they truly are ―at the service‖ of the network and run specialized 

software for the network’s maintenance and control known as the 

network operating system. 
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Types of computer network 
 Networks Defined by Geography we can classify networks is how 

geographically dispersed the networks components are. For example, a network 

might interconnect devices within an office, or a network might interconnect a 

database at a corporate headquarters location with a remote sales office located 

on the opposite side of the globe. 

Based on the geographic dispersion of network components, networks can be 

classified into various categories, including the following: 

o Personal-area network (PAN) 

o Campus-area network (CAN) 

o Local-area network (LAN) 

o Metropolitan-area network (MAN) 

o Wide-area network (WAN) 

------------------------------------------------------------------------------------------------ 

Personal-area network (PAN) 

• A PAN is a network whose scale is even smaller than a LAN. For example, a 

connection between a PC and a digital camera via a universal serial bus (USB) 

cable could be considered a PAN. Another example is a PC connected to an  

xternal hard drive via a FireWire connection. 

• A PAN, however, is not necessarily a wired 

connection.  

• A Bluetooth connection between your cell 

phone and your car’s audio system is 

considered a wireless PAN (WPAN). The 

main distinction of a PAN, however, is that its 

range is typically limited to just a few meters. 
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Local Area Network (LAN) 
• A LAN interconnects network components within a local area (for example, 

within a building). Examples of common LAN technologies you are likely to 

encounter include Ethernet (that is, IEEE 802.3) and wireless networks (that is, 

IEEE 802.11). 

• It connect many devices in small 

area to share the data and resources 

like a home ,office , building , 

school , or airport • It is a group of 

network components that work 

within small area . 

• It characterized by high data 

speeds (up to 40Gbps cat8) using: 

• 10m bps (Ethernet), 100 mbps (Fast Ethernet), 1000mbPs 

(GigaEthernet),10Gigabit Ethernet , fiber optical and ATM. 

------------------------------------------------------------------------------------------------ 

Campus-area network (CAN) 

• A campus area network is larger than a local area network LAN since it may 

span multiple buildings within a specific area. Most CANs are comprised of 

several LANs connected via switches and routers that combine to create a single 

network. They operate similar to LANs, in that users with access to the network 

(wired or wireless) can communicate directly with other systems within the 

network. 

• A campus area network (CAN) is a network of multiple interconnected local 

area networks (LAN) in a limited geographical area. A CAN is smaller than a 

wide area network (WAN) or metropolitan area network (MAN). 
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•10m bps(Ethernet),100mbps(Fast Ethernet),1000mbPs (GigaEthernet),10Gigabit 

Ethernet , fiber optical and ATM. 

------------------------------------------------------------------------------------------------ 

MAN (Metropolitan Area Network): 

• A metropolitan area network (MAN) is a network with a size greater than 

LAN but smaller than a WAN. It normally comprises networked 

interconnections within a city that 

also offers a connection to the 

Internet. 

• It is a group of LANs that are 

interconnected within small area. 

• Some references point that Man 

distance about 10 to 100KM 

• It characterized by very high 

data speeds (up to 10Gbps) using: 

Metro Ethernet, ATM over 

SONET,fiber optical and SDH. 
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Wide-area network (WAN) 

• A wide area network (WAN) is a network that exists over a large-scale 

geographical area. A WAN connects different smaller networks, including local 

area networks (LANs) and metro area networks (MANs). This ensures that 

computers and users in one location can communicate with computers and users 

in other locations. WAN implementation can be done either with the help of the 

public transmission system or a private network. 

• It is a group of MAN that are interconnected within large area 

• It characterized by slow data speeds . 

• using: analog dial-up, digital dial-up (ISDN), leased lines, X.25, DSL, Frame-

Relay, ATM.PPP,VPN and fiber optical . 
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Chapter 2  

 

Outlines 

• Define a computer networks 

• The purpose of computer networks 

• How networks impact daily life 

• Network components 

• Networks defined by geography 

• Network topologies 

• Architecture of a computer network Objectives. 

---------------------------------------------------------------------- 

By end of this lecture the student will be able : 

 Define a computer networks. 

 Explain the basic operation of network fundamentals . 

 Explain the purposes of computer networks. 

 Describe network components(switch, hub,router,reperter ETC) . 

 Describe basic operation of network components . 

 Describe types of computer networks. 

 Describe and list the different types of network components 

 List the different types of Networks as defined by Geography. 

 Describe network topology. 

 Explain architecture of computer network. 
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Types of computer network 

• Networks Defined by Topology Before we starting in this type You need to be 

able to distinguish between a physical topology and a logical topology. 

• Physical Versus Logical Topology 

• A physical network topology diagram shows the structure of how devices 

are connected physically inside a network. 

• A logical network topology diagram shows the logical method of 

communication used by the devices inside the network for network 

communication. 

• Physical topology specifies the layout how devices are physically connected in 

the network. Instead, 

• logical topology specifies the manner in which data travels between devices in 

the network. 

Physical topology shows how a network looks physically, but logical topology 

shows the fashion in which data is circulated inside the network. 

----------------------------------------------------------------------------------------------- 

Physical Versus Logical Topology 
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Physical Versus Logical Topology (cont) 

 

Network topologies 
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Bus Topology 

• A bus topology uses a single backbone cable that is terminated at both ends. 

• All the hosts connect directly to a backbone. 

• If one host send data, the data will move through the bus and reaches all the 

other hosts . 

A bus and all devices connected to that bus make up a network segment . A 

single network segment is a single collision domain, which means that all 

devices connected to the bus might try to gain access to the bus at the sametime, 

resulting in an error condition known as a collision . 

CSMA / CD = Carrier Sense Multiple Access /Collision Detection 

Ex.: Ethernet (10 Base 5, 10 Base 2, & 10 Base T) 

 

 

 

Characteristics, Benefits, and Drawbacks of a Bus Topology 
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Ring Topology  

• ring topology, where traffic flows in a circular 

fashion around a closed network loop (that is, a 

ring). Typically, a ring topology sends data, in a 

single direction, to each connected device in 

turn, until the intended destination receives the 

data. Token Ring networks typically relied on a 

ring topology, • although the ring might have 

been the logical topology, whereas physically, 

the topology was a star topology. 
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• A ring topology connects one host to the next and the last host to the first. 

• If the first host needs to send data to the last host, the data must path through 

all the hosts before reaching the end host. 

• Difficult to solve the problem. 

• If one host is down all connection is down . 

• Ex.: Token Ring, & FDDI. 

 Ring Topology (cont) 

• Because a ring topology allows devices on the ring to take turns transmitting 

on the ring, contention for media access was not a problem, as it was for a bus 

topology. If • a network had a single ring, however, the ring became a single 

point of failure. If the ring were broken at any point, 

data would stop flowing.Characteristics, Benefits, and Drawbacks of a ring 

Topology 

Media Access Unit 

 

 

 

 

 

 

 

 

 

Characteristics, Benefits, and Drawbacks of a ring 

Topology :- 



الراشدي صالح عبد السلامأ.  25صفحة  

 

Star Topology 

• A star topology connects all cables to a central point of concentration. All 

devices is connected to each other through the central device (switch,Hub). 

• If one device want send data to another 

device first sent to central device then to 

destination device not directly. 

• The star topology is the most popular 

physical LAN topology in use today, with 

an Ethernet switch at the center of the star 

and unshielded twisted-pair cable (UTP) 

used to connect from the switch ports to 

clients. 

• If one device down not all the network 

will be down . 
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• Low coast. 

• Easy to found the problem in network . 

• Easy to solve the problem. 

• If the central device down all network is down. 

• Use Ethernet (10 Base T, 100 Base TX, 1000 Base T). 

 

------------------------------------------------------------------------------------------------ 

Full mesh Topology 

• Because each site connects directly to every other site, an optimal path can be 

selected, as opposed to relaying traffic via another site. Also, a full-mesh 

topology is highly fault tolerant. you can see that multiple links in the topology 

could be lost, and every site might still be able to connect to every other site. 

• A mesh topology is implemented to provide as much protection as possible 

from interruption of service. 

• Each host has its own connections to all other hosts. 

• Although the Internet has multiple paths to any one location. 

• High coast. 
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• High security . 

• Many cables and NIC. 

• Easy to found the problem in network . 

• Easy to solve the problem. 

• If one device down not all the network will be down . 

------------------------------------------------------------------------------------------------ 

Characteristics, Benefits, and Drawbacks of a ring Topology 

Full mesh Topology :- 

 

Partial-Mesh Topology 

• Topology means the study of mapping things one among others. Partial mesh 

topology is a way to map multiple routers in such a way that they are tightly 

coupled among themselves but not fully inter-connected. 
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• A partial-mesh WAN topology, as 

depicted in Figure 1-12 , is a hybrid of 

the previously described hub-and-

spoke topology and full-mesh 

topology. Specifically, a partial-mesh 

topology can be designed to provide an 

optimal route between selected • sites, 

while avoiding the expense of 

interconnecting every site to every 

other site.  

----------------------------------------------- 

Characteristics, Benefits, and Drawbacks of a ring 

Topology Partial-Mesh Topology :- 

----------------------------------------------------------------------------------------------- 
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Hub-and-Spoke Topology 

 When interconnecting multiple sites (for example, multiple corporate locations) 

via WAN links, a hub-and-spoke topology has a WAN link from each remote 

site (that is, a spoke site ) to the main site (that is, the hub site ). This approach, 

an example of which is shown in Figure 1-10 , is similar to the star topology 

used in LANs. 

 With WAN links, a service provider is 

paid a recurring fee for each link. 

Therefore, a hub-and-spoke topology 

helps  minimize WAN expenses by not 

directly connecting any two spoke 

locations. If two spoke locations need 

to communicate between themselves, 

their communication is sent via the 

hub location.  contrasts the benefits 

and drawbacks of a hub-and-spoke 

WAN topology  

-------------------------------------- 

Wireless topology 

 A wireless access point (AP) allows mobile users to connect to a wired network 

wirelessly via radio frequency technologies. Using wireless technologies, APs 

also allow wired networks to connect to each other and are basically the 

wireless equivalent of hubs or switches because they can connect multiple 

wireless (and often wired) devices together to form a network. 

 The main difference between LAN and WLAN is WLANs use radiated 

 energy waves, generally called radio waves, to transmit data, whereas LAN 

 uses electrical signals flowing over a cable . 
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Networks Defined by Resource Location or computer network architecture 

Network architecture refers to how computers are organized in a system and 

how tasks are allocated between these computers. 

Two of the most widely used types of network architecture are peer-to-peer and 

client/server. Computer Network Architecture is defined as the physical and 

logical design of the software, hardware, protocols, and media of the 

transmission of data. Simply we can say that how computers are organized and 

how tasks are allocated to the computer. 

o The two types of network architectures are 

used: 
 Peer-To-Peer network 

 Client/Server network 

 

 

 

 

 

 

Peer to peer (Workgroups ) 

• Peer-to-peer networks allow interconnected devices (for example, PCs) to 

share their resources with one another. Those resources could be, for example, 

files or printers and so on. • Each PC that's a member of the group can access 

the resources being shared by other PCs and in turn can share its own if 

configured to do so. Windows workgroups can be found in homes, schools and 

small businesses. 

• Joining a workgroup requires setting up the PC with a workgroup name 

matching that of other PCs in the group. All Windows PCs are automatically 

assigned to a default group named "WORKGROUP" (in Windows XP, 
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"MSHOME"). Users with administrative privileges can change this name from 

the WIndows Control Panel (the "Change settings"link under System). Note that 

workgroup names are managed separately from computer names. 

• In computer networking, a workgroup is a collection of computers on 

a local area network (LAN) that share common resources and responsibilities. 

The term is most commonly associated with Microsoft Windows workgroups 

but also applies in other environments  

 

Peer to peer (Workgroups ) (cont.) 

• In workgroup all computers have equal rights. 

• Workgroup has a limit of twenty computers. 

• In workgroup all computers must be on same local network. 

• Workgroup works on all windows version. 

• Workgroup works on both IP versions: IPv4 and IPv6. 

• In workgroup every computer requires same workgroup name. 

• Workgroup needs technical knowledge to setup. 

• Workgroup requires security and sharing permissions to be set. 

• To use a workgroup computer you need to have a user account on that 

computer. 

• Passwords can become out of synchronize, if changed on one computer and 

not others   

-------------------------------------------------------------------- 

Characteristics, Benefits, and Drawbacks of a 

Peerto-Peer Network :– 
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What is a homegroup? 
 

• A homegroup makes it easier to share files and printers on a home 

network. You can share pictures, music, videos, documents, and printers 

with other people in your homegroup. Other people can't change the files 

that you share, unless you give them permission to do so. 

• When you set up a computer with this version of Windows, a homegroup 

is created automatically if one doesn't already exist on your home 

network. If a homegroup already exists, you can join it. After you create or 

join a homegroup, you can select the libraries that you want to share. You 

can prevent specific files or folders from being shared, and you can share 

additional libraries later. You can help protect your homegroup with a 

password, which you can change at any time. 

• A homegroup is protected with a password, but you only need to type the 

password once 

---------------------------------------------------------------------------------------------- 

Homegroup :-  
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• Homegroup does not have a limit of computers. 

• You can join as much computers as you want. 

• Homegroup can be password protected. 

• Homegroup is easy to setup. All sharing options are enabled 

automatically. 

• Homegroup can be span over the subnet. 

• Homegroup requires window7 or higher version. 

• If your network has all computers lower than windows 7 

then you should use workgroup. But if you have windows 7 

or higher version then you should always use homegroup to 

take the advantage of new features. 

--------------------------------------------------------------------------- 

Client and server architecture :- 

• Client-server architecture is an architecture of a computer network in which 

many clients (remote processors) request and receive service from a centralized 

server (host computer). Client computers provide an interface to allow a 

computer user to request services of the server and to display the results the 

server returns. 

Servers wait for requests to arrive from clients and then respond to them. 

Ideally, a server provides a standardized transparent 

interface to clients so that clients need not be aware of the specifics of the 

system (i.e., the hardware and software) that is providing the service. Clients are 

often situated at workstations or on personal computers, while servers are 

located elsewhere on the network,usually on more powerful machines. 
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Client/Server Networks 

-------------------------------------------------------------------- 

Client/Server Networks 

• Client/server networks are pretty much the polar opposite of peer-to-peer 

networks because in them, a single server is specified that uses a network 

operating system for managing the whole network. 

• Any a client machine’s request for a resource goes to the main server, which 

responds by handling security and directing the client to the resource it wants . 

• it’s a whole lot easier to find the files you need because everything is stored in 

one spot on that special server. 

• Your security also gets a lot tighter because all usernames and passwords are 

on that server. 

• It uses for big network with huge number of users on the network. 

• It doesn’t require a lot of security. 

• Need to operating system special with network like Windows 
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server 2016,2019 

------------------------------------------------------------------------------------------------  

Characteristics, Benefits, and Drawbacks of a Client/Server 

Network 

Servers :- 

• File server Stores ,dispenses and shared files. 

• E`Mail server The network’s post office, which handles email functions. 

• Print server Manages all printers on the network. 

• Web server Manages web-based activities by running 

Hypertext Transfer Protocol (HTTP) for storing web content and accessing web 

pages. 

• Application server Manages network applications. 

• Telephony server Handles the call center and call routing and can be thought 

of as a sophisticated network answering machine. 
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• Remote-access server Provides remote users with access to the network 

through modems, an IP connection, or wirelessly. 

Clint and server network (domain) 

• In a domain One or more computers are servers. 

• Network administrators use servers to control the security and 

permissions for all computers on the domain ,This makes it easy to make 

changes because the changes are automatically made to all computers. 

• If you have a user account on the domain, you can log on to any computer 

on the domain without needing an account on that computer. 

• You probably can make only limited changes to a computer's settings 

because network administrators often want to ensure consistency among 

computers. 

• There can be thousands of computers in a domain. 

• The computers can be on different local networks. 

• Need to operating system special with network like 

Windows server 2003,2008,2012,2016,2019 

 

------------------------------------------------------------------------------------------- 

Characteristics, Benefits, and Drawbacks of a Client/Server 

Network :- 
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Application server :- 

Hosts web apps (computer programs that run inside a web browser) allowing 

users in the network to run and use them, without having to install a copy on 

their own computers. Unlike what the name might imply, these servers need not 

be part of the world wide web; any local network would do Database server 

Maintains and shares any form of database (organized collections of data with 

predefined properties that may be displayed in a table) over a network. 

A database server is a computer system that provides other computers with 

services related to accessing and retrieving data from a database. Access to the 

database server may occur via a "front end" running locally a user's machine , or 

"back end" running on the database server itself, accessed by remote shell. 

------------------------------------------------------------------------------------------------ 

File server :- 

a file server (or fileserver) is a computer attached to a network that provides a 

location for shared disk access, shared storage of computer files (such as 

documents, sound files, photographs, movies, images, databases, etc.) that can 

be accessed by the workstations that are able to reach the computer that shares 

the access through a computer network. The term server highlights the role of 
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the machine in the client–server scheme, where the clients are the workstations 

using the storage. It is common that a file server does not perform 

computational tasks, and does not run programs on behalf of its clients. It is 

designed primarily to enable the storage and retrieval of data while the 

computation is carried out by the workstations. 

------------------------------------------------------------------------------------------------  

Print server :- 

• A print server, or printer server, is a device that connects printers to client 

computers over a network It accepts print jobs from the computers and 

sends the jobs to the appropriate printers, queuing the jobs locally to 

accommodate the fact that work may arrive more quickly than the printer 

can actually handle. Ancillary functions include the ability to inspect the 

queue of jobs to be processed, the ability to reorder or delete waiting print 

jobs, or the ability to do various kinds of accounting (such as counting 

pages, which may involve reading data generated by the printer(s)). 

 

A Game server 
• (also sometimes referred to as a host) is a server which is the authoritative 

source of events in a multiplayer video game. The server transmits enough data 

about its internal state to allow its connected clients to maintain their 

own accurate version of the game world for display to players. They also 

receive and process each player's input. 

------------------------------------------------------------------------------------------------ 

A web server 
• A web server is a computer system that processes requests via HTTP, the basic 

network protocol used to distribute information on the World Wide Web. The 

term can refer to the entire system, or specifically to the software that accepts 

and supervises the HTTP requests • The primary function of a web server is to 

store, process and deliver web pages to clients. The 

communication between client and server takes place using the Hypertext 

Transfer Protocol (HTTP). 

------------------------------------------------------------------------------------------------ 

Proxy server 
• In computer networks, a proxy server is a server (a computer system or an 

application) that acts as an intermediary for requests from clients seeking 
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resources from other servers. • A client connects to the proxy server, requesting 

some service, such as a file, connection, web page, or other resource available 

from a different server and the proxy server evaluates the request as a way to 

simplify and control its complexity 

• Today, most proxies are web proxies, facilitating access to content on the  

World Wide Web, providing anonymity and may be used to bypass IP address 

blocking. 
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Chapter 3  

Outlines 

  
• Define a network media 

• The Purpose of media 

• Types of cables 

• Coaxial cable 

• Twisted pair cable 

• Fiber optical cable 

• Console cable 

 

------------------------------------------------------------------------------------ 

Objectives 
 

 By end of this lecture the student will be able : 

• Describe the types of media used in networking. 

• Describe the characteristics and uses of each one. 

• Describe the types of network cables 

• Explain the coaxial cable, twisted pair, fiber optical cable. 

• Describe advantages and disadvantages of cables. 

• Comparison of the different types of cables 
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Network media 
• Network media refers to the communication channels used to interconnect 

nodes on a computer network. Typical examples of network media include 

copper coaxial cable, copper twisted pair cables and optical fiber cables used in 

wired networks, and radio waves used in wireless data communications 

networks. 

• The media might be physical, such as a copper or fiber-optic cable. 

Alternatively, the media might be the air, through which radio waves propagate 

(as is the case with wireless networking technologies). This section contrasts 

various media types, including physical media 
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Coaxial cable 
• Coaxial cable (commonly referred to as coax ) is composed of two conductors, 

one of the conductors is an inner insulated conductor.  

This inner conductor is surrounded by another conductor. This second 

conductor is sometimes made of a metallic foil or woven wire. 

• Because the inner conductor is shielded by the metallic outer conductor, 

coaxial cable is resistant to electromagnetic interference (EMI). For example, 

EMI occurs when an external signal is received on a wire and might result in a 

corrupted data transmission. 

• As another example, EMI occurs when a wire acts as an antenna and radiates 

electromagnetic waves, which might interfere with data transmission on another 

cable. Coaxial cables have an associated characteristic impedance that needs to 

be balanced with the device (or terminator) with which the cable connects. 

 

• Coaxial lines confine the electromagnetic wave to area inside the cable, 

between the center conductor and the shield. The transmission of energy in the 

line occurs totally through the dielectric inside the cable between the 

conductors. 

• The most common use for coaxial cables is for television and other signals 

with bandwidth of multiple megahertz Although in most homes coaxial cables 

have been installed for transmission of TV signals, new technologies 

• There are two type of coaxial cable 

• Thin Coaxial cable 185m (10base2) 

• Thick Coaxial cable 500m (10base5) 

• It is not used much this day. 
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Types of coaxial cables 
• RG-59: 

• Typically used for short-distance applications, such as carrying composite 

video between two nearby devices. This cable type has loss characteristics such 

that it is not appropriate for longdistance applications. RG-59 cable has a 

characteristic impedance of 75 Ohms. 

• Where RG (for radio guide) 

----------------------------------------------------------------------------------- 

RG-6 
• Commonly used by local cable companies to connect individual homes to the 

cable company’s distribution network. Like RG-59 cable, RG-6 cable has a 

characteristic impedance of 75 Ohms. 

-------------------------------------------------------------------------------------- 

RG-58 
• Has loss characteristics and distance imitations similar to those of RG-59. 

However, the characteristic impedance of RG-58 is 50 ohms, and this type of 

coax was popular with early 10BASE2 Ethernet networks. 

------------------------------------------------------------------------------------ 

Common connectors used on coaxial cables 
 

• BNC: A Bayonet Neill-Concelman (BNC) (also referred to as British Naval -

Connector in some literature) connector can be used for a variety of 

applications, including being used as a connector in a 10BASE2 Ethernet 

network. 

• A BNC coupler could be used to connect two coaxial cables together back to 

back. 

• F-connector: An F-connector is often used for cable TV (including cable 

modem) connections. 

----------------------------------------------------------------------------------- 

Twisted-Pair Cable 
• Twisted-pair cable consists of multiple individually insulated wires that are 

twisted together in pairs. Sometimes a metallic shield is placed around them; 

hence the name shielded twisted pair (STP). 
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• Today’s most popular LAN media type is twisted-pair cable, where 

individually insulated copper strands are intertwined into a twisted-pair cable. 

Two categories of twisted-pair cable include shielded twisted pair (STP) and 

unshielded twisted pair (UTP). 

• There are two type of Twisted-pair  unshielded twisted-pair (UTP). 

 shielded twisted pair (STP). 

• It’s easy to work with.  

• It allows transmission rates that were impossible 10 years ago. 

• most popular. 

• maximum length 100 M. 

• prone to noise.  

--------------------------------------------------------------------------------------- 

 Unshielded Twisted-Pair 
• Unshielded Twisted Pair (UTP) cable is most certainly by far the most popular 

cable around the world. UTP cable is used not only for networking but also for 

the traditional telephone (UTP-Cat 1) • Unshielded twisted-pair cable (UTP) is a 

four-pair wire medium used in a variety of networks. 

• Each of the 8 individual copper wires in the UTP cable is covered by 

insulating material. 

• In addition, each pair of wires is twisted around each other. 

• This type of cable relies solely on the cancellation effect produced by the 

twisted wire pairs, to limit signal degradation caused by EM I and RFI. 

• CAT 5,CAT6, CAT 6A are the one most frequently recommended 

and implemented in installations today.  

------------------------------------------------------------------------------------- 

UTP 
• Unshielded twisted-pair cable has many advantages. 

• It is easy to install and is less expensive than other types of 

networking media. 

• However, the real advantage is the size. Since it has such a 

small external diameter, UTP does not fill up wiring ducts as 

rapidly as other types of cable.  

Common categories of UTP 
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Industry-standard 
 • To define industry-standard pinouts and color coding for twisted-pair cabling, 

the TIA/EIA-568 standard was developed. • The first iteration of the TIA/EIA-

568 standard has come to be known as the TIA/EIA-568-A standard, which was 

released in 1991.  

• NOTE The TIA/EIA acronym comes from Telecommunications Industry 

Association/ Electronic Industries Alliance. • In 2001, an updated standard was 

released, which became known as TIA/EIA-568-B . Interestingly, the pin out of 

these two standards is the same. However, the color coding of the wiring is 

different. 
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Shielded Twisted-Pair 
• Shielded twisted pair (STP) cable was originally designed by IBM for token 

ring networks that include two individual wires covered with a foil shielding, 

which prevents electromagnetic interference, thereby transporting data faster.  

• Shielded twisted-pair cable (STP) combines the techniques of shielding, 

cancellation, and twisting of wires. 

 • Each pair of wires is wrapped in metallic foil. • The four pairs of wires are 

wrapped in an overall metallic braid or foil. • STP affords greater protection 

from all types of external interference, but is more expensive and difficult to 

install than UTP. 

 • The metallic shielding materials in STP need to be grounded at both ends. 
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Comparison Between UTP and STP 
 • UTP VS. STP • Technology — STP is shield while UTP is unshield. The 

shield technique could enhance the the confidentiality of STP. Thus, STP has a 

higher fidelity than UTP. 

 • Transmission speed — UTP is faster than STP based on the same type of 

copper wires on data transferring. 

 • Applications — UTP is widely used for data transmission within short 

distance, and is very popular for home networking connecting. STP is mainly 

applicable to connections among enterprises over longer distance. 

 • Cost — It is universally acknowledged that UTP has a nice price. The cost of 

STP is much higher than UTP. 

 

Common connectors used on twisted-pair 

cables :- 
 

 • We have three types (RJ45,RJ11 and DB-9 (RS-232)) 

 • RJ-45: A type 45 registered jack (RJ-45) is an eight-pin connector found in 

most Ethernet networks. However, most Ethernet implementations only use four 

of the eight pins. 
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Rj 45 
• RJ45 is a type of connector commonly used for Ethernet networking. It looks 

similar to a telephone jack, but is slightly wider. Since Ethernet cables have an 

RJ45 connector on each end, Ethernet cables are sometimes also called RJ45 

cables. 

 • The "RJ" in RJ45 stands for "registered jack," since it is a standardized 

networking interface. The "45" simply refers to the number of the interface 

standard. Each RJ45 connector has eight pins, which means an RJ45 cable 

contains eight separate wires. If you look closely at the end of an Ethernet cable, 

you can actually see the eight wires, which are each a different color. Four of 

them are solid colors, while the other four are striped 

RJ-11 
• A type 11 registered jack (RJ-11) has the capacity to be a sixpin connector. 

However, most RJ-11 connectors have only two or four conductors. An RJ-11 

connector is found in most home telephone networks. However, most home 

phones only use two of the six pins. 

Fiber-Optic Cable 
 • An alternative to copper cabling is fiber-optic cabling, which sends light 

(instead of electricity) through an optical fiber (typically made of glass). Using 

light instead of electricity makes fiber optics immune to EMI. Also, depending 

on the Layer 1 technology being used, fiber-optic cables typically have greater 

range (that is, a greater maximum distance between networked devices) and 

greater data-carrying capacity.  

• The part of an optical fiber through which light rays travel is called the core of 

the fiber.  

• If the diameter of the core of the fiber is large enough so that there are many 

paths that light can take through the fiber, the fiber is called ―multimode‖ fiber. 

• Single-mode fiber has a much smaller core that only allows light rays to travel 

along one mode inside the fiber. 
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Single-Mode Fiber 
 • SMF eliminates the issue of multimode delay distortion by having a core with 

a diameter so small that it only permits one mode (that is, one path) of 

propagation. With the issue of multimode delay distortion mitigated, SMF 

typically has longer distance limitations than MMF. 

 • A potential downside to SMF, however, is cost. Because SMF has to be 

manufactured to very exacting tolerances, you usually pay more for a given 

length of fiber optic  

• cabling. However, for some implementations, where greater distances are 

required, the cost is an acceptable trade-off to reach greater distances. 

 • Single-mode fiber-optic cable (SMF) is a very high-speed, long-distance 

media that consists of a single strand— sometimes two strands—of fiber glass 

that carries the signals. Light emitting diodes (LEDs) and laser are the light 

sources used with SMF 
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Multimode Fiber 
• When a light source, such as a laser, sends light pulses into a fiber-optic cable, 

what keeps the light from simply passing through the glass and being dispersed 

into the surrounding air? The trick is that fiber-optic cables use two different 

types of glass. • There is an inner strand of glass (that is, a core ) surrounded by 

an outer cladding of glass, similar to the construction of the previously 

mentioned coaxial cable. 

 • The light injected by a laser (or LED) enters the core, and the light is 

prevented from leaving that inner strand and going into the outer cladding of 

glass. Specifically, 

 • the indices of refraction of these two different types of glass are so different 

that if the light attempts to leave the inner strand, it hits the outer cladding and  

• bends back on itself.  

• Multimode fiber-optic cable (MMF) also uses light to communicate a signal; 

but with it, the light is dispersed on numerous paths as it travels through the 

core and is reflected back. A special material called cladding is used to line the 

core and focus the light back onto it 
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 Pros and cons Fiber Optic 
 • Pros • Fiber can transfer lots of data quickly with very little latency (delays in 

data processing), making it the fastest internet available. The data flows over 

long distances without degrading like it does with cable, so the information gets 

from one place to another quickly and intact. Even better, fiber optic internet 

does not have bandwidth caps, so you can theoretically use as much as you 

need.  

• In addition, fiber optic internet has the scalability, stability, and security that a 

business needs. Fiber optic wavelengths can be turned on and off on demand, 

and extra fiber infrastructure can be placed to accommodate growth, which 

means a growing business can easily customize and scale their services if 

needed 

• Fiber also is more reliable in that it is more resistant to electromagnetic, 

corrosive, and lightning-related damage, and it is less likely to go down during a 

power outage; thus, it tends to be a more stable option.  

• Furthermore, this form of internet service is also harder to hack, and it does 

not radiate signals the way cable internet does. Breaches are easier to identify as 

soon as they occur as well, meaning that your data is more secure with fiber 

internet vs. cable. Plus, the fire hazard associated with traditional copper wiring 

is also absent with fiber, as it does not use electricity. 

 Cons 
• While there are significant advantages to fiber, it is far from a perfect 

replacement for traditional technology. While fiber is thinner and lighter than 

copper cable, it is also more delicate, making it more susceptible to physical 

damage from construction mishaps, wildlife, radiation, or chemicals. It is also 

sensitive to bending, so maneuvering and laying fiber cabling is a challenge. 

Fiber optic threads are also potentially harmed by what is known as ―fiber fuse.‖ 

This occurs when there is an imperfection in the fiber and, when too much light 

meets the anomaly, it causes permanent damage to the fiber. 

 • Another major drawback to fiber internet vs. cable is the high short-term 

costs. Fiber optic internet requires a whole new infrastructure to be 

implemented for use, which is very expensive. It requires trained specialists and 

special equipment to install. Repairs are also very costly if the fiber is damaged. 

• An additional issue with fiber is its limited availability. As it is a relatively 
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new technology, fiber optic internet is not yet as widely available as cable or 

DSL.  

Pros and cons Fiber Optic 
pros:-  

• Can transmit up to long kilometers  

• High speed cons:-  

• Is difficult to install  

• Is more expensive than twisted-pair 

 • Troubleshooting equipment is more expensive than twisted-pair test 

equipment  

• Is harder to troubleshoot 
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Console (Rollover) cable 
• a rolled Ethernet cable to connect a host to a router console serial 

communication (com) port.  

• If you have a Cisco router or switch, you would use this cable to connect your 

PC running HyperTerminal to the Cisco hardware.  

• Eight wires are used in this cable to connect serial devices, although not all 

eight are used to send information, just as in 
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DB-9 (RS-232) 
• A 9-pin D-subminiature (DB-9) connector is commonly used as a connector 

for asynchronous serial communications. One of the more popular uses of a 

DB-9 connector is to connect the serial port on a computer with an external 

modem. 
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Chapter 4  

Outlines 
 

• Introduction to IPv4 address 

• Purpose of IPv4 

• IP Address Classes 

• Reserved Ip V4 Address 

• Public and Private Addresses 

• Network address translation (NAT) 

 

------------------------------------------------------------------------------------ 

Objectives 
 

• Define IP address v4 

• Explain the purpose of IPV4 

• List of IPV4 classes . 

• Identify reserved IP address 

• Distinguished between private and public IP 

• Importance of network address translation (NAT). 
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IPV4 
Internet Protocol version 4 (IPv4) is the fourth version of the Internet  Protocol 

(IP). It is one of the core protocols of standards-based internetworking methods 

in the Internet and other packet-switched networks. IPv4 was the first version 

deployed for production in the ARPANET in 1983. It still routes most Internet 

traffic today,[1] despite the ongoing deployment of a successor protocol, IPv6. 

IPv4 is described in IETF publication RFC 791 (September 1981), replacing an 

earlier definition (RFC 760, January 1980). 

------------------------------------------------------------------------------------------------  

IP V4 addressing 
 

• IP (Internet Protocol) determines where we are going to send packets to by 

looking at the destination IP address 

 • IPv4 uses a 32-bit address space which provides 4,294,967,296 (232) unique 

addresses, but large blocks are reserved for special networking methods. 

• Consist of 32bit( four octets) 

• Octet=8bits 

• Octet=0-255 

• Octet1.Octet2.Octet3.Octet4 

• Example of 192.168.20.50 

• 10.0.0.50 200.58.12.45 

• 172.16.4.20 20.10.1.40 

 

----------------------------------------------------------------------------- 

Purpose of IPv4 
 The Internet Protocol is the protocol that defines and enables internetworking at 

the internet layer of the Internet Protocol Suite. In essence it forms the 

 Internet. It uses a logical addressing system and performs routing, which is the 

forwarding of packets from a source host to the next router that is one hop 

c l o s e r  t o  t h e  i n t e n d e d  d e s t i n a t i o n  h os t  o n  an o th e r  n e t wo r k . 

 without  IP address we can 't  access to other devices in network 
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IP Address Classes 
 

 
 

 

--------------------------------------------------------------------------------------  

Examples of IP Addressing : 
1- 200.10.200.4 

2- 10.20.56.100 

3- 192.168.0.20 

4- 192.169.200.30 

4- 172.35.20.241 

5- 200.10.30.6 

6- 172.30.20.200 

7- 265.20.100.5 

------------------------------------------------------------------------------------------------ 

1. Class A : 
 

No of network = 2^7-2 = 126 

 

No of host = 2^24-2 = 16,777,214 
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2. Class B : 
 

No of network = 2^14-2 =16,382 

 

No of host = 2^16-2 =65,534 

 

----------------------------------------------------------------------------------------------- 

 

3. Class C 
 

No of network = 2^21-2 =2,097,152 

 

No of host = 2^8-2 =254 

 

------------------------------------------------------------------------------------------------ 

 

Default Subnet Masks 
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IP Address Classes 
 

 

Reserved Ip V4 Address 
 

 Network Address 

 Broadcast Address 

 Default Route (0.0.0.0) 

 Loopback (127.0.0.1) 

 Link-Local Addresses ―Automatic Private IP 

 Addressing (APIPA)‖ (169.254.x.x) 

 Reserved Ip V4 Address 

------------------------------------------------------------------------------------------------ 

Public IP address 
 

• Public IP address of a system is the IP address which is used to communicate 

outside the network. Public IP address is basically assigned by the ISP (Internet 

Service Provider). 
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• It is public global addresses that are used in the Internet. A public IP address is 

an IP address that is used to access the Internet. Public (global) IP addresses are 

routed on the Internet, unlike private addresses. 

 

-------------------------------------------------------------------------------------------- ---- 

Private IP address 
• Private IP address of a system is the IP address which is used to communicate 

within the same network. Using private IP data or information can be sent or 

received within the same network. • Private internal addresses are not routed on 

the Internet and no traffic cannot be sent to them from the Internet, they only 

supposed to work within the local network. • Private addresses include IP 

addresses from the following subnets: 

 

------------------------------------------------------------------------------------------------ 

 

Private Addressing 

 

Examples of IP Addressing : 
1- 200.10.200.4 

2- 10.20.56.100 

3- 192.168.0.20 

4- 192.169.200.30 

5- 172.35.20.241 

6- 200.10.30.6 

7- 172.30.20.200 

8- 265.20.100.50 

Address Class Reserved Address Space 

 

Class A       10.0.0.1 through10.255.255.254 

 

Class B       172.16.0.1 through 172.31.255.254 

 

Class C      

 

192.168.0.1 through 192.168.255.254 
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Private Addressing 

 
------------------------------------------------------------------------------------------------ 

Private V public IP address 
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Network address translation (NAT) 
 

• NAT has many uses, but its key use is to save IP addresses by allowing 

networks to use private IP addresses there are three types of NAT :- 

 Static NAT (from one to one )uses a one-to-one mapping of local and 

global addresses, and these mappings remain constant. 

 Dynamic NAT (from one to multi) uses a pool of public addresses and 

assigns them on a first-come, first-served basis  

 PAT NAT overloading (sometimes called Port Address  Translation) 

(from one to all) maps multiple private IP addresses to a single public IP 

address or a few addresses. 

----------------------------------------------------------------------------------------------  

NAT 
• Static NAT 

• 192.168.1.20 ----11.20.30.23 

• 10.0.0.5 -----20.14.25.30 

• 172.16.0.20 ----200.50.10.20 

---------------------------------------------------------------------------------------------- 

Dynamic NAT 

10.0.0.5 ----205.10.20.3 

10.0.0.6 ----205.10.20.3 

10.0.0.7 ----205.10.20.3 

10.0.0.8-----200.0.0.20 

10.0.0.9------200.0.0.20 

10.0.0.10------200.0.0.20 

----------------------------------------------------------------------------------------------- - 

PAT 
10.0.0.5 ----205.10.20.3 

10.0.0.6 ----205.10.20.3  

 10.0.0.7 ----205.10.20.3 
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The subnetting 
------------------------------ 

What is sub netting? 
• Sub netting is to get many network IPs from one network IP by changing in 

the network portion and the host portion in the original network IP. 

• The following examples illustrates how we can make subnetting for a certain 

IP address. 

----------------------------------------- 

Example :- 
• Ex:192.168.1.65 

• I want 30 computers 

1- Network ID 

2-frist valid ip address 

3- last valid ip address 

4- Broadcast ip address 

5-CIDR 

------------------------------------------------------------------------------------------------  

 

Classless Inter-Domain Routing (CIDR) 
 

Used to allocate an amount of IP address space to a given entity (company, 

home, customer, etc). 

Example: 192.168.10.32/28 

The slash notation (/) means how many bits are turned on (1s) and tells you 

what your subnet mask is. 

 

http://www.subnet-calculator.com/ 
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                                 -------------------------------------------------- 

Ex:192.168.1.65 
• No of host 30 then 2^n -2<=30 

• N is number of 0 =5 =32 

11111111.11111111.11111111.11100000 

• 255 255 255 224 

• How 11100000 = 224 by 

• 128 64 32 16 8 4 3 2 1 

• 1 1 1 0 0 0 0 0 0 128+64+32 = 224 

• Now I will fund fix addition between each network 256 -224 =32 then 

• First network is 

• 1 192.168.1.0 

• 2 192.168.1.32 

• 3 192.168.1.64 

• 4 192.168.1.96 

1- so Network ID 192.168.1.64 

2-frist valid ip address 192.168.1.65 
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3- last valid ip address 192.168.1.94 

4- Broadcast ip address 192.168.1.95 

5-CIDR is number of ones 27  22  

----------------------------------------------------------------------------------------- 

Ex 172.16.101.100 
• No of host 500 then 2^n -2<=30 

• N is number of 0 =9 =32 

• 11111111.11111111.11111110.00000000 

• 255 255 254 0 

• How 11100000 = 254 by 

• 128 64 32 16 8 4 3 2 1 

• 1 1 1 1 1 1 1 1 0 128+64+32+16+8+4+2 = 254 

• Now I will fund fix addition between each network 256 -254=2 then 

• First network is 

• 1 172.16.0.0 

• 2 172.16.2.0 

• 3 172.16.4.0 

• N 172.16.100.0 

• N 172.16.102.0 

1- so Network ID 172.16.100.0 

2-frist valid ip address 172.16.100.1 

3- last valid ip address 172.16.101.254 

4- Broadcast ip address 172.16.101.255 

5-CIDR is number of ones 23 

------------------------------------------------------------------------------------------------  

Ex 10.50.50.50 
• 10.75.50.50 /10 

• 11111111.11000000.00000000.00000000 

• 255 192 0 0 

• How 11000000 = 192by 

• 128 64 32 16 8 4 3 2 1 

• 1 1 0 0 0 0 0 0 0 128+64+0+0+0+0+0 = 192 

• Now I will fund fix addition between each network 256 -192=64then 

• First network is 

• 1 10.0.0.0 

• 2 10.64.0.0 

• 3 10.128.0.0 
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• 4 172.16.192.0 

• N ..................... 

1- so Network ID 10.64.0.0 

2-frist valid ip address 10.64.0.1 

3- last valid ip address 10.127.255.254 

4- Broadcast ip address 10.127.255.255 

5-CIDR is number of ones 10 33 

------------------------------------------------------------------------------------------------ 

 

Subnetting Class Addresses 
 

In a Class C address, only 8 bits are available for defining the hosts. Remember 

that subnet bits start at the left and go to the right, without skipping bits. This 

means that the only Class C subnet masks can be the following: 

Binary Decimal CIDR 
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Chapter 5  

Outlines 
• OSI model 

• International Organization for Standardization 

• Purpose OSI model 

• Application layer 

• Presentation layer 

• Session layer 

• Transport layer 

• Network layer 

• Data link layer 

• Physical layer 

• Windowing and flow control 

• Protocol data unit  

-------------------------------------------------------------------------------------------- 

Objectives 
 By end of this lecture the student will be able : 
• Define the open system interconnection model (OSI model ). 

• Describe the purpose of OSI model. 

• Explain the functions of the three upper layers of the OSI model. 

• List and describe the protocols at each layer. 

• Explain the functions of the transport layer. 

• Explain the functions of the network layer. 

• Describe the flow control process. 

• Explain how network layer protocols and services support 

communications across data networks 

• Explain the functions of data link and physical layer. 

• Identified the components of the data link layer. 

• Identified and purpose of each sub layer . 

• Describe the purpose and characteristics of the Ethernet MAC address 
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 Open System Interconnection Model (OSI) 
• When networks first came into being, computers could usually communicate 

only with computers from the same manufacturer. 

For example, companies ran either a Microsoft or an IBM not both together. 

• In the late 1970s, the Open Systems Interconnection (OSI) reference model 

was created by the International Organization for Standardization (ISO) to break 

through this barrier. 

• The OSI model was meant to help vendors create interoperable network 

devices and software in the form of protocols so that different vendor networks 

could with each other. 

• The OSI model is the primary architectural model for networks. It describes 

how data and network information are communicated from an application on 

one computer through the network media to an application on another computer. 

The OSI reference model breaks this approach into layers. 

• The OSI Model (Open Systems Interconnection Model) is a conceptual 

framework used to describe the functions of a networking system. The OSI 

model characterizes computing functions into a universal set of rules and 

requirements in order to support interoperability between different products 

and software. In the OSI reference model, the communications between a 

computing system are split into seven different abstraction layers: Physical, 

Data Link, Network, Transport, Session, Presentation, and Application. 

• Created at a time when network computing was in its infancy, the OSI was 

published in 1984 by the International Organization for Standardization (ISO). 

Though it does not always map directly to specific systems, the OSI Model is 

still used today as a means to describe Network Architecture. 

 

--------------------------------------------------------------------------------------------- 

 OSI 7 layer 
• OSI Open System Interconnection We want the system to be standard to can 

any one use it 

• ISO International Standard Organization Make standardization to main task 

for operation ( IEEE) The Institute of Electrical and Electronics Engineers 
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IEEE 
• 38 societies 

• 130 journals 

• 1,300 conferences each year 

• 1,300 standards and projects 

• 400,000 members 

• 160 countries 

• IEEE 802.3 

• IEEE 802.11 

------------------------------------------------------------------------------------- 

 

 The Purpose of Reference Models 
 

• It divides the network communication process into smaller and simpler 

components, thus aiding component development, design, and troubleshooting. 

• It allows multiple-vendor development through standardization of network 

components. 

• It encourages industry standardization by defining what functions occur at 

each layer of the model. 

• It allows various types of network hardware and software to communicate. 

• It prevents changes in one layer from affecting other layers, so it does not 

hamper development. 

• you can better determine whether one device is going to be able to 

communicate with another device, 

-------------------------------------------------------------------------------- 

 

 Protocol Suites and Industry Standards 
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 Network Protocols and Standards Organizations 
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Standards Organizations Other Standards 

Organization 
 

• The Electronic Industries Alliance (EIA) 

• The Telecommunications Industry Association (TIA) 

• The International Telecommunications Union –Telecommunications 

Standardization Sector (ITU-T) 

• The Internet Corporation for Assigned Names and Numbers (ICANN) 

• The Internet Assigned Numbers Authority (IANA)  

---------------------------------------------------------------------------------------------- 

 

The Application Layer(Layer 7) 
The application layer provides services for an application program to ensure 

that effective communication with another application program on a network is 

possible. The application layer should not be thought of as an application as 

most people understand it. Instead, the application layer is a component within 

an application that controls the communication method to other devices. It's an 

abstraction layer service that masks the rest of the application from the 

transmission process. The application layer relies on all the layers below it to 

complete its process. At this stage, the data, or the application, is presented in a 
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visual form the user can understand. For example, e-mail is an application layer 

service that does reside at the application layer 

--------------------------------------------------------------------------------------------- 

 
 

 

Functions of the application layer 
• Application services: Examples of the application services residing at the 

application layer include file sharing and e-mail. 

• Service advertisement: Some applications’ services (for example, some 

networked printers) periodically send out advertisements, making the 

availability of their service known to other devices on the network. Other 

services, however, register themselves and their services with a centralized 

directory services. 

------------------------------------------------------------------------------------------- 

 The Presentation Layer (layer 6) 
• The presentation layer is responsible for the formatting of data being 

exchanged and securing that data with encryption. 
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• The presentation layer (Layer 6) ensures that the message is presented 

to the upper layer in a standardized format. It deals with the syntax and the 

semantics of the messages. 

• The main functions of the presentation layer are as follows : 

 1- It encodes the messages from the user dependent format to the common 

format and vice versa, for communication among dissimilar systems. 

2- It is responsible for data encryption and decryption of sensitive data before 

they are transmitted over common channels. 

3- It is also responsible for data compression. Data compression is done at the 

source to reduce the number of bits to be transmitted. It reduces the storage 

space and increases the file transfer rate. It is particularly useful for 

transmission of large multimedia files. 

4-Data formatting (extension) like (PDF,JPG,MP3,MP4..Etc)  

----------------------------------------------------------------------------------------------- 
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 The Session Layer(layer 5) 
• The session layer is responsible for setting up, maintaining, and tearing down 

sessions. A session can be thought of as a conversation that needs to be treated 

separately from other sessions to avoid intermingling of data from different 

conversations. 

• The Session Layer allows users on different machines to establish active 

communication sessions between them. 

• It's main aim is to establish, maintain and synchronize the interaction between 

communicating systems. Session layer manages and synchronize the 

conversation between two different applications. In Session layer, streams of 

data are marked and are resynchronized properly, so that the ends of the 

messages are not cut prematurely and data loss is avoided. 

 

--------------------------------------------------------------------------- 

The Session Layer(layer 5) cont 
• This layer also provides dialogue control between devices, or nodes. It 

coordinates communication between systems and serves to organize their 

communication by offering three different modes:  

-------------------------------------------------------------------------------------- 

 

 simplex, half duplex, and full duplex. 
• Set a logical connection ( session) between different application 

• Specifies communication mode 

( simple - Half duplex – full duplex ) 

Simple duplex:- device send or receive the data. 

half duplex:- :- device send and receive the data but not same time. 

full duplex:- device send and receive the data in same time  

Functions of session layer 

----------------------------------------------------------------- 
1. Setting up a session: - 
• Checking user credentials (for example, username and password). 

• Assigning numbers to a session’s communications flows to uniquely identify 

each flow. 
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• Negotiating services required during the session. 

• Negotiating which device begins sending data. 

-------------------------------------------------------------------------------------- 

2- Maintaining a session:- 
• Transferring data. 

• Reestablishing a disconnected session. 

• Acknowledging receipt of data. 

3- Tearing down a session: 
A session can be disconnected based on mutual agreement of the devices in the 

session. Alternatively, a session might be torn down because one party 

disconnects (either intentionally or because of an error condition). In the event 

that one party disconnects, the other party can detect a loss of communication 

with that party and tear down its side of the session.  

------------------------------------------------------------------------------------------------ 

 The Transport Layer 
• The transport layer acts as a dividing line between the upper layers and lower 

layers of the OSI model. Specifically, messages are taken from upper layers 

(Layers 5–7) and are encapsulated into segments for transmission to the lower 

layers (Layers 1–3). Similarly, data streams coming from lower layers are 

decapsulated and sent to Layer 5 (the session layer), or some other upper layer, 

depending on the protocol. 

• The Transport layer segments and reassembles data into a data stream. 

• They provide end-to-end data transport services and can establish a logical 

connection between the sending host and destination host on an internetwork. 

• Flow control ,Acknowledgments and Error recovery are used in this layer. 

• Port number is used in this layer 

------------------------------------------------------------------------------------------ 
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Transport layer 
• Flow control 

• Error recovery  

 

---------------------------------------------------------------------------------------------- 

 

 Flow control  provides a means for the receiver to govern the amount 

of data sent by the sender. It prevents a sending host on one side of the 

connection from overflowing the buffers in the receiving host—an event that 

can result in lost data. Reliable data transport employs a connection-oriented  

communications session between systems, and the protocols involved ensure 

that the following will be achieved:  

------------------------------ 

Flow control :- 
• Buffering . 

• Congestion avoidance. 

 Error recovery 
-------------------------------------- 

•Acknowledgments:- 

Reliable data delivery ensures 

the integrity of a stream of data 

sent from one machine to the 

other through a fully functional 



الراشدي صالح عبد السلامأ.  112صفحة  

data link. It guarantees that the data won’t be duplicated or lost. 

 The receiver sending an acknowledgment message back to the sender when it 

receives data. 

• Windowing :- because time is available after the sender transmits the data 

segment and before it finishes processing acknowledgments from the receiving 

machine, the sender uses the break as an opportunity to transmit more data. The 

quantity of data segments (measured in bytes) that the transmitting machine is 

allowed to send without receiving an acknowledgment for them is called a 

window. 

• Segmentation:- is dividing the data to small parts to help to send them  
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 The Network Layer (Layer 3) 
• The network layer is primarily concerned with forwarding data based on 

logical addresses. 

• The Network layer manages device addressing, tracks the location of devices 

on the network, and determines the best way to move data, which means that the 

Network layer must transport traffic between devices that aren’t locally 

attached. 

• Routers and switch L3 (Layer 3 devices) are specified at the Network layer 

and provide the routing services within an internetwork. 

• Although many network administrators immediately think of routing and 

IP addressing when they hear about the network layer. 

• Ip address, IPX and APF 

 

------------------------------------------------------------------------------------------------ 
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 This layer is actually responsible 
 

1- Logical addressing: - Although the data link layer uses physical 

addresses to make forwarding decisions, the network layer uses logical 

addressing to make forwarding decisions. A variety of routed protocols (for 

example, AppleTalk and IPX) have their own logical addressing schemes, but 

by far, the most widely deployed routed protocol is Internet Protocol (IP). 

2- Route discovery and selection:- Because Layer 3 

devices make forwarding decisions based on logical network addresses, a Layer 

3 device might need to know how to reach various network addresses. For 

example, a common Layer 3 device is a router. A router can maintain a routing 

table indicating how to forward a packet based on the packet’s destination 

network 

address via a dynamic routing protocol (for example, RIP, OSPF, or EIGRP. 
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 Logical addressing and Route discovery and 

selection  

-------------------------------------------------------------- 

 This layer is actually responsible cont 

3- Switching : The term switching is often associated with Layer 2 

technologies; however, the concept of switching also exists at Layer 3. 

Switching, at its essence, is making decisions about how data should be 

forwarded. At Layer 3, three common switching techniques exist: 

• Packet switching: With packet switching, a data stream is divided into 

packets. Each packet has a Layer 3 header, which includes a source and 

destination Layer 3 address. 

• Circuit switching: Circuit switching dynamically brings up a dedicated 

communication link between two parties for those parties to communicate. 

As a simple example of circuit switching, think of making a phone call from 

your home to a business. Assuming you have a traditional landline servicing 

your phone, the telephone company’s switching equipment interconnects your 

home phone with the phone system of the business you are calling. This 

interconnection (that is, circuit ) only exists for the duration of the phone call. 

• Message switching: Unlike packet switching and circuit switching 

technologies, message switching is usually not well suited for real-time 

applications because of the delay involved. Specifically, with message 

switching, a data stream is divided into messages. Each message is tagged with 

a destination address, and the messages travel from one network device to 

another network device on the way to their destination 
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--------------------------------------------------------------------------- 
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 this layer is actually responsible cont 

4- Connection services: Just as the data link layer provided connection 

services for flow control and error control, connection services also exist at the 

network layer. Connection services at the network layer can improve the 

communication reliability, in the event that the data link’s LLC sublayer is not 

performing connection services. 

The following functions are performed by connection services at the network 

layer: 

■ Flow control (also known as congestion control): Helps prevent a sender 

from sending data more rapidly than the receiver is capable of receiving the 

data. 

■ Packet reordering: Allows packets to be placed in the appropriate sequence 

as they are sent to the receiver. This might be necessary because some networks 

support load balancing, where multiple links are used to send packets between 

two devices. Because multiple links are used, packets might arrive out of order. 

------------------------------------------------------------------------------------------------ 

 The Data Link Layer (Layer 2) 
• The data link layer ensures that all packets of information are passed on 

free of errors. It makes sure the appropriate physical protocol is assigned to the 

data. 

• The data link layer is concerned with packaging data into frames and 

transmitting those frames on the network, performing error detection/correction, 

uniquely identifying network devices with an address, and handling flow 

control. These processes are collectively referred to as data-link control (DLC). 

• The data link layer is responsible for the exchange of frames between  nodes 

over a physical network media. It allows the upper layers to access the media 

and controls how data is placed and received on the media. 

• Switch,bridge most common device in this layer • The data link layer is unique 

from the other layers in that it has two sublayers of its own: MAC and LLC. 

 

 

 

 

 

 

------------------------------------------------------------------------------------------------ 
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--------------------------------------------------------------------------- 

 Media Access Control 
Characteristics of the Media Access Control (MAC) 

sublayer include the following: 

---------------------------------------------------------------------------- 
1- Physical addressing : -  A MAC address is a unique identifier for 

network interfaces. It is a 48-bit number (12 hexadecimal characters). They can 

either be written in either of these formats: 

• A common example of a Layer 2 address is a MAC address, which is a 48-bit 

address assigned to a device’s network interface card (NIC). 

• The address is commonly written in hexadecimal notation (for 

example,58:55:ca:eb:27:83). The first 24 bits of the 48-bit address are 

collectively referred to as the vendor code . 

• Vendors of networking equipment are assigned one or more unique vendor 

codes. 
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You can use the list of vendor codes at  

http://standards.ieee.org/develop/regauth/oui/oui.txt to determine the 

anufacturer of a networking device, based on the first half of the device’s MAC 

address. Because each vendor is responsible for using unique values in the last 

24 bits of a MAC address, and because each vendor has a unique vendor code, 

no two MAC addresses in the world should have the same value. 

 MAC address : hardware address 

------------------------------------------------------------------------------------------------ 

 

 OUI {Organizationally Unique Identifier} 
An OUI {Organizationally Unique Identifier} is a 24-bit number that uniquely 

identifies a vendor or manufacturer. They are purchased and assigned by the 

IEEE. The OUI is basically the first three octets of a MAC address.  
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 Media Access Control 
2- Logical topology:-  Layer 2 devices view a network as a logical topology. 

Examples of a logical topology include bus and ring topologies. 

3- Method of transmitting on the media:- With several devices connected to a 

network, there needs to be some strategy for determining when a device is 

allowed to transmit on the media. Otherwise, multiple devices might transmit at 

the same time, and interfere with one another’s transmissions. 

-------------------------------------------------------------------------------------------- 

 Logical Link Control 
Characteristics of the Logical Link Control (LLC) sublayer include the 

following:- 

1- Connection services:-  When a device on a network receives a message from 

another device on the network, that recipient device can provide feedback to the 

sender in the form of an acknowledgment message. The two main functions 

provided by these acknowledgment messages are as follows: 

■ Flow control: Limits the amount of data a sender can send at one time; this 

prevents the receiver from being overwhelmed with too much information. 

■ Error control: Allows the recipient of data to let the sender know whether 

the 

expected data frame was not received or whether it was received but is 

corrupted. The recipient determines whether the data frame is corrupted by 

mathematically calculating a checksum of the data received. If the calculated 
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checksum does not match the checksum received with the data frame, the 

recipient of the data draws the conclusion that the data frame is corrupted 

and can then notify the sender via an acknowledgment message. 

 Logical Link Control (cont) 
 2- Synchronizing transmissions:- Senders and receivers of data frames need 

to coordinate when a data frame is being transmitted and should be received. 

Three methods of performing this synchronization are as follows: 

• Asynchronous:- With asynchronous transmission, network devices reference 

their own internal clocks, and network devices do not need to synchronize their 

clocks. Instead, the sender places a start bit at the beginning of each data frame 

and a stop bit at the end of each data frame. 

These start and stop bits tell the receiver when to monitor the medium for  the 

presence of bits. 

An additional bit, called the parity bit (0,1) odd or even, might also be added 

to the end of each byte in a frame to detect an error in the frame. 

• Synchronous: With synchronous transmission, two network devices that want 

to communicate between themselves must agree on a clocking method to 

indicate the beginning and ending of data frames. One approach to providing 

this clocking is to use a separate communications channel over which a clock 

signal is sent. 

However, rather than using parity bits, synchronous communication runs a 

mathematical algorithm on the data to create a cyclic redundancy check (CRC). 

------------------------------------------------------------------------------------------------ 

 The Physical Layer (Layer) 
• Physical layer in the OSI model plays the role of interacting with actual 

hardware and signaling mechanism. Physical layer is the only layer of OSI 

network model which actually deals with the physical connectivity of two 

different stations. This layer defines the hardware equipment, cabling, wiring, 

frequencies, pulses used to represent binary signals etc. 

• Physical layer provides its services to Data-link layer. Data-link layer hands 

over frames to physical layer. Physical layer converts them to electrical pulses, 

which represent binary data.The binary data is then sent over the wired or 

wireless media. 

• The physical layer is concerned with the transmission of bits on the network 

along with the physical and electrical characteristics of the network. 
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• Examples of devices defined by physical layer standards include hubs, 

wireless access points, and network cabling. 

------------------------------------------------------------------------------------------------ 

 The Physical Layer (Layer) cont 

 

 
 

 The physical layer defines 
1- How bits are represented on the medium: Data on a computer network 

is represented as a binary expression. 

Electrical voltage (on copper wiring) or light (carried via fiber-optic cabling) 

can represent these 1s and 0s. For example, the presence or the absence of 

voltage on a wire can represent a binary 1 or a binary 0, respectively, as 

illustrated in Figure 2-5 . Similarly, the presence or absence of light on a fiber-

optic cable can represent a 1 or 0 in binary. This type of approach is called 

current state modulation  
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2- Wiring standards for connectors and jacks: Several standards for network For 

example however, the TIA/EIA-568-B standard describes how an RJ-45 

connector should be wired for use on a 100BASE-TX Ethernet network. 

 

 

------------------------------------------------------------------------------------------------ 

3- Synchronizing bits: For two networked devices to successfully 

communicate 

at the physical layer, they must agree on when one bit stops and another bit 

starts. Specifically, what is needed is a method to synchronize the bits. Two 

basic approaches to bit synchronization include asynchronous and synchronous 

synchronization: 

■ Asynchronous: With this approach, a sender indicates that it is about to 

start transmitting by sending a start bit to the receiver. When the receiver 

sees this, it starts its own internal clock to measure the subsequent bits. 

After the sender transmits its data, it sends a stop bit to indicate that it has fi 

nished its transmission. 

■ Synchronous: This approach synchronizes the internal clocks of both the 

sender and the receiver to ensure that they agree on when bits begin and end. A 

common approach to make this synchronization happen is to use an external 

clock (for example, a clock provided by a service provider), which is referenced 

by both the sender and the receiver. 

4- Physical topology: Layer 1 devices view a network as a physical topology 

(as 

opposed to a logical topology). Examples of a physical topology include bus, 
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ring, and star topologies 

5- Bandwidth usage: The two fundamental approaches to bandwidth usage on 

a network are broadband and baseband : 

■ Broadband: Broadband technologies divide the bandwidth available on a 

medium (for example, copper orfi ber-optic cabling) into different channels. 

Different communication streams are then transmitted over the various 

channels. For example, consider frequency-division multiplexing (FDM) used 

by a cable modem. Specifically, a cable modem uses certain ranges of 

frequencies on the cable coming into your home from the local cable company 

to carry incoming data, another range of frequencies for outgoing data, and 

several other frequency ranges for various TV stations. 

■ Baseband: Baseband technologies, in contrast, use all the available 

frequencies 

on a medium to transmit data. Ethernet is an example of a networking 

technology that uses baseband. 

6- Multiplexing strategy: Multiplexing allows multiple communications 

sessions to share the same physical medium. Cable TV, as previously 

mentioned, allows you to receive multiple channels over a single physical 

medium (for example, a coaxial cable plugged into the back of your television). 

Here are some of the more common approaches to multiplexing: 

---------------------------------------------------------------------------------------------- 

■Time-division multiplexing (TDM): TDM supports different communication 

sessions (for example, different telephone conversations in a telephony 

network) on the same physical medium by causing the sessions to take turns. 

For a brief period of time, defi ned as a time slot , data from the first session 

will be sent, followed by data from the second session. This continues until all 

sessions have had a turn, and the process repeats itself. 

■ Statistical time-division multiplexing (StatTDM): A downside to TDM is 

that each communication session receives its own time slot, even if one of the 

sessions does not have any data to transmit at the moment. To make a more effi 

cient use of available bandwidth, StatTDM dynamically assigns time slots to 

communications sessions on an as-needed basis. 

■ Frequency-division multiplexing (FDM): FDM divides a medium’s 

frequency range into channels, and different communication sessions transmit 

their data over different channels. As previously described, this approach to 

bandwidth usage is called broadband . 

----------------------------------------------------------------------------------------- 
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The Physical Layer 
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 Physical Layer Media 
 

 

 Speed and bandwidth 
• Bandwidth is the capacity available and has nothing to do with speed. For 

example, a stadium that can hold 75,000 fans doesn’t improve the running speed 

of an athlete on the field. How fast that athlete can run is determined on a 

variety of factors– including training, health and natural aptitude. In the same 

way, the speed of the athlete isn’t determined by the size of the stadium. 

• When ISPs advertise ―blazing-fast speeds‖ and make other such claims, it 

could seem like purchasing the highest-bandwidth plan will provide those top 

speeds. This simply isn’t true. 

• Bandwidth doesn’t necessarily affect any single computer, and certainly won’t 

affect connection speed. If each computer takes up one ―lane,‖ bandwidth is 

how many lanes are available. The speed of each lane is completely 

independent of the amount of lanes. 

• Where bandwidth will limit you is with data limits. Bandwidth itself is how 

much data can be transferred and processed at any given moment. 

It’s restricted by cabling and laws of physics-– though it shouldn’t be confused 

with data caps. 
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Summary of OSI layers 

 

Protocol Data Units (PDUs) 

 
 

----------------------------------------------------------------------------------------------- 
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----------------------------------------------------------------------------------------------- 

 

 

------------------------------------------------------------------------------------------------ 
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Chapter 6  

Outlines 
• TCP/IP model 

• Application layer  

• Application protocols  

• Types of server services 

• TCP and UDP header 

• Similarities between TCP/IP model and OSI model 

• Differences between OSI model and TCP/IP model 

• Ip header 

• Broadcast and collision domain 

-------------------------------------------------------------------------------------------- 

Objectives 
 By end of this lecture the student will be able : 

• Define the TCP/IP model  

• Similarities between TCP/IP model and OSI model 

• Explain the functions of the TCP and UDP.  

• List and describe the protocols at  application layer.  

• Explain the functions of application, transport and  network layer.  

• ARP and RARP protocol  

• ICMP  

• Identified broadcast and collision 
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The Transmission Control  Protocol/Internet 

Protocol (TCP/IP) TCP/IP Suite was created by the Department of Defense 

(DoD) to ensure and preserve data integrity, as well as to maintain 

communications in the event of catastrophic war. So it follows that if designed 

and implemented correctly, a TCP/IP network can truly be a solid, dependable, 

and resilient network solution. • TCP/IP first came on the scene in 1973. Later, 

in 1978, it was divided into two distinct protocols: TCP and IP. Then, back in 

1983, TCP/IP replaced the Network Control Protocol. • In March 1982, the US 

Department of Defense declared TCP/IP as the standard for all military 

computer networking In the same year, NORSAR and Peter Kirstein's research 

group at University College London adopted the protocol. The migration of the 

ARPANET to TCP/IP was officially completed on flag day January 1, 1983, 

when the new protocols were permanently activated. 
 

History of TCP/IP 

The Internet protocol suite is the conceptual model and set of communications 

protocols used in the Internet and similar computer networks. It is commonly 

known as TCP/IP because the foundational protocols in the suite are the 

Transmission Control Protocol (TCP) and the Internet Protocol (IP). During its 

development, versions of it were known as the Department of Defense (DoD) 

model because the development of the networking method was funded by the 

United States Department of Defense through DARPA ‖ Defense Advanced 

Research Projects Agency‖. Its implementation is a protocol stack. he Defense 

Advanced Research Projects Agency is a US Department of Defense agency 

responsible for developing emerging technologies for military use. The agency 

was originally known as the Advanced Research Projects Agency, and was 

established by President Dwight Eisenhower in February 1958 in response to 

the Soviet launch of the Sputnik 1 satellite in 1957. 
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History of TCP/IP 
• The Internet protocol suite resulted from research and development conducted 

by the (DARPA) in the late 1960s After initiating the pioneering ARPANET in 

1969, DARPA started work on a number of other data transmission 

technologies. In 1972, Robert E. Kahn joined the DARPA Information 

Processing Technology Office, where he worked on both satellite packet 

networks and ground-based radio packet networks, and recognized the value of 

being able to communicate across both. In the spring of 1973, Vinton Cerf, who 

helped develop the existing ARPANET Network Control Program (NCP) 

protocol, joined Kahn to work on open-architecture interconnection models with 

the goal of designing the next protocol generation for the ARPANET, in full 

Advanced Research Projects Agency Network • In March 1982, the US 

Department of Defense declared TCP/IP as the standard for all military 

computer networking. 
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--------------------------------------------------------------------------------------------- 

 

OSI Model vs TCP/IP Model (which one is better and 

why TCP/IP is used instead of the OSIBoth TCP/IP 

and OSI := 
 are networking reference models. Development of both models was started in 

early 1970s. Both were published in 1980s. Manufacturers added support for 

one or both in their devices in 1990s. By the end of 1990s, TCP/IP model 

became common choice and OSI model rejected due to slower formal 

standardization process in comparison of TCP/IP model. Leading manufacturers 

discarded their proprietary networking models in favor of TCP/IP model in 

2000s. Nowadays the world of computer networking uses only one networking 

model and that is the TCP/IP model.  

 Why OSI model is still taught in networking 

courses? OSI model is one of the best explained and well-documented 

models ever created in computer networking world. It describes complex 

networking concepts, protocols and terms in such a manner that is not only 
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easy to understand but also easier to remember. By learning one model, you 

can easily learn the other model. For this reason, even OSI model is no 

longer supported and used by hardware manufacturers, still it is taught in 

almost all networking courses. Since they have been already learned the 

foundation topics and layered approach from OSI model, learning TCP/IP 

model becomes much easier for them 

------------------------------------------------------------------------------------------------ 

Similarities between TCP/IP model and OSI 

model := 
• Both are the logical models. • Both define standards for networking. • Both 

provide a framework for creating and implementing networking standards and 

devices. • Both divide the network communication process in layers. • In both 

models, a single layer defines a particular functionality and set standards for 

that functionality only. • Both models allow a manufacturer to make devices and 

network components that can coexist and work with the devices and 

components made by other manufacturers. • Both models simplify 

troubleshooting process by dividing complex functions into simpler 

components. 

 

Differences between OSI model and TCP/IP 

model 13 :- 
• OSI Layer model has seven layers while TCP/IP model has four layers. • OSI 

Layer model is no longer used while TCP/IP is still used in computer 

networking. • To define the functionality of upper layers, OSI uses three 

separate layers (application, presentation and session) while TCP/IP uses a 

single layer (application). • Just like upper layers, OSI uses two separate layers 

(Physical and Data link) to define the functionality of bottom layers while 

TCP/IP uses a single layer (Link) for the same. • To define the routing protocols 

and standards, OSI uses Network layer while TCP/IP uses Internet layer. • In 

comparison of TCP/IP model, OSI model is well documented and explains 

standards and protocols in more details 

Differences between TCP/IP original model 

and TCP/IP updated model 14 
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• The original TCP/IP model has four layers while the updated TCP/IP model 

has five layers.  

• The original version uses a single layer (Link layer) to define the functionality 

and components which are responsible for data transmission.  

• The update version uses two layers (Data Link and Physical) for this.  

• The updated version divides the original Link layer based on the functionality. 

• In updated version, the name of Internet layer is changed to the Network layer. 

----------------------------------------------------------------------------------------------- 
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Application Layer 
• It is closest layer to end user which means that both the OSI application layer 

and user interact directly with software application . 

 • It‖s important to remember that the Application layer acts as an interface 

between application programs. this means that it deal with some applications 

like Microsoft Word, IE, and shard folders .  

 The Application-layer includes some protocols like :-  
 

HTTP : Browsing protocol.  

FTP : File Transfer Protocol .  

TFTP : Trivial  

FTP. Telnet : Remote access protocol.  

SMTP : Simple Mail Transfer protocol . 

 SNMP : Simple Network Management Protocol. DNS :Domain name 

system DHCP :Dynamic host configuration protocol 
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----------------------------------------------------------------------- 
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DHCP server 
• A DHCP Server is a network server that automatically provides and assigns IP 

addresses, default gateways and other network parameters to client devices. It 

relies on the standard protocol known as Dynamic Host Configuration Protocol 

also DHCP to respond to broadcast queries by clients. 

 • A DHCP server automatically sends the required network parameters for 

clients to properly communicate on the network. Without it, the network 

administrator has to manually set up every client that joins the network, which 

can be cumbersome, especially in large networks. DHCP servers usually assign 

each client with a unique dynamic IP address, which changes when the client‖s 

lease for that IP address has expired. 
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File Transfer Protocol (FTP) And TFTP 
 • File Transfer Protocol (FTP) is the protocol that actually lets you transfer 

files across an IP network, and it can accomplish this between any two 

machines using it. But FTP isn‖t just a protocol; it‖s also a program 

. • Trivial File Transfer Protocol (TFTP) Trivial File Transfer Protocol 

(TFTP) is the stripped-down, stock version of FTP, but it‖s the protocol of 

choice if you know exactly what you want and where to find it—plus it‖s easy 

to use, and it‖s fast too! It doesn‖t give you the abundance of functions that FTP 

does, 

File Server 
• a file server is a server that provides access to files. It acts as a central file 

storage location that can be accessed by multiple systems.  

• File servers are commonly found in enterprise settings, such as company 

networks, but they are also used in schools, small organizations, and even home 

networks. 

 • FTP : File Transfer Protocol used to share, upload and download files.  

• A file server may be a dedicated system, such as network attached storage 

(NAS) device, or it may simply be a computer that hosts shared files. Dedicated 

file servers are typically used for enterprise applications, since they provide 

faster data access and offer more storage capacity than non-dedicated systems. 

In home networks, personal computers are often used as file servers. However, 

personal NAS devices are also available for home users that require more 

storage capacity and faster performance than a non-dedicated file server would 

allow. 
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Domain name system (DNS) server 
• The Domain Name System (DNS) is the phonebook of the Internet. When 

users type domain names such as ―google.com‖ or ―LIMU.edu‖ into web 

browsers, DNS is responsible for finding the correct IP address for those sites. 

Browsers then use those addresses to communicate with origin servers. This all 

happens thanks to DNS servers: machines dedicated to answering DNS queries. 

• A DNS server stores a database of different domain names, network names, 

Internet hosts, DNS records and other related data. 

 • The most basic function of a DNS server is to translate a domain name into its 

respective IP address. During a domain name resolution query, DNS records are 

searched, and if found, the domain name record is returned. If the domain name 

is not registered or added to that DNS server, the query is then passed to other 

DNS servers until the domain name record is found. 
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Hypertext Transfer Protocol (HTTP) And  

HTTPS 
 • It‖s used to manage communications between web browsers and clients and 

opens the right resource when you click a link, wherever that resource may 

actually reside  

Hypertext Transfer Protocol Secure (HTTPS) 

 The Hypertext Transfer Protocol Secure (HTTPS) is also known as Secure 

Hypertext Transfer Protocol. Sometimes you‖ll see it referred to as SHTTP or S-

HTTP, but no matter—as indicated, it‖s a secure version of HTTP that arms you 

with a whole bunch of security tools for keeping transactions between a web 

browser and a server secure 

 

Web server 
• A web server is a computer that runs websites. It's a computer program that 

distributes web pages as they are requisition. The basic objective of the web 

server is to store, process and deliver web pages to the users. This 

intercommunication is done using Hypertext Transfer Protocol (HTTP). These 

web pages are mostly static content that includes HTML documents, images, 

style sheets, test etc. Apart from HTTP, a web server also supports SMTP 

(Simple Mail transfer Protocol) and FTP (File Transfer Protocol) protocol for 

emailing and for file transfer and storage 

. • A web server stores and delivers the content for a website – such as text, 

images, video, and application data – to clients that request it. The most 

common type of client is a web browser program, which requests data from 

your website when a user clicks on a link or downloads a document on a page 

displayed in the browser. 
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Telnet and SSH 
 Telnet is the chameleon of protocols—its specialty is terminal emulation. It 

allows a user on a remote client machine, called the Telnet client, to access the 

resources of another machine, theTelnet server. 

 • Telnet achieves this by pulling a fast one on the Telnet server and making the 

client machine appear as though it were a terminal directly attached to the local 

network. 

 • This projection is actually a software image—a virtual terminal that can 

interact with the chosen remote host. Secure Shell (SSH) 

  Secure Shell host (SSH) protocol sets up a secure Telnet 

session over a standard TCP/IP connection and is employed for doing things 

like logging into other systems, running programs on remote systems, and 

moving files from one system to another. 

 

 

 

Simple Mail Transfer Protocol (SMTP) 
And Post Office Protocol (POP) 

 • Simple Mail Transfer Protocol (SMTP) , answering our ubiquitous call to 

email, uses a spooled,or queued, method of mail delivery. Once a message has 

been sent to a destination, the message is spooled to a device—usually a disk. 

The server software at the destination posts a vigil, regularly checking the queue 

for messages. When it detects them, it proceeds to deliver them to 

theirdestination. 

 • SMTP is used to send mail; POP3 is used to receive mail. 
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 • Post Office Protocol (POP) gives us a storage facility for incoming mail, and 

the latest version is called POP3 (sound familiar?). Basically, how this protocol 

works is when a client device connects to a POP3 server, messages addressed to 

that client are released for downloading. It doesn‖t allow messages to be 

downloaded selectively 

 

E-mail server 
 • A remote or central computer that holds electronic mail (e -mail) messages for 

clients on a network is called a mail server. A mail server is similar to the post 

office, where mail is stored and sorted before being sent to its final destination. 

When the user requests his or her e-mail, contact is established with the mail 

server, which then delivers all stored to the client's computer. 

 

Simple Network Management Protocol 

(SNMP) :- 
Simple Network Management Protocol (SNMP) collects and manipulates 

valuable network information. It gathers data by polling the devices on the 

network from a management station at fixed or random intervals, requiring them 

to disclose certain information 
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Transport layer or host to host Layer 
The main purpose of the Host-to-Host layer is to shield the upper-layer 

applications from the complexities of the network. This layer says to the upper 

layer, ―Just give me your data stream, with any instructions, and I‖ll begin the 

process of getting your information ready to send.‖ The following sections 

describe the two protocols at this layer: 

 – Transmission Control Protocol (TCP) 

 – User Datagram Protocol (UDP) 

 

 

TCP And UDP 
 Transmission Control Protocol (TCP) the sender‖s TCP process contacts the 

destination‖s TCP process to establish a connection. What is created is known as 

a virtual circuit.  

• This type of communication is called connection-oriented.  

• It must establish session before transmit the data , make recovery&control 

User Datagram Protocol (UDP)  

• UDP doesn‖t create a virtual circuit, nor does it contact the destination before 

delivering information to it.  

• this, type of communication is called considered a connectionless protocol.  

• UDP connectionless protocol no session,no recovery&no control 
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TCP Header  
• Source port The port number of the application on the host sending the data. 

(Port numbers will be explained a little later in this section.) 

 • Destination port The port number of the application requested on the 

destination host. 

 • Sequence number A number used by TCP that puts the data back in the 

correct order or retransmits missing or damaged data, a process called 

sequencing.  

• Acknowledgment number The TCP octet that is expected next.  

• Header length The number of 32-bit words in the TCP header. This indicates 

where the data begins. The TCP header (even one including options) is an 

integral number of 32 bits in length.  

• Reserved Always set to zero.  

• Code bits Control functions used to set up and terminate a session.  

• Window The window size the sender is willing to accept, in octets.  

• Checksum The cyclic redundancy check (CRC), because TCP doesn‖t trust the 

lower layers and checks everything. The CRC checks the header and data fields. 

• Urgent A valid field only if the Urgent pointer in the code bits is set. If so, this 
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value indicates the offset from the current sequence number, in octets, where the 

first segment of non-urgent data begins.  

• Options May be 0 or a multiple of 32 bits, if any. What this means is that no 

options have to be present (option size of 0). However, if any options are used 

that do not cause the option field to total a multiple of 32 bits, padding of 0s 

must be used to make sure the data begins on a 32-bit boundary. Data Handed 

down to the TCP protocol at the Transport layer, which includes the upperlayer 

headers. 

 

Port Numbers 

 • TCP and UDP must use port numbers to communicate with the upper layers 

because they‖re what keep track of different conversations crossing the network 

simultaneously. Originating source. The port number divided into three ranges: 

1-The well known ports those in the ranges 0 –1023 

 2-Used defined included  

- the registered port range 1024 ---49151  

-the dynamic and/or private ports range 49152---65535 

 randomly chosen port numbers out of this range called Ephemeral port . These 

ports are not permanently assigned to any public defined application  

• There are 65535 port number in computer 16 bit.  
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• port numbers are dynamically assigned by the source host and will equal some 

number starting at 1024. 

 • 1023 and below are defined in RFC 3232 (or just see www.iana.org), which 

discusses what are called well-known port numbers. 
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Three way handshake 
A three-way handshake (or TCP handshake) is a method used in a TCP/IP 

network to create a connection between a local host/client and server. It is a 

three-step method that requires both the client and server to exchange SYN and 

ACK (acknowledgment) packets before actual data communication begins. 
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This is how the TCP 3-way handshake works: 
• A client node sends a SYN data packet over an IP network to a server on the 

same or an external network. The objective of this packet is to ask/infer if the 

server is open for new connections. 

 • The target server must have open ports that can accept and initiate new 

connections. When the server receives the SYN packet from the client node, it 

responds and returns a confirmation receipt – the ACK packet or SYN/ACK 

packet 

. • The client node receives the SYN/ACK from the server and responds with an 

ACK packet.  

Four way 

handshake 
• The four-way disconnect is 

the method used in a TCP/IP 

network to close the 

connection between a client 

and a server. 
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This is how the TCP 4-way disconnect works: 

 • The client sends a FIN packet to the server and updates its state to 

FIN_WAIT_1  

• The server receives the termination request from the client, responds with 

ACK and moves to CLOSE_WAIT 

 • The client receives the reply from the server and will go to FIN_WAIT_2  

• The server is in CLOSE_WAIT and will follow up with FIN, which updates 

the state to LAST_ACK  

• The client receives the termination request and replies with an ACK, which 

results in a TIME_WAIT state 

 • The server is finished and sets connection to CLOSED  

• The client stays in TIME_WAIT for a maximum of 4 minutes before setting 

the connection to CLOSED Interes 
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Address Resolution Protocol (ARP) 
 • Address Resolution Protocol (ARP) finds the hardware address of a host from 

a known IP address. Here‖s how it works: When IP has a datagram to send, it 

must inform a Network Access protocol, such as Ethernet or Token Ring, of the 

destination‖s hardware address on the local network. (It has already been 

informed by upper-layer protocols of the destination‖s IP address.) If IP doesn‖t 

find the destination host‖s hardware address in the ARP cache, it uses ARP to 

find this information 

 

Reverse Address Resolution Protocol (RARP) 
• When an IP machine happens to be a diskless machine, it has no way of 

initially knowing its IP address. But it does know its MAC address. Reverse 

Address Resolution Protocol (RARP) discovers the identity of the IP address for 

diskless machines by sending out a packet that includes its MAC address and a 

request for the IP address assigned to that MAC address. 

Internet Control Message Protocol (ICMP) 
 • Internet Control Message Protocol (ICMP) works at the Network layer and is 

used by IP for many different services. ICMP is a management protocol and 

messaging service provider for IP. Its messages are carried as IP datagrams.  

• RFC 1256 is an annex to ICMP, ICMP packets have the following 

characteristics:  

• They can provide hosts with information about network problems. 

 • They are encapsulated within IP datagrams. 

---------------------------------------------------------------------------------------- 

Internet Control Message Protocol (ICMP) 
• Ping Packet Internet Groper (Ping) uses ICMP echo request and reply 

messages to check the  

• physical and logical connectivity of machines on an internetwork.  

• Traceroute Using ICMP time-outs, Traceroute is used to discover the path a 

packet takes as  

• it traverses an internetwork. 
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Types of addresses 

Unicast One 

 – to – One Multicast One  

– to – Group Broadcast One  

– to – All 
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Broadcast Domain 

-A group of devices receiving broadcast frames initiating from any device 

within the group 

- Routers do not forward broadcast frames, broadcast domains are not 

forwarded from one broadcast to another 

Collision 

. The effect of two nodes sending transmissions simultaneously in Ethernet. 

When they meet on the physical media, the frames from each node collide and 

are damaged 

 Collision Domain  

The network area in Ethernet over which frames that have collided will be 

detected.  

 Collisions are propagated by hubs and repeaters  

 Collisions are Not propagated by switches, routers, or bridges 
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Chapter 7  

Outlines 

 
• Internet protocol Version 6 

• Purpose IP address 

• Types of  IPV6 

• Advantages of IPV6 

• Migration to IPv6 

• IPv6 Subnetting  

-------------------------------------------------------------------------------------------- 

Objectives 
 By end of this lecture the student will be able : 

• By end of this lecture the student will be able :  

• Define IP address V6 . 

• Explain the functions of IPV6 address.  

• Describe the purpose IPV6 address. 

• The differences of IPv6 

• Describe the Migration to IPv6 

• Explain sub netting in IPv6 
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IP address version 6 

   

IPv4 was a 32 bit address , and it is suffering from shortage ! 

Ipv6 is a 128 bit address . Meaning total number of addresses are : 

 

consider the fact that the Earth currently has less than 10^10 people 

The 128-bit IPv6 address is written in hexadecimal notation, with colons 

between each quartet of symbols 

For example : 23D0:1E51:A48A:0001:12B4:5678:9ABC:1234 

 

Some IPv6 Advantages are : 

 1- Address assignment features. 

 2- IPsec is Built in 

 3- Simpler Header improvements 

 4- Transition tools 

38128 104.32 
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IPv6   
how to write it 

23D0:1E51:A48A:0001:12B4:5678:9ABC:1234  

seems along address to write 

But the creators of IPv6 made some helping ways to write it down 

1- Zero compression : 
Any consecutive ―all zeros ‖ quartets  can be compressed 

23D0:0000:0000:0000:0000:5678:9ABC:1234 

Can be written : 

23D0::5678:9ABC:1234 

But it should only be used once in each address , for example : 

23D0:0000:0000:A234:0000:0000:0000:1234 

23D0::A234::1234 = wrong way to write it  

2- Leading Zero Compression : 
Any leading zero ―in each quartet‖ can be compressed  

For example : 

00D0:002A:1000:0000:000E:00B4:0000:0034 

D0:2A:1000:0:E:B4:0:34  

And you can use both rules together : 

00D4:0000:0000:0000:0000:009C:0000:0004 

D4::9C:0:4 

                                                                               

Types 
Ipv6 implementation depends on the fats the ICANN divided the world in to 5 

(RIR) Regional Internet Registry each with its own IPv6 allocation , That’s 

called hierarchy design ,each RIR has its own address space 
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Address Types : 
 
1- UniCast : one to one  

 global 

 unique Local 

 link local 

2- MultiCast  one to group 

3- AnyCast  one to nearest  

Note :Each interface can have more than one address  

 

UniCast addresses 
1- Global ≡ public ―ipv4 ― used on the internet  

 address start with 001 binary 

 2000 or 2001 

Example :  2000:0000:0000:0000:0000:0000:0000:0001 

Global address are usually divided like this: 

Subnetting ? 
23D0:1E51:A48A:0001:12B4:5678:9ABC:1234/64 

/64 = the prefix , it shows how many bits are for the Network 

portion ,  

Remember  each character in HEX is 4 bits ! So each quartet is 

16 bits 
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UniCast addresses 
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UniCast addresses 
 
2- Local ≡ Private ―ipv4 ―  

 address start with FD00:/8 

3- site Local ≡ Private ―ipv4 ― special purpose   

 address start with FE80:/10  

Assigned to each device automatically by EUI-64  

Routers never forward data from that address , its only for inside network 

communication  

And it is used by the devices to communicate with the router to get a 

proper address  

                                 EUI-64 
MAC address =48 bit example: A3B5:5424:DE40 

IPv6 = 128 bit   , 64 bit for the network ―prefix‖, 64 bit for the interface ID 

EUI-64 derives an IPv6 address from the device’s MAC address by 

inserting FFFE between the two halve of the MAC address 

The 64 bit of the Network will be FE80:0000:0000:0000 

And the 64 but of the interface id will be A3B5:54FF:FE24:DE40 

The address will be FE80:0000:0000:0000:A3B5:54FF:FE24:DE40 

And it will be assigned automatically  

 

Multicast  :  

 start with ― FF ― 

Loopback : 

 127.0.0.1    in IPv4 ::1 in IPv6 or 0:0:0:0:0:0:0:1  

Any network : 

 0.0.0.0    in IPv4   ::/128 in IPv6 

Assignment 
In IPv4 , if a host needs to communicate with outside of the network it 

needs an IP , Default Gateway , and DNS ! 

In IPv6 the same requirements above are needed too  
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In Ipv6 address assignment can be provided Manually or by DHCP server 

,  to provide the requirements mentioned above , 

 

 

stateless autoconfiguration 
Using NDP (Neighbor Discovery Protocol) each host can know it’s address ,   

efault gateway , and other options relying on NDP’s RS and RA ―Router 

Solicitation ” and ―Router Advertisement ― 
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IPv6 Routing 

Same Protocols are used in IPv4: static , Dynamic ― RIPng, OSPFv3 , 

EIGRPv6 ― But with little changes in configuration  
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Migration to IPv6 
1- IPv4/IPv6 Dual Stacks  : router uses both IPv4 and 

IPv6 at the same time . 

 

Migration to IPv6 

2-  Tunneling  : the tunnel function typically takes an IPv6 packet sent by a 

host and encapsulates it inside an IPv4 packet. The IPv4 packet can then be 

forwarded over an existing IPv4 internetwork  . 

Types Of Tunneling : ― only Teredo tunneling is for Hosts ‖ 

1-Manually configured tunnels (MCT)  

2-Dynamic 6to4 tunnels 

3-Intra-site Automatic Tunnel Addressing Protocol (ISATAP) 

4- Teredo tunneling 
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  The End 
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 الجزء العملي 
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Contents 
 

 LAB 1 :-  Make LAN Network 

 LAB 2 :- Make Wireless LAN Network  

 LAB 3 :-Make password on switch  ( Telnet+console+enable mode) 

 LAB 4 :- Connect two difference networks by router 

 LAB 5 :-Cerate VlANS. 

 LAB 6 :-  Make Port Security on Switch 
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  ربط شبكة محليةLAN    سلكية(( 

 -لهي ًخم زبط شبنت مدليت ًجب جىفس الاحي :

 .احهصه )لمبيىجس ,طابعت ,مىبيل ....( -1

 . ( coaxial ,twisted pairمىابل ) -2

 . (Switch,Hubش مسلصي )حها -3

4- I paddress  . لهل حهاش 

-------------------------------------------------- 

لهل حهاش خيث   IP addressبعد جىفس مل مً الاحهصه والهىابل والجهاش المسلص هدخاج لاعطاء 

قخين لاعطاء عىىان لهل حهاش  ق بسجىمىى , هىاك طسٍ دوي او ً  DHCPاما جلقائي عً طسٍ

وهرا الاخخياز ًهىن ذاث حدوي اذا    IP addressاي بمعني الدخىى علي مل حهاش واعطائه 

مان عدد الاحهصة قليل ولنً اذ مان العدد لبير ففي هري الحاى ًجب اعطاء العىىان 

 -بشهل ًدوي هقىم بالاحي :  IP addressجلقائي ,ولهي ًخم اعطاء 

              computer Networkهقىم بدخىى علي حهاش 

Network and sharing center 

 



الراشدي صالح عبد السلامأ.  182صفحة  

 

جم هقىم بعمل شز الاًمً علي  لسث   change adapter settingوبعد ذالو هقىم باخخياز 

مالاحي  Internet  protocol version  V4ثم خصائص ثم اخخياز    Ethernetاو   LANالشبنت 

:- 
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ق    DHCPبعد ذالو جظهس السطالت جىحد به اخخياز الاوى الحصىى علي العىىان عً طسٍ

 الحصىى علي ًدوي والخاوي 

 

لنلاض   Private IP addressًدوي وطىف وظخخدم   IPفي هر الشبنت طىف هقىم باعطاء 

C  : مالاحي- 
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خم حغير اخس  1.2.162.1معا مساعاث ان باقي الاحهصي ًجب ان جبدا  خاهت في العىىان لان  وٍ

  -: الخاهاث الثلاثت الاولي خاصت بسقم الشبنت اي ان باقي الاحهصة طخهىن مالاحي

 1.2.162.1.2 

 1.2.162.1.3 

 1.2.162.1.4  
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بعد زبط حميع الاحهصه مع بعظها البعع ًجب ان ًخم الخدقق مً ان هىاك اجصاى مابين 

ق امس   حي ثم عىىان الجهاش مالا  PINGالاحهصه عً طسٍ

PING 192.168.1.2   بيذ وللخالد مً  32خيث ًخم ازطاى ازبع بياهاث حجم مل واخد منها

 الاجصاى ًجب ان ًسد الجهاش ازبع مساث مالاحي 

Replay from 192.168.1.2 

Replay from 192.168.1.2 

Replay from 192.168.1.2 

Replay from 192.168.1.2 

م حداز الحماًت بمىع هرا الاجصاى ولاًقاف حداز مع ملاخظت اها في بعع الحالاث ًقى 

 الحماًت هقىم بالاحي 

computer Network    

Network and sharing center    

Firewall     

turn windows firewall on or off 

  Turn of firewall 
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باخخياز المجلد الان هقىم بعملياث جبادى بياهاث وملفاث ولهي ًخم ذالو هقىم بالاحي هقىم 

خم اخخياز الاشخاص المساد  المساد مشازلتهم مع باقي الاحهصه شز الاًمً وبخالي هخخاز مشازلت وٍ

اخيرا هقىم باخخياز   Addاي حميع المىحىدًً ثم اخخياز   everyoneمشازلتهم او اخخير 

 -الصلاخياث قساء واو قساء ولخابه مالاحي :
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 doneثم  shareثم هقس علي 
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او   ip addressوللدخىى علي الجهاش للحصىى علي الملفاث التي جم مشازلتها هنخب زقم 

 -( مالاحي :runاطم الجهاش المظتهدف داخل شاشت الدشغيل )
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 ))لاسلكية    Wireless LANربط شبكة محلية  -2

ق  ا ليفيت زبط مجمىعه أحهصه لاطلنيت عً طسٍ    Access pointألان طىف هخعلم طىٍ

  Lab Access pointوطىف وظخخدم في هرا 

لما في    Ciscoمً شسلت   Linksysمً هىع  

 الشهل الخالي

قخين   ًخم عمل اعداداث للالع بيىهذ بطسٍ

:-  

قخىصيل الهابل مباشسة  -:الاولي عً طسٍ

ق    ( Console)بالالظع بيىهذ   عً طسٍ

وهى الأصح والأفظل   RJ45مابل الشبهاث 

 الخالي لما في الشهل

------------------------------------------------------- 

دون الدخىى علي الاعداداث  معا ملاخظت ان  هىاك اخطاء ًقع فيها النثير فعىدما ًسٍ

وهرا خطا لبير  لما في    internetاو    WAN الالظع بيىهذ ًظع الهابل علي بىزث 

 الشهل الخالي
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ق حهاش غير مخصل مباشسه وهى الدخىى ع-ثاهيا :   يذ عً طسٍ لي الإعداداث للالظع بىٍ

 (Telnet)بالالظع بيىهذ 

و للدخىى على أعداداث الالظع بيىهذ  ًجب عليىا اولا الاجصاى بالالظع بيىهذ خيث 
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لما في الشهل   Linksysًظهس اطم الالظع البيىهذ الافتراض ي وهى هفع اطم الشسلت 

  الخالي

بدأ مثلا  IP Addressثاهيا ًجب  معسفه  أو  1.2.162.1.1وعادة ًخم لخابخه في الاطفل وٍ

 لما في الشهل الأحي   Internet explorerفىقىم بدخىى علي أي  1.2.162.2.1
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   DHCPمً   IPمعا ملاخظت ان هجعل لسث الشبهاث ًأخر 

خدم  في وبعد ذالو ًطلب مىو أدخاى اطم المظخخدم وملمه المسوز باليظبه لأطم المظخ

في هرا   adminوأخياها ملمت  1234اما باليظبت للهلمت المسوز فأخياها  adminالغالب جهىن 

يذ ملمت المسوز   ملمت المسوز  admin بعد لخابت واطم المظخخدم   adminالالظع بىٍ

admin  جظهس لىا الىافرة الخالي :- 
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ل القىائم التي طىف هدخاج طىف جظهس عدة قىائم لما في الشهل الظابق طىف هخهلم ع

ً هرا ألشبنه والقىائم هي  اليها في جهىٍ

Setup :   

 التي مً أهمه   basic setupجدخىي علي عدة قىائم مً أهمه 

Internet setup          د حميع الاحهاشه المخصل بالالظع بييذ اذا مان لدًو اهترهذ وجسٍ

ا الجه  IP Addressجدخل علي اهترهذ فخهىم بنخابه  اش الري طىف ًدخل علي الىذ اما ًدوٍ

ق    DHCPاو عً طسٍ
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Network setup 

 امخاع الالظع بيىهذ وحظخطيع حغيره   Ip Addressفهي 

DHCP Server setup 

اًظا ًخم   DHCPمً   IP Addressوفيه ًخم جفعيل او عدم جفعيل خدمت الحصىى علي 

 IPجددًد المدي 

Address    الري طىف

ه أي مثلا ًخده الاحهاش 

طىف ًقىم بخددًد 

ًبدا    IP Addressالمدي 

مثلا مً  

يخهي 1.2.162.1.52  وٍ

1.2.162.1.222  
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 وفيها مجمىعت قىائم أًظا منها  Wireless أما القائم الثاهيت فهي 

Basic setup wireless 

 GH 5التي حظخخدم لما ذلسها طابقاجسدد    IEE 802.11 Aجخهىن مً حصأًً حصأ خاص 

اما الجصء الخاوي وهى 

الري طىف هسلص عليه 

 IEE 802.11فيخص 

G,B    والري ٌظخخدم

 GH 2.4جسدد 

وظخطيع مً هرا القائم 

حغير  اطم الالظع 

بيىهذ مً الاطم 

الافتراض ي الي أي اطم 

ده  هسٍ

أًظا وظخطيع الغاء 

 broadcast خاصيت  

للالظع بيىهذ خيث 

لً جظهس اطم الالظع 

ديطت بيىهذ للاحهاشه الم

والشهل الخالي بىطىح 

 الصىزة ألثر 
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Wireless security  

خيث ٌعخبر مً أهم الأشياء التي ًجب عليىا القيام بهاوهي خماًت الالظع بيىهذ مً 

د  الدخىى الغير مظسح بهى باخخياز هظام الدشفير والحماًت خيث مل ش ي شخص ًسٍ

ق م لمت الظس وبخالي خماًت الدخىى علي الالظع بيىهذ ًجب الخدقق مىه عً طسٍ

 الشبنت مً الدخىى الغير مصسخت بيه

 security Wep ,WPA WPA2 WPAأًظا ًخم فيها اخخياز هىع الدشفير مثلا   

personal WPA  enterprise  

  WPA 2 personalوطىف هخخاز في هرا المثاى  

 مين خيث ًخم ادخاى ملمت المسوز التي مً الافظل ان جهىن معقدة وصعبه الخخ

Wireless Mac filter 
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 ً  MACخيث حعخبر ألثر أهىاع الحماًت وثىقا خيذ ٌظمذ فقط للاحهصه الخييخم جخصٍ

Address    امخاعها في الالظع بيىهذ بدخىى والاجصاى بالشبنت اللاطلنيت فقل ان ًخم

الجهاش  Address MAC الاجصاى بالالظع بيىهذ فان الالظع بيىهذ جقىم  بالبدث علي

د الر ي ًسٍ

الاجصاى به 

فاذا وحدا هرا 

MAC   فظىف

ٌظمذ له 

بالاجصاى 

بالشبنت .لمً لا 

 MACٌعسف 

Address   فهى

د  عىىان فسٍ

للنسث 

الشبهاث 

بديث لا ًخنسز 

هرا السقم في 

حميع اهىاع 

لساواث 

الشبهاث في 

خهىن  العالم وٍ

 bit  24 42مً 

للشسلت المصىع 

 IEEEحعطي  24

 



الراشدي صالح عبد السلامأ.  199صفحة  

Administrations 

خيث وظخطيع مً خلالها حغير اطم المظخخدم وملمت Managementم قىائمهاومً أه

المسوز خيث مً المهم حغيرهم ختي لا ًدظني لاخد الدخىى علي الالظع بيىهذ وحغير 

 اعدادتها لان ملمت المسوز واطم المظخخدم معلىمت لجميع لأنها افتراطيت
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 statusأخس القىائم التي طىف هخهلم عليها هي 

لا ًخم فيها جهىن أعداد ولنً جهىن خاصت بعسض خالت ووطع الالظع بيىهذ وهي 

 قىائم 3وجخهىن مً 

--------------------------------------------------------------------------------------------------------- 

Router 

لظع الىقذ الحالي لا  MAC Addressمً خيث   Routerوحعسض معلىماث عً 

 مً خيث  IP Address عًبيىهذ معلىماث 

 Internet IP address 

 Subnet mask 

 Default 

gatewayDN

S 
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Local network 

 Mac Addressو   subnet maskالالظع بيىهذ و   Ip Addressوجدىي بياهاث عل 

 IPمً خيث الخفعيل وعدم الخفعيل وبداًت ونهاًت زهج   DHCPاًظا جدخىي بياهاث على 

Address  
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wireless network  

  Name Mac Address Access point ,Mode ,وجدىي بياهاث علي مل مً  

 هىع واطم وعىىان الالظع بيىهيذ وزقم القىاة المظخخدمت في عمليت الاجصاى
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LAB  (3) make password on switch  ( 
Telnet+console+enable mode) 

 

  routerأو     switchلهل مً  (Telnet+console+enable mode )اعداداث ملماث المسوز لل

     cisco packet tracer 6.1.1طىف وظخخدم بسهامج مدهاة  للشبهاث الخاصت بشسلت 

لان هقىم بشسح ليفت عمل البرهامج  ولنً هىاك مجمىعت مً الفيدواث جىضح بشهل 

 مفصل ليفيت عمله

والشهل الخالي ًىضح شهل البرهامج
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ملماث المسوز بإوشاءىف هقىم بسبط شبنت جخهىن مً ازبع احهصة ثم هقىم ط  

 
Switch>enable  

Switch#config t 

Switch(config)#line console 0                                     (make password on user mode or console mode) 

Switch(config-line)#password 123456 

Switch(config-line)#login 

Switch(config-line)#exit 

Switch(config)#enable password 123456789              (make password on enable password without 

encryption) 

Switch(config)#enable secret 123                            (make password on enable password with encryption) 

Switch(config)#line vty0  4 (make password on telnet password) 

Switch(config-line)#password 0000 

Switch(config-line)#login 

Switch(config-line)#exit 

Switch(config)#interface vlan 1 

Switch(config-if)#ip address 192.168.100.100 255.255.255.0 

Switch(config-if)#no shutdown  
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Now on one of computer  open  run then ping the switch to ensure that there is connection  

 
Then write telnet and Ip address of switch  

 

 
Now type password of telnet 0000 then password enable  123 
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LAB  (4)How connect two difference networks by router  

We will use private IP Class C and B  as following :- 

 

 

 

Router>enable  

Router#config t 

Router(config)#interface fastEthernet 0/0 

Router(config-if)#ip address 172.16.0.4 255.255.0.0 

Router(config-if)#no shutdown 
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Router(config-if)#exit 

Router(config)#interface fastEthernet 0/1 

Router(config-if)#ip address 192.168.0.4 255.255.255.0 

Router(config-if)#no shutdown 

 

On each computer put default getaway 192.168.0.4 

 

 



الراشدي صالح عبد السلامأ.  208صفحة  

On pc 2 

 

And same thing on all computer on class C 

After that put default getaway on class b  
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On pc 2 

 

Same that on all computer  

  كما في الشكل  1.29169291بجهاز من الشبكة الاخري وليكن  1.291619291الان نقوم باختبار اتصال من جهاز من شبكة

 الاتي

 

After then we will Ping on another network  

Ping 172.16.0.4  

 

LAB (5) Crate VlANSon switch 
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Configuration on switch 1 

 

Switch>enable  

Switch#config t 

Switch(config)#interface fastEthernet 0/1             (enter to interface) 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport access vlan 1            (assign interface to vlan ) 

Switch(config-if)#exit 

Switch(config)#interface fastEthernet 0/2 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport access vlan 1 

Switch(config-if)#exit 

 

Switch(config)#interface fastEthernet 0/3 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport access vlan 2 

Switch(config-if)#exit 

Switch(config)#interface fastEthernet 0/4 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport access vlan 2 

Switch(config-if)#exit 

Switch(config)#interface fastEthernet 0/5 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport access vlan 3 

Switch(config-if)#exit 

Switch(config)#interface fastEthernet 0/6 

Switch(config-if)#switchport mode trunk 
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---------------------------------------------------------------  

Configuration on switch 2 

 

Switch>enable  

Switch#config t 

Switch(config)#interface fastEthernet 0/1 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport access vlan 1 

Switch(config-if)#exit 

Switch(config)#interface fastEthernet 0/2 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport access vlan 1 

Switch(config-if)#exit 

 

Switch(config)#interface fastEthernet 0/3 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport access vlan 2 

Switch(config-if)#exit 

Switch(config)#interface fastEthernet 0/4 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport access vlan 2 

Switch(config-if)#exit 

Switch(config)#interface fastEthernet 0/5 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport access vlan 3 

Switch(config-if)#exit 

Switch(config)#interface fastEthernet 0/6 

Switch(config-if)#switchport mode trunk             (mode of interface trunk to all pass all vlan) 

 

-------------------------------------------------------------------------------------------------------------------------------------------------------------

----- 

 

LAB(6) Port Security  
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Switch> 

Switch>enable 

Switch#config t 

Switch(config)#interface fastEthernet 0/1 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport port-security                                           (enable security on 

interface ) 

Switch(config-if)#switchport port-security mac-address sticky     (assign make address to 

switch) 

Switch(config-if)#switchport port-security maximum 1                 (number of device on 

interface ) 

Switch(config-if)#switchport port-security violation shutdown    (shutdown ,protect,restrict) 

Switch(config-if)#exit 

Switch(config)#interface fastEthernet 0/2 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport port-security  

Switch(config-if)#switchport port-security mac-address sticky  

Switch(config-if)#switchport port-security maximum 1 

Switch(config-if)#switchport port-security violation shutdown  

 

Switch(config)#interface fastEthernet 0/3 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport port-security  

Switch(config-if)#switchport port-security mac-address sticky  

Switch(config-if)#switchport port-security maximum 1 

Switch(config-if)#switchport port-security violation shutdown  

 

Switch(config)#interface fastEthernet 0/4 

Switch(config-if)#switchport mode access  

Switch(config-if)#switchport port-security  

Switch(config-if)#switchport port-security mac-address sticky  

Switch(config-if)#switchport port-security maximum 1 

Switch(config-if)#switchport port-security violation shutdown  
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