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Chapter 1 ©
COutlines

. Define a computer networks

. The purpose of computer networks
. How networks impact daily life

. Network components

. Networks defined by geography

Objecti

By end of this lecture the student will be able :

* Define a computer networks.

* Explain the basic operation of network fundamentals .
* Explain the purposes of computer networks.

* Describe network components(switch, hub,router,reperter ETC) .
* Describe basic operation of network components .

* Describe types of computer networks.

* Describe and list the different types of network components

» List the different types of Networks as defined by Geography.




Defining a computer Network

v’ A computer network is a set of computers connected together for the
purpose of sharing resources. The most common resource shared oday
IS connection to the Internet. Other shared resources can include a
printer or a file server.

 The Internet itself can be considered a computer network.

 computer network or data network is a telecommunications network
that allows computers to exchange data.

* In computer networks, networked computing devices pass
data to each other along data connections.

» The connections (network links) between nodes are established
using either cable media or wireless media. The est-known computer
network is the Internet.

Defining a computer Network (cont)
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The Purpose of Networks

e At its essence, a network’s purpose focus on four major Items cost, speed,
performance and effort ) is to make connections. These connections might be
between a PC and a printer or between a laptop and the Internet, as just a couple
of examples :-

. Easy access and sharing of information

. Sharing of files and network resources (printers , scanners, fax,)

. Networks (e-commerce, IP telephony, Video on Demand, Video conferencing
...etc)

. Electronic mail

. An automated teller machine (ATM)

. Ability to use network software

How Networks Impact Daily Life

Gt 7o o) ] 22510



Network Components

1. Repeater :-

* Repeater receives a sighal and preamplifiers
or regenerates that signal and then forwards
the digital signal out all active ports without
looking at any data

* Most of the time, repeaters were used in the
old Thinnet networks of yesteryear. Today,
they’re just employed as the multi-port
repeaters that we call hubs.

a hub is the device that connects all the devices
of the network together in a star

topology. Every device in the network connects
directly to the hub through a

single cable. An transmission received on one
port will be sent out all the other

ports in the hub, including the receiving pair for
the transmitting device, so that -

Carrier Sense Multiple Access with Collision Detection (CSMA/CD) on the

transmitter can monitor for collisions.
Collision domaing

3. Bridge

A bridge —specifically, a transparent bridge—is a
network device that connects two similar network
segments together. Its primary function is to keep

traffic separated on either side of the bridge

(Ona broadcast domain

d,uf’f/ﬁ Lo (M’ | ioll



4.Switch

Switches connect multiple devices of a
network together much like hubs do, but

with  three significant differences—a

switch recognizes frames and pays
attention to the source and destination
MAC address of the incoming frame as
well as the port on which it was received
Hubs don’t do those things. ° =

The switch will only forward the frame out from the specific port on which its

destination is located

* A router i1s a network device used to connect two or more network to gether. A
well-configured router can make intelligent decisions about the best way to get

network data to its destination.lIt gathers the information it needs to make these

decisions based on a network’s particular performance data.
* Routers are used to connect networks together

» Route packets of data from one network to another.

* Router chooses best path to final destination

192.168.3.0/24

192.168.7.0/24
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* Cisco became the standard of routers because of their high-quality router
products

6. Wireless Access Point (AP)

» A wireless access point (AP) allows mobile users to connect to a network
wirelessly via radio frequency technologies. Using wireless technologies, APs

also allow wired networks to connect to wireless network.

7. N e tw or E Inte/':fac e C’ ar d Internal network interfacard

A network interface card (NIC) is a printed circuit
board that provides network communication
capabilities to and from a personal computer. Also
called a LAN adapter.

8. Firewall

A firewall protects your LAN resources from invaders that prowl the Internet
for unprotected networks, while simultaneously preventing all or some of your

LAN’s computers from accessing certain services on the Internet. You can
employ them to filter packets based on rules that you or the network
administrator create and configure to strictly delimit the type of information
allowed to flow in and out of the network’s Internet connection.

9.5ervers

Servers are also powerful computers, They get their name because
they truly are “at the service” of the network and run specialized
software for the network’s maintenance and control known as the
network operating system. R

Server-FT
Seryer(
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Types of computer network

v" Networks Defined by Geography we can classify networks is how
geographically dispersed the networks components are. For example, a network
might interconnect devices within an office, or a network might interconnect a
database at a corporate headquarters location with a remote sales office located
on the opposite side of the globe.

Based on the geographic dispersion of network components, networks can be
classified into various categories, including the following:

Personal-area network (PAN)
Campus-area network (CAN)
Local-area network (LAN)
Metropolitan-area network (MAN)
Wide-area network (WAN)

Personal-area network (PAN)

* A PAN is a network whose scale is even smaller than a LAN. For example, a

connection between a PC and a digital camera via a universal serial bus (USB)

cable could be considered a PAN. Another example is a PC connected to an

PERSONAL AREA NETWORK(PAN

* A PAN, however, is not necessarily a wired

xternal hard drive via a FireWire connection.

connection.

* A Bluetooth connection between your cell
phone and your car’s audio system is
considered a wireless PAN (WPAN). The
main distinction of a PAN, however, is that its

range is typically limited to just a few meters.




Local Area Network (LAN)

» A LAN interconnects network components within a local area (for example,
within a building). Examples of common LAN technologies you are likely to

encounter include Ethernet (that is, IEEE 802.3) and wireless networks (that is,

|EEE 802.11).

* It connect many devices in small

§
" 4

area to share the data and resources
like a home ,office , building ,
school , or airport « It is a group of
network components that work

within small area .

* It characterized by high data
speeds (up to 40Gbps cat8) using:

e 10m bps (Ethernet), 100 mbps (Fast Ethernet), 1000mbPs
(GigaEthernet),10Gigabit Ethernet , fiber optical and ATM.

Campus-area network (CAN)

» A campus area network is larger than a local area network LAN since it may
span multiple buildings within a specific area. Most CANs are comprised of
several LANSs connected via switches and routers that combine to create a single
network. They operate similar to LANS, in that users with access to the network
(wired or wireless) can communicate directly with other systems within the

network.

» A campus area network (CAN) is a network of multiple interconnected local
area networks (LAN) in a limited geographical area. A CAN is smaller than a

wide area network (WAN) or metropolitan area network (MAN).

d,u'-’f/f Lo (Mf,qﬁ.l 22015



*10mbps(Ethernet),100mbps(FastEthernet),1000mbPs (GigaEthernet),10Gigabit
Ethernet , fiber optical and ATM.

CAN cont

Campus area network (CAN) Campus Area Netwark

MAN (Metropolitan Area Network):

» A metropolitan area network (MAN) is a network with a size greater than
LAN but smaller than a WAN. It normally comprises networked
interconnections within a city that

Metropolitan-area network (MAN) ?:]Stzmoe‘:fers @ connection to- the

METROPOLITAN AREA NETWORK, MAN « It is a group of LANs that are

interconnected within small area.

» Some references point that Man
distance about 10 to 100KM

It characterized by very high
data speeds (up to 10Gbps) using:
Metro Ethernet, ATM over
SONET,fiber optical and SDH.

{Local Area Network)

Gt 7o o) ] 2216



“Wide-area network (WAN)

* A wide area network (WAN) is a network that exists over a large-scale
geographical area. A WAN connects different smaller networks, including local
area networks (LANs) and metro area networks (MANS). This ensures that
computers and users in one location can communicate with computers and users
in other locations. WAN implementation can be done either with the help of the
public transmission system or a private network.

* [t is a group of MAN that are interconnected within large area

« It characterized by slow data speeds .

» using: analog dial-up, digital dial-up (ISDN), leased lines, X.25, DSL, Frame-
Relay, ATM.PPP,VPN and fiber optical .

G2l Lo ol ] 2o 7



Networks Defined by Tepology

ABDELSALAM SALEH ELRASHDI

Networking fundamentals




COutlines

* Define a computer networks

 The purpose of computer networks
* How networks impact daily life

» Network components

 Networks defined by geography

* Network topologies

» Architecture of a computer network Objectives.

By end of this lecture the student will be albile :

v" Define a computer networks.

v" Explain the basic operation of network fundamentals .

v" Explain the purposes of computer networks.

v" Describe network components(switch, hub,router,reperter ETC)
v" Describe basic operation of network components .

v" Describe types of computer networks.

v" Describe and list the different types of network components

v List the different types of Networks as defined by Geography.
v" Describe network topology.

v' Explain architecture of computer network.

22019



Types of computer network

» Networks Defined by Topology Before we starting in this type You need to be
able to distinguish between a physical topology and a logical topology.

* Physical Versus Logical Topology
* A physical network topology diagram shows the structure of how devices
are connected physically inside a network.

* A logical network topology diagram shows the logical method of
communication used by the devices inside the network for network
communication.

* Physical topology specifies the layout how devices are physically connected in
the network. Instead,

* logical topology specifies the manner in which data travels between devices in
the network.

Physical topology shows how a network looks physically, but logical topology
shows the fashion in which data is circulated inside the network.

Physical Versus Logical Topology

BASIS FOR
COMPARISON

PHYSICAL TOPOLOGY LOGICAL TOPOLOGY
Basic Refer to how a network look Fashion in which data
and functions. travels logistically.

Bus, star, ring and mesh Logical bus and the logical

topologies. ring.

Founded on Physical connections of cables Path traveled by data in a

and devices. network.

Can affect Cost, scalability, flexibility, Data delivery causing lost

bandwidth capacity, etcetera. packets or congestion.

d,u'.:l/l Lo fﬂ.d’,qi.f 222020



Physical Versus Logical Topology (cont)

= =
Network topologies

Network Topologies

T ]

Star Mesh Wireless

Star

@ Tree

Ring Mesh

r’-r’-:*f*
-3
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Bus Topology

* A bus topology uses a single backbone cable that is terminated at both ends.
« All the hosts connect directly to a backbone.

* If one host send data, the data will move through the bus and reaches all the
other hosts .

A bus and all devices connected to that bus make up a network segment . A
single network segment is a single collision domain, which means that all
devices connected to the bus might try to gain access to the bus at the sametime,
resulting in an error condition known as a collision .

CSMA / CD = Carrier Sense Multiple Access /Collision Detection

Ex.: Ethernet (10 Base 5, 10 Base 2, & 10 Base T)

&3
0 O

g g g Flﬂnl:ladf. Hanback

o off imer of  off timer of
Collision on an Etheret Segn 100 ms 200 ms

Characteristics, Benefits, and Drawbacks of a Bus Topology
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Characteristics

Benefits

Drawbacks

One cable is used per
network segment.

Less cable is required to install
a bus topology, as compared
with other topologies.

Because a single cable is used
per network segment, the cable
becomes a potential single point

of failure.

‘T'o maintain appropriate
electrical characteristics
of the cable, the cable
requires a terminator (of a
specific resistance) at each
end of the cable.

Depending on the media used
by the bus, a bus topology can
be less expensive.

Troubleshooting a bus topology
can be difficult because problem
isolation might necessitate an
inspection of multiple network
taps to make sure they either
have a device connected or they
are properly terminated.

Bus topologies were
popular in early Ethernet
networks,

Installation of a network based
on a bus topology is easier than
some other topologies, which
might require extra wiring to be
installed.

Adding devices to a bus might
cause an outage for other users
on the bus.

Network components tap
directly into the cable via
a connector such asa T
connector or a vampire
tap.

An error condition existing on
one device on the bus can impact
performance of other devices on
the bus.

Ring Topology

* ring topology, where traffic flows in a circular

fashion around a closed network loop (that is, a

ring). Typically, a ring topology sends data, in a

single direction, to each connected device in

turn, until the intended destination receives the

data. Token Ring networks typically relied on a

ring topology, ¢ although the ring might have

been the logical topology, whereas physically,

the topology was a star topology.

22023



* A ring topology connects one host to the next and the last host to the first.

« If the first host needs to send data to the last host, the data must path through
all the hosts before reaching the end host.

Difficult to solve the problem.

« If one host is down all connection is down .

* Ex.: Token Ring, & FDDI.

» Ring Topology (cont)

* Because a ring topology allows devices on the ring to take turns transmitting
on the ring, contention for media access was not a problem, as it was for a bus
topology. If » a network had a single ring, however, the ring became a single
point of failure. If the ring were broken at any point,

data would stop flowing.Characteristics, Benefits, and Drawbacks of a ring
Topology

Media Access Unit

]

Token Ring
MAL

S

Characteristics, Benefits, and Drawbacks of a ring
Topology :-

d,u'-’l/f Lo fﬂ...J’,qf'.f 2z2024



Characteristics

Benefits

Drawbacks

Devices are interconnected
by connecting to a single
ring or, in some cases (for
example, FDDI), a dual

ring.

A dual ring topology adds a layer
of fault tolerance. Therefore,

it a cable break occurred,
connectivity to all devices could
be restored.

A break in a ring when a single

ring topology is used results in

a network outage for all devices
connected to the ring.

Each device on a ring
includes both a receiver
(for the incoming cable)
and a transmitter (for the
outgoing cable).

Troubleshooting is simplified
in the event of a cable break,
because each device on a ring
contains a repeater. When the
repeater on the far side of a
cable break does not receive
any data within a certain
amount of time, it reports an
error condition (typically in the
form of an indicator light on a
network interface card [INIC]).

Rings have scalability
limitations. Specifically, a ring
has a maximum length and a
maximum number of attached
stations. Once either of these
limits is exceeded, a single ring
might need to be divided into
two interconnected rings. A
network maintenance window
might need to be scheduled to
perform this ring division.

Each device on the ring
repeats the signal it
receives.

Because a ring must be a
complete loop, the amount

of cable required for a ring is
usually higher than the amount
of cable required for a bus
topology serving the same
number of devices.

Star Topology

A star topology connects all cables to a central point of concentration. All
devices is connected to each other through the central device (switch,Hub).

e [f one device want send data to another
device first sent to central device then to
destination device not directly.

* The star topology is the most popular
physical LAN topology in use today, with
an Ethernet switch at the center of the star

and unshielded twisted-pair cable (UTP)
used to connect from the switch ports to

clients.

e If one device down not all the network

will be down .

n

=)

w
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* Low coast.
* Easy to found the problem in network .
* Easy to solve the problem.

* [f the central device down all network is down.

* Use Ethernet (10 Base T, 100 Base TX, 1000 Base T).

Characteristics Benefits Drawbacks

Devices have A cable break only impacts ~~ More cable is required for a star
independent connections  the device connected via the  topology, as opposed to bus or ring
back to a central device  broken cable, and not the topologies because each device

(for example, a hubora  entire topology. requires its own cable to connect
switch). back to the central device.

Star topologies are Troubleshooting is relatively  Installation can take longer for a

commonly used with ~ simple because a central device star topology, as opposed to a bus

Ethernet technologies  in the star topology acts as the  or ring topology, because more
aggregation point of all the  cable runs that must be insealled.
connected devices.

Full mesh Topology

* Because each site connects directly to every other site, an optimal path can be
selected, as opposed to relaying traffic via another site. Also, a full-mesh
topology is highly fault tolerant. you can see that multiple links in the topology
could be lost, and every site might still be able to connect to every other site.

* A mesh topology is implemented to provide as much protection as possible
from interruption of service.

* Each host has its own connections to all other hosts.
* Although the Internet has multiple paths to any one location.

* High coast.

gt JI £ lo (M’ | 22026



* High security .

* Many cables and NIC.

* Easy to found the problem in network .
* Easy to solve the problem.

* [f one device down not all the network will be down .

Characteristics, Benefits, and Drawbacks of a ring Topology
Full mesh Topology :-

Characteristics Benefits Drawbacks

Every site has a direct WAN An optimal route exists A full-mesh network can be

connection to every other site. between any two sites. difficult and expensive to
scale, because the addition
of one new site requires a
new WAN link between
the new site and every
other existing site.

The number of required WAN A full-mesh network is fault
connections can be calculated with  tolerant because one or

the formulaw =n*(n-1)/2, more links can be lost and
where w = the number of WAN reachability between all sites
links and » = the number of sites. ~ might still be maintained.
For example, a network with 10

sites would require 45 WAN

connections to form a fully meshed

network: 45 =10* (10-1)/ 2.

Troubleshooting a full-
mesh network is relatively
easy because each link is
independent of the other

links.

Partial-Mesh Topology

 Topology means the study of mapping things one among others. Partial mesh
topology is a way to map multiple routers in such a way that they are tightly
coupled among themselves but not fully inter-connected.

d,u'-’f/f (2 (Mf,qﬁ.l 2xio?(



» A partial-mesh WAN topology, as
depicted in Figure 1-12 , is a hybrid of
the previously described hub-and-
spoke topology and  full-mesh
topology. Specifically, a partial-mesh
topology can be designed to provide an
optimal route between selected - sites,
while avoiding the expense of
interconnecting every site to every
other site.

Characteristics, Benefits, and Drawbacks of a ring
Topology Partial-Mesh Topology :-

Characteristics Drawbacks

Selected sites (that is, sites with A partial-mesh topology A partial-mesh topology
frequent intersite communication)  provides optimal routes is less fault tolerance
are interconnected via direct links,  between selected sites with than a full-mesh
whereas sites that have less-frequent  higher intersite traffic volumes, - topology.
communication can communicate via while avoiding the expense of
another sitc. INEEICONNECtING EVETY Site t0

every other site.

A partial-mesh topology uses fewer A partial-mesh topology s~ A partial-mesh topology
links than a full-mesh topology and ~ more redundant than a hub-  is more expensive

more links than a hub-and-spoke ~ and-spoke topology. than a hub-and-spoke
topology for interconnecting the topology.

same number of sites.
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Hub-and-Spoke Topology

v’ When interconnecting multiple sites (for example, multiple corporate locations)
via WAN links, a hub-and-spoke topology has a WAN link from each remote
site (that is, a spoke site ) to the main site (that is, the hub site ). This approach,
an example of which is shown in Figure 1-10, is similar to the star topology
used in LANS.

v’ With WAN links, a service provider is
paid a recurring fee for each link.
Therefore, a hub-and-spoke topology
helps minimize WAN expenses by not
directly connecting any two spoke
locations. If two spoke locations need
to communicate between themselves,
their communication is sent via the
hub location. contrasts the benefits
and drawbacks of a hub-and-spoke
WAN topology

‘Wireless topology

A wireless access point (AP) allows mobile users to connect to a wired network
wirelessly via radio frequency technologies. Using wireless technologies, APs
also allow wired networks to connect to each other and are basically the
wireless equivalent of hubs or switches because they can connect multiple
wireless (and often wired) devices together to form a network.

The main difference between LAN and WLAN is WLANSs use radiated

energy waves, generally called radio waves, to transmit data, whereas LAN

uses electrical signals flowing over a cable .

gt JI £ lo (M’ | 22029



Networks Defined by Resource Location or computer network architecture

Network architecture refers to how computers are organized in a system and
how tasks are allocated between these computers.

Two of the most widely used types of network architecture are peer-to-peer and
client/server. Computer Network Architecture is defined as the physical and

logical design of the software, hardware, protocols, and media of the
transmission of data. Simply we can say that how computers are organized and
how tasks are allocated to the computer.

The two types of network architectures are

used:
Peer-To-Peer network

Client/Server network

Tvpes Of
Computer Network

Peer-To-Peer Client/Server
network network

Peer to peer (Workgroups )

 Peer-to-peer networks allow interconnected devices (for example, PCs) to
share their resources with one another. Those resources could be, for example,
files or printers and so on. * Each PC that's a member of the group can access
the resources being shared by other PCs and in turn can share its own if
configured to do so. Windows workgroups can be found in homes, schools and
small businesses.

« Joining a workgroup requires setting up the PC with a workgroup name
matching that of other PCs in the group. All Windows PCs are automatically
assigned to a default group named "WORKGROUP" (in Windows XP,

d,«.:"«l/l Lo fﬂ..J’,qi.f 222030



"MSHOME"). Users with administrative privileges can change this name from
the Windows Control Panel (the "Change settings"link under System). Note that
workgroup names are managed separately from computer names.

* In computer networking, a workgroup is a collection of computers on

a local area network (LAN) that share common resources and responsibilities.
The term is most commonly associated with Microsoft Windows workgroups
but also applies in other environments

Peer to peer (Workgroups ) (cont.)

* In workgroup all computers have equal rights.

* Workgroup has a limit of twenty computers.

* In workgroup all computers must be on same local network.

* Workgroup works on all windows version.

* Workgroup works on both IP versions: IPv4 and IPv6.

* In workgroup every computer requires same workgroup name.
» Workgroup needs technical knowledge to setup.

» Workgroup requires security and sharing permissions to be set.

* To use a workgroup computer you need to have a user account on that
computer.

* Passwords can become out of synchronize, if changed on one computer and
not others

Characteristics, Benefits, and Drawbacks of a
Peerto-Peer Network :-

d,u"«l/f o (u...ﬂ,‘.f.l 2z203]1



Characteristics Benefits Drawbacks

Client devices (for Peer-to-peer networks can Scalability is limited because of the
example, PCs) share  be installed easily because increased administration burden of
their resources (for ~ resource sharing is made managing multiple clients,
example, file and possible by the clients’
printer resources) with operating systems, and
other client devices.  knowledge of advanced NOSs

is not required.

Resource sharingis ~ Peer-to-peer networks usually ~ Performance might be less than
made available through cost less than client/server that seen in a client/server network
the clients’ operating  networks because there isno  because the devices providing
SYSEEIS, requirement for dedicated network resources might be
server resources or advanced  performing other tasks not related to
NOS software. resource sharing (for example, word
processing).

‘What is a homegroup?

* A homegroup makes it easier to share files and printers on a home
network. You can share pictures, music, videos, documents, and printers
with other people in your homegroup. Other people can't change the files
that you share, unless you give them permission to do so.

* When you set up a computer with this version of Windows, a homegroup
Is created automatically if one doesn't already exist on your home

network. If a homegroup already exists, you can join it. After you create or
join a homegroup, you can select the libraries that you want to share. You
can prevent specific files or folders from being shared, and you can share
additional libraries later. You can help protect your homegroup with a
password, which you can change at any time.

* A homegroup is protected with a password, but you only need to type the
password once
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* Homegroup does not have a limit of computers.

* You can join as much computers as you want.

* Homegroup can be password protected.

* Homegroup is easy to setup. All sharing options are enabled
automatically.

* Homegroup can be span over the subnet.

* Homegroup requires window?7 or higher version.

* If your network has all computers lower than windows 7
then you should use workgroup. But if you have windows 7
or higher version then you should always use homegroup to
take the advantage of new features.

Client and server architecture :-

* Client-server architecture is an architecture of a computer network in which
many clients (remote processors) request and receive service from a centralized
server (host computer). Client computers provide an interface to allow a
computer user to request services of the server and to display the results the
server returns.

Servers wait for requests to arrive from clients and then respond to them.
Ideally, a server provides a standardized transparent

interface to clients so that clients need not be aware of the specifics of the
system (i.e., the hardware and software) that is providing the service. Clients are
often situated at workstations or on personal computers, while servers are
located elsewhere on the network,usually on more powerful machines.

Master
Domain
Manager
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Client/Server Networks

Password Access

#Shorts? Read
&LittleTail! Full
~Wet#! Full
Server —FEar!s? Write

Mickey

Client/Server Networks

* Client/server networks are pretty much the polar opposite of peer-to-peer
networks because in them, a single server is specified that uses a network
operating system for managing the whole network.

» Any a client machine’s request for a resource goes to the main server, which
responds by handling security and directing the client to the resource it wants .

* it’s a whole lot easier to find the files you need because everything is stored in
one spot on that special server.

* Your security also gets a lot tighter because all usernames and passwords are
on that server.

* It uses for big network with huge number of users on the network.
* It doesn’t require a lot of security.

* Need to operating system special with network like Windows
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server 2016,2019

Characteristics, Benefits, and Drawbacks of a Client/Server
Network

Characteristics Benefits Drawbacks

Client devices (for Client/server networks can ~ Because multiple clients might
example, PCs) share a casily scale, which might rely on a single server for their
common set of resources  require the purchase of resources, the single server can
(for example, file or print  additional client licenses. become a single point of failure in
resources) located on one the network.

or more dedicated servers.

Resource sharing is made ~ Administration is simplified, ~Client/server networks can
possible via dedicated because parameters, such as  cost more than peer-to-peer
server hardware and file sharing permissions and  networks. For example, client/
network operating systems. other security settings, can be server networks might require

administered on a server as  the purchase of dedicated server
opposed to multiple clients.  hardware and a network OS with
an appropriate number of licenses.

servers .-

* File server Stores ,dispenses and shared files.

» E'Mail server The network’s post office, which handles email functions.
* Print server Manages all printers on the network.

» Web server Manages web-based activities by running

Hypertext Transfer Protocol (HTTP) for storing web content and accessing web
pages.

* Application server Manages network applications.

* Telephony server Handles the call center and call routing and can be thought
of as a sophisticated network answering machine.
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» Remote-access server Provides remote users with access to the network
through modems, an IP connection, or wirelessly.

Clint and server network (domain)

* In a domain One or more computers are servers.

» Network administrators use servers to control the security and
permissions for all computers on the domain , This makes it easy to make
changes because the changes are automatically made to all computers.

* [f you have a user account on the domain, you can log on to any computer
on the domain without needing an account on that computer.

* You probably can make only limited changes to a computer's settings
because network administrators often want to ensure consistency among
computers.

* There can be thousands of computers in a domain.

* The computers can be on different local networks.

* Need to operating system special with network like

Windows server 2003,2008,2012,2016,2019

Characteristics, Benefits, and Drawbacks of a Client/Server
Network :-
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Characteristics Benefits Drawbacks

Client devices (for Client/server networks can~ Because multiple clients might
example, PCs) share a easily scale, which might ~ rely on a single server for their
common set of resources  require the purchase of resources, the single server can
(for example, file or print ~ additional client licenses. ~ become a single point of failure in
resources) located on one the network.

or more dedicated servers.

Resource sharing is made ~ Administration is simplified, ~ Client/server networks can
possible via dedicated because parameters, such as  cost more than peer-to-peer
server hardware and file sharing permissions and  networks. For example, client/
network operating systems. other security settings, can be  server networks might require
administered on a server s the purchase of dedicated server
opposed to multiple clients.  hardware and a network OS with
an appropriate number of licenses.

Application server :-

Hosts web apps (computer programs that run inside a web browser) allowing
users in the network to run and use them, without having to install a copy on
their own computers. Unlike what the name might imply, these servers need not
be part of the world wide web; any local network would do Database server
Maintains and shares any form of database (organized collections of data with
predefined properties that may be displayed in a table) over a network.

A database server is a computer system that provides other computers with
services related to accessing and retrieving data from a database. Access to the
database server may occur via a "front end" running locally a user's machine , or
"back end" running on the database server itself, accessed by remote shell.

File server :-

a file server (or fileserver) is a computer attached to a network that provides a
location for shared disk access, shared storage of computer files (such as
documents, sound files, photographs, movies, images, databases, etc.) that can
be accessed by the workstations that are able to reach the computer that shares
the access through a computer network. The term server highlights the role of
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the machine in the client—server scheme, where the clients are the workstations
using the storage. It is common that a file server does not perform
computational tasks, and does not run programs on behalf of its clients. It is
designed primarily to enable the storage and retrieval of data while the
computation is carried out by the workstations.

Print server :-

» A print server, or printer server, is a device that connects printers to client
computers over a network It accepts print jobs from the computers and
sends the jobs to the appropriate printers, queuing the jobs locally to
accommodate the fact that work may arrive more quickly than the printer
can actually handle. Ancillary functions include the ability to inspect the
queue of jobs to be processed, the ability to reorder or delete waiting print
jobs, or the ability to do various kinds of accounting (such as counting
pages, which may involve reading data generated by the printer(s)).

A Game server

* (also sometimes referred to as a host) is a server which is the authoritative
source of events in a multiplayer video game. The server transmits enough data
about its internal state to allow its connected clients to maintain their

own accurate version of the game world for display to players. They also
receive and process each player's input.

A web server

* A web server is a computer system that processes requests via HTTP, the basic
network protocol used to distribute information on the World Wide Web. The
term can refer to the entire system, or specifically to the software that accepts
and supervises the HTTP requests * The primary function of a web server is to
store, process and deliver web pages to clients. The

communication between client and server takes place using the Hypertext
Transfer Protocol (HTTP).

Proxy server

* In computer networks, a proxy server is a server (a computer system or an
application) that acts as an intermediary for requests from clients seeking
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resources from other servers. ¢ A client connects to the proxy server, requesting
some service, such as a file, connection, web page, or other resource available
from a different server and the proxy server evaluates the request as a way to
simplify and control its complexity

* Today, most proxies are web proxies, facilitating access to content on the
World Wide Web, providing anonymity and may be used to bypass IP address
blocking.

Proxy Server

Internet Server

Actual Connection -

Apparent Connection —
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Install workgroup network

Computer e Farchens | Advanced | Sysiem Protactien | Remole
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Windows Update
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Install workgroup network(cont)

System Properties
Computer Name Hudwuclﬁdvanmd.: Syswnﬁmmmmlﬁﬂmlc

& B
q Computer Name/Domain Changes ﬁ

ur computer

Comgl | You can change the name and the membership of this
computer. Changes might affect access to network resources
r_'--,.. o oemahion on. All ights réserved.

Computer nams;
abdo-PC

Full computer name
abdo-PC

| Member of

Domain

dowes Experience Index
ore(TM) i7-36300QM CPU @ 2.40GHz 240 GHz

@) Workgroup

e WORKGROUP rerating System

Touch Input is available for this Display

Cancel ‘ settings

- = = -
T TR L ————

Full computer name: abdo-PC

Windows Update o
Computer description:
Performance Information and

Install workgroup network

Configure IP address IPV4

Organize = Metweork and Sharing Center Add a printer Add a wireless device

Fawvorites - Computer (1)

HE Dezktop
@ Downloads L WIN-IGLEGZMFIGMN
e ——

| Recent Places

4  —a Libranes
= Documents
' Music

] Pictures

E Videos
P Computer

€l Metwork




Configure IP address IPV4

Control Panel Home - 2
View your basic network information and set up connections

"M ] - . .
anage wireless networks g " o 0

Ch 1 ot
DA b ABDO-PC RAGRAG-PC_Network Internet
anced sharing (This computer)

View your active networks
=g GRAG Access type Internet

Puk R " Connections: ! Wireless ¢

Change your networking settings

AGe  Set up & new connection or network
=

Set up & wireless, broadband, dial-up, ad hoc, of VPN cOnnection; o set Up 4 fOuUter OF AcCess Point

W Connect to a network

Connect or reconnect 1o a wireless, wired, dial-up, or VPN network connection,

B Cheose homegroup and shaning optic

Access files and printers located on other network computers, of change sharing settings

- Troubleshoot problerm

Diagnose and repawr v g information

T & » Control Panel » Network and Internet » Network Connections

Organize ~ Disable this network device Diagnose this connection Rename this connection

- -—

!e,é!é' l- RV Y

x . v .r'"

Bluetooth Ethernet Local Area Local Area w.-r.
Network Connection 2 Connection 3
Connection

Configure IP address

4 Local Area Connection Properties

Mﬂmm

Connect using fou can get [P settngs assigned automabically if your network supports
: this capabiity, Othenwise, you need to ask your network administraitor
&¥ Intel(R) 82575LM Gigabit Metwork Connection for the appropriate [P sattings.

1Obitan an [P address automatealy

o) Use the following [P address:
[P address: 192.158. 1 .1

This connection uses the following tems:

[ & Chant for Microsoft Netwarks

¥ JAl\Mvrarm Brdge Protocal

1 U005 Packet Schaduler Subnet mask: EH.255.255. 0
o J=Fia and Printer Sharng Tor Miernsoft Natwarks
'f
w

. Irtamet Protocol Version & (TCP/FVE) Definlt ghlonty-

Intemet Protocol Version 4 (TCP/IPw)
- Link-Layer Topology Discavery Mapper 1O Dever bitain DNS server address sutomabicaly
_'U": <& Link-Layer Topalogy Discovery Responder | #) Uise the following DNS server addresses:

[ Inatal.. ' ririst [ Progetes ] Preferred DNS server:

Descripbion Alternate DNS server:

Tranamissson Control Protocol/intermet Protocol. The defaull
whde area network protocol that peovides communication )
Bcioss diverss interconnacted networks, [l vabdate settings upon ext

Samein all hosts in network with same
network address




Turn of firewall

NADAWALG Internet
Change advanced sharing (This computer)
settings

Change adapter settings

View your active networks
You are currently not connected to any networks,
Change your networking settings

Set up 3 wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose hemegroup and sharning options

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problem:

Diagnose and repair network problems, or get troubleshooting information.

HomeGroup
Internet Options

Windows Firewall

Turn of firewall (cont)

Control Panel Home . " .
Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining #ccess to your computer
thraugh Windows Firewall thraugh the Irternst or & network.
Change notification settings Hew does a firewall help protect my compu

Tum Windows Firesall on or What are network loc ns?
off

Restore defaults Update your Firewall settings

Advanced settings Windows Firewall is not using the recommended

% Use recommended settings
settings to protect your computer,

Troubleshoot mvy nebwork

hat are the rec

l % Home or work (private) networks Mot Connected

l ’3 Public netwarks Connected

Networks in public places such as airponts or coffee shaps

Windows Firewall state: Off

Incoming connections: Bleck all connections to programs that are not on the
list of allowed programis

Active public networks: Mone

Notification state: Metify me when Windews Firewall blocks a new
program




Turn of firewall (

Customize settings for each type of network

You can medify the firewall settings for each type of network location that you use.

What are network locations?
Home or work (private) network location settings

0 Tum on Windows Firewall

@ Turn off Windows Firewall (not recommended)

ublic network location settings

0 Turn on Windows Firewall

rewall blocke
wall DIOCK

_——/—‘“ @ Turn off Windows Firewall (not recommended)

Turn of firewall (cont

Contrel Panel Home . s s .
Help pratect your computer with Windows Firewall

Allow a program or feature

- Windows Firewall can help prevent hackers or malicious scftware from gaining access to your computer
thraugh Windows Firewall

through the Internet or a network.

Change notification settings How does a firewall help protect my computer?
Tum Windows Firewall on or What are network locations?

off

Restore defaults Update your Firewall settings

Advanced settings Windowe Firewall is net wsing the recommended

¥/ Use recommended settings
settings to protect your computer,

Troubleshoot my nebwork

What are the recommended settings?

I ﬁi Home or work (private) networks Mot Connected (¥

I & Public networks Connected (2

Metwarks in public places such 23 airports or coffee shops

Windows Firewall state: Ot

Incoming connections: Bleck all connections to programs that are not on the
list of allowed programs

Active public networks: Mone

Mottfication state: Metify me when Windews Firewall blecks a new
program




Turn of firewall (cont)

Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use.
What are network locations?
Home or work (private) network location settings
0 Turn on Windows Firewall
Block all incoming connections, in
Notify me when Windows Firewall blocks a new program

| @ Turn off Windows Firewall (not recommended)

#Public network location settings
0 Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed programs

Notify me when Windows Firewall blocks a new program

‘-_) @ Turn off Windows Firewall (not recommended)

Sharing folders

Right click on folder then properties ,sharing
then choice the people that can access to
folder
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sharing folders (cont)

Network File and Foider Shaing

) 23 File Sharing

Choose people to share with

Type 3 name and then click Add, or click the arrow to find someone,
Advanced Shamng
Set custom pemissions, create mul
advanced sharing options

-

| % Advanced Shamng.. |

Permission Level

Owner
Password Protection

People must have a user account 3
computer 1o access shared folders |

To change this setting, use the Nefl)

(Close l Im having trouble shanng

sharing folders (cont)

—— —
#2 File Sharing

Choose people to share with

Type a2 name and then click Add, or click the arrow to find somecne.

[ -

Mame Permission Level
Chwrner |

S —

Lo having trouble sharing

[ ®share | [ Cancel




sharing folders

& 2 File Sharing

Your folder is shared.

You can k-mail someone links to these shared items, or copy and paste the links into another program.

Individual Items

Elrashdi

Access to sharing folders

My computer ,network

Organize » System properties Uninstall or change & program Map network drive Open Control Panel

W Favorites 4 Hard Disk Drives (2)

B Desktop 05(C) HP_RECOVERY (D)
& Downloads

38 free of 456 GE

=, Recent Places
4 Devices with Removable Storage (1)
9 Libraries -
« Documents DVD RW Drive (E2)
» —_—
@' Music
&= Pictures

8 Videos
1% Computer

‘il Network




Access to sharing folders(cont)

[ Favorites 4 Computer (1)

B Desktop
& Downloads _}_L‘h. NADAWALG
= Recent Places
A Libraries
¢ Documents
j Music
&= Pictures
E Videos

/& Computer

'E‘m Network

Another way to access to sharing folders

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

o]\ \192.168.200.1 v

% This task will be created with administrative privileges.

0K H Cancel | Browse...

4

.
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Access to sharing folders

[ Favorites 4 Computer (1

M Desktop
# Downloads ) L NADAWAL6

<7
Recent Places

3 Libraries
¢ Documents
o' Music

e Pictures

B Videos
& Computer

€l Network

Access to sharing folders

Favorites Users
Bl Desktop !
W Downloads

| Recent Places

2 Libraries
] Documents
o’ Music

! Pictures

B Viddeos

W Computer

€ Network

{ Favortes
M Desktop shd
& Downloads A wa2b0ctl3

Recent Places Puphc

g Libranes

* Documents
@' Musi

»e Pictures

B Videos
B Computer

€ Network




Configure home group network

@@v €l » Metwork »

Organize ~ Metwork and Sharing Center Add a printer Add a wireless device

This computer is not con ed to a netwaork, Click to connect...

¢ Favorites + Computer (1)
Bl Desktop
8 Downloads L MNADAWALS
e —

| Recent Places

- Libranes

= Documents
@' Music

=/ Pictures
B videos

& Computer

€l Metwork

Configure home group network (cont

Control Panel Home
View your basic network information and set up connections

Manage wireless net s A x '

Change adapter settings NADAWALS Siamat

Change advanced sharing (This computer)

settings
View your active networks
You are currently not connected to any networks
Change your networking settings

Set up a wireless, broadband, dial-up, ad hoe, or VPN connection; or set up a router or access

Connect of reconnect to a wireless, wired, deal-up, or VPN network connection

home 4 shaning

Access files and printers located on other network computers, or change sharing settings.

Diagnose and repair network problems, or get troubleshecting information.

HomeGroup
Internet Options

Windows Firewall




Configure home group network (cont)

e . - Control Panel » All Control Panel tems » HomeGroup v u

Share with other home computers running Windows 7

*8 There is currently no homegroup on the network,

With a homegroup, you can share files and printess with other computers running Windows 7. You can also
stream media to devices. The homegroup is protected with a password, and you'll always be able to choose
what you share with the group.
Tell me more sbout homearoups

dvanced sharing settings

J g

troublesho

Create a homegroup

Configure home group network(cont)

[&¥ Create a Homegroup

Share with other home computers running Windows 7

Your computer can share files and printers with other computers running Windows 7, and you can
stream media to devices using a homegroup. The homegroup is protected with a password, and
you'll always be able to choose what you share with the group.

Tell me more about he megroups

Select what you want to share:

v Pictures Documents
v Music ¢ Printers

v Videos

G




Password protected

o) &¥ Create a Homegroup

Use this password to add other computers to your homegroup

Before you can access files and printers located on other computers, add those computers to your
hemegroup, You'll need the following password.

Write down this password:

fE6gH3q(C8s

If you ever forget your hemegroup password, you can view or change it by opening HomeGroup in
Centrol Panel,

How can gther cormputers join my

Finish

Join to homegroup (cont)

Computer then homegroup then join now

’(;-\]' % » Homegroup

Organize v

{ Favorites
Bl Desktop

Share with other home computers running Windows 7
# Downloads '

Windows detected a homegroup on your network. With a homegroup, you can share files and
& Recent Places printers with other computers running Windows 7. You can also stream media to devices. The
homegroup s protected with a password, and you'll always be able to choose what you share with
4 5@ Libraries the group.
+ Documents To view shared resources, first join the homegroup created by NADawa260c¢tl3.
o' Music
' Pictures E Tell me more about homegroups

a Videos

Join now

& Homegroup

puter
Local Disk (C:)
4% DVD Drive (D:) At

u New Volume (E:)

€M Network

'& 0 items




Join to homegroup

& Join a Homegroup

Type the homegroup password

A password helps prevent unauthorized access to homegroup files and printers. You can get the
password from NADawa260ctl3 on PC or another member of the homegroup.
ere can | find the homegroup password?

Type the new homegroup password from NADawa260ctl 3:

Type a password

#% ¢ Control Panel » All Control Panel ltems + HomeGroup ¥ m

Q &¥ Join a Homegroup

Type the homegroup password

A password helps prevent unauthorized access to homegroup files and printers. You can get the
password from MADawa260ctl3 on PC or ancther mernber of the hormegroup.

¥Where can | find the homegroup password!

Type the password:

FE6QH3QC8s

.--""‘"




Now join to homegroup

" —7495!060'0 m

You have joined the homegroup

You can begin accessing files and printers shared by other people in the homegroup.
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Networking fundamentals




Chapter 3 © &

* Define a network media
» The Purpose of media

* Types of cables

» Coaxial cable

 Twisted pair cable

* Fiber optical cable

» Console cable

By end of this lecture the student will be alile :

* Describe the types of media used in networking.

* Describe the characteristics and uses of each one.

* Describe the types of network cables

 Explain the coaxial cable, twisted pair, fiber optical cable.
* Describe advantages and disadvantages of cables.

» Comparison of the different types of cables
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Network media

* Network media refers to the communication channels used to interconnect
nodes on a computer network. Typical examples of network media include
copper coaxial cable, copper twisted pair cables and optical fiber cables used in
wired networks, and radio waves used in wireless data communications
networks.

» The media might be physical, such as a copper or fiber-optic cable.
Alternatively, the media might be the air, through which radio waves propagate
(as is the case with wireless networking technologies). This section contrasts
various media types, including physical media

Network media

Wireless Wired

—_— Infrared ‘ Twisted Pair

- Radio wave — uTP

Microwave — STP

Satellite ‘ Coaxial Cable

— Thick

Fiber Optic

CONSOIE CaDIP S

¥
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Coaxial cable

* Coaxial cable (commonly referred to as coax ) is composed of two conductors,
one of the conductors is an inner insulated conductor.,

This inner conductor is surrounded by another conductor. This second
conductor is sometimes made of a metallic foil or woven wire.

» Because the inner conductor is shielded by the metallic outer conductor,
coaxial cable is resistant to electromagnetic interference (EMI). For example,
EMI occurs when an external signal is received on a wire and might result in a
corrupted data transmission.

* As another example, EMI occurs when a wire acts as an antenna and radiates
electromagnetic waves, which might interfere with data transmission on another
cable. Coaxial cables have an associated characteristic impedance that needs to
be balanced with the device (or terminator) with which the cable connects.

» Coaxial lines confine the electromagnetic wave to area inside the cable,
between the center conductor and the shield. The transmission of energy in the
line occurs totally through the dielectric inside the cable between the
conductors.

» The most common use for coaxial cables is for television and other signals
with bandwidth of multiple megahertz Although in most homes coaxial cables
have been installed for transmission of TV signals, new technologies

* There are two type of coaxial cable

* Thin Coaxial cable 185m (10base?2)

* Thick Coaxial cable 500m (10base5)

* It is not used much this day.
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Coaxial Cable

Coaxial Cable Design

Outer Jacket

— |

Braided Copper
Shielding Copper Conductor

Plastic Insulation

Coaxial
Connectors

Coaxial cable

10BASES - “Thicknet”

— - .
-
Ve S

R Y
10BASE2 - “Thinnet” é

T shape BNC

T '!'D

T

Hetwork Interface
Card (NIC) with BHC
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Types of coaxial cables

* RG-59:

 Typically used for short-distance applications, such as carrying composite
video between two nearby devices. This cable type has loss characteristics such
that it is not appropriate for longdistance applications. RG-59 cable has a

characteristic impedance of 75 Ohms.
* Where RG (for radio guide)

« Commonly used by local cable companies to connect individual homes to the
cable company’s distribution network. Like RG-59 cable, RG-6 cable has a
characteristic impedance of 75 Ohms.

» Has loss characteristics and distance imitations similar to those of RG-59.
However, the characteristic impedance of RG-58 is 50 ohms, and this type of
coax was popular with early 10BASE2 Ethernet networks.

Common connectors used on coaxial cables

* BNC: A Bayonet Neill-Concelman (BNC) (also referred to as British Naval -
Connector in some literature) connector can be used for a variety of
applications, including being used as a connector in a 10BASE2 Ethernet
network.

* A BNC coupler could be used to connect two coaxial cables together back to
back.

e F-connector: An F-connector is often used for cable TV (including cable
modem) connections.

Twisted-Pair Cable

» Twisted-pair cable consists of multiple individually insulated wires that are
twisted together in pairs. Sometimes a metallic shield is placed around them;
hence the name shielded twisted pair (STP).
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* Today’s most popular LAN media type is twisted-pair cable, where
individually insulated copper strands are intertwined into a twisted-pair cable.
Two categories of twisted-pair cable include shielded twisted pair (STP) and
unshielded twisted pair (UTP).

* There are two type of Twisted-pair unshielded twisted-pair (UTP).

shielded twisted pair (STP).

* [t’s easy to work with.

* It allows transmission rates that were impossible 10 years ago.

* most popular.

* maximum length 100 M.

* prone to noise.

» Unshielded Twisted-Pair

* Unshielded Twisted Pair (UTP) cable is most certainly by far the most popular
cable around the world. UTP cable is used not only for networking but also for
the traditional telephone (UTP-Cat 1) » Unshielded twisted-pair cable (UTP) is a
four-pair wire medium used in a variety of networks.

* Each of the 8 individual copper wires in the UTP cable is covered by
insulating material.

* In addition, each pair of wires is twisted around each other.

» This type of cable relies solely on the cancellation effect produced by the
twisted wire pairs, to limit signal degradation caused by EM | and RFI.

* CAT 5,CAT6, CAT 6A are the one most frequently recommended

and implemented in installations today.

* Unshielded twisted-pair cable has many advantages.

* It is easy to install and is less expensive than other types of
networking media.

* However, the real advantage is the size. Since it has such a
small external diameter, UTP does not fill up wiring ducts as
rapidly as other types of cable.

Common categories of UTP
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Common catég@nes of UTP

UTP Categories - Copper Cable
UTP Category  DataRate  Max. Length Cable Type Application

CAT1 Up to 1Mbps - Twisted Pair Old Telephone Cable

CAT2 Up to 4Mbps - Twisted Pair Token Ring Networks

CAT3 Up to 10Mbps Twisted Pair Token Rink & 10BASE-T Ethernet

Up to 16Mbps Twisted Pair Token Ring Networks

Up to 100Mbps Twisted Pair Ethernet, FastEthernet, Token Ring

Up to 1 Gbps Twisted Pair Ethernet, FastEthernet, Gigabit Ethernet

Up to 10Gbps Twisted Pair  GigabitEthernet, 10G Ethernet (55 meters)

Up to 10Gbps Twisted Pair  GigabitEthernet, 10G Ethernet (55 meters)

Up to 10Gbps Twisted Pair  GigabitEthernet, 10G Ethernet (100 meters)

Common categories of UTP cont

100BASEIX | 100 Mbit 100 MHz
1000BASETX |  1Gbit | 100 MHzDuplex
EWTIAS68821 | 11060t | 250 MHz
10GBASET 1060 | 500MHz
10GBASE-T 10 Gbi 600 MHz
10GBASET | 1066t |  1000MHz
" M0GBASET | 40Gbit | 1600-2000MHz
* Depends on length and cable type
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Common categories of UTP cont

Balanced Twisted-Pair Copper Cabling (4-pair)
Application Distance (meters) Media - Components
10BASE-T 100 m Categories 3, 5e, 6, 6A, and 7a
100BASE-T 100 m Cateqories 3, 9e, 6, 6A, and 7a
1000BASE-T 100 m Categories 5e, 6, 6A, and 7a
2.5GBASE-T! 100 m Categories 6A and 7a
SGBASE-T’ 100 m Categories 6A and 74
10GBASE-T 100 m Categories 6A and 7a
25GBASE-T? 30 m Categories 8, 8.1 and 8.2°
40GBASE-T* 30m Categories 8, 8.1 and 8.2°
' May operate over some configurations of installed categories 5e and 6.
2 Targeted for data center deployments only.
3 Cateqory 8 defined by TIA. Categories 8.1 and 8.2 defined by ISO/IEC.

Ethernet standards

* Defined in the IEEE 802.3 standard in 1983
* [EEE = Institute of Electrical and Electronics Engineers

& IEEE
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Ethernet standards (copper)

Speed Common IEEE Informal Maxinaum

Name Standard Name Length
10 Mbps Ethernet 802.3i 1OBASE-T 100 m

100 Mbps Fast 802.3u  1OOBASE-T
Ethernet

1 Gbps Gigabit 8202.3ab 1O00O0BASE -
Ethernet T

10 Gbps 10 Gig 802.3an 10GBASE-T
Ethernet

Ethernet Local Area Networks (LANs)

Standard Maximum Cable Length in
Meters

10Base5 500

10Base2 185

10BaseT 100

100Base-TX 100

100Base-FX
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What’s in a Name?

Ethernet naming rules:

10 Base T

Transmission Rate Copper unshielded twisted

pair

Baseband signaling

Uses the entire bandwidth of the transmission medium

UTP Implementation
» »Straight-through_ |

Cable 10BaseT/
100BaseT Straight-through

& e & $

Hub/Switch Server/Router

Pin Label Pin Label
RD+ —-1 TD+
RD- «——2 TD-
TD+———=>p3 RD+
NC 4 NC
NC 5 NC
T0- =——+6 RD-

NC 7 NC Wires on cable ends

NC 8 Ne are in same order
This just for 10base-t and 100 base-t -

Straight-through Cable

-
==}
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-3
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UTP Implementation Crossover

Cable 10BaseT/
100BaseT Crossover Crossover Cable

=7 L=’
i m— | —
Hub/Switch Hub/Switch

Pin Label Pin Label
RD RD+

RD- RD-

TD+ TD+

NC NC

NC NC

TD- TD-

NC NC Some wires on cable

NC NC
ends are crossed
This just for 10base-t and 100 base-t

Straight cable

AN
AARNRNRNNRNNNAN -

T I

[-F RNNNNNENSN
RSSEERRENY

ARNNNNNNNAYN

[+]
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o
«

«
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Crossover cable

To
3
b
1

Straight-Through or Crossover cables

MDI / MDI-X /

straight
cable
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Industry-standard

* To define industry-standard pinouts and color coding for twisted-pair cabling,
the TIA/EIA-568 standard was developed. ¢ The first iteration of the TIA/EIA-
568 standard has come to be known as the TIA/EIA-568-A standard, which was
released in 1991.

« NOTE The TIA/EIA acronym comes from Telecommunications Industry
Association/ Electronic Industries Alliance. ¢ In 2001, an updated standard was
released, which became known as TIA/EIA-568-B . Interestingly, the pin out of
these two standards is the same. However, the color coding of the wiring is
different.

Industry—-standard

Par2 Par3

| |
Par3 |Par1| Pard Par2 1Pa_r1\1 P;rl
/\ A AN WA

ANlALA
LA I A

12345678

A/

| e |
Yun

+ Azukblanco

« Al

+ Naranja-blanco
- Naranja

+ Verde-blanco
« Verde

+ Cafe-blanco
- Cafe

TIA/EIA 568A Wiring

oW ow ww Green-White

el
Orange-White

=== e

™ = = = m BlueWhite
Orange

m = = = m BrownWhite

e Erown

TIA/EIA 5688 Wiring
Orange-White
Orange

m = = = wm Green-White

e— Blue

™ = = = = Blue-White

s Green

m = = = = Brown-White

510w

Now new devices has auto MDI-

Receive

=3
&~
>

Transmit
(%)

Auto MDI-X

{i_

3

4 -
o
©

l} Transmit
27 (™

7 -
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1000base-T 10Gbase-T

Each pair is bidirectional.

Shielded Twisted-Pair

* Shielded twisted pair (STP) cable was originally designed by IBM for token
ring networks that include two individual wires covered with a foil shielding,
which prevents electromagnetic interference, thereby transporting data faster.

* Shielded twisted-pair cable (STP) combines the techniques of shielding,
cancellation, and twisting of wires.

 Each pair of wires is wrapped in metallic foil. « The four pairs of wires are
wrapped in an overall metallic braid or foil. « STP affords greater protection
from all types of external interference, but is more expensive and difficult to
install than UTP.

* The metallic shielding materials in STP need to be grounded at both ends.

Shiclded Twisted Pair
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Comparison Between UTP and STP

* UTP VS. STP « Technology — STP is shield while UTP is unshield. The
shield technique could enhance the the confidentiality of STP. Thus, STP has a
higher fidelity than UTP.
 Transmission speed — UTP is faster than STP based on the same type of
copper wires on data transferring.

» Applications — UTP is widely used for data transmission within short
distance, and is very popular for home networking connecting. STP is mainly
applicable to connections among enterprises over longer distance.

» Cost — It is universally acknowledged that UTP has a nice price. The cost of
STP is much higher than UTP.

UTP Cable

STP Cable

Common connectors used on twisted-pair
cables :-

» We have three types (RJ45,RJ11 and DB-9 (RS-232))

» RJ-45: A type 45 registered jack (RJ-45) is an eight-pin connector found in
most Ethernet networks. However, most Ethernet implementations only use four
of the eight pins.

RJ 45 Connector
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Rj 45

* RJ45 is a type of connector commonly used for Ethernet networking. It looks
similar to a telephone jack, but is slightly wider. Since Ethernet cables have an
RJ45 connector on each end, Ethernet cables are sometimes also called RJ45
cables.

 The "RJ" in RJ45 stands for "registered jack," since it is a standardized
networking interface. The "45" simply refers to the number of the interface
standard. Each RJ45 connector has eight pins, which means an RJ45 cable
contains eight separate wires. If you look closely at the end of an Ethernet cable,
you can actually see the eight wires, which are each a different color. Four of
them are solid colors, while the other four are striped

R J-11

* A type 11 registered jack (RJ-11) has the capacity to be a sixpin connector.
However, most RJ-11 connectors have only two or four conductors. An RJ-11
connector is found in most home telephone networks. However, most home
phones only use two of the six pins.

Fiber-Optic Cable

» An alternative to copper cabling is fiber-optic cabling, which sends light
(instead of electricity) through an optical fiber (typically made of glass). Using
light instead of electricity makes fiber optics immune to EMI. Also, depending
on the Layer 1 technology being used, fiber-optic cables typically have greater
range (that is, a greater maximum distance between networked devices) and
greater data-carrying capacity.

* The part of an optical fiber through which light rays travel is called the core of
the fiber.

« If the diameter of the core of the fiber is large enough so that there are many
paths that light can take through the fiber, the fiber is called “multimode” fiber.
» Single-mode fiber has a much smaller core that only allows light rays to travel
along one mode inside the fiber.

Fiber—-Optic Cable cont

: the fibevglass core itself
: cladding that reflects light
: a protective buffer

: the outer jacket of the cable
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»Single-Mode Fiber
* SMF eliminates the issue of multimode delay distortion by having a core with
a diameter so small that it only permits one mode (that is, one path) of
propagation. With the issue of multimode delay distortion mitigated, SMF
typically has longer distance limitations than MMF.
» A potential downside to SMF, however, is cost. Because SMF has to be
manufactured to very exacting tolerances, you usually pay more for a given
length of fiber optic
» cabling. However, for some implementations, where greater distances are
required, the cost is an acceptable trade-off to reach greater distances.
» Single-mode fiber-optic cable (SMF) is a very high-speed, long-distance
media that consists of a single strand— sometimes two strands—of fiber glass
that carries the signals. Light emitting diodes (LEDs) and laser are the light
sources used with SMF

Single-Mode Fiber cont

Cladding

Core

2\

| \Z

Light Path
(Mode)

Light Propagation in Single-Mode Fiber

Single mode fiber optical

* Core diameter is narrower than

multimode fiber.

°—UL = * Light enters at a single angle
1N a

(mode) from a laser-based

Mrzeon (httpsifcommons.wikimedia.orghvikiFile:Optical _fiber_types svg)
Optical fiber types”, edited, »
htips J/icreatvecom mons.org/icensesby-sa’3.Oflegakode tra nsmi tte r.

TR i

* More expensive than multimode

T 4 g — fiber (due to more expensive
————— laser-based SFP transmitters)
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Single-Mode Fiber cont

Singlemode Optical Fiber Cabling
{operation requires 2 fibers unless otherwise specified)
081 and OS2
Distance (kilometers)
1000BASE-LX 5 km
10GBASE-LX4 10 Km
10GBASE-E 40 km
10GBASE-L 10 km
25GBASE-LR 10 km
25GBASE-ER 40 km'
40GBASE-LR4 10 km
40GBASE-ER4! 40 km’
50GBASE-FR 2 km
S0GBASE-LR 10 km
100GBASE-DR 0.5 km
100GBASE-LR4 10 km
100GBASE-ER4" 40 km'
200GBASE-DR4= 0.5 km
200GBASE-FR4 2 km
200GBASE-LR4 10 km
400GBASE-DR42 0.5 km
400GBASE-FR8 2 Km
400GEASC-L RO 10 km
! Links longer than 30 km (98,400 ft) are considered engineered links. Consult
IEEE Std 802.3-2018 for additional information
< 8 fibers required for transmission

Application

»Multimode Fiber

» When a light source, such as a laser, sends light pulses into a fiber-optic cable,
what keeps the light from simply passing through the glass and being dispersed
into the surrounding air? The trick is that fiber-optic cables use two different
types of glass. * There is an inner strand of glass (that is, a core ) surrounded by
an outer cladding of glass, similar to the construction of the previously
mentioned coaxial cable.

» The light injected by a laser (or LED) enters the core, and the light is
prevented from leaving that inner strand and going into the outer cladding of
glass. Specifically,

* the indices of refraction of these two different types of glass are so different
that if the light attempts to leave the inner strand, it hits the outer cladding and

* bends back on itself.

» Multimode fiber-optic cable (MMF) also uses light to communicate a signal;
but with it, the light is dispersed on numerous paths as it travels through the
core and is reflected back. A special material called cladding is used to line the
core and focus the light back onto it
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Multimode Fiber cont

A

Light Propagation in Multimode Fiber

Multimode fiber optical

» Core diameter is wider than

single-mode fiber.
* Allows multiple angles (modes) of
light waves to enter the fiberglass

core.

* Allows longer cables than UTP, but
shorter cables than single-mode
fiber.

* Cheaper than single-mode fiber
(due to cheaper LED-based SFP

tranmitters).
Multimode Fiber cont

Multimode Optical Fiber Cabling
(operation requires 2 fibers unless otherwise specified)

Application

om1

om2

[

oms3

[

omMm4a

Distance (meters)

10/100BASE-SX

300 m

300 m

300 m

300 m

100BASE-FX

2.000 m

2,000 m

2.000 m

2.000 m

1000BASE-SX

275 m

550 m

1.000m

1.100 m

1000BASE-LX

550 m

S50 m

S50 m

550 m

10GBASE-S

33 m

82 m

300 m

400 m

10GBASE-LX4

300 m

300 m

300 m

300 m

10GBASE-LRM

220 m

220 m

220 m

220 m

25GBASE-SR

70 m

100 m

40GBASE-SR42

100 m

150 m

SOGBASE-SR

70m

100 m

100GBASE-SR2"

70 m

100 m

100GBASE-SR42

70m

100 m

100GBASE-SR104

100 m

150 m

200GBASE-SR42

70m

100 m

400GBASE-SR4 . 22°

70m

100 m

400GBASE-SR832°¢

| O N | L L el i)

| |l LM L) L L [

70m

100 m

400GBASE-SR16%

70m

100 m




Multi-mode fiber optic cable standards

Minimum reach of Ethernet variants over muiti-mode fiber

Minimum
25 Gb 40Gb

dal B Gb(1000  1Gb(1000MD) | _"°° | 10GbEthernet s
moda erne!
met Ethernet Ethernet  Cohemet

eme Ethernet = Ethernet
Category bandwidth Mb) Ethernet = Ethernet 1000BASE- 10GBASE-LRM
1 10GBASE- 25GBASE- 40GBASE- 40GBASE- 100GBASE-

8507953/ : 1000BASE-SX X (requires EDC)
SR SR SWDM4 SR4 SR10

1300 nm**

Fiber —optical cable standards

Informal Cable Type | Maximum
Name Length
1O000BASE- Muftimode o 550 m (MM)

LX Single -Mode 5 km (SM)
1O0GBASE -5R 2802.5a¢8 Multimode 400 m

TOGBASE-LR 802.3a¢ Singfe-Mode 10 ke

10GBASE -ER Single-Mode 30 kim
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Single and multi mode

Cladding
Core

Multimode Fiber

>

[T Cladding

-

Single mode

y

Light Path
(Mode)

Single and multi mode

Fiber Media Modes

Single-Mode

Produces single straight path
for light

Polymeric Coating

vl

Glass Cladding Glass Core=50/62.5
125 microns dia microns

Glass Cladding  Glass Core=8-10
125 microns dia microns

Multimode

Allows multiple path for
light

LA

Small Core

Less Despersion

Suited for long distance applications
{up to 100 km, 62,14 mi.)

Uses lasers as the light source often
within campus backbones for distance
of several thousand meters

Multimode Multimode Multirnode Single-mode

100-140 62.5-125 50-126 10-126
microns microns microns microns

Larger core than single-mode cable (50
microns or greater)

Allows greater dipersion and therefore, loss
of signal

Used for long distance appliication, but
shoter than single-mode (up
to ~2km, 6560 ft)

Uses LEDs as the light source often within
LANSs or distances of couple hundred
meters within a campus network




e Pros and cons Fiber Optic

* Pros « Fiber can transfer lots of data quickly with very little latency (delays in
data processing), making it the fastest internet available. The data flows over
long distances without degrading like it does with cable, so the information gets
from one place to another quickly and intact. Even better, fiber optic internet
does not have bandwidth caps, so you can theoretically use as much as you
need.

« In addition, fiber optic internet has the scalability, stability, and security that a
business needs. Fiber optic wavelengths can be turned on and off on demand,
and extra fiber infrastructure can be placed to accommodate growth, which
means a growing business can easily customize and scale their services if
needed

* Fiber also is more reliable in that it is more resistant to electromagnetic,
corrosive, and lightning-related damage, and it is less likely to go down during a
power outage; thus, it tends to be a more stable option.

* Furthermore, this form of internet service is also harder to hack, and it does
not radiate signals the way cable internet does. Breaches are easier to identify as
soon as they occur as well, meaning that your data is more secure with fiber

internet vs. cable. Plus, the fire hazard associated with traditional copper wiring
Is also absent with fiber, as it does not use electricity.

= Cons

* While there are significant advantages to fiber, it is far from a perfect
replacement for traditional technology. While fiber is thinner and lighter than
copper cable, it is also more delicate, making it more susceptible to physical
damage from construction mishaps, wildlife, radiation, or chemicals. It is also
sensitive to bending, so maneuvering and laying fiber cabling is a challenge.
Fiber optic threads are also potentially harmed by what is known as “fiber fuse.”
This occurs when there is an imperfection in the fiber and, when too much light
meets the anomaly, it causes permanent damage to the fiber.

* Another major drawback to fiber internet vs. cable is the high short-term
costs. Fiber optic internet requires a whole new infrastructure to be
implemented for use, which is very expensive. It requires trained specialists and
special equipment to install. Repairs are also very costly if the fiber is damaged.
* An additional issue with fiber is its limited availability. As it is a relatively
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new technology, fiber optic internet is not yet as widely available as cable or
DSL.

Pros and cons Fiber Optic

pros:-
* Can transmit up to long kilometers

* High speed cons:-

* [s difficult to install

* Is more expensive than twisted-pair

« Troubleshooting equipment is more expensive than twisted-pair test
equipment

¢ Is harder to troubleshoot

Comparison table UTP and fiber optic

UTP Fiber-Optic

v Lower cost than fiber-optic. Higher cost than UTP,

v Shorter makimum distance than Longer maximum distance than
fiber-optic (~100m), UTF.

v Can be vulnerable to EMI No vulnerabifity to EMI.
(Eletromagnetic tnterference). SFP ports are more expensive

* RJ45 ports used with UTP are than RJ45 ports (single-mode i
cheaper than SFP ports. more expensive than multimode),

v Emit (feak) a faint signal outside Does not emit any signal outside
of the cable, which can be copied of the cable (=no security risk).
(=security risk)
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Comparison table UTP and fiber optic cont

Comparisons Between UTP, MM, and SM Etheret Cabling

Criteria UTP Multimode  Single-Mode

Relaive Cost of Cabling low (Medim | Medum

Relaive Cost ofa Swith Port low | Medium | High

'Approximate Max Distance 100m | S00m 0k

Relaive Susceptibility to Inteference Some | None None

Pelarive Risk of Copying from Cable Emissions | Some | None None

Common connectors used on fiber-optic
cables

The ST commector

uses a half-twist
bayonet type of
lock.

s The SC uses a
push-pull cornme ctor
’ similar to common
audio and video
plugs and sockets.
)=
B il LC connectors have a
SC flange on top, similar
to an RJ-45 connector,
that aids secure
connaction.

L MT-RJ is a popular
connector for two
fibers in a very
small form factor.

9
MT-RJ

gl J 7l (um/l oy azxio (9



Console (Rollover) cable

* a rolled Ethernet cable to connect a host to a router console serial

communication (com) port.
* I[f you have a Cisco router or switch, you would use this cable to connect your

PC running HyperTerminal to the Cisco hardware.
* Eight wires are used in this cable to connect serial devices, although not all

eight are used to send information, just as in

Device with Console

RJ-45-10-RJ-45 PC

Rollover Cable _
—mi]--
9

RJ-45-t0-DB-9 Adapter
labeled TERMINAL

+ PCs require an RJ-45 10 DB-9 or RJ-45 to DB-25 adapter.

* COM port settings are 9600 bps, 8 data bits, no parity, 1 stop bit, no flow control.

+ This provides out-of-band console access.

* AUX switch port may be used for a modem-connected console 1o caleh elrachd

Console (Rollover) cable

Device with Console

RJ-45-t0-RJ-45

5 Rollover Cable

RJ-45-t0-DB-9 Adapter
labeled TERMINAL

* PCs require an RJ-45 to DB-9 or RJ-45 to DB-25 adapter.

« COM port settings are 9600 bps, 8 data bits, no parity, 1 stop bit, no flow control.
+ This provides out-of-band console access.

+ AUX switch port may be used for a modem-connected console.
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DB-9 (RS-232)

* A 9-pin D-subminiature (DB-9) connector is commonly used as a connector
for asynchronous serial communications. One of the more popular uses of a
DB-9 connector is to connect the serial port on a computer with an external
modem.

Y v

AR

DB-9 (RS-232)
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Ip address version 4

ABDELSALAM SALEH ELRASHDI

Networking fundamentals

g»‘-t///l o (u.../l s | 22082



Chapter 4 © &

Outlines
« Introduction to IPv4 address
* Purpose of IPv4
* [P Address Classes
* Reserved Ip V4 Address
* Public and Private Addresses

» Network address translation (NAT)

* Define IP address v4

* Explain the purpose of [PV4

* List of IPV4 classes .

* [dentify reserved IP address

* Distinguished between private and public IP

 Importance of network address translation (NAT).
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IPV4

Internet Protocol version 4 (IPv4) is the fourth version of the Internet Protocol
(IP). It is one of the core protocols of standards-based internetworking methods
in the Internet and other packet-switched networks. IPv4 was the first version
deployed for production in the ARPANET in 1983. It still routes most Internet
traffic today,[1] despite the ongoing deployment of a successor protocol, IPv6.
IPv4 is described in IETF publication RFC 791 (September 1981), replacing an
earlier definition (RFC 760, January 1980).

IP V4 addressing

* [P (Internet Protocol) determines where we are going to send packets to by
looking at the destination IP address

* [Pv4 uses a 32-bit address space which provides 4,294,967,296 (232) unique
addresses, but large blocks are reserved for special networking methods.

* Consist of 32bit( four octets)

- Octet=8bits

- Octet=0-255

- Octet1.Octet2.0Octets3.Octet4

- Example of 192.168.20.50

- 10.0.0.50 200.58.12.45

- 172.16.4.20 20.10.1.40

Purpose of I'Pv4
The Internet Protocol is the protocol that defines and enables internetworking at
the internet layer of the Internet Protocol Suite. In essence it forms the
Internet. It uses a logical addressing system and performs routing, which is the
forwarding of packets from a source host to the next router that is one hop
closer to the intended destination host on another network.
without IP address we can't access to other devices in network
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IP Address Classes

Bits: 1 8 16 17
Class A ONNNNNNN

Range (1-126)
Bits: 1 8 9 16 17 24 25

Class B 10NNNNNN ‘ Network ‘ Host ‘

Range (128-191)
Bits: 1 8 9 16 17 24 25 32

Class C T10NNNMNN Metwork Metwork Host ‘

Range (192-223)
Bits: 1 8 9 16 17 24 25 32

g

Class D 1110MMMM | Multicast Group | Multicast Group |Multicast Group

ICHD20GR_22

Range (224-239)

Examples of IP Addressing :

1- 200.10.200.4
2-10.20.56.100
3-192.168.0.20
4-192.169.200.30
4-172.35.20.241
5-200.10.30.6

6- 172.30.20.200
7-265.20.100.5

1. Class A :
No of network = 2°7-2 = 126

No of host = 2724-2 = 16,777,214
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2. Class B :
No of network = 2°14-2 =16,382

No of host = 2*16-2 =65,534

3. Class C

No of network = 27°21-2 =2,097,152

No of host = 2°8-2 =254

Default Subnet Masks

Class A Metwok
Subnet Mask

£45%

Class B
Subnet Mask

Class C
Subnet Mask

Address Value in First Classful Mask Classful Mask
Class Octet (Dotted Decimal) (Prefix Notation)

Class A 1-126 255.0.0.0
Class B 128-191 255.255.0.0
Class C 192223 299.255.255.0
Class D 224-239 —

Class E 240-255
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IP Address Classes

Class A 72 6 16,777,214  255.0.0.0

Class B 727‘;— 76 16 16,384 65,534  255255.0.0

192 -
Class C 223 24 8 2,097,152 254 255.255.255.0
Class D 224 - Not Not Not Not Not

(multicast) 239  defined  defined  defined defined defined

Class E. 240 -  Not Not Not Not Not
(reserved) 254  defined  defined  defined defined  defined

Reserved Ip V4 Address

Network Address

Broadcast Address

Default Route (0.0.0.0)

Loopback (127.0.0.1)

Link-Local Addresses “Automatic Private IP
Addressing (APIPA)” (169.254.x.x)
Reserved Ip V4 Address

Public IP address

* Public IP address of a system is the IP address which is used to communicate
outside the network. Public IP address is basically assigned by the ISP (Internet
Service Provider).
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« It is public global addresses that are used in the Internet. A public IP address is
an IP address that is used to access the Internet. Public (global) IP addresses are
routed on the Internet, unlike private addresses.

Private IP address

* Private IP address of a system is the IP address which is used to communicate
within the same network. Using private IP data or information can be sent or
received within the same network. ¢ Private internal addresses are not routed on
the Internet and no traffic cannot be sent to them from the Internet, they only
supposed to work within the local network. ¢ Private addresses include IP
addresses from the following subnets:

Private Addressing

Address Class Reserved Address Space
Class A 10.0.0.1 through10.255.255.254
Class B 172.16.0.1 through 172.31.255.254

Class C 192.168.0.1 through 192.168.255.254

Examples of IP Addressing :

1- 200.10.200.4
2-10.20.56.100
3-192.168.0.20
4-192.169.200.30
5-172.35.20.241
6- 200.10.30.6
7-172.30.20.200
8- 265.20.100.50
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Private Addressing

Internet
ISP 1 ISP 3
ISP 2 172.16.0.0
) ?‘ b Private Net

192.168.1.0 ~ 172.16.0.7
Private Net r 172.16.0.6

192,168.1.1 172,16.0.5

172.16.0.4
172.16.0.1

1081 10.0.0.10
192.168.1.2 - 172.16.0.2

Private 'V public IP address

Scope is local. Scope is global.

It is used to communicate within the network. It is used to communicate outside

the networlk.

Private |IP addresses of the systems connected Public IP may differ in uniform or

in a network differ in a uniform manner. non-uniform manner.

It works only in LAN. It is used to get internet service.
It is used to load network operating system. It is controlled by ISP

It is available in free of cost. It is not free of cost.

FPrivate IP can be known by entering “ipconfig” Public IP can be known by
on command prompt. searching “what is my ip” on

google.

Range: Range:

16.0.8.8 — 18.255.255.255, Besides private IP addresses, rest

172.16.6.&¢ — 172.31.255.255, are public.
192.162.8.8 — 192 .168.255.255




Network address translation (N.AT)

* NAT has many uses, but its key use is to save IP addresses by allowing
networks to use private IP addresses there are three types of NAT :-
v’ Static NAT (from one to one )uses a one-to-one mapping of local and

global addresses, and these mappings remain constant.

v" Dynamic NAT (from one to multi) uses a pool of public addresses and
assigns them on a first-come, first-served basis

v' PAT NAT overloading (sometimes called Port Address Translation)
(from one to all) maps multiple private IP addresses to a single public IP

address or a few addresses.

. Static NAT
¢ 192.168.1.20 ----11.20.30.23

*10.0.0.5 20.14.25.30
+172.16.0.20 ----200.50.10.20

Dynamic NAT

10.0.0.5 ----205.10.20.3
10.0.0.6 ----205.10.20.3
10.0.0.7 ----205.10.20.3
10.0.0.8-----200.0.0.20
10.0.0.9 200.0.0.20
10.0.0.10 200.0.0.20

10.0.0.5 ----205.10.20.3
10.0.0.6 ----205.10.20.3
10.0.0.7 ----205.10.20.3
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The subnetting

‘What is sub netting?

* Sub netting is to get many network IPs from one network IP by changing in
the network portion and the host portion in the original network IP.
* The following examples illustrates how we can make subnetting for a certain

IP address.

Example :-
* Ex:192.168.1.65

* [ want 30 computers
1- Network 1D

2-frist valid ip address
3- last valid ip address

4- Broadcast ip address

Classless Inter-Domain Routing (CIDR)

Used to allocate an amount of IP address space to a given entity (company,
home, customer, etc).

Example: 192.168.10.32/28

The slash notation (/) means how many bits are turned on (1s) and tells you
what your subnet mask is.

http://www.subnet-calculator.com/
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CIDR Values

255.0.0.0 255.255.240.0
255.128.0.0 255.255.248.0
255.192.0.0 255.255.252.0
255.224.0.0 255.255.254.0
255.240.0.0 255.255.255.0
255.248.0.0 255.255.255.128
255.252.0.0 255.255.255.192
255.254.0.0 255.255.255.224
255.255.0.0 255.255.255.240
255.255.128.0 255.255.255.248
255.255.192.0 255.255.255.252
255.255.224.0

Ex:192.168.1.65

* No of host 30 then 2”n -2<=30

* N is number of 0 =5 =32
11111111.111211111.1121211111.11200000
* 255255255224

* How 11100000 = 224 by
*12864321684321
*111000000 128+64+32=224

* Now I will fund fix addition between each network 256 -224 =32 then
* First network is

*1192.168.1.0

*2192.168.1.32

*3192.168.1.64

*4192.168.1.96

1- so Network ID 192.168.1.64

2-frist valid ip address 192.168.1.65
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3- last valid ip address 192.168.1.94
4- Broadcast ip address 192.168.1.95
5-CIDR is number of ones 27 28

Ex 172.16.101.100

* No of host 500 then 2”n -2<=30

* N is number of 0 =9 =32

e 11111111.11111111.11111110.00000000

* 2552552540

* How 11100000 = 254 by
*12864321684321

111111110 128+64+32+16+8+4+2 =254
* Now I will fund fix addition between each network 256 -254=2 then
* First network 1s

*1172.16.0.0

*2172.16.2.0

*3172.16.4.0

*N 172.16.100.0

*N 172.16.102.0

1- so Network ID 172.16.100.0

2-frist valid ip address 172.16.100.1

3- last valid ip address 172.16.101.254

4- Broadcast ip address 172.16.101.255
5-CIDR is number of ones 23

Ex 10.50.50.50

*10.75.50.50 /10
*11111111.11000000.00000000.00000000
*25519200

* How 11000000 = 192by
*+12864321684321

«110000000 128+64+0+0+0+0+0 =192
e Now I will fund fix addition between each network 256 -192=64then
* First network is

*110.0.0.0

*210.64.0.0

*310.128.0.0
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*4172.16.192.0

1- so Network ID 10.64.0.0

2-frist valid ip address 10.64.0.1

3- last valid ip address 10.127.255.254
4- Broadcast ip address 10.127.255.255
5-CIDR is number of ones 10 30

Subnetting Class Addresses

In a Class C address, only 8 bits are available for defining the hosts. Remember
that subnet bits start at the left and go to the right, without skipping bits. This
means that the only Class C subnet masks can be the following:

Binary Decimal CIDR

Binary  Decimal CIDR

10000000 = 128
11000000 = 192
11100000 = 224
11110000 = 240
11111000 = 248
11111100 = 252
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Addressing Summary Example

172.16.2.160 10101100 00010000 00000010 10100000 Host .

200.255.255.192 Mask

Subnet 4

Broadcast

First

Last

Addressing Summary Example

172.16.2.160 10101100 00010000 00000010 10100000 Host .

955255255192 11111111 11111111 11111111 11000000Mask.

Subnet

Broadcast

First

Last
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Addressing Summary Example

L2 | e [ 2 [ e |
o—

172.16.2.160 10101100 00010000 00000010 10100000 Host .

255255255192 11111111 11111111 11111111 11000000 Mask.

Subnet

Broadcast

First

Last 7

Addressing Summary Example

L2 [ e [ 2 [ e |
o

172.16.2.160 10101100 00010000 00000010 10100000 Host .

255255255192 11111111 11111111 11111111 11000000 Mask.

10000000 Subnet (@)

Broadcast

First

Last
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Addressing Summary Example

2 [ e [ 2 [ e |
o

172.16.2.160 10101100 00010000 00000010 10100000 Host .

255.255255.192 11111111 M111111 11111111 11000000Mask.

10000000 Subnet @)

10111111 Broadcast

irst g

Last

Addressing Summary Example

2 [ e | 2 | e |
o

172.16.2.160 10101100 00010000 00000010 100000 Host .

255255255192 11111111 11111111 11111111 onnoooMask.

000000 Subnet .

0111111 Broadcast

onnom’nrst .

Last
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Addressing Summary Example

L2 [ e [ 2 | e |
o

172.16.2.160

255.255.255.192

10101100 00010000 00000010

100000 Host .

11111111

11111111

11111111

11000000 Mask .

10000000 Subnet (@)

D111111 Broadcast

000001’1rst .

5111110 Last @)

Addressing Summary Example

172.16.2.160

255.205.255.192

10101100

00010000

00000010

1C

o

100000 Host .

11111111

11111111

11111111

000000 Mask .

10101100

00010000

00000010

000000 Subnet .

10101100

00010000

00000010

0111111 Broadcast

10101100

00010000

00000010

onnom’nrst .

10101100

00010000

00000010

111110 Last @)
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Addressing Summary Example

[ [ e | 2 [ e |
- &

172 16.2 160 10101100 00010000 00000010 10100000 Host .

25592559255 192 11111111 11111111 11111111 11000000 Mask.

172162128 10101100 00010000 00000010 10000000 Subnet ()

172.16.2.191 10101100 00010000 00000010 10111111 Broadcast

172.16.2.129 10101100 00010000 00000010 10000001 First .

17216219 10101100 00010000 00000010 1];111110 Last @)
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Chapter 5 © &

0 t e »
* OSI model
* International Organization for Standardization
* Purpose OSI model
* Application layer
* Presentation layer
* Session layer
* Transport layer
* Network layer
* Data link layer
* Physical layer
* Windowing and flow control
* Protocol data unit

By end of this lectune the student will be abile :
* Define the open system interconnection model (OSI model ).

* Describe the purpose of OSI model.

* Explain the functions of the three upper layers of the OSI model.

* List and describe the protocols at each layer.

* Explain the functions of the transport layer.

* Explain the functions of the network layer.

* Describe the flow control process.

* Explain how network layer protocols and services support
communications across data networks

 Explain the functions of data link and physical layer.

* Identified the components of the data link layer.

* Identified and purpose of each sub layer .

* Describe the purpose and characteristics of the Ethernet MAC address
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» Open System Interconnection Model (OSI)

* When networks first came into being, computers could usually communicate

only with computers from the same manufacturer.
For example, companies ran either a Microsoft or an IBM not both together.

* |In the late 1970s, the Open Systems Interconnection (OSI) reference model

was created by the International Organization for Standardization (1SO) to break
through this barrier.

®* The OSI model was meant to help vendors create interoperable network

devices and software in the form of protocols so that different vendor networks
could with each other.

* The OSI model is the primary architectural model for networks. It describes
how data and network information are communicated from an application on
one computer through the network media to an application on another computer.
The OSI reference model breaks this approach into layers.

* The OSI Model (Open Systems Interconnection Model) is a conceptual
framework used to describe the functions of a networking system. The OSI
model characterizes computing functions into a universal set of rules and
requirements in order to support interoperability between different products

and software. In the OSI reference model, the communications between a
computing system are split into seven different abstraction layers: Physical,
Data Link, Network, Transport, Session, Presentation, and Application.

® Created at a time when network computing was in its infancy, the OSI was

published in 1984 by the International Organization for Standardization (1SO).
Though it does not always map directly to specific systems, the OSI Model is
still used today as a means to describe Network Architecture.

» OSI 7 layer

® OSI Open System Interconnection We want the system to be standard to can
any one use it

® ISO International Standard Organization Make standardization to main task
for operation ( IEEE) The Institute of Electrical and Electronics Engineers
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Application Application Data Application

Presentation Presented Data Presentation

Session Procedural Data Session

SO <---<---1 Segmented Data .-P Transport

Network Segmented Data -
Data Link === Segmented Data -E-r- Data Link

Physical Physical

Physical Transmission Medium
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* 38 societies

* 130 journals

* 1,300 conferences each year
* 1,300 standards and projects
* 400,000 members

* 160 countries

* I[EEE 802.3

 [EEE 802.11

= The Purpose of Reference Models

It divides the network communication process into smaller and simpler
components, thus aiding component development, design, and troubleshooting.
* It allows multiple-vendor development through standardization of network
components.

* It encourages industry standardization by defining what functions occur at
each layer of the model.

* It allows various types of network hardware and software to communicate.

* It prevents changes in one layer from affecting other layers, so it does not
hamper development.

* you can better determine whether one device is going to be able to
communicate with another device,
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TCP/IP AppleTalk Novell Netware

Network Protocols and Standards Organizations

Network Protocols and Standards
Standards Organizations

&IEEE j\f/f\:
ElA TN

MANUFACTURERS & SUPPLIERS
OF GLOBAL NETWORKS

&

ana

Internet Assigned Numbers Authority
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Standards Organizations Other Standards
Organization

* The Electronic Industries Alliance (EIA)

* The Telecommunications Industry Association (TIA)

* The International Telecommunications Union —Telecommunications
Standardization Sector (ITU-T)

* The Internet Corporation for Assigned Names and Numbers (ICANN)

* The Internet Assigned Numbers Authority (IANA)

OSI Model Overview

Application
Application

(Upper) Presentation
Layers

Session

Transport Layer

Network Layer
R Data Flow

Layers

DataLink

Physical

The Application Layer(Lavyer 7)

The application layer provides services for an application program to ensure
that effective communication with another application program on a network is
possible. The application layer should not be thought of as an application as
most people understand it. Instead, the application layer is a component within
an application that controls the communication method to other devices. It's an
abstraction layer service that masks the rest of the application from the
transmission process. The application layer relies on all the layers below it to
complete its process. At this stage, the data, or the application, is presented in a
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visual form the user can understand. For example, e-mail is an application layer
service that does reside at the application layer

« Application services

Application - Service advertisement

Presentation

Session

Transport

Network

Data Link

Physical

Functions of the application layer

» Application services: Examples of the application services residing at the
application layer include file sharing and e-mail.

» Service advertisement: Some applications’ services (for example, some
networked printers) periodically send out advertisements, making the
availability of their service known to other devices on the network. Other
services, however, register themselves and their services with a centralized
directory services.

» The Presentation Layer (layer 6)

* The presentation layer is responsible for the formatting of data being
exchanged and securing that data with encryption.
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* The presentation layer (Layer 6) ensures that the message is presented

to the upper layer in a standardized format. It deals with the syntax and the
semantics of the messages.

» The main functions of the presentation layer are as follows :

1- It encodes the messages from the user dependent format to the common
format and vice versa, for communication among dissimilar systems.

2- It is responsible for data encryption and decryption of sensitive data before
they are transmitted over common channels.

3- It is also responsible for data compression. Data compression is done at the
source to reduce the number of bits to be transmitted. It reduces the storage
space and increases the file transfer rate. It is particularly useful for
transmission of large multimedia files.

4-Data formatting (extension) like (PDF,JPG,MP3,MP4..Etc)

The Presentation Layer (cont)

Layer 6 - The Presentation Layer
Application

- Delafomting {8 N | |Thislayer is esponsible
LU 1| ]fo presentingthe data i
Session the proper format .

Presentation

L35 Examples:

Network : ASCI, AVIJPG.....

Data Link

Physical
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» The Session Laver(layer 5)

* The session layer is responsible for setting up, maintaining, and tearing down
sessions. A session can be thought of as a conversation that needs to be treated
separately from other sessions to avoid intermingling of data from different
conversations.

» The Session Layer allows users on different machines to establish active
communication sessions between them.

« It's main aim is to establish, maintain and synchronize the interaction between
communicating systems. Session layer manages and synchronize the
conversation between two different applications. In Session layer, streams of
data are marked and are resynchronized properly, so that the ends of the
messages are not cut prematurely and data loss is avoided.

The Session Layer(layer 5) cont

» This layer also provides dialogue control between devices, or nodes. It
coordinates communication between systems and serves to organize their
communication by offering three different modes:

v simplex, half duplex, and full duplex.

* Set a logical connection ( session) between different application
* Specifies communication mode

( simple - Half duplex — full duplex )

Simple duplex:- device send or receive the data.

half duplex:- :- device send and receive the data but not same time.
full duplex:- device send and receive the data in same time

Functions of session layer

1. Setting up a session. -

¢ Checking user credentials (for example, username and password).

* Assigning numbers to a session’s communications flows to uniquely identify
each flow.
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* Negotiating services required during the session.
* Negotiating which device begins sending data.

2- Maintaining a session:-
- Transferring data.

* Reestablishing a disconnected session.

» Acknowledging receipt of data.

3- Tearing down a session:

A session can be disconnected based on mutual agreement of the devices in the
session. Alternatively, a session might be torn down because one party
disconnects (either intentionally or because of an error condition). In the event
that one party disconnects, the other party can detect a loss of communication
with that party and tear down its side of the session.

» The Transport Layer

* The transport layer acts as a dividing line between the upper layers and lower
layers of the OSI model. Specifically, messages are taken from upper layers
(Layers 5-7) and are encapsulated into segments for transmission to the lower
layers (Layers 1-3). Similarly, data streams coming from lower layers are
decapsulated and sent to Layer 5 (the session layer), or some other upper layer,
depending on the protocol.

* The Transport layer segments and reassembles data into a data stream.

» They provide end-to-end data transport services and can establish a logical
connection between the sending host and destination host on an internetwork.

* Flow control ,Acknowledgments and Error recovery are used in this layer.

* Port number is used in this layer
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Layer4 - The Transport Layer

Application * Responsible for actual
mechanism of:
Presentation : o |1, Establishment of connection.
] ; 2. Management of connection:
Session 24) segmentation.
> Tor | i
Transport » Windowing  |% ; 2.4)ror deecton -

+ Buffering - » 25)flow control

Network " |3. Termination of connection,
. Examples:

Data Link 7 | |* TCP(transmission control

Physical + UDP (User Datagram Protocol).

\

Transport layer

* Flow control
* Error recovery

f[O’W control provides a means for the receiver to govern the amount

of data sent by the sender. It prevents a sending host on one side of the
connection from overflowing the buffers in the receiving host—an event that
can result in lost data. Reliable data transport employs a connection-oriented
communications session between systems, and the protocols involved ensure
that the following will be achieved:

Flow control :-

* Buffering .
» Congestion avoidance. — !
= Error recovery 7

GO ON

-Acknowledgments:- )
Reliable data delivery ensures SEND DATA
the integrity of a stream of data »
sent from one machine to the +
other through a fully functional

STOP
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data link. It guarantees that the data won’t be duplicated or lost.

The receiver sending an acknowledgment message back to the sender when it
receives data.

« Windowing :- because time is available after the sender transmits the data
segment and before it finishes processing acknowledgments from the receiving
machine, the sender uses the break as an opportunity to transmit more data. The
guantity of data segments (measured in bytes) that the transmitting machine is
allowed to send without receiving an acknowledgment for them is called a
window.

» Segmentation:- is dividing the data to small parts to help to send them

Windowing

Sender Receiver

- Packet 3 is
Dropped
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TCP Sliding Window

Window Size 1

Segment 1

ACK 2

Window Size 2

Sender Segment 2 Receiver

[ ' g |
Segment 3 |

=/ , ACK 4 L

Window Size 4

Segment 4

Segment 5

Segment 6

Segment 7

ACK 8

= The Network Layer (Layer 3)

* The network layer is primarily concerned with forwarding data based on
logical addresses.

» The Network layer manages device addressing, tracks the location of devices
on the network, and determines the best way to move data, which means that the
Network layer must transport traffic between devices that aren’t locally
attached.

* Routers and switch L3 (Layer 3 devices) are specified at the Network layer
and provide the routing services within an internetwork.

* Although many network administrators immediately think of routing and

IP addressing when they hear about the network layer.

* Ip address, IPX and APF
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The Network Layer (cont)

Layer 3 - The Network Layer

)
lcal :
.ﬂ T Application |  |Responsible for:
Presentafon | 1.End-to-end delivery.
'_<Sessbn e |2 L0gical addressing .
| EX:
— + Logical addressing '
Transport + Swilhing ' |PV4,|M,|PX,APP|.ETA|.K
e ) + Route disoovery and selection

Netvor + Connecton senics P NeWOrK 1513 Routing (choose thebest

;—< i e
Data ink il path to destination.)

+ Muliplexing straey [acizh
fuliplexing strategy e EX: RIPOSPF, EIGRP

Physical
_

» This layer is actually responsible

1- Logical addressing: - Although the data link layer uses physical
addresses to make forwarding decisions, the network layer uses logical
addressing to make forwarding decisions. A variety of routed protocols (for
example, AppleTalk and IPX) have their own logical addressing schemes, but
by far, the most widely deployed routed protocol is Internet Protocol (IP).

2- Route discovery and selection:- Because Layer 3

devices make forwarding decisions based on logical network addresses, a Layer
3 device might need to know how to reach various network addresses. For
example, a common Layer 3 device is a router. A router can maintain a routing
table indicating how to forward a packet based on the packet’s destination
network

address via a dynamic routing protocol (for example, RIP, OSPF, or EIGRP.
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» Logical addressing and TRoute discovery and
selection

» This layer is actually responsible cont

3- Switching : The term switching is often associated with Layer 2
technologies; however, the concept of switching also exists at Layer 3.
Switching, at its essence, is making decisions about how data should be
forwarded. At Layer 3, three common switching techniques exist:

» Packet switching: With packet switching, a data stream is divided into
packets. Each packet has a Layer 3 header, which includes a source and
destination Layer 3 address.

e Circuit switching: Circuit switching dynamically brings up a dedicated
communication link between two parties for those parties to communicate.

As a simple example of circuit switching, think of making a phone call from
your home to a business. Assuming you have a traditional landline servicing
your phone, the telephone company’s switching equipment interconnects your
home phone with the phone system of the business you are calling. This
interconnection (that is, circuit ) only exists for the duration of the phone call.
 Message switching: Unlike packet switching and circuit switching
technologies, message switching is usually not well suited for real-time
applications because of the delay involved. Specifically, with message
switching, a data stream is divided into messages. Each message is tagged with
a destination address, and the messages travel from one network device to
another network device on the way to their destination
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[Packet
ICircuit Switching

ftype)

Switching(Datagram

acket Switching(Virtual
ircuit type)

IDedicated path

INo Dedicated path

INo Dedicated path

IPath is established
for entire

ach packet
conversation

Route Is established for

Route Is established for
ntire conversation

|Call setup delay delay

[packet transmission

all setup delay as well as
Eacket transmission delay

|Overload may

block call setup  |packet delay

Overload increases

verioad may block call
etup and increases
acket delay

IFixed bandwidth  |Dynamic bandwidth

[Dynamic bandwidth

after call setup acket

No overhead bits l@verhead bits in each
p

verhead bits in each
acket

Difference between Circuit Switching and
Packet Switching

Circuit Switching

A circuit needs to be established to make sure
i that data transmission takes place.

A uniform path is followed throughout the
session

It is most ideal for voice communication, while
also keeping the delay uniform.

Without a connection, it cannot exist, as the
connection needs to be present on a physical
layer.

Data to be transmitted is processed at the
source itself.

Packet Switching

Each packet containing the information that needs
to be processed goes through the dynamic route.

There is no uniform path that is followed end to
end through the session.

It is used mainly for data transmission as the
delay is not uniform.

A connection is not necessary, as it can exist
without one too. It needs to be present on a
network layer.

Data is processed and transmitted at the source
as well as at each switching station.

2220116



= this lavyer is actually responsible cont

4- Connection services: Just as the data link layer provided connection
services for flow control and error control, connection services also exist at the
network layer. Connection services at the network layer can improve the
communication reliability, in the event that the data link’s LLC sublayer is not
performing connection services.

The following functions are performed by connection services at the network
layer:

m Flow control (also known as congestion control): Helps prevent a sender
from sending data more rapidly than the receiver is capable of receiving the
data.

m Packet reordering: Allows packets to be placed in the appropriate sequence
as they are sent to the receiver. This might be necessary because some networks
support load balancing, where multiple links are used to send packets between
two devices. Because multiple links are used, packets might arrive out of order.

» The Data Link Layer (Layer 2)

* The data link layer ensures that all packets of information are passed on

free of errors. It makes sure the appropriate physical protocol is assigned to the
data.

* The data link layer is concerned with packaging data into frames and
transmitting those frames on the network, performing error detection/correction,
uniquely identifying network devices with an address, and handling flow
control. These processes are collectively referred to as data-link control (DLC).
» The data link layer is responsible for the exchange of frames between nodes
over a physical network media. It allows the upper layers to access the media
and controls how data is placed and received on the media.

* Switch,bridge most common device in this layer * The data link layer is unique
from the other layers in that it has two sublayers of its own: MAC and LLC.
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The Data Link Layer (Layer 2) cont

Layer2 - The Data Link Laer

Resposiblefr

1 Hopohop dtadelven

2-"0940-'10[) Mng + Comeeton snvies
(MCM&essm Etheme(’, + Synchronzng bansmssons

3 Hop-to-nop eror dtection

: « Physical addessing
4 Hopo-hop flow control. e

+ Method of bansmiting on the meda

= Media Access Control
Characteristics of the Media Access Control (MAC)
sublayer include the following:

1- Physical addressing : - A MAC address is a unique identifier for
network interfaces. It is a 48-bit number (12 hexadecimal characters). They can
either be written in either of these formats:

* A common example of a Layer 2 address is a MAC address, which is a 48-bit
address assigned to a device’s network interface card (NIC).

 The address is commonly written in hexadecimal notation (for
example,58:55:ca:eb:27:83). The first 24 bits of the 48-bit address are
collectively referred to as the vendor code .

* Vendors of networking equipment are assigned one or more unique vendor
codes.

Gt 7o o) ] 22118



You can use the list of vendor codes at
http://standards.ieee.org/develop/regauth/oui/oui.txt to determine the
anufacturer of a networking device, based on the first half of the device’s MAC
address. Because each vendor is responsible for using unique values in the last
24 bits of a MAC address, and because each vendor has a unique vendor code,
no two MAC addresses in the world should have the same value.

MAC address : hardware address

Example : written in hex
b6-22-6a-5e-61-d5  ( Microsoft)
B6.27.6a.5e.70.d5 ( Cisco)

» OQ'UI {Organizationally Unique Identifier}
An OUI {Organizationally Unique ldentifier} is a 24-bit number that uniquely

identifies a vendor or manufacturer. They are purchased and assigned by the
IEEE. The OUI is basically the first three octets of a MAC address.
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MAC Address
MAC Address

nﬂnﬂu H (Media Access Control Address)

00 (A0 {CC | 23 | AF | 4A

ou \Y_‘“ELJQFWH/

00000001 = 00100011 = 01000101 oul UAA
(Organizationally Unique ldentifier)  (Unirersally Administered Address)

8 Bit 8 Bit § Bit

» Media Access Control

2- Logical topology:- Layer 2 devices view a network as a logical topology.
Examples of a logical topology include bus and ring topologies.

3- Method of transmitting on the media:- With several devices connected to a
network, there needs to be some strategy for determining when a device is
allowed to transmit on the media. Otherwise, multiple devices might transmit at
the same time, and interfere with one another’s transmissions.

» Logical Link Control

Characteristics of the Logical Link Control (LLC) sublayer include the
following:-

1- Connection services:- When a device on a network receives a message from
another device on the network, that recipient device can provide feedback to the
sender in the form of an acknowledgment message. The two main functions
provided by these acknowledgment messages are as follows:

m Flow control: Limits the amount of data a sender can send at one time; this
prevents the receiver from being overwhelmed with too much information.

m Error control: Allows the recipient of data to let the sender know whether
the

expected data frame was not received or whether it was received but is
corrupted. The recipient determines whether the data frame is corrupted by
mathematically calculating a checksum of the data received. If the calculated
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checksum does not match the checksum received with the data frame, the
recipient of the data draws the conclusion that the data frame is corrupted
and can then notify the sender via an acknowledgment message.

= Logical Link Control (cont)

2- Synchronizing transmissions:- Senders and receivers of data frames need
to coordinate when a data frame is being transmitted and should be received.
Three methods of performing this synchronization are as follows:

e Asynchronous:- With asynchronous transmission, network devices reference
their own internal clocks, and network devices do not need to synchronize their
clocks. Instead, the sender places a start bit at the beginning of each data frame
and a stop bit at the end of each data frame.

These start and stop bits tell the receiver when to monitor the medium for the
presence of bits.

An additional bit, called the parity bit (0,1) odd or even, might also be added

to the end of each byte in a frame to detect an error in the frame.

* Synchronous: With synchronous transmission, two network devices that want
to communicate between themselves must agree on a clocking method to
indicate the beginning and ending of data frames. One approach to providing
this clocking is to use a separate communications channel over which a clock
signal is sent.

However, rather than using parity bits, synchronous communication runs a
mathematical algorithm on the data to create a cyclic redundancy check (CRC).

= The Physical Layer (Layer)

* Physical layer in the OSI model plays the role of interacting with actual
hardware and signaling mechanism. Physical layer is the only layer of OSI
network model which actually deals with the physical connectivity of two
different stations. This layer defines the hardware equipment, cabling, wiring,
frequencies, pulses used to represent binary signals etc.

* Physical layer provides its services to Data-link layer. Data-link layer hands
over frames to physical layer. Physical layer converts them to electrical pulses,
which represent binary data.The binary data is then sent over the wired or
wireless media.

* The physical layer is concerned with the transmission of bits on the network
along with the physical and electrical characteristics of the network.
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» Examples of devices defined by physical layer standards include hubs,
wireless access points, and network cabling.

» The Physical Layer (Layer) cont

Application

Presentation

Session

Transport

Network

- How bits are represented on the medium
 Wiring standards for connectors and jacks
. Physical topology

« Synchronizing bits

- Bandwidth usage

- Multiplexing strategy

Data Link

Physical

» The physical layer defines

1- How bits are represented on the medium: Data on a computer network
IS represented as a binary expression.

Electrical voltage (on copper wiring) or light (carried via fiber-optic cabling)
can represent these 1s and 0s. For example, the presence or the absence of
voltage on a wire can represent a binary 1 or a binary 0, respectively, as
illustrated in Figure 2-5 . Similarly, the presence or absence of light on a fiber-
optic cable can represent a 1 or 0 in binary. This type of approach is called
current state modulation

Tirmes

Current State Modulation
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2- Wiring standards for connectors and jacks: Several standards for network For
example however, the TIA/EIA-568-B standard describes how an RJ-45
connector should be wired for use on a 100BASE-TX Ethernet network.

3- Synchronizing bits: For two networked devices to successfully
communicate

at the physical layer, they must agree on when one bit stops and another bit
starts. Specifically, what is needed is a method to synchronize the bits. Two
basic approaches to bit synchronization include asynchronous and synchronous
synchronization:

m Asynchronous: With this approach, a sender indicates that it is about to

start transmitting by sending a start bit to the receiver. When the receiver

sees this, it starts its own internal clock to measure the subsequent bits.

After the sender transmits its data, it sends a stop bit to indicate that it has fi
nished its transmission.

m Synchronous: This approach synchronizes the internal clocks of both the
sender and the receiver to ensure that they agree on when bits begin and end. A
common approach to make this synchronization happen is to use an external
clock (for example, a clock provided by a service provider), which is referenced
by both the sender and the receiver.

4- Physical topology: Layer 1 devices view a network as a physical topology
(as

opposed to a logical topology). Examples of a physical topology include bus,
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ring, and star topologies

5- Bandwidth usage: The two fundamental approaches to bandwidth usage on
a network are broadband and baseband :

m Broadband: Broadband technologies divide the bandwidth available on a
medium (for example, copper orfi ber-optic cabling) into different channels.
Different communication streams are then transmitted over the various
channels. For example, consider frequency-division multiplexing (FDM) used
by a cable modem. Specifically, a cable modem uses certain ranges of
frequencies on the cable coming into your home from the local cable company
to carry incoming data, another range of frequencies for outgoing data, and
several other frequency ranges for various TV stations.

m Baseband: Baseband technologies, in contrast, use all the available
frequencies

on a medium to transmit data. Ethernet is an example of a networking
technology that uses baseband.

6- Multiplexing strategy: Multiplexing allows multiple communications
sessions to share the same physical medium. Cable TV, as previously
mentioned, allows you to receive multiple channels over a single physical
medium (for example, a coaxial cable plugged into the back of your television).

Here are some of the more common approaches to multiplexing:

m Time-division multiplexing (TDM): TDM supports different communication
sessions (for example, different telephone conversations in a telephony
network) on the same physical medium by causing the sessions to take turns.
For a brief period of time, defi ned as a time slot , data from the first session
will be sent, followed by data from the second session. This continues until all
sessions have had a turn, and the process repeats itself.

m Statistical time-division multiplexing (StatTDM): A downside to TDM is
that each communication session receives its own time slot, even if one of the
sessions does not have any data to transmit at the moment. To make a more effi
cient use of available bandwidth, StatTDM dynamically assigns time slots to
communications sessions on an as-needed basis.

m Frequency-division multiplexing (FDM): FDM divides a medium’s
frequency range into channels, and different communication sessions transmit
their data over different channels. As previously described, this approach to
bandwidth usage is called broadband .
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In diagrams, signals on the physical media are depicled by
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The Physical Layer

Source Node
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» Physical Layer Media

Outbound (Tx) signal

Sample electrical signals
transmitted on copper cable

e S e
signals

oo L2 (111 [0 [3]: [3]: (0] [] | [4]
| — 1]

Microwave (wireless) signals

» Speed and bandwidth

* Bandwidth is the capacity available and has nothing to do with speed. For
example, a stadium that can hold 75,000 fans doesn’t improve the running speed
of an athlete on the field. How fast that athlete can run is determined on a
variety of factors— including training, health and natural aptitude. In the same
way, the speed of the athlete isn’t determined by the size of the stadium.

* When ISPs advertise “blazing-fast speeds” and make other such claims, it
could seem like purchasing the highest-bandwidth plan will provide those top
speeds. This simply isn’t true.

» Bandwidth doesn’t necessarily affect any single computer, and certainly won’t
affect connection speed. If each computer takes up one “lane,” bandwidth is
how many lanes are available. The speed of each lane is completely
independent of the amount of lanes.

* Where bandwidth will limit you is with data limits. Bandwidth itself is how
much data can be transferred and processed at any given moment.

It’s restricted by cabling and laws of physics-— though it shouldn’t be confused
with data caps.

Bandwidth \ Throughput

e
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Throughput: Throughput:
8 0ala pacxet armves Fve dala packels

..',"‘h nme '29.: 0 ’

Bits per second bps 1 bps = fundamental unit of bandwidth

Kilobits per second 1 kbps = 1,000 bps = 10*3 bps

Megabits per second 1 Mbps = 1,000,000 bps = 10"6 bps
Gigabits per second 1 Gbps = 1,000,000,000 bps = 109 bps
Terabits per second Thps 1 Tbps = 1,000,000,000,000 bps = 10412 bps

Prefix Symbel 1000™ 10" Decimal Short scale Long scale Since
Y 1000% 1024 1 000D 000 000 000 000 000 000 000 Septillion  Quadrillion 1991
10007  10?' 1000 000 000 000 000 000 000 Sextillion  Tnlliard 1991
10008 10'8 1 000 000 000 000 000 D00 Quintillion Tnllion 1975
peta 1000° 10" 1000 D00 000 000 000 Quadrillion  Billiard 1975
tera 1000¢ 10'2 1000 000 000 000 Trillion Billion 1960
aiga 1000° 10° 1000000000 Billion Milliard 1960
mega 10002 108 1 000 000 Million 1960
kilo 1000' 10° 1000 Thousand
hecto 1000% 102 100 Hundred

deca 1000% 10" 10 Ten
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Summary of OSI layers

Application | To allow access to network resources I

Presentation | To transiate, encrypt, and compress data I

Session | To establish, manage, and terminate sessions I L

To provide reliable process-1o-process
Transport mespsrage delivery and erTor rec%very I ’

To move packets from source to destination;
Network to provide internetworking

- To organize bits into frames; to provide
Lol hop-tg—hop delivery g

To transmit bits over a medium; to provide
mechanical and electrical specifications

Physical

Protocol Data Units (PDUSs)
OSI| Model

data unit layers

At the physical layer, binary - ~ — N
expressions (that is, a seriesof || data — "c"i'otﬂ'am
Is and Os) represent data. ~ . 4
However, bits are grouped >| data \mﬂmﬁt%J

S

together, into what is known as = N Session
aprotocol data unit (PDU)ora @ | data Interhost Communication
data service unit . However T >

' = transport
PDUs might have an additional segmentSI Emﬁgﬁw\s
name, del.oendn.lg on their OSI (s packets I Mgetwork 7
layer. A Figure illustrates these 18 eyl

PDU names. - == D
- data link
) frames I,.,,,,-s,“,,,m,,,mm,mﬂ
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Protocol data unit (PDU) cont

1 -

4 T
— T

——— ———

I 7 m . 0L hq

03 ld‘-l | 03 m
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Transmission medium
T
LW )

Data Encapsulation
Protocol Data Units (PDUs)

b Email Dats

Dsta  Data

Encapsulation

Transport
header

Network | Transport
heagder header Oule
Network

Frame Transport
header header header

Data
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| Upper Layer Data

\ TCP Header

Transport
Upper Layer Data I

1E

IP Header Data i - i

1L

LLC Header Data FCSI Data Link

MAC Header Data FC SI l

0101110101001000010 '

Transport

Network

F

DataLink

1F

0101110101001000010
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Chapter 6 © &

TCP/IP model

Application layer

Application protocols

Types of server services

TCP and UDP header

Similarities between TCP/IP model and OSI model
Differences between OSI model and TCP/IP model
Ip header

Broadcast and collision domain

By end of this lecture the student will be alile :

Define the TCP/IP model

Similarities between TCP/IP model and OSI model

Explain the functions of the TCP and UDP.

List and describe the protocols at application layer.

Explain the functions of application, transport and network layer
ARP and RARP protocol

ICMP

Identified broadcast and collision
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The Transmission Control Protocol/Internet

Protocol (TCP/IP) TCP/IP Suite was created by the Department of Defense
(DoD) to ensure and preserve data integrity, as well as to maintain
communications in the event of catastrophic war. So it follows that if designed
and implemented correctly, a TCP/IP network can truly be a solid, dependable,
and resilient network solution. * TCP/IP first came on the scene in 1973. Later,
Iin 1978, it was divided into two distinct protocols: TCP and IP. Then, back in
1983, TCP/IP replaced the Network Control Protocol. ¢ In March 1982, the US
Department of Defense declared TCP/IP as the standard for all military
computer networking In the same year, NORSAR and Peter Kirstein's research
group at University College London adopted the protocol. The migration of the
ARPANET to TCP/IP was officially completed on flag day January 1, 1983,
when the new protocols were permanently activated.

History of TCP/IP

The Internet protocol suite is the conceptual model and set of communications
protocols used in the Internet and similar computer networks. It is commonly
known as TCP/IP because the foundational protocols in the suite are the
Transmission Control Protocol (TCP) and the Internet Protocol (IP). During its
development, versions of it were known as the Department of Defense (DoD)
model because the development of the networking method was funded by the
United States Department of Defense through DARPA  Defense Advanced
Research Projects Agency”. Its implementation is a protocol stack. he Defense
Advanced Research Projects Agency is a US Department of Defense agency
responsible for developing emerging technologies for military use. The agency
was originally known as the Advanced Research Projects Agency, and was
established by President Dwight Eisenhower in February 1958 in response to
the Soviet launch of the Sputnik 1 satellite in 1957.
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History of TCP/IP

* The Internet protocol suite resulted from research and development conducted
by the (DARPA) in the late 1960s After initiating the pioneering ARPANET in
1969, DARPA started work on a number of other data transmission
technologies. In 1972, Robert E. Kahn joined the DARPA Information
Processing Technology Office, where he worked on both satellite packet
networks and ground-based radio packet networks, and recognized the value of
being able to communicate across both. In the spring of 1973, Vinton Cerf, who
helped develop the existing ARPANET Network Control Program (NCP)
protocol, joined Kahn to work on open-architecture interconnection models with
the goal of designing the next protocol generation for the ARPANET, in full
Advanced Research Projects Agency Network ¢ In March 1982, the US
Department of Defense declared TCP/IP as the standard for all military
computer networking.

The DoD Model

DoD Model 081 Model

Application

Process/

Application Presentation

Session

Host-to-Host Tansport

et Network

Network Data Link

- Physica

GG (1] o134



TCP/IP Protocol Stack last update

Application

Several application
protocols

Presentation Application

Session

Several transport
protocols

] Internet Protocol
and some helping
—  protocols

Transpor

Network

Transport

Network

Data link Data link

Underlying
LAN and WAN
technology

Physical Physica

TCP/IP Protocol Suite

051 Model

TCP/IP suite

RFC 11227,
Internet STD 3

Arpanet
Reference Model OSI model

Cisco
Academy”"’

Comer, ¥l
Kozierok*®'

Kurose,*”!

&y
o Tanenbaum

stallings™®

(1989)

Four layers

“Intemet
model"

Application

Transport

Intemet

Four layers

"Intemet
model"

Application

Transport
Intemetwork

Network

interrace

Five layers
“Five-layer Intemet

modef” or “TCP/IP
protocol suite"

Application

Transport

Network

Data link

Physical

Four+one
layers
"TCP/P 5-
layer
reference
modgdel"

Application

Transport

Intemnet

Data link
(Network
interface)

(Hardware)

Five layers

Application

Host-to-host

or transport

Intemet

Network
access

Physical

Five layers

“TCPAP 5-iayer
reference
model”

Application

Transport
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Dala link

Physical

(RFC 871%)

Three layers

"Arpanet reference
model"

Application/Process

Host-to-host

Network interface
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layers
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Application
Presentation

Session
Transport

Network

Data link

Physical
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TCP/IP Protocol Suite and Communication

Name Host Emalil File Web
System Config Transfer
DNS BOOTP SMTP FTP

Application Layer DHCP POP TFTP

IMAP

| ©DEx

P IP support Routing Protocols

Internet Layer NAT RP | OSPF | EIGRP | BGP

Ethernet Interface Drivers

OSI Modelvs TCP/IP Model (which one is better and
why TCP/IP is used instead of the OSIBoth TCP/IP
and OST :=

are networking reference models. Development of both models was started in
early 1970s. Both were published in 1980s. Manufacturers added support for
one or both in their devices in 1990s. By the end of 1990s, TCP/IP model
became common choice and OSI model rejected due to slower formal
standardization process in comparison of TCP/IP model. Leading manufacturers
discarded their proprietary networking models in favor of TCP/IP model in
2000s. Nowadays the world of computer networking uses only one networking
model and that is the TCP/IP model.

vV Why OSI model is still taught in mnetworking

courses? OSI model is one of the best explained and well-documented

models ever created in computer networking world. It describes complex
networking concepts, protocols and terms in such a manner that is not only
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easy to understand but also easier to remember. By learning one model, you
can easily learn the other model. For this reason, even OSI model is no
longer supported and used by hardware manufacturers, still it is taught in
almost all networking courses. Since they have been already learned the
foundation topics and layered approach from OSI model, learning TCP/IP
model becomes much easier for them

* Both are the logical models. * Both define standards for networking. * Both
provide a framework for creating and implementing networking standards and
devices. ¢ Both divide the network communication process in layers. * In both
models, a single layer defines a particular functionality and set standards for
that functionality only. * Both models allow a manufacturer to make devices and
network components that can coexist and work with the devices and
components made by other manufacturers. ¢ Both models simplify
troubleshooting process by dividing complex functions into simpler
components.

Differences between OSI model and TCP/IP

model 13 :-

» OSI Layer model has seven layers while TCP/IP model has four layers. « OSI
Layer model is no longer used while TCP/IP is still used in computer
networking. ¢ To define the functionality of upper layers, OSI uses three
separate layers (application, presentation and session) while TCP/IP uses a
single layer (application). « Just like upper layers, OSI uses two separate layers
(Physical and Data link) to define the functionality of bottom layers while
TCP/IP uses a single layer (Link) for the same. * To define the routing protocols
and standards, OSI uses Network layer while TCP/IP uses Internet layer. ¢ In
comparison of TCP/IP model, OSI model is well documented and explains
standards and protocols in more details

Differences between TCP/IP original model
and TCP/IP updated model 14
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* The original TCP/IP model has four layers while the updated TCP/IP model
has five layers.

* The original version uses a single layer (Link layer) to define the functionality
and components which are responsible for data transmission.

* The update version uses two layers (Data Link and Physical) for this.

* The updated version divides the original Link layer based on the functionality.
* In updated version, the name of Internet layer is changed to the Network layer.

Compares OSI Reference model with both TCP/IP
original and TCP/IP updated models.

0S| Model TCP/IP TCP/IP
Original Updated

Application
Presentation Application Application

Session

nternet

Data Link Data Link
Physical Physical
Compares OSI Reference model with both TCP/IP
original and TCP/IP updated models cont

OS|Model TCP/IP Model Five-Layer Model

Application layer

. Application layer
Presentation layer | (including Telnet,
FTP, and SMTP)

Application layer

Session layer

"~ Transportlayer |
Transport layer | (TCP and UDP) | Transport layer

Network layer Internet layer Network layer
Data link layer Data link layer

Link layer |
Physical layer Physical layer
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Application Layer

« It is closest layer to end user which means that both the OSI application layer
and user interact directly with software application .

* Itls important to remember that the Application layer acts as an interface

between application programs. this means that it deal with some applications
like Microsoft Word, IE, and shard folders .

» The Application-layer includes some protocols like :-

HTTP : Browsing protocol.

FTP : File Transfer Protocol .

TFTP : Trivial

FTP. Telnet : Remote access protocol.

SMTP : Simple Mail Transfer protocol .

SNMP : Simple Network Management Protocol. DNS :Domain name

system DHCP :Dynamic host configuration protocol

Application Layer Overview

File Transfer
-TFTP*
-FTP*
-NFS

E-Mail

Application -SMTP

Remote Login
- Telnet *
-rlogin*

Transport Network Management

- SNMP *

Internet Name Management

-DNS*

Data Link

*Used by the router

Physical
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Application Layer

Application layer acts as
an interface between the
application program—
which

isn’t part of the layered
structure

Examples:

*Email (SMTP,POP3)
*Web browsers (HTTP)
FTP

*Telnet

DNS Telnet E-mail DHCP Web FTP
Server Server Server Server Server Server

Server Farm
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DHCP server

» A DHCP Server is a network server that automatically provides and assigns IP
addresses, default gateways and other network parameters to client devices. It
relies on the standard protocol known as Dynamic Host Configuration Protocol
also DHCP to respond to broadcast queries by clients.

« A DHCP server automatically sends the required network parameters for
clients to properly communicate on the network. Without it, the network
administrator has to manually set up every client that joins the network, which
can be cumbersome, especially in large networks. DHCP servers usually assign
each client with a unique dynamic IP address, which changes when the clientls
lease for that IP address has expired.

DHCP server (cont)

Sl DHCP Server

-/ DHCP IP Address -
Pool

19216 6

192.168.0.9

192.168.0.12 1 R
1

192.168.0.44 B =7 Ethernet

63.05, ‘8
I

L=l Client Client Client Client

DHCP Client 01 DHCP Cllent 02 1 ? 3

IP Address: 192.168.0.7 IP Address: 192.168.0.11 n

Physical = Config Desktop  Custom Interface

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports

xrs capabiity. Otherwise, you need to ask your network administrator
r the appropriate [P setings. - T
IP Configuration

@) Obtain an TP address automatically

) Use the following IP address: P Conﬂguratjun

() DHCP # Static

IP Address

@) Obtain DNS server address automatically
't Use the following DNS server addresses: s
, ubnet Mask

Default Gateway

DNS Server
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L

DHCP SERVER

DHCP messages

DISCOVER

OFFER

REQUEST

ACKNOWLEDGE

| DHCP CLIENT |

DHCP messages(cont)

DHCP Discover

Src: 0.0.0.0
UDP: bootpc (68)

Dst: 255.255.255.255
UDP: bootps (67)

e

-

Dst: 255.255.255.255
UDP: bootpe (68)

Src: 10.0.0.100
UDP: bootps (67)

DHCP Request

Src: 0.0.0.0
UDP: bootpc (68)

Dst: 255.255.255.255
UDP: bootps (67)

DHCP ACK

-

Dst: 255.255.255.255
UDP: bootpe (68)

Src: 10.0.0.100
UDP: bootps (67)

DHCP Server
IP: 10.0.0.100
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File Transfer Protocol (FTP) And TFTP

* File Transfer Protocol (FTP) is the protocol that actually lets you transfer
files across an IP network, and it can accomplish this between any two
machines using it. But FTP isnlt just a protocol; itls also a program
. * Trivial File Transfer Protocol (TFTP) Trivial File Transfer Protocol
(TFTP) is the stripped-down, stock version of FTP, but itls the protocol of
choice if you know exactly what you want and where to find it—plus itls easy
to use, and itls fast too! It doesnlt give you the abundance of functions that FTP
does,

File Server

* a file server is a server that provides access to files. It acts as a central file
storage location that can be accessed by multiple systems.

* File servers are commonly found in enterprise settings, such as company
networks, but they are also used in schools, small organizations, and even home
networks.

* FTP : File Transfer Protocol used to share, upload and download files.

* A file server may be a dedicated system, such as network attached storage
(NAS) device, or it may simply be a computer that hosts shared files. Dedicated
file servers are typically used for enterprise applications, since they provide
faster data access and offer more storage capacity than non-dedicated systems.
In home networks, personal computers are often used as file servers. However,
personal NAS devices are also available for home users that require more
storage capacity and faster performance than a non-dedicated file server would
allow.

File Transfer Protocol (FTP)

Client/Server Model

Files are downloaded from the
server to the client.

) E‘]

\Network)

—.__,_1]_:]
—
SERVER CLIENT

Resources are stored A clientis a

on the server. hardware/software
combination that people
use directly.
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Domain name system (DNS) server

* The Domain Name System (DNS) is the phonebook of the Internet. When
users type domain names such as —google.coml or —LIMU.edul into web
browsers, DNS is responsible for finding the correct IP address for those sites.
Browsers then use those addresses to communicate with origin servers. This all
happens thanks to DNS servers: machines dedicated to answering DNS queries.
* A DNS server stores a database of different domain names, network names,
Internet hosts, DNS records and other related data.

 The most basic function of a DNS server is to translate a domain name into its
respective IP address. During a domain name resolution query, DNS records are
searched, and if found, the domain name record is returned. If the domain name
IS not registered or added to that DNS server, the query is then passed to other
DNS servers until the domain name record is found.

Domain Name Service (DNS)

Resolving DNS Addresses

(-8

DNS Server Name Address Client
—
www.cisco.com 198.133.219.25

/]
The DNS server matches the human The devices
address with the numeric address. use numbers.
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Hypertext Transfer Protocol (HTTP) And
HTTPS

« Itls used to manage communications between web browsers and clients and
opens the right resource when you click a link, wherever that resource may
actually reside

Hypertext Transfer Protocol Secure (HTTPS)

The Hypertext Transfer Protocol Secure (HTTPS) is also known as Secure
Hypertext Transfer Protocol. Sometimes youlll see it referred to as SHTTP or S-
HTTP, but no matter—as indicated, itls a secure version of HTTP that arms you
with a whole bunch of security tools for keeping transactions between a web

browser and a server secure
[N HTTP Protocol

N C

HTTP Server ﬁ Request a page ) Client

Bookmarks Jools Help
i" http:f fwemas. cisco .comy]

-3

“Web server

* A web server is a computer that runs websites. It's a computer program that
distributes web pages as they are requisition. The basic objective of the web
server is to store, process and deliver web pages to the users. This
intercommunication is done using Hypertext Transfer Protocol (HTTP). These
web pages are mostly static content that includes HTML documents, images,
style sheets, test etc. Apart from HTTP, a web server also supports SMTP
(Simple Mail transfer Protocol) and FTP (File Transfer Protocol) protocol for
emailing and for file transfer and storage

. » A web server stores and delivers the content for a website — such as text,
Images, video, and application data — to clients that request it. The most
common type of client is a web browser program, which requests data from
your website when a user clicks on a link or downloads a document on a page
displayed in the browser.

gt Elo ol as ] 220145



Browser an
users
computer

Internet

Web server

Telnet and SSH

Telnet is the chameleon of protocols—its specialty is terminal emulation. It
allows a user on a remote client machine, called the Telnet client, to access the
resources of another machine, theTelnet server.

* Telnet achieves this by pulling a fast one on the Telnet server and making the
client machine appear as though it were a terminal directly attached to the local
network.

» This projection is actually a software image—a Vvirtual terminal that can
interact with the chosen remote host. Secure Shell (SSH)

Secure Shell host (55.7'0 protocol sets up a secure Telnet

session over a standard TCP/IP connection and is employed for doing things
like logging into other systems, running programs on remote systems, and
moving files from one system to another.

Simple Mail Transfer Protocol (SMTP)

And Post Office Protocol (POP)

« Simple Mail Transfer Protocol (SMTP) , answering our ubiquitous call to
email, uses a spooled,or queued, method of mail delivery. Once a message has
been sent to a destination, the message is spooled to a device—usually a disk.
The server software at the destination posts a vigil, regularly checking the queue
for messages. When it detects them, it proceeds to deliver them to
theirdestination.

« SMTP is used to send mail; POP3 is used to receive mail.
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* Post Office Protocol (POP) gives us a storage facility for incoming mail, and
the latest version is called POP3 (sound familiar?). Basically, how this protocol
works is when a client device connects to a POP3 server, messages addressed to
that client are released for downloading. It doesnlt allow messages to be
downloaded selectively

Recipient

SMTP SMIP \
server server - 0 ) A

- _'I{I = = =R

Yo/ | L ' 0 Recipient

L @ ] &
Sender Receiu:er M “

Electronic Electronic
"post office” “post office”

E-mail server

* A remote or central computer that holds electronic mail (e -mail) messages for

clients on a network is called a mail server. A mail server is similar to the post
office, where mail is stored and sorted before being sent to its final destination.
When the user requests his or her e-mail, contact is established with the mail
server, which then delivers all stored to the client's computer.

Simple Network Management Protocol
(SNMP) :-

Simple Network Management Protocol (SNMP) collects and manipulates
valuable network information. It gathers data by polling the devices on the
network from a management station at fixed or random intervals, requiring them
to disclose certain information

SMTP Protocol

» B
=3 =

Mail Server

Sender
POP3

-

Receiver  edycha.com
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Transport layer or host to host Layer

The main purpose of the Host-to-Host layer is to shield the upper-layer
applications from the complexities of the network. This layer says to the upper
layer, “Just give me your data stream, with any instructions, and Il1l begin the
process of getting your information ready to send.” The following sections
describe the two protocols at this layer:

— Transmission Control Protocol (TCP)

— User Datagram Protocol (UDP)

Transport Layer Overview

/ Transmission Control Connection-
Application Protocol (TCP) Oriented
Transport User Datagram Connectionless
Protocol (UDP)

Internet

Data Link

Physical

TCP And UDP

Transmission Control Protocol (TCP) the senderls TCP process contacts the
destinationls TCP process to establish a connection. What is created is known as
a virtual circuit.

* This type of communication is called connection-oriented.

* It must establish session before transmit the data , make recovery&control
User Datagram Protocol (UDP)

» UDP doesnlt create a virtual circuit, nor does it contact the destination before
delivering information to it.

« this, type of communication is called considered a connectionless protocol.

* UDP connectionless protocol no session,no recovery&no control
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TCP And UDP

TCP

UDP

Sequenced

Reliable

Connection-oriented

Virtual circuit

Acknowledgments

Windowing flow control

Unsequenced
Unreliable
Connectionless

Low overhead

No acknowledgment

No windowing or flow control

Data Encapsulation

Encapsulation

Passing

Email Data

down the
stack.

header

header

Transport
header

Packet

Frame
header

Network

hoad
r

Transport

hoad
r

Frame (medium dependent)

Data

1100010101000101100101001010101001
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Data Encapsulation cont

DATA FILE

Application Layer

IP TCP
header heade

:

MACJ P | TCcP

header header heade

I
1

Physical Laye*! TRANSMIT

TCP Segment Format

Bit15 Bit16

Source port (16) Destination port (16)

Sequence number (32)

Acknowledgement number (32)

Header

length (4) |Reserved (6)| Code bits (6) Window (16)

Checksum (16) Urgent (16)

Options (0 or 32 if any)

Data (varies)
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TCP Segment Format

32 Bits

Source port (16 Bits) Destination port (16 Bits)

Sequence number (32 Bits)

Acknowlegment number (32 Bits)

Header |poserved| Y A P -] F i i )
length |igpitsy | R [ C | S Y |1 Window size (16 Bits)
(4 Bits) G |K |H N|N

TCP checksum (16 Bits) Urgent pointers (16 Bits)

Options (0 or 32 if any) Padding

Data (varies)

TCP Header

* Source port The port number of the application on the host sending the data.
(Port numbers will be explained a little later in this section.)

« Destination port The port number of the application requested on the
destination host.

» Sequence number A number used by TCP that puts the data back in the
correct order or retransmits missing or damaged data, a process called
sequencing.

» Acknowledgment number The TCP octet that is expected next.

*» Header length The number of 32-bit words in the TCP header. This indicates
where the data begins. The TCP header (even one including options) is an
integral number of 32 bits in length.

* Reserved Always set to zero.

* Code bits Control functions used to set up and terminate a session.

* Window The window size the sender is willing to accept, in octets.

* Checksum The cyclic redundancy check (CRC), because TCP doesnlt trust the
lower layers and checks everything. The CRC checks the header and data fields.
 Urgent A valid field only if the Urgent pointer in the code bits is set. If so, this
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value indicates the offset from the current sequence number, in octets, where the
first segment of non-urgent data begins.

* Options May be 0 or a multiple of 32 bits, if any. What this means is that no
options have to be present (option size of 0). However, if any options are used
that do not cause the option field to total a multiple of 32 bits, padding of Os
must be used to make sure the data begins on a 32-bit boundary. Data Handed
down to the TCP protocol at the Transport layer, which includes the upperlayer
headers.

Port Numbers

Application
Layer

—AmzZr m-

<+—Port
ransport Numbel
ayer :

Port Numbers

* TCP and UDP must use port numbers to communicate with the upper layers
because theylre what keep track of different conversations crossing the network
simultaneously. Originating source. The port number divided into three ranges:
1-The well known ports those in the ranges 0 —1023

2-Used defined included

- the registered port range 1024 ---49151

-the dynamic and/or private ports range 49152---65535

randomly chosen port numbers out of this range called Ephemeral port . These
ports are not permanently assigned to any public defined application

* There are 65535 port number in computer 16 bit.
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* port numbers are dynamically assigned by the source host and will equal some
number starting at 1024.

* 1023 and below are defined in RFC 3232 (or just see www.iana.org), which
discusses what are called well-known port numbers.

TCP Port Numbers

Source Destination
Port Port

Destination port = 23.
Send packet to my
Telnet

Aromdimatiooe

TCP Sequence and
Acknowledgment Numbers

Sol Destina Sequen  Acknowledgment
P Port

| just got number
11, now | need
number12.

Source Dest. Seq. Ack.
1028 23 10 100

Source Dest. Ack.
23 1uzs 100 11

——-

TULE L3 11 101
—
Source Dest. Ack.
zlrashc 23

eng abdelsalam saleh elrs 1028 101 12
Source Dest. Seq. Ack.
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Three way handshake

A three-way handshake (or TCP handshake) is a method used in a TCP/IP
network to create a connection between a local host/client and server. It is a
three-step method that requires both the client and server to exchange SYN and
ACK (acknowledgment) packets before actual data communication begins.

W-’
/\/wm‘//\
- W\.

ESTABLISHED

Client Server

TCP Three-Way Handshake/Open Connection
cont

client server

initiate
connection “

SYN,ACK

incomplete
connection

complete
connection

ACK
\\\ complete

connection
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TCP Three-Way Handshake/Open
Connection

Send SYN

(seq =100 ctl= SYN)
SYN Received

_ Send SYN, ACK 2
SYN Received (seq =300 ack = 101

Established cli=syn,ack)

(seq =101 ack = 301
ctl = ack)

This is how the TCP 3-way handshake Works:

* A client node sends a SYN data packet over an IP network to a server on the
same or an external network. The objective of this packet is to ask/infer if the
server is open for new connections.

* The target server must have open ports that can accept and initiate new
connections. When the server receives the SYN packet from the client node, it
responds and returns a confirmation receipt — the ACK packet or SYN/ACK
packet

. * The client node receives the SYN/ACK from the server and responds with an
ACK packet.

Four way

handshake

« The four-way disconnect is
the method used in a TCP/IP
network to close the
connection between a client
and a server.
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This is how the TCP 4-way disconnect works:

* The client sends a FIN packet to the server and updates its state to
FIN_WAIT_1

» The server receives the termination request from the client, responds with
ACK and moves to CLOSE_WAIT

* The client receives the reply from the server and will go to FIN._ WAIT 2

* The server is in CLOSE WAIT and will follow up with FIN, which updates
the state to LAST_ACK

* The client receives the termination request and replies with an ACK, which
results in a TIME_WAIT state

* The server is finished and sets connection to CLOSED

* The client stays in TIME WAIT for a maximum of 4 minutes before setting
the connection to CLOSED Interes

Four way handshake

FIN_WAIT_

NTITOR  RECEIVER
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UDP Segment Format

Bit1o Bit16

Source port (16) Destination port (16)

Length (16) Checksum (16)

Data (If any)

No sequence or acknowledgmentfields °

Internet Layer Overview

Internet Protocol (IP)
Application
Internet Control Message
Transport Protocol (ICMP)

Internet Address Resolution
Protocol (ARP)

DataLink
Reverse Address

Physical Resolution Protocol (RARP)

OSInetworklayer corresponds tothe e
TCP/IP internet layer
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Address Resolution Protocol (ARP)

 Address Resolution Protocol (ARP) finds the hardware address of a host from

a known IP address. Herels how it works: When IP has a datagram to send, it
must inform a Network Access protocol, such as Ethernet or Token Ring, of the
destinationls hardware address on the local network. (It has already been
informed by upper-layer protocols of the destinationls IP address.) If IP doesnlt
find the destination hostls hardware address in the ARP cache, it uses ARP to
find this information

Reverse Address Resolution Protocol (RARP)

* When an [P machine happens to be a diskless machine, it has no way of
initially knowing its IP address. But it does know its MAC address. Reverse
Address Resolution Protocol (RARP) discovers the identity of the IP address for
diskless machines by sending out a packet that includes its MAC address and a
request for the IP address assigned to that MAC address.

Internet Control Message Protocol (ICMP)

* Internet Control Message Protocol (ICMP) works at the Network layer and is
used by IP for many different services. ICMP is a management protocol and
messaging service provider for IP. Its messages are carried as IP datagrams.

« RFC 1256 is an annex to ICMP, ICMP packets have the following
characteristics:

* They can provide hosts with information about network problems.

* They are encapsulated within IP datagrams.

Internet Control Message Protocol (ICM?P)

* Ping Packet Internet Groper (Ping) uses ICMP echo request and reply
messages to check the

* physical and logical connectivity of machines on an internetwork.

* Traceroute Using ICMP time-outs, Traceroute is used to discover the path a
packet takes as

* it traverses an internetwork.
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Address Resolution Protocol

| need the
Ethernet
address o

176.16.3.2. ) El

p—
I 172.16.3.1 172.16.3.2

IP:172.16.3.2 = 77?2 ——

Address Resolution Protocol

| need the
Ethernet | heard that broadcast.

address of The message is for me.
176.16.3.2. ‘:I Here is my Ethernat

172.16.31 172.16.3.2 ¢

IP:172.16.3.2 = 277 ——

Address Resolution Protocol

| need the
Ethernet | heard that broadcast.

address of ;he n_'lessagéelis fo me.
176.16.3.2. |:| ere is my Ethernad

=g
| 172.16.3.1 172.16.3.2

IP:172.16.3.2 = 277 ——

IP: 172.16.3.2
Ethernet: 0800.0020.1111

[—
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Address Resolution Protocol

| need the
Ethernet | heard that broadcast.

address of ;he messa;éerils fn me.
176.16.3.2. ere is my Ethernea
address.

| 172.16.3.1 172.16.3.2 |

IP:172.16.3.2 = 777 ——

IP:172.16.3.2
Ethernet: 0800.0020.1111

Ethernet . MapIP -
Local ARP »

=

Reverse ARP

Ethernet: 0800.0020.1111 IP = 277
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Reverse ARP

| heard that
broadcast.
YourIP
address is
172.16.3.25.

Ethernet: 0800.0020.1111 IP = 727 _

Reverse ARP

| heard that
What is broadcast.
Your P
addressis
172.16.3.25.

my IP
address?

Ethernet: 0800.0020.1111 IP = 2?? J

Ethernet: 0800.0020.1111
IP:172.16.3.25
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Reverse ARP

| heard that
Whatis broadcast.
Your IP
addressis
172.16.3.25.

my IP
address?

Ethernet: 0800.0020.1111 IP = 727 J

Ethernet: 0800.0020.1111
IP:172.16.3.25

IP Map Ethernct—

IP Datagram

Bit0 Bit15 Bit16

Version | Header | Priority & Type
(4) |Length(4)| of Service (8)

Total Length (16)

L Flags
Identification (16) (3) Fragment offset (13)

Timetolive (8) Protocol (8) Header checksum (16)

Source IP Address (32)

Destination IP Address (32)

Options (0 or 32 if any)

Data (varies if any)
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Protocol Field

Transport

( 17) Protocol

Numbers

Internet
Layer

Determines destination upper-layer protocol *

Types of addresses

Unicast One
— to — One Multicast One
— to — Group Broadcast One

—to-All
Type of Transmission

PC-B PC-C
_— ‘
'!E;%JU*U

PC-C

S s ‘e\\_'?’ff .
Multicast = | r NE
e L < < “"‘—». -

ahTsxi >

PC-C

Broadcast ; RS Y ‘ r 3 ]
S S S

-

ﬁw“ =
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Broadcast Domain

-A group of devices receiving broadcast frameso initiating from any device
within the group

- Routers do not forward broadcast frames, broadcastd domains are not
forwarded from one broadcast to another

Collision

. The effect of two nodes sending transmissions simultaneously6 in Ethernet.
When they meet on the physical media, the frames from each node collide and
are damaged

e Collision Domain

The network area in Ethernet over which frameso that have collided will be
detected.

e Collisions are propagated by hubs and repeaterse
e Collisions are Not propagated by switches, routers,e or bridges

Hubs Operate at Physical layer

Physical U
| I

ttff ettt _@1

—=IC

» Alldevices in the same collision domain
» Alldevices in the same broadcast domain

» Devices share the same bandwidth
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Switches and Bridges Operate at Data
Link Layer

+ Each segment hasits own collision domain

+ All segments are in the same broadcast domain

Question

Broadcast?? collision ??

Gt 7o o) ] 225165



Question

Broadcast

collision ??
27

\
yaya

Question

Broadcast
Rollmon 77

/
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Question

Broadcast

collision ??
77

i
\ N
e BEE

Question

Broadcast

collision ??
27

.PT»"-R

»

Gigorn 7 291\
oute

’ R g Gig0/1
7
7 \
7

G -gO/y/
=l
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JP address vension 6

ABDELSALAM SALEH ELRASHDI

Networking fundamentals
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Chapter 7 © &5

COutlines

Internet protocol Version 6
Purpose IP address

Types of IPV6
Advantages of IPVV6
Migration to IPv6

IPv6 Subnetting

By end of this lecture the student will be alile :

By end of this lecture the student will be able :
Define IP address V6 .

Explain the functions of IPV6 address.
Describe the purpose IPV6 address.

The differences of IPv6

Describe the Migration to IPv6

Explain sub netting in IPv6
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IP address version 6

IPv4 address space as of October 18, 2010 Bl Used
-Unusable

| 6 | 7 [ s8] o [10] 1 |

]
i

-
5

-
|
-
~
-
|
(11]
N -
N N o
N =
N (4}
-
LY
|
=]
N
0y
0N
N = o
- W
=]
N -
] ~
-
(11]
0
N -
~
] -
N -

IPv4 was a 32 bit address , and it is suffering from shortage !

Ipv6 is a 128 bit address . Meaning total number of addresses are :

218 = 3.4%x10°®

consider the fact that the Earth currently has less than 1010 people

The 128-bit IPv6 address is written in hexadecimal notation, with colons
between each quartet of symbols

For example : 23D0:1E51:A48A:0001:12B4:5678:9ABC:1234

0 (0000 0100 8 1000 C | 1100
1 | 0001 0101 9 | 1001 D (1101
2 0010 0110 A 11010 E (1110
3 0011 0111 B 1011 F (1111

Some IPv6 Advantages are :
1- Address assignment features.
2- IPsec is Built in
3- Simpler Header improvements

4- Transition tools
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IPvé6

how to write it

23D0:1E51:A48A:0001:12B4:5678:9ABC:1234
seems along address to write
But the creators of IPv6 made some helping ways to write it down

1- Zero compression :

Any consecutive “all zeros ” quartets can be compressed
23D0:0000:0000:0000:0000:5678:9ABC:1234

Can be written :

23D0::5678:9ABC:1234

But it should only be used once in each address , for example :
23D0:0000:0000:A234:0000:0000:0000:1234
23D0::A234::1234 = wrong way to write it

2- Leading Zero Compression :

Any leading zero “in each quartet” can be compressed
For example :
00D0:002A:1000:0000:000E:00B4:0000:0034
D0:2A:1000:0:E:B4:0:34

And you can use both rules together :
00D4:0000:0000:0000:0000:009C:0000:0004
D4::9C:0:4

Types

Ipv6 implementation depends on the fats the ICANN divided the world in to 5
(RIR) Regional Internet Registry each with its own IPv6 allocation , That’s
called hierarchy design ,each RIR has its own address space

Bl AfriNIC

I APNIC

Hl ARIN

I LACNIC
RIPE NCC
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Address Types :

SIe

1- UniCast : one to one
global #‘E-M
unique Local .
link local %

) e
2- MultiCast one to group
3- AnyCast one to nearest
Note :Each interface can have more than one address

UniCast addresses

1- Global = public “ipv4 “ used on the internet

address start with 001 binary

2000 or 2001
Example : 2000:0000:0000:0000:0000:0000:0000:0001
Global address are usually divided like this:

2000:0000:0000:0000:0000:0000:0000:0001

/L]

RIR+ISP Site Subnet Interface 1D

32 bit 16 Bit 16 Bit Forhosts 64 bit
4294067296 65536 65536 18446744073709551616

Host

Prefix (Interface 10}

IPvG Addressing

Y

Prefix Length

Subnetting ?

23D0:1E51:A48A:0001:12B4:5678:9ABC:1234/64
/64 = the prefix , it shows how many bits are for the Network
portion ,

Remember each character in HEX is 4 bits ! So each quartet is
16 bits
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Prefix Prefix Prefix
2340:1111:AAAA:0001::/64  2340:1111:AAAA:0002::/64  2340:1111:AAAA:0003::/64

.f_‘—t.-:::'f-
‘ Fa0/0 l R1 ' S0/0/1 LI HQ '4‘&10-‘0

50/1/0
S0

Prefix
2340:1111:AAAA:0004::/64

l |SF’1

Company 1

Subnet 1 Subnet 2 Subnet 3

— " — "
| I T T3 '
Feo/o & R1 ' S0/ S0 P2 \

48 Bits 16 Bits 64 Bits

Prefix (ISP-assigned) Subnet Host

2340:1111:AAAA (Interface ID)

. _/
Y '

Subnet Prefix

UniCast addresses

2001:1:1:;

2001:1:: 2001:1:2-
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UniCast addresses

2- Local = Private “ipv4 “
address start with FD0O0:/8
3- site Local = Private “ipv4 “ special purpose
address start with FE80:/10
Assigned to each device automatically by EUI-64
Routers never forward data from that address , its only for inside network
communication
And it is used by the devices to communicate with the router to get a
proper address

TUI-64
MAC address =48 bit example: A3B5:5424:DE40
IPv6 = 128 bit , 64 bit for the network “prefix”, 64 bit for the interface ID

EUI-64 derives an IPv6 address from the device’s MAC address by
inserting FFFE between the two halve of the MAC address

The 64 bit of the Network will be FE80:0000:0000:0000

And the 64 but of the interface id will be A3B5:54FF:FE24:DE40

The address will be FE80:0000:0000:0000:A3B5:54FF:FE24:DE40

And it will be assigned automatically

Multicast:

start with “ FF «
Loopback :

127.0.0.1 inIPv4::1in IPv6 or 0:0:0:0:0:0:0:1
Any network :

0.0.0.0 inlIPv4 ::/128 in IPv6

Assignment

In IPv4 | if a host needs to communicate with outside of the network it

needs an IP , Default Gateway , and DNS !

In IPv6 the same requirements above are needed too
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In Ipv6 address assignment can be provided Manually or by DHCP server

, to provide the requirements mentioned above ,

g\@‘_é DHCP Server
0~ e

Manual “Static *

EUI64 “only 64bit of Prefix “

-config t

-ipv6 unicast-routing

-int fa0/0

-ipv6 add 2001:983A:7BD3:0900::/64 EUI-64

Provide only half of the IPv6

The whole 128 bit

-config t
-ipv6 unicast-routing

-int fa0/0
-ipv6 add 2001:983A:7BD3:0900::1/64

Dynamic

- Stateless auto configuration
Gives only 64 bit of Prefix

-Stateful DHCP

Gives entire 128 bit

stateless autoconfiguration

Using NDP (Neighbor Discovery Protocol) each host can know it’s address ,
efault gateway , and other options relying on NDP’s RS and RA “Router
Solicitation ” and “Router Advertisement “
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2001:210:10:1::/64

1fe0:1111::2/32 fe0:1111::1/64 1fe0:2222::/32
1fe0:1111::/32

RIPng : R1
Config t
Ipvé unicast-Routing

Ipvé router rip &g
Int fa0/0

Ipve RIP fag enable
Int s0/0/0

Ipv6 RIP tag enable

IPv6 Routing

Same Protocols are used in IPv4: static , Dynamic “ RIPng, OSPFv3 ,
EIGRPv6 “ But with little changes in configuration

Same Protocols are used in IPv4: static , Dynamic “ RIPng, OSPFv3,EIGRPV6 “

But with little changes in configuration
2001:210:10:1::/e4

1fe0:1111::2/32 : b 1fe0:2222::/32
1fed:1111::/32

Static : R1

Config t
Ipvé unicast-Routing

Ipve route 1fe0:2222::/32s0/0/0 (or) Ipveé route 1fe0:2222::/322001:210:10:1::2
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Migration to IPv6

1- IPv4/IPv6 Dual Stacks : router uses both IPv4 and
IPv6 at the same time .

Migration to IPv6

2- Tunneling : the tunnel function typically takes an IPv6 packet sent by a
host and encapsulates it inside an IPv4 packet. The IPv4 packet can then be
forwarded over an existing IPv4 internetwork .

Physical View
IPvE Only Y

PC1 PC2

Dual Stack Dual Stack
_'_'7 e ==, == T
—,’ g = R4 '_'_ —,’

10.2.2.2

IPvE Only

IPv6 Packet [ IPv4 Header | IPv6 Packet |— IPv6 Packet
‘[ t _ Destination=102.22
Source =10.1.1.1

Types Of Tunneling : “ only Teredo tunneling is for Hosts ™

1-Manually configured tunnels (MCT)
2-Dynamic 6to4 tunnels
3-Intra-site Automatic Tunnel Addressing Protocol (ISATAP)

4- Teredo tunneling
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Dual Stack

Dual Stack

PCH IPv4 Only

' 2 ‘i7_| == ‘il'
= R2
/

——
o

et ~
al N\ al

|IPv4 Header| IPv6 Packet |

MIGRATION TO IPV6

3-NAT pt : Protocol Translation

© ¥The End
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Computer

HUB
Computer
‘ Computer

I
SRS

N,

Printer
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v LAB 1 :- Make LAN Network

v LAB 2 :- Make Wireless LAN Network

v' LAB 3 :-Make password on switch ( Telnet+console+enable mode)

v' LAB 4 :- Connect two difference networks by router

v LAB 5 :-Cerate VIANS.

v LAB 6 :- Make Port Security on Switch




(W)LANL@M@J °

Y5855 s ke 38 Layy oy (50

(o dingoe Aaalloe 43500S) 83¢2!
(coaxial ,twisted pair) L
(Switch,Hub) ;S 5L~

Sl SO paddress -4

Zo 5l ST IPaddress elaed 7 lizes 38,10 5kezlly JalsSdlg 0521 (10 S 5855 day
94 9) DHCP JsSsiy 3ok ove Slals Lol Sl ST olgie elacy cnias,b cllia
131 gua 13 0oy 5L |dag IP address aillacly s> S e Josadl dany !
Olgiall slhael Cmy Jladl i (A8 S suall (31 (S Judd 532% sue OF

= F¥L agdi Sos JSCha IP address clacl puy (oo Slals

computer Network — «——l> Je Jssy asas

Network and sharing center e

Metwork and Sharing C i r Add a wireless device

- Computer (1)

& Downloads g L WIM-IGLEG2MFTGMN

=l Recent Places

a4 Libraries
=] Documents
-l Busic
- =] Pictures

E Videos
- 1B Computer

- Eha Metwork
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1+ == » ControlPanel » All Control Panel ltems + Metwork and Sharing Center

View your basic network information and set up connections
Caentrol Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Access type: No network access
seftings Public network Connections: [ Local Area Connection 3

Change your netwerking settings

‘f.;- Set up a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access peint.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting infermation.

&S e ol L) Jeay pgds @3 change adapter setting 5L agas IS dasg

> ¥Elnternet protocol version V4 [Las| of (ailas @ Ethernet ol LAN a4l

T E' F Control Panel » Metwork and Internet ¢ Metwork Connections

Organize « Disable this network device Diagnose this connection Rename this connection

N K K R
R = < @ K ol

Bluetooth Ethernet Local Area Local Area Wi-Fi
Metwaork Connection 2 Connection 3
Connection

gl J 7l ﬂ}..Jl 5| 20182



oy e Jguazll Gildl

General

You can get IP settings assigned automatically it vour netwaork supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IF address:
IP address:

Subnet mask:

Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

[ ] validate settings upon exit Advanced. ..

Cancel

oISd Private IP address auseiud cdguwg Sos IP cllacl agds dgu aSGadl da (3
= S¥EC

gl J 7l ﬂ}.../l oy 220183



General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
far the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:
IF address: 192 . 1653 .

Subnet mask: 25511

Default gateway:

Obtain DNS server address automatically
(@) Use the following DMS server addresses:

Preferred DMS server:

Alternate DMS server:

[ ] validate settings upon exit

0¥ Olgiall § Al 51 aaT eg 192.168.1 1o o) o G2 8L o) wlelw Las
- SYE OgSaw 832 8L o ) A @ Lsls (1WA il

192.168.1.2 ®

192.168.1.3

192.168.1.4 e

gl J 7l (um/l oy 20184



ombe Jlasl dla o e 3amdl @i o) com paadl Luaay as 632 ae> Loy day
G Skl Olgie 3 PING ol G5l (he 032

oo WSy s 32 L daly S e bl ayl Jlaoy @i g PING 192.168.1.2

S Sl 2yl 5kl 2 O ey JLas™]

Replay from 192.168.1.2

Replay from 192.168.1.2

Replay from 192.168.1.2

Replay from 192.168.1.2
Sz oLy JLas¥l lis aier kel jlas agdy el a8 Bl dasdle ae
SIb peds Lol

<«——computer Network
<«—Network and sharing center
<« Firewall

<«—rn windows firewall on or off

Turn of firewall

gt JI £ lo (u...ﬂ,‘.gﬁ.! 220185



(:}\.' + 41 &5 » Control Panel » All Control Panel ltems » Network and Sharing Center

-

View your basic network information and set
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network
settings Public network

Change your networking settings

‘[Lﬁ- Set up a new connection or nebwerk
=g

Set up a broadband, dial-up, or VPN connection; «

@ Troubleshoot problems

5 g . .
seealso Diagnose and repair network problems, or get trow

HomeGroup

Intel ® PROSet/ Wireless Tools

Internet Options

Windows Firewall

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private network settings
[.-@] () Turn on Windows Firewall
Block all inceming connections, including those in the list of allowed apps

| Motify me when Windows Firewall blocks a new app

r@} (@) Turn off Windows Firewall (not recommended)

Public netwaork settings
f.@] () Turn on Windows Firewall
Block all inceming connections, including those in the list of allowed apps

o | Motify me when Windows Firewall blocks a new app

f@} (@ Turn off Windows Firewall (not recommended)

Lo i) ] 20186



Al Las s s YL psas 1S oa (Kp lileg il Jols Sllens p9i Y

S ol 5las | g 4S5 Ldw Hlises Sy craa¥! 53 852 3L e 115l 2L
sbas b agds [asl Add sLas ! @ (pagasll aue gl everyone aisl sl @@ S5lin
- g?}’\s LSy 1,8 9lg 1,8 LMl

Lecture

General | Sharng | Securty | Customize 1.docx

Metwork File and Folder Sharing

Mew folder
j Shared

Metwork Path:
“SMOHMED  UserstalrashditDesktop™ New folder

Advanced Sharing

Set custom pemissions, create multiple shares, and set other Mew folder
advanced sharing options.

'@,‘Mvanced Sharing...

Password Protection

People without a user account and password for this computer
can access folders shared with evenyone.

To change this setting, use the Networs and Sharng Center.
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Choose people to share with

Type a name and then click Add, or click the arrow to find scmeone,

alrashdi

asd

Guest

Everyone

Create a new user...

I'm having trouble sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find somecne,

|1 v

Mame Permiszion Level

2 alrashdi Chwner
42 Everyone Read =

I'm having trouble sharing

Cancel

done @5 share Je ;35 oS
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Individual ltems

by sl alludlne
\\ELRASHD UsershalrashditDesktopi.saub| ] oW lus

Show me all the network shares on this computer.

ol ip address @) aSG LeSHline 03 ) wlalll e Jgvmnmld Ll e Josalls
- GY¥E (run) e ad) aals ds s Guagadl L) ol

Type the name of a program, felder, doecument, or Internet
resource, and Windows will cpen it for you.

|

Cancel Browse...

gl J 7l (um/l 5| 240189



(asLay) Wireless LAN s a5 dasy -2

Access point g, cpe 480 B> de gazma oy 46,8 Lgw plats gw Ryl
Lab Access point lia 3 adsiud dgug

& LS Cisco 48,4 ¢ Linksys §45 (0

Jul e

ordnylay Chgn WS wlslael Joe o1

Bydilee LIS Jppogianylo (ye - JoY]
Gob e (Console)  cogy wasSYL
Had¥s mo¥l sag R4S SISl S
JUl Sl 8 LS

SIS1AeY e gl G Lookind A0S Lo ady ellas| cllia ol Alasdlo Las
G LS 48 ks lday internet ol WAN gy e LIS aay g (s
Jl S
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sydile Juate g 3l Gl (re gy e Silalaey! e Je | g9 Lals
(Telnet) chgn uusSYL

| &

Cumrentiy connected 1o

-
Te Enksys
=

W No Intermnet access
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JSCA) (@ LS Linksys 45,401 el (s 509 (08178 Cigud) el el yelay

Jud!

91 192.168.1.1 Mie Ty Jaw¥l § 4nliS @iy BalegIP Address ddyae ey Lol
L;Y\ Jscadl 8 LS Internet explorer éi e Jg s psdid 192.168.0.1

B -

Chrome | sl eamst i

(sl 28 2)

401 Unauthorized O 0

19216811 [ X

ol o ol 1L 8 U2 ool 1L 38 ] st

®

http://192.168.1.1/ Jasi Ji§

| ;pxl,m;é-:”.s.«é;i. Google

L300 GalSs i pul o] hittp://192.168.1.1:80 pslal ket
WRTG10N sl & 4

58 G pdia sl 53]

craigslist: dallas / fort worth classi...

w@‘"

[ o |
e

5,80 Chrome §sw

@ chrome

—
T L
2013/04/21
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DHCP e IP G5l ol&id) )8 Jass o dasdle Las

Rename this connecticn Change settings of this connecti

1 Local Area Connection Properties )

nection ViMware Metwork Adapter Vinetl
Metworking | Authentication Isharingl nplugged o= Unidentified network

8EB072 PCI-E Gig... = Vhware Virtual Ethernet Adapter ...

Connect using:

s - e —— B
¥ Marvel Yukon 88E8072 PCI-E Gigabit Ethemet Conf| Internet Protocol Version 4 {TCF/IPv4) Properties h [

Corfig General | Alternate Configuration |

This connection uses the following items: You can get IP settings assigned automatically if your network supparts
9™ Cliert for Microsoft Networks this capability. Otherwise, you need to ask your network administrator
= for the appropriate IP settings.

B \/Mwars Bridge Protocol

.@‘u‘inual Machine Network Services
EQDS Packet Scheduler - _
JB} File: and Prirter Sharing for Microsoft Networks (0 Use the falloning IP address:
& Intemet Protocal Version & (TCP/IPvE)

=i Intemet Protocol Version 4 (TCP/IPv4)
]

Install...

Description

Transmission Control Protocal/Intemet Protocal. The del i ]
wide area network protocol that provides communicatio (7) Use the following DNS server addresses:
across diverse interconnected networks.

(@ Obtain an IP address automatically

(@ Obtain DMS server address automatically

_ Validate settings upon exit
oK

OK H Cancel ]

3 pantadl o dcadlly 5oyl dalSy aniadl ol JUol clie callay 13 sag

lia @ admin 4alS LTy 1234 Lla1s 59,00 2l 2wl Lol admin ¢S5 Il

294 &elS admin aoserull cwls LLS day admin oLl &S cdigy S
- W) 8a8ldl Wy las admin
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192168115 'O =

B - > an T o e

gl 8l o oo ol o ozl | Tlgion 503 Jab |~ &yl | G il i i (B

SEtup Access Applications &

cle ecuri rage Administration  Status
Sefup | Wireless  Security  Storage | tfRS Gaming

Basic Setup ] ] MAC Address Clone | Ad ed Routing

Select your language English [=]

Internet Setup

Internet Connection Type Static P
Internet IP Address:
Subnet Mask:
Default Gateway:
DN81:
DN8 2 (Optional);
DNE 3 (Optional):

Optional Settings
(required by some Internet | Host Name:

Service Providers)
Domain Name:

NTU: Aute [w] size: [1500

Network Setup

Router Address | T2 Address 192 168 1
Subnet Mask 255.255.255.0

URL Address. http:/AWRTE10N.com

DHCP Server Setting | DHECT Sarver. @ Enabled () Disabled [ DHCP Reservation

Start IP Address: 192 168 . 1. [100

Maximum Number of
Users:

IP Address Range: 92.168.1.100to 149

50

Client Lease Time: 0 minutes (0 means on= day)
Static DNS 1 8
Static DNS 2

Static DNS 3:

WINS:

Time Settings

Time Zone (GMT-08:00} Pacific Time (US4 & Canada) [=]

AN W | Al €| e g

2l Gy 1 lsall Je @S5 g Bladl ST 3 LS 3l53 Bute ylaT Cigun
2 ©lsally aSadl s 0585 3 Ll

Set%gp :

daal (e &I basic setup deal (o @ilsd S e G
Sl S HL ot 83l aes duyig il elud (IS 13 Internet setup
Lo Lol cadl e J5oy Bgw I 5Ll IP Address LSy a9Sa8 ol e 55

DHCP Gub e of
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»Network setup

spsd aubhiudy Coge weusSY glisl Ip Address g
»DHCP Server setup

ok Layl DHCP (s IP Address e Joax!l dods (eads aue gl Jeads iy 4499

P cod| ouoss
EE'NMEEEEEY 7 e D i S 2

1921681107 D 2
St g o s | 1] | Sl - s i il 0 s 3y

By gl Address

3
Applications & - " &
SEtup Selup | Wircless  Security  Storage Re:;ci:;:“! pami“g Administration  Status >4- ‘ b‘} ~b/‘ 5 -
Ls L&"‘. e =
T -

BasicSetp |  DDNS |  WACAddressClone |

Select your language | Englsh = J.g..\xa.g f ‘9.0_.! 9 ‘9.40

| IP Address gl

Internet Connection Type
Internet P Address:
Subnet Mask: 55 55 55 -
. : 1 &
Defautt Gateway: w
DNS L

DS 2 (Optional) ‘5\‘_7_17!9 192168150

DNS 3 (Optionsl

Optional Settings

(required by some Internet | Host lame 1 2 1 1 2
Sarvice Providers) . . .

Domain Name:

" Auto [w]| Size: 1500

Network Setup

Router Address | [P Addrass: 192 168 1
Subnet Mask: 2552552550 El

URL Address hitp/AWRTE10N.com

DHCP Server Setting | DECP Server © Enabled ) Disabled | DHCP Reservation

Start P Address: 192168 1. [100

Maximum Number of
Users:

IP Address Range: 2.168.1.100t0 149
Client Lease Time: ‘minutes (0 mezns one day)
Static DNS 1

Static DNS Z:

Static DNS 2:

WINS:

Time Settings

Time Zone (GMT-08:00) Pacific Time (USA & Canada)

126aM | |

BN . e
L L
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Lo Las @193 degama Lpdg Wireless o4 4Ll @SLall Lof

Basic setup wireless

GH 5 55,5lasle U,S3 LeS aukiud S IEEB0211A ols i cnlix oo 058

Frrvn Verson 10000 5%

WMIMMM 1600 IEE 802.11 . ...

o) éJJ\j G,B

Access Aspcatons §
Restrctons A

Adrarnyl stoe

GH 2.4 55,5

Wirekess Confguraton pﬂl.tﬁ‘ ‘..\.A u-ﬂ "I - e

Network Nome (350

el 1 I 28]

Rase B

"'«:"“e °¢‘Fﬁ.

broadcast 4gols
ol o3l g
zoes JWl JSadly
AST B yguall

(Mt
C15¢0
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‘Wireless security
0 g S Ll (2ol aliall lde Comy (& ¢ LM Mi (0 Ay Ci>
Ll Jlug udl S Gyb (e die Gamdl cmy Cigu S e Jgs )
dy Ao psnn pidl Jos ol e ASLA)
security Wep ,\WPA WPA2 WPA St paidll g9 5l Led o Lyl
personal WPA enterprise

WPA 2 personal Jull lia § b gy

O] damg Budas 0555 (o) Jad¥l e (ol WS Jsol iy s

‘Wireless Mac filter

LINKSYS by Cisco

F o e | D08 il
S i i B [Pl W Tl Wi e bt Hinier i T
Wireless

dymem s B .
Acbrrarsn i ww
o]
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MAC (555 il 032 hadd mawy Coo B39 Llex| ¢ 1931 AST ptad Co>
ok o) Jad LSL A all Jhas¥ls sy g eSS @ Lielinl Address
Sked) Address MAC e e dly 29a5 Cigw (s ¥ L8 g (eSSl JLasY!

LINKSYS by Ciseo @ Jlary]

i I 1300

Wireless

tatem Bopoyaey B LRl Ll pe——

¥ Pemt K b o 1 s v

MAC Asben Tow | W Noven St (W
i MR one ki
ol T EITRY R TTT

AT IOR
Poras s aniste s ais E )
A TETIEFEERT SR

TINEI TR 3-8 T
VO YRR

5 -

T LIRTEE T

S R A AL AL Ve

a1l

CI5Co 24 bit 48 ye

pnall a5, s
IEEE gb.aj 24
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Adamnistrations

Loy pusiudl gl 423 LIS (o adatud co>~Managementliaslss cal (o9
A | 48| LVE( @.o.w_‘ doglaa (a..\.z'i.wl‘ M‘jjj}l‘ LolS oY LQ;J“‘\""

7192.168.1,1“‘Managem&rn‘aso B ES -

o] [t | Sl - st 0 s (B

LINKSYS by Cisco

Firmware Version: 1.00.00 B18

Simultaneous Dual-N Band Wireless Router ~ wRT610N

Administration _ _ Access  Appiications &
Setup  Wireless Security Storage Restrictions Gaming

Management | Log | Diagnostics |  FactoryDefauts |  Firmware Upgrade

Router Access Router Password:

Administration Status

Re-Enterto Confirm:

Local Management Access Accass viz:

Access via Wirsless: © Enabled ) Disabled

Remote Management Access Remote Management: " Enabled © Disabled
Access via: HITP HITPS
Remote Upgrade: Ensbled (© Disabled
Allowsé Remote IP Addesss: @) Ay 1P Addrass
0 -0

Remots Management Port:

Upnp: O Enabled ) Disabled
Allow Users to Configurs: @ Enabled () Disabled

Allow Users to Disable

5 On:
Intemet Access: _/Enabled '@ Disabled

Backup and Restore Backup Ci | [Restorec:

]
Save Settings Cancel Changes CISCO

& g e @ <A 23?/%%
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status & Lole @IS0 g 3 @ilsall 51

5198 3 (pe (sSY

Router

oS el il MAC Aress cus> 0 ROULET e cilaglan oyais
Co oo |P AAress e claglas gy

Internet IP address e
Subnet mask e
Default e
gatewayDN
S

L300 BIS Asg 14,2008
nre LTI NI SR 8 a0
Moa, 29 Apr 2013 8228524
ws O0IhES:04.C3F

WX

ollhllll
Cisco
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Local network
Mac Address g subnet mask ¢ cign (wwsSY! Ip Address Je oUily a9

IP &) by Ll Jeassd) puey Jusdll Eos (00 DHCP e cbily gy Lyl
Address

LINKSYS by Cisco

Firmmawe Vereoe: 100 [0 BT

Simukaneows Dusl N Band Wireless Reater

Status

Ac2Et Applcations §

i Admarestraton Shetuy
Resincians LeiTele]

ek Secwtly  Slorege

Loncal Moot |

sl g e
LA LA

HE2

DHLP Server
Taablel

L8 LI
(Lo N EE

alut|n
CI5CO.
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wireless network

,Name Mac Address Access point Mode (1 S e <lily G9=i9

Jlas¥ ddee 3 Lousad) BLANN 0859 Cuign ueusS Y (lgics euly §o5
LINKSYS by Cisco

Status

L SN TS B
Visad

Sakoy matie

Tosde - AL COhannsd
"

R

Dreriad

SO ONN
Mived

L

A
|
VAL Porwnal

Taatbied
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LAB (3) make password on switch (
Telnet+console+enable mode)

router s switch 0 JSI( Telnet+console+enable mode) (I 59,11 LS clsluc!
cisco packet tracer 6.1.1  4S,dy dolsl LISAd) 818 mobip piseiud g

S izl Dlgasall (e Aegazme la (S melindl Joe 45,8 7)o psas ¥

zelindl U5 gy QW1 (il

at References Mailings Review Wiew Add-Ins

b

I"“:' “r-. 5 & u|§|§'lf\f']|,0,0,°|~ i)
===~~~ == L]
Logical 00t ew Chiste lnve (OOhier et Tiled Rackaroiin iewnaot
L]

~

Time: 00:03:23 [ wer Cvcle Devicast Forward Tim Realtime

SomNl= & FSfS &SI ° Scenario 0 ¥ |Fir Last
|;C!ItEI:S 1841 1941 12620XM 2.611.!!‘1 New Delete

HJeFs= aale PDU List Windc -
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29 wlelS e Lidly p9as @3 Byl auy) (po (580 ASGds Ly a9di By

_'—- / .EEF%'%I}_?% Fao /<4

(=]
Fa0 /3
- Fao
PC-FT Laptop-FPT
192, 1658.100. 1
—r Fal
4
Fad
)

5
PC-PT & Fal

192.168. 100.2
_: —
PC-PT PC-PT

192.168.100.3 192, 1568, 100. 4

Switch>enable
Switch#config t

Switch(config)#line console 0 (make password on user mode or console mode)

Switch(config-line)#password 123456
Switch(config-line)#login
Switch(config-line)#exit

Switch(config)#enable password 123456789 (make password on enable password without
encryption)

Switch(config)#enable secret 123 (make password on enable password with encryption)
Switch(config)#line vty0 4 (make password on telnet password)
Switch(config-line)#password 0000

Switch(config-line)#login
Switch(config-line)#exit

Switch(config)#interface vlan 1

Switch(config-if)#ip address 192.168.100.100 255.255.255.0
Switch(config-if)#no shutdown

gt JI £ lo ﬂ}...ﬂ,qi.f 2xi0204



Now on one of computer open run then ping the switch to ensure that there is connection
PC>ping 192.168.100.100

Pinging 192.168.100.100 with 32 bytes of data:

equest timed out.

eply from 192.168.100.100: bytes=32 time=0ms TTL=255

eply from 192.168.100.100: bytes=32 time=0ms TTL=255
eply from 192.168.100.100: bytes=32 time=0ms TTL=255

Then write telnet and Ip address of switch

PC>telnet 192.168.100.100
Trying 192.168.100.100 ...Open

User Access Verification

Password:

Now type password of telnet 0000 then password enable 123

Password:
Switch>ena
Switch>enable
Password:
Password:
Switch#config

Gt 7o o) ] 2is205



LAB (4)How connect two difference networks by router

We will use private IP Class C and B as following :-

_

_f\ Rl

PCAT \
mes O
Falf1 19, 168,04

s I

192, 168.0.1
Fal ,J

1]
/ -
FlfL

%
Fallj4. Fal ) o~

ET
1

Fa2 el 24 %1
¥
Fall3

172.16.0.2

|

Rl

j 1603
-

)

PC-FT

Router>enable

Router#config t

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip address 172.16.0.4 255.255.0.0
Router(config-if)#no shutdown

fea ‘ F?Dﬁ

2950 Fa0/4 197,168,0.2
Fa[:l
-
=
PC-PT
192,168,0.3
il

1
Fal
J

-
RCAT

2220200



Router(config-if)#exit

Router(config)#interface fastEthernet 0/1
Router(config-if)#ip address 192.168.0.4 255.255.255.0
Router(config-if)#no shutdown

On each computer put default getaway 192.168.0.4

Physical | Config | Desktop | Custom Interface

IP Configuration
IP Configuration

() DHCP (®) Static
IP Address 192.168.0.1

Subnet Mask 255.255.255.0

Default Gateway 192.168.0.4)

DNS Server

IPv6 Configuration
() DHCP () Auto Config (®) Static
IPv6 Address
Link Local Address FEBD::260:47FF:FEB3:AD46
IPvE Gateway
IPv6 DNS Server

A
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Physical | Config = Desktop | Custom Interface

TP Configuration
IP Configuration

() DHCP ) Static
IP Address 192.168.0.2

Subnet Mask 255.255.255.0

Default Gateway ‘192‘168‘04

DNS Server

IPv6 Configuration
() DHCP () Auto Config (8 Static
IPv6 Address

Link Local Address | FE0::2D0:BCFF:FE82:976A
IPv6 Gateway

[Pv6 DNS Server

And same thing on all computer on class C
After that put default getaway on class b

Physical | Config | Desktop | Custom Interface

IP Configuration
IP Configuration

() DHCP ) Static
IP Address 172.16.0.1
Subnet Mask 255.255.0.0
Default Gateway 172.16.04
DNS Server
IPv6 Configuration
() DHCP () Auto Config ® Static
IPv6 Address
Link Local Address  FESD::2D0:BCFF:FE7E:8C2D
IPvb Gateway

IPv6 DNS Server
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» PCS

Physical | Config | Desktop  Custom Interface

IP Configuration

IP Configuration
() DHCP (@ Static

IP Address 172.16.0.2
Subnet Mask 255.255.0.0
Default Gateway 172.16.0.4
DNS Server

IPv6 Configuration
() DHCP () Auto Config @ Static
IPv6 Address
Link Local Address FEB0::20B:BEFF:FE20:9A98
IPv6 Gateway
IPvE DNS Server

Same that on all computer

JSEI! G LS 172.16.0.1 (Sl (6,331 ASid) (o Sy 192.168.0.1 285k (oo 3l om0 Jluail Sl s pgds (Y
oY

After then we will Ping on another network
Ping 172.16.0.4

Pinging 172.16.0.1 with 32 bytes of data:

from 172. .0.1: bytes=32 time=0ms TTL=127
from 172. .0.1: bytes=32 time=0ms TTL=127
from 172. .0.1: byt 37 TTL=127
from 172. .0.1: bytes=32 time=lms TTL=127

172.16.0.1:
4, Received = < Lost = 0 (0% loss),
Approximate round trip times in milli-seconc
Minimum = Oms, Maximum = lms, Average = 5

gt JI £ lo ﬂL..JU_J.! 220209
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Configuration on switch 1

Switch>enable

Switch#config t

Switch(config)#interface fastEthernet 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 1
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 1
Switch(config-if)#exit

Switch(config)#interface fastEthernet 0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/4
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/5
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 3
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/6
Switch(config-if)#switchport mode trunk

, ~ Fal/s
o e aa
VLAN 2 re0/50-24TT

192,163.0.0
VLAN 1

- Falja =0
Fa0/2
206 Fani3:

Fai (4
Fa)s
Fal '{ I
192.168.0.9 PC-PT

VLAN 2

g
—

192.168.0.10 PC-PT
Falx

(enter to interface)

(assign interface to vlan)
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Configuration on switch 2

Switch>enable

Switch#config t

Switch(config)#interface fastEthernet 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 1
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 1
Switch(config-if)#exit

Switch(config)#interface fastEthernet 0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/4
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/5
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 3
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/6
Switch(config-if)#switchport mode trunk (mode of interface trunk to all pass all vlan)

LAB(6) Port Security

R PORT SECURITY
Laptc Fal

192.168.1.1
. -
PC-PT

Fa0/1 O

L Fan/Zf o
/ FanJFaU_.M

192.168.1.4
192.168.1.3

i
_l' Fan
—
PC-PT
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Switch>

Switch>enable

Switch#config t

Switch(config)#interface fastEthernet 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security

interface )

Switch(config-if)#switchport port-security mac-address sticky
switch)

Switch(config-if)#switchport port-security maximum 1
interface )

Switch(config-if)#switchport port-security violation shutdown
Switch(config-if)#exit

Switch(config)#interface fastEthernet 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security
Switch(config-if)#switchport port-security mac-address sticky
Switch(config-if)#switchport port-security maximum 1

Switch(config-if)#switchport port-security violation shutdown

Switch(config)#interface fastEthernet 0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security
Switch(config-if)#switchport port-security mac-address sticky
Switch(config-if)#switchport port-security maximum 1

Switch(config-if)#switchport port-security violation shutdown

Switch(config)#interface fastEthernet 0/4

Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security
Switch(config-if)#switchport port-security mac-address sticky
Switch(config-if)#switchport port-security maximum 1

Switch(config-if)#switchport port-security violation shutdown

(enable security on

(assign make address to

(number of device on

(shutdown «protect,restrict)
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